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With the rapid development of the Internet, the security of network multimedia data has attracted increasingly more attention.
*e moving target defense (MTD) and cyber mimic defense (CMD) approaches provide a new way to solve this problem. To
enhance the security of network multimedia data, this paper proposes a mimic encryption box for network multimedia data
security. *e mimic encryption box can directly access the network where the multimedia device is located, automatically
complete the negotiation, provide safe and convenient encryption services, and effectively prevent network attacks. According to
the principles of dynamization, diversification, and randomization, the mimic encryption box uses a reconfigurable encryption
algorithm to encrypt network data and uses IP address hopping, port number hopping, protocol camouflage, and network channel
change to increase the attack threshold. Second, the mimic encryption box has a built-in pseudorandom number generator and
key management system, which can generate an initial random key and update the key with the hash value of the data packet to
achieve “one packet, one key.” Finally, through the cooperation of the ARM and the FPGA, an access control list can be used to
filter illegal data andmonitor the working status of the system in real time. If an abnormality is found, the feedback reconstruction
mechanism is used to “clean” the FPGA to make it work normally again. *e experimental results and analysis show that the
mimic encryption box designed in this paper has high network encryption performance and can effectively prevent data leakage.
At the same time, it provides a mimic security defense mechanism at multiple levels, which can effectively resist a variety of
network attacks and has high security.

1. Introduction

With the rapid development of information, network,
communication, image processing, and other technologies,
the security requirements of network multimedia are be-
coming increasingly more urgent [1, 2]. To obtain economic
benefits, occupy commercial competitive advantages, and
achieve certain military needs, attackers usually use tech-
niques such as reverse analysis, vulnerability attacks, and
network sniffing to steal sensitive data, thereby triggering
data security protection problems.

*e life cycle of network multimedia data can be divided
into four main parts: collection, transmission, storage, and
processing. Regarding these functions, in order to protect the
confidentiality of data transmission and storage and prevent
the leakage of private data, it is necessary to encrypt the data

[3]. However, the current network equipment and compo-
nents have a large number of security vulnerabilities, allowing
attackers to directly bypass the encryption link and steal the
original data [4]. Second, security protection for massive
amounts of multimedia data, including images, voices, and
video, entails higher requirements on the efficiency of
cryptographic algorithms. In the process of high-speed data
transmission, traditional CPU encryption algorithms make it
difficult to meet computing requirements [5]. *us, a more
efficient implementation of cryptographic algorithms is re-
quired in order to improve encryption speed. Finally, due to
the staticity and similarity of traditional network components
[6], such as the same hardware equipment, network protocol,
fixed IP address, and port number, it is easy for an attacker to
study the network operating rules, dig out security flaws, and
conduct detection and continuous intrusion.
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To improve the security of the multimedia network, the
academic community has proposed a moving target defense
(MTD) [7] technology and a cyber mimic defense (CMD)
technology [8]. On the basis of MTD, CMD technology
provides a dynamic heterogeneous redundancy (DHR) ar-
chitecture, which uses the active transformation of func-
tionally equivalent heterogeneous executive bodies to
change the components of the information system, therefore
realizing network, platform, environment, software, struc-
ture, and data dynamic changes or migrations. For attackers,
it is difficult to observe and predict the target changes;
therefore, system security risks are greatly reduced. At the
same time, CMD introduces a negative feedback mecha-
nism. According to the configured negative feedback control
strategy, if the current system is found to be abnormal, the
system will be cleaned by self-reorganization and recon-
struction. In addition, new functionally equivalent hetero-
geneous executors will be randomly selected “online.”
Obviously, CMD not only greatly increases the difficulty and
cost of attacks but also can detect the attack behavior of
successful intrusions in real time.

Among various network security defense measures, the
security of the hardware structure and the operating system
is the foundation, and cryptography is the key technology. In
this paper, combining the concepts of MTD and CMD, using
the FPGA as the hardware platform, a mimic encryption box
is designed. *is device provides dynamic encryption,
network structure transformation, and a feedback recon-
struction mechanism in order to realize the security pro-
tection of multimedia data.

Our main contributions in this paper can be outlined as
follows:

(1) A mimic encryption box with dynamics, diversity,
and randomness is designed and will be able to
directly connect to the network where the multi-
media device is located and provide secure encrypted
transmission of data.

(2) *e TCP/IP layer data encryption and variable
network configuration are realized on an FPGA, and
system management and a feedback mechanism are
realized on an ARM. In this system, software and
hardware work cooperatively.

(3) *e reconfigurable underlying cryptographic algo-
rithm, pseudorandom number generator, packet
filtering, and storage functions are optimized on the
FPGA, and the programmability and high anti-in-
terference of the FPGA make it difficult for attackers
to establish a continuous and reliable attack chain.

(4) *e hash value of the packet is used as the key to
achieve “one packet, one key,” and autonegotiation
is used to change the IP address, port number, and
protocol type in order to achieve dynamic network
transformation. *rough cooperation between the
ARM and the FPGA, abnormal condition-related
“cleaning” and the reconfiguration of FPGA are
achieved.

(5) *e encryption and decryption performance, net-
work performance, security, and antiattack of the
mimic encryption box are evaluated from several
aspects.

*e remainder of this paper is organized as follows:
Section 2 introduces the existing network multimedia
protection technologies. Section 3 describes the design of the
mimic encryption box in detail. Section 4 analyzes and
evaluates the mimic encryption box from multiple per-
spectives. Section 5 discusses the applicability and limita-
tions of this method. Finally, Section 6 concludes this paper.

2. Related Work

Regarding MTD research, Aydeger et al. [9] analyzed
crossfire attack planning and utilized the analyzed results to
develop the defense mechanism that in turn reorganizes the
routes in such a way that the congested links are avoided
during packet forwarding. In addition, for use when
implementing MTD mechanisms via route mutation,
Aydeger et al. [10] proposed various virtual shadow net-
works created through network functions virtualization
(NFV), which can dynamically change the routes for specific
reconnaissance packets so that attackers will not be able to
easily identify the actual network topologies. Zeitz et al. [11]
explored the uses of a micromoving target IPv6 defense
(µMT6D). *e μMT6D is designed to work on low-power
and low-resource devices and can prevent targeted attacks
through rotating the IPv6 address. Wang et al. [12] proposed
a network defense method based on random domain name
and address mutation (RDAM). *is method increases the
scanning space of the attacker through a dynamic domain
name method and reduces the probability that a host will be
hit by an attacker scanning IP addresses. Zheng and Namin
[13] presented the results of an analysis performed on
simulating a simplified attack scenario against hosts on a
network. *ey investigated the influence of the host IP
address change rate and host complexity on the success rate
of attacks. Hong and Kim [14] incorporated MTD tech-
niques into a security model, namely, a hierarchical attack
representation model (HARM), in order to assess the ef-
fectiveness of the techniques. Zhao et al. [15] proposed an
SDN-based double hopping communication (DHC) ap-
proach. *e DHC approach is able to increase the overhead
of a sniffer attack, as well as the difficulty of communication
data recovery. Jafarian et al. [16] proposed random host
address mutation (RHM), which uses hierarchical fast
transitions based on the address space and the IP address in
order to distort attacker reconnaissance and deter attacks.
On this basis, Jafarian et al. [17] proposed the proactive-
adaptive defense technique, which monitors an attacker’s
behavior in real time and performs active address hopping,
thus significantly raising the bar against stealthy scanning.

In terms of CMD, Hu et al. [18] designed and imple-
mented a mimic network operating system (MNOS), an
active defense architecture based on mimic security defense,
in order to ensure SDN control plane security. *is
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architecture can effectively reduce the probability of suc-
cessful attack and has good fault tolerance. *en, Hu et al.
[19] introduced the mimic defense (MD) framework and
detailed the “dynamic, heterogeneity, and redundancy” core
mechanism. *eir results showed that MD can significantly
increase the difficulty faced by attackers and enhance the
security of cyber systems. Ma and Zhang [20] described the
mimic defense system formally and, through results from
Monte Carlo simulations, analyzed the security effects of
redundancy in mimic defense systems. Qi et al. [21] pro-
posed Mcad-SA, an aware decision-making security archi-
tecture with multiple controllers, which exploits
heterogeneity and redundancy from different controllers to
prevent an attack proactively. Based on the mimic defense
theory and technology, Liu et al. [22] proposed a framework
against zero-day attacks. To protect the security of distrib-
uted storage systems, Li et al. [23] presented a storage ar-
chitecture for mimic defense (SAMD). *is architecture
adopts a heterogeneous multirandom coding defense
mechanism to actively and dynamically defend against in-
determinate attacks.

In terms of network encryption, Abusukhon et al. [24]
focused on data encryption techniques and proposed a new
method for data encryption based on encrypting the plain
text into a white page image. In addition, Abusukhon et al.
[25] proposed a Diffie–Hellman text-to-image encryption
algorithm (DHTTIE), adding a new security level to the
TTIE algorithm. Tang et al. [26] proposed a dynamic three-
layer encryption scheme based on DES and network coding,
with a low-complexity partial key update mechanism, which
increases its adaptability to various cyber conditions. Khan
et al. [27] further reduced the cost of a network coding
mechanism by reducing the size of data used for permu-
tation. *ey also proposed an algorithm for key generation
and random permutation confusion key calculation. Jiang
et al. [28] presented a compromising method to take both
the security level and the speed of data transmission into
account by means of mixing the RSA and DES algorithms. In
addition, the security interceptor of Spring Security was
extended, and a series of security filters were added to keep
Web attackers away. Li et al. [29] proposed a new attribute-
based data-sharing scheme suitable for resource-limited
mobile users in cloud computing. For the sake of data se-
curity, a Chameleon hash function was used against adaptive
chosen-ciphertext attacks. Jia et al. [30] designed an identity-
based anonymous authenticated key agreement (AAKA)
protocol for the mobile edge computing environment. *is
protocol achieves mutual authentication in only a single
message exchange round and assures both user anonymity
and untraceability. Indira et al. [31] proposed a standard
two-phase implementation of round key- and random key-
based cryptosecurity encryption standard (R2R-CSES) for
improving security system in a cloud environment.

In many security applications, a variety of defense
technologies were realized based on FPGA. Maciel et al. [32]
proposed a high-performance and energy-efficient recon-
figurable FPGA-based K-means/K-modes architecture for
network intrusion detection. Joseph et al. [33] studied the

efficiency of an intrusion detection system by using an FPGA
with a string-matching system design and a predecoder finite
state machine for use in the high-speed network intrusion
detection system. Lin et al. [34] introduced the design of a
Gigabit Ethernet firewall based on FPGA. *e FPGA
functions were implemented to achieve legitimacy in net-
work packet inspection and for internal network protection.
Keni and Mande [35] used the highly parallelized structure
of FPGA to form a rule set for allowing incoming and
outgoing IP addresses to filter the IPv4 protocol. Ricart-
Sanchez et al. [36] proposed a fully functional, FPGA-based
5G firewall that is capable of effectively detecting cyber-
attacks in 5G multitenant scenarios with user mobility
support.

In summary, although the use of IP address, port
number hopping, and other mechanisms increases the
difficulty of the attack to some extent, if plaintext trans-
mission is used, the attacker can still obtain useful infor-
mation. Second, simple network data encryption cannot
resist key exhaustive attacks and ciphertext-only attacks.
*ird, FPGA is a suitable and popular hardware platform for
many network security applications. In addition to being
used in firewalls and packet inspection, it can also be used in
MTD and CMD. *e combination of ARM and FPGA can
be used to expand the attack surface and improve security.
*erefore, this paper combines MTD, CMD, network en-
cryption, and hardware protection technologies and pro-
poses a dynamically reconfigurable mimic encryption box to
solve the abovementioned problems.

3. Design Method of the Mimic Encryption Box

3.1. Overall Structure. *e mimic encryption box is located
between the network multimedia device and the user. It
provides secure communication services to the user by
binding the terminal multimedia device. *e system ar-
chitecture is shown in Figure 1. In the architecture, there are
management and feedback modules running on an ARM.
*ese modules mainly communicate with the key man-
agement center to complete the following: the initialization
of the parameters, key distribution, the generation of FPGA
status statistics, self-reconstruction cleaning, and the dy-
namic loading of bitstreams. In addition, an FPGA is mainly
used for the realization of core cryptographic algorithms,
including hash algorithms, symmetric encryption algo-
rithms, and asymmetric encryption algorithms. By using the
reconfigurable ability of the FPGA, various keys are gen-
erated pseudorandomly, and cryptographic algorithms are
dynamically invoked to complete efficient data encryption
and decryption processing. Second, through the access
control list and memory management, the rule filtering and
storage of data are realized. Finally, multiple 10G and 1G
communication network ports are integrated on the FPGA,
and the network ports and channels are dynamically
switched according to the configuration of the ARM,making
full use of the flexibility and scalability of the FPGA to
confuse attackers and prevent attacks such as network
sniffing.
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3.2. Work Flow. Currently, network multimedia devices
mostly work at the TCP/IP layer in order to provide stable
and reliable data transmission. *erefore, in this paper,
mainly TCP/IP data encryption and camouflage is com-
pleted. As shown in Figure 2, the comparison before and
after TCP/IP packet encryption is given. Here, the IP ad-
dress, protocol, and port number are hopped and disguised.
*en, a 1-byte PID field and a 4-byte CRC32 field are added:
the PID is used to address the key, and the CRC32 is used to
calculate the TCP checksum. Finally, the other TCP fields,
the data, the pad, and the CRC32 are encrypted.

*e mimic encryption box completes the packet en-
cryption based on the principles of randomization,
dynamization, and diversification. As shown in Figure 3, it
is mainly composed of the MAC layer interface, packet
parsing, access control, encryption and decryption algo-
rithms, key generation management, packet encapsula-
tion, memory, arbitration, state information collection,
parameter initialization, and the ARM system. Among the
components, through filtering rules, access control
manages the plaintext path, the ciphertext path, discard-
ing, and other processing and forwarding to the ARM. At
the same time, in the front-end mimic encryption box,
network port F is used to connect to the network multi-
media device, and network port B is connected to the
external network.

*e encryption process of the entire system is as follows:

(1) *e key management center establishes a secure
tunnel with the ARM of both communicating
parties to obtain the mimic encryption box

information and distribute the initial information
and working key.

(2) *e communication parties negotiate to complete
the dynamic configuration of the IP address, port
number, protocol type, encryption algorithm, hash
algorithm, and network interface, and the system
parameters are initiated by the ARM. *en, the
initial encryption key is generated by the pseudo-
random number generator.

(3) After network port F receives the packet, it parses
the packet and forwards it to the corresponding
processing channel by the filtering rules.

(4) In the encryption processing, the PID and CRC32
fields are added to the TCP/IP packet, and the
corresponding initial key for the encryption is se-
lected.*en, a hash operation on the first 64 bytes of
the encrypted packet is performed to generate a new
key, and the key corresponding to the serial number
is updated.

(5) *e negotiated IP address, port number, and pro-
tocol type are used to disguise and encapsulate the
original packet.

(6) *e encrypted packets, plaintext packets, and ARM
packets are cached in memory and, then, sent out
from network port B.

(7) Network port B receives the packet from the ex-
ternal network, parses it, and forwards it to the
corresponding processing channel according to the
filtering rules.
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(8) In the decryption processing, the key corresponding
to the PID field is selected in order to decrypt and
check the CRC32, and at the same time, the cor-
responding key from the hash value of the first
64 bytes of the current encrypted packet is directly
updated.

(9) *e camouflage is removed, the original IP address,
port number, protocol type is restored, and the
packet is encapsulated.

(10) In the ARM path, the data are transmitted to the
ARM system, and the ARM system hands them over
to the key management center to complete the
corresponding processing.

(11) *en, the arbitrationmodule is used to directly send
the decrypted and encapsulated packet to the net-
work multimedia device.

In the process of communication between the two sides,
the packet information of network port F and B is obtained
in real time, and after being collected by the ARM system, it
is sent to the key management center to realize the real-time
monitoring of both sides.

For the back-end mimic encryption box, the functional
modules are similar to the front-end, and the workflow is
basically the same, but the network connection method is
slightly different. Specifically, network port F is connected to
the external network to provide the decryption channel and
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ARM management; network port B is connected to the user
and provides an encrypted channel.

3.3. Optimization of Core Encryption Algorithm

3.3.1. Hash Algorithm. A hash algorithm is an irreversible
one-way function that can output any length of data. At
present, the commonly used hash algorithms are MD5,
SHA1, SHA256, SHA512, RIPEMD160, and SHA3. *ese
hash functions are all based on logical operations. *e data
are filled, grouped, and then, iteratively compressed by the
round function, and the result is generated after n rounds of
calculation. Since the structure of each round is similar, it
can be implemented in a full-pipeline parallel manner.

Here, according to the number of iterations of the hash
algorithm, all the loops are expanded [37, 38] to form a full-
pipeline structure. When it is working at full capacity, in the
overall pipeline, each clock cycle can calculate a set of hash
values.*en, precalculation and carry-save adders (CSA) are
used to optimize and reconstruct the round function to
reduce the critical path delay.

We take SHA1 as an example. *e SHA1 algorithm fills
the initial information into 512 bits and initializes it to 16 32-
bit groups w [15 : 0]. Let A= 0x67452301, B= 0xEFCDAB89,
C= 0x98BADCFE, D= 0x10325476, and E= 0xC3D2E1F0
be the initial link variables, and let a, b, c, d, and e be 5
intermediate variables used to perform 80 rounds of iterative
computations. Each iteration is performed as follows:

a � a next;

b � a;

c � c next;

d � c;

e � d,

a next � a[26 : 0], a[31 : 27]{ } + ft + e + kt + wt;

c next � b[1 : 0], b[31 : 2]{ },

(1)

where ft is a nonlinear function, kt is a constant, and wt is a
grouped data block.

Finally, the 160-bit hash value cascaded output is given
by a� a+A; b� b+B; c� c+C; d� d+D; and e� e+E.

Clearly, b, c, d, and e can be obtained directly via value
passing, while a requires complex operations, and the delay
consumption is concentrated along the critical path of a. For
the FPGA, the delay of addition is much larger than the bit
operation. *erefore, to reduce the use of adders, we define
the CSA as follows:

CSA(x, y, z) � x
∧
y
∧
z(  + (((x&y)|(x&z)|(y&z))

≪ 1) � x + y + z.
(2)

At the same time, a variable g is introduced for pre-
calculation, as follows: g �CSA(d, kt+1, wt+1). *at is, we use
the result d of the next round e and kt+1, wt+1 to calculate g in
advance. *en, the calculation of a can be simplified as

a next � CSA a[26 : 0], a[31 : 27]{ }, ft(b, c, d), g( . (3)

Figure 4 shows an optimized round function structure.
*en, a unit kernel is built with round functions, the

kernels are interconnected by registers, and all kernels are
executed in parallel. *e overall structure of the hash al-
gorithm is shown in Figure 5.

Comprising FPGA storage resources, the registers are
widely distributed. BRAM is located in a fixed area, and
mixed storage is adopted, enabling the full utilization of
FPGA resources and effectively shortening the critical path
delay. *erefore, in Figure 5, the initialization variables are
stored by using Shift RAM. Due to its small scale and
scattered values, the constant list uses a direct assignment
strategy. For grouped data blocks, a two-dimensional reg-
ister array is used, values are assigned through circular shifts
in one-dimensional space, and values are transferred
through a register copy in two-dimensional space, thereby
realizing data multiplexing and reducing data overlap. For
the output of the results, to achieve a balance between re-
sources and performance, data cascading is used, as it is
more conducive to constraining the data concentration in a
logical area.

In addition, by reconstructing the round functions of
different hash algorithms and using units and hybrid storage
methods, a hash algorithm with higher performance and
better expansibility can be formed to meet the needs of
various encryption computing.

3.3.2. Symmetric Encryption Algorithm. *e current main-
stream encryption algorithms are 3DES, AES128, AES256,
Twofish, and Serpent. *e encryption scheme based on the
FPGA chip level is fast, safe, and of low cost. As the FPGA
technology is reconfigurable, through user programming to
change the circuit structure on the chip, different encryption
and decryption algorithms can be realized. In this paper,
AES128 is taken as an example. Based on the idea of
reconfigurability, the cryptographic algorithm is modular-
ized, providing the encryption and decryption architecture
of AES.

*e main modules of AES include KeyExpansion,
AddRoundKey, SubBytes, ShiftRows, and MixColumns. *e
SubBytes module enables the realization of the obfuscation
principle, and ShiftRows and MixColumns modules mainly
allow realization of the diffusion principle [39, 40]. *e AES
decryption algorithm key selection sequence is exactly the
opposite of encryption, and the key expansion process is
irreversible. *erefore, to ensure that encryption and de-
cryption have the same execution cycle, all round keys need
to be generated at once. *e AES structure is shown in
Figure 6.

*e AES single-round encryption process is shown in
Figure 7. Each round of operations is compressed to 1 clock
cycle in a cascaded manner. *e entire encryption process
requires 23 clocks, of which the key expansion is 11 clocks
and encryption and decryption is 12 clocks. In addition,
compared with the LUT method, the method in which the
BRAM embedded in the FPGA is used to realize the storage
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of the Sbox is better, as this method can reduce the occu-
pation of resources and increase the routing frequency.

Finally, symmetric encryption algorithms have four
commonly used encryption modes: ECB, CBC, CFB, and
OFB. Among them, in ECB and CBC, the data are divided
into blocks and padding operations are performed, while in
CFB and OFB, change block ciphers can be changed into
self-synchronized stream ciphers. *erefore, to pad the last
data block, the CFB and OFB encryption methods are used.
In addition, the previous block of encrypted data are

regarded as the IV (initial vector), and the current data are
XORed with IV after calculation and output.

3.3.3. Elliptic Curve Algorithm. In the prime domain, the
description of the elliptic curve E (Fp) is as follows:
y2 � x3 + ax+ b (mod p) [41].*e security of the elliptic curve
cryptosystem is mainly based on the difficulty of point
multiplication inversion. Point multiplication, also called a
multiple point operation, refers to the multiplication
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operation of a base point P on the curve with an integer k,
that is, the addition of P for k times:

kP � 
k

1
P � P + P+, ..., +P. (4)

*e point multiplication process includes double point
and point addition operations; therefore, the optimization of

double point and point addition is an important way to
improve the efficiency of elliptic curve calculation.

Here, the Karatsuba–Ofman algorithm (KOA), fast
modular reduction, radix-4 modular inversion, Mont-
gomery point multiplication, and other optimization
methods are combined to achieve an energy-efficient and
antiattack ECC algorithm. *rough the bottom-up design
method, the most basic operations are realized with modular
addition and subtraction, modular reduction, modular in-
version, and modular multiplication, and then, the point
multiplication operation is optimized by point addition and
double point. Finally, the functions of elliptic curve signa-
ture, verification, encryption and decryption, and key
agreement are realized. *e overall structure is shown in
Figure 8.

In the point multiplication calculation, the point addi-
tion and double point operations will be called many times,
while the coordinate transformation is only calculated once,
i.e., at the last time.*erefore, the point addition and double
point operations are optimized by performance optimiza-
tion, while the coordinate transformation operation is op-
timized by resource optimization. Second, the master state
machine is used to schedule and manage the point multi-
plication module in order to meet the calculation require-
ments of different functions. Finally, the reuse of resources is
realized through the coordinate transformation operation’s
shared modular addition and subtraction modules, and to
reduce the consumption of FPGA resources, the data
transmission is completed through an asynchronous FIFO
method.
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(1) KOA Fast Multiplication. *e core idea of KOA [42] is
“divide and conquer,” i.e., a calculation approach in which a
complex multiplication operation is decomposed into
multiple simple multiplication operations by recursion. It is
faster andmore efficient than traditional calculation. For two
n-bit numbers, if they are directly multiplied, the complexity
is O (n2), and the complexity can be reduced to O(nlog23) by
using KOA.

For the n-bit A, this can be expressed as
A � (αn− 1, αn− 2, . . . , αn/2√√√√√√√√√√√√√√√√

AH

, αn/2− 1, . . . , α0√√√√√√√√√√
AL

), where αi ∈ 0, 1{ },
0≤ i< n.

*en, A and B can be expressed equivalently as follows:

A � A
H

× 2n/2
+ A

L
,

B � B
H

× 2n/2
+ B

L
.

(5)

*erefore, C � A × B can be calculated by the following
formula:

C � A
H

× 2n/2
+ A

L
  × B

H
× 2n/2

+ B
L

 

� z2 × 2n
+ z1 × 2n/2

+ z0,
(6)

where z2 � AH × BH, z1 � AH × BL + AL × BH, and
z0 � AL × BL.

*e ECC parameter is 256 bits, while FPGA DSP sup-
ports multiplication operations with a maximum bitwidth of
64 bits. *en, 256 bits can be divided into 128 bits, and then,
128 bits can be divided into 64 bits. After two recursive
operations, the result is obtained, as shown in Algorithm 1.

(2) Fast Modular Reduction. For fast modular reduction, the
ECC special parameters can be optimized. Because of the
particularity of prime number p, several addition and
subtraction operations can be used to obtain the result of
modular reduction. Compared with the current universal
Montgomery algorithm, the fast modular reduction algo-
rithm can save several 256-bit multiplication operations and
significantly improve the performance.

When p� 2256 − 2224 + 2192 + 296 − 1, for a large number
A: A � A15 × 2480 + A14 × 2448 + ... + A1 × 232 + A0, each Ai
is a 32 bit integer; then, A can be expressed as follows:
A � (A15‖A14‖...‖A1‖A0).

*en, B�A mod p� (T + 2S1 + 2S2 + S3 + S4 − D1 − D2
− D3 − D4)mod p, where each 256 bit operand is repre-
sented as shown in Table 1.

(3) Extended Euclidean Modular Inversion. *e extended
Euclidean algorithm uses the toss and turns division method
to obtain the modular inverse, and according to the nature of
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Figure 8: ECC algorithm overall architecture.
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Input: A, B, n//n is the bit width
Output: C

(1) if (n� � 64) return C�A×B;
(2) A � AH × 2n/2 + AL;
(3) B � BH × 2n/2 + BL;
(4) C1 �KOA (AH, BH, n/2);
(5) C2 �KOA (AL, BL, n/2);
(6) C3 �KOA (AH+AL, BH+BL, n/2);
(7) C�C1<< n+ (C3 –C2 –C1)<< (n/2) +C2;

ALGORITHM 1: KOA multiplication.

Input: a, b, p
Output: c� b/a mod p

(1) u� a; v � p; x1 � b; x2 � 0;
(2) while (v> 0)
(3) if (u[1 : 0]� � 2′b00)
(4) u � u≫ 2; x1 � x1/4modp;
(5) else if (v[1 : 0]� � 2′b00)
(6) v � v≫ 2; x2 � x2/4modp;
(7) else if (u[1 : 0]� � v[1 : 0])
(8) if (u> v) u � (u − v)≫ 2;
(9) x1 � (x1 − x2)/4modp;
(10) else v � (v − u)≫ 2;
(11) x2 � (x2 − x1)/4modp;
(12) else if (u[1 : 0]� � 2′b10)
(13) if ((u>> 1)> v) u � ((u≫ 1) − v)≫ 1;
(14) x1 � (x1/2 − x2)/2modp;
(15) else u � u≫ 1; x1 � x1/2modp;
(16) v � (v − (u≫ 1))≫ 1;
(17) x2 � (x2 − x1/2)/2modp;
(18) else if (v[1 : 0]� � 2′b10)
(19) if (u> (v>> 1)) u � (u − (v≫ 1))≫ 1;
(20) x1 � (x1 − x2/2)/2modp;
(21) v � v≫ 1; x2 � x2/2modp;
(22) else v � ((v≫ 1) − u)≫ 1;
(23) x2 � (x2/2 − x1)/2modp;
(24) else if (u≥ v)
(25) u � (u − v)≫ 1; x1 � (x1 − x2)/2modp;
(26) else
(27) v � (v − u)≫ 1; x2 � (x2 − x1)/2modp;
(28) endwhile
(29) return c� x1;

ALGORITHM 2: Extended Euclidean modular inversion.

Input: k � (kl− 1, ..., k0), point G
Output: Q� kG
(1) Initialize R0 �G; R1 � 2G; i� l – 2;
(2) while (i≥ 0)
(3) if (ki � � 0) R1 �R0 +R1; R0 � 2R0;
(4) else if (ki � � 1) R0 �R0 +R1; R1 � 2R1;
(5) i� i – 1;
(6) endwhile
(7) Q�R0;

ALGORITHM 3: Montgomery point multiplication.
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the common divisor, all divisions can be changed to addition
and subtraction operations, and the division by 2 operation
is completed by binary shift, which is beneficial to hardware
implementation. Here, it is expressed in a quaternary system;
state machine cycle control is used to optimize the extended
Euclidean algorithm, and the value of b/a mod p can be
directly obtained.*e specific process is shown in Algorithm
2.

In Algorithm 2, the first line is the initialization state; the
second line is the loop judgment state; the lines 3–27 are
various judgments and calculations; the last line is the
output. Second, the calculation of u and v always ensures
that the result value is less than p, and no additional pro-
cessing is required. However, the addition and subtraction of
x1, x2 may be greater than p or overflow, and division by 2
and division by 4 require additional judgment. *e specific
calculation formula is as follows:

x

2
modp �

x≫ 1, if x[0] �� 1′b0,

x≫ 1 + p≫ 1 + 1, if x[0] �� 1′b1,

⎧⎪⎨

⎪⎩

x

4
modp �

x≫ 2, if x[1 : 0] �� 2′b00,

(x≫ 1 + p≫ 1 + 1)≫ 1, if x[1 : 0] �� 2′b01,

x≫ 2 + p≫ 1 + 1, if x[1 : 0] �� 2′b10,

(x≫ 1 + p≫ 1 + 1)≫ 1 + p≫ 1 + 1, if x[1 : 0] �� 2′b11.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

(7)

(4) Point Multiplication Optimization. At present, the
Montgomery point multiplication algorithm is the most
efficient and widely used algorithm [43, 44]. *e specific
operation process is shown in Algorithm 3.

It can be seen from Algorithm 3 that regardless of the
value of ki, the point addition and double point will be
calculated during each cycle; in addition, the two are in-
dependent of each other and can be executed in parallel. At
the same time, due to the simultaneous calculation of point
addition and double point, the power consumption infor-
mation leaked during the point multiplication operation is
unruly, which can effectively resist the simple power con-
sumption attack (SPA).

In the standard projective coordinate, given point P (X1,
Y1, Z1) and point Q (X2, Y2, Z2), the calculation formula of
point addition and double point is as follows.

*e point addition formula is as follows:

X(P + Q) � X1X2 − aZ1Z2( 
2

− 4bZ1Z2 X1Z2 + X2Z1( ,

Z(P + Q) � xG X1Z2 − X2Z1( 
2
.

⎧⎨

⎩

(8)

*e double point formula is as follows:

X(2P) � X
2
1 − aZ

2
1 

2
− 8bX1Z

3
1,

Z(2P) � 4Z1 X
3
1 + aX1Z

2
1 + bZ

3
1 .

⎧⎪⎨

⎪⎩
(9)

Finally, the result is converted to an affine coordinate as
follows:

x1 �
X1

Z1
, (10)

x2 �
X2

Z2
, (11)

y1 �
2b + a + xGx1(  xG + x1(  − x2 xG − x1( 

2

2yG

. (12)

*en, (x1, y1) is the result. Among them, (xG, yG) is the
coordinate of the base point G.

It can be seen that, under standard projection coordi-
nates, the projection point and the affine point will be
mapped one by one. *e affine coordinates will be

Table 1: Fast modulus reduction parameter representation.
255–224 223–192 191–160 159–128 127–96 95–64 63–32 31–0

T A7 A6 A5 A4 A3 A2 A1 A0
S1 A15 A14 A13 A12 A11 0 0 0
S2 0 A15 A14 A13 A12 0 0 0
S3 A15 A14 0 0 0 A10 A9 A8
S4 A8 A13 A15 A14 A13 A11 A10 A9
D1 A10 A8 0 0 0 A13 A12 A11
D2 A11 A9 0 0 A15 A14 A13 A12
D3 A12 0 A10 A9 A8 A15 A14 A13
D4 A13 0 A11 A10 A9 0 A15 A14
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transformed into the projection coordinates at the beginning
and will be mapped back to the affine coordinates when the
operation is finished. *erefore, in the entire calculation
process, only one modular inversion operation is used at the
last time, and there is no modular inversion participation in
the intermediate iteration process.

Finally, in order to further optimize the calculation ef-
ficiency of point addition and double point, the data stream
is deeply optimized to complete the calculation in the
shortest time. Fast modular multiplication consists of two
modules, KOA multiplication and fast modular reduction,
and the results can be calculated within one clock.*erefore,
the part of the calculation process of point addition and
double point is adjusted, and the KOA multiplication and
fast modular reduction modules are alternately called to give
full play to the calculation efficiency. After optimization, the
point addition and double point calculation can finally be
completed within 12 clocks, which have a very high
efficiency.

3.4. Key Generation and Management. After the initial
working key is obtained through the key management
center, a pseudorandom number generator is used to gen-
erate the first group of keys to encrypt the first batch of
packets. *en, the first batch of packets is used to generate
the second group of keys, the second batch of packets is used
to generate the third group of keys, and so on in order to
generate all encryption keys, as shown in Figure 9.

3.4.1. Random Generation of Keys. A pseudorandom
number generator [45] is widely used in information en-
cryption. *e selection of pseudorandom numbers starts
from random seeds. *erefore, in order to ensure that the
pseudorandom numbers obtained each time are sufficiently
“random,” the selection of random seeds is very important.
If the random seeds are the same, the random numbers
generated by the same random number generator will also
be the same.

*emost commonmethod of generating pseudorandom
numbers is to utilize a feedback shift register, which consists
of two parts: the shift register and the feedback function.
When the feedback function is linear, the feedback shift
register is a linear feedback shift register (LFSR), as shown in
Figure 10.

In the LFSR structure, fn is the feedback coefficient, 1
means connection, and 0 means no connection.

Obviously, the output sequence of the LFSR is periodic,
and an n-level LFSR provides up to 2n − 1 states (excluding
all 0 states). According to the different feedback modes, the
characteristic polynomial of the LFSR can be defined as
follows:

p(x) � 
n

i�0
fix

i
� fnx

n
+ fn− 1x

n− 1
+ ... + f1x + 1. (13)

In this paper, a 128 bit random number randum is de-
fined, and the initial working key is used as a random seed to

randomly generate the first group of keys. *e polynomial
used is p(2) � 2128 + 2126 + 2101 + 299 + 1.

Similarly, the polynomial p (2)� 232 + 226 + 223 + 222
+ 216 + 212 + 211 + 210 + 28 + 27 + 25 + 24 + 22 + 2 + 1 is used to
complete the calculation of CRC32. Its initialization pa-
rameter is 0xFFFFFFFF, which uses big-endian alignment,
and the end is not enough to be filled with 0x00. To meet the
calculation requirements, the parallel method of the use of a
lookup table is employed to realize the CRC32 calculation,
which supports the direct calculation of 64-bit and 128-bit
data and meets the calculation requirements of a 1G/10G
network.

3.4.2. Key Storage and Update. During encryption and
decryption, the key involved in the operation comes from
the hash value of the last packet. To ensure the key syn-
chronization of encryption and decryption, it is necessary to
maintain a key storage (KS) module on the encryption and
decryption channel. *e depth of KS must be greater than
the maximum number of hash iterations to ensure that the
key is generated in advance before the next round of use.
Here, dual-port RAM is used to store keys with a depth of
256 bits and a width of 128 bits, as shown in Figure 11.

In Figure 11, the initial key of KS is generated by the
random number generator and, then, is continuously
updated by the hash value of the packet. In the encryption
direction, every time a packet that needs to be encrypted is
received, the HKey of the corresponding entry is first taken
from KS by using the PID as the key. *en, the hash value of
the first 64 bytes of the encrypted packet updates KS. For the
KS in the decryption direction, first, the HKey of the cor-
responding PID is taken from KS, and the encrypted packet
is decrypted; at the same time, the hash value of the first
64 bytes of the current packet is fed back to the KS.

For the working key, it is not only used to initialize the
random number generator but also the key for signature and
verification. Moreover, the working key needs to be kept
during the working period of the mimic encryption box, and
there should be a backup and recovery mechanism.
*erefore, the working key requires a higher security storage
and update strategy. Here, flash memory is used to store the
working key, and only the FPGA has read and write per-
missions. In addition, the key management center estab-
lishes a secure tunnel with the mimic encryption box and
regularly updates the working key online.

3.5. Data Packet Processing

3.5.1. Rule Filtering. To monitor network data and prevent
illegal access, for rule filtering, five tuples are used to form an
access control list (ACL), including the protocol type, source
and destination IP address, and source and destination port.
At the same time, FPGA reconfigurability is used to form a
pipeline for processing each step in order to meet the de-
mand of high-speed data sending and receiving. *e specific
structure is shown in Figure 12.

Figure 12 shows that rule filtering is mainly composed of
4 functional modules: Parse, Key, Match, and Action.

12 Security and Communication Networks



Among them, Parse represents the analysis of packet con-
tent; Key represents the extraction of keywords; Match
represents matching, in which the matching is conducted by
the rules of the ACL; Action represents action execution,
indicating the processing of packets; and ACL represents the
access control list and consists of five tuples. While the

current packet is being parsed, FIFO is used for buffering
and output according to the matching result.

Here, mainly IPv4 packets are analyzed. Multiple values
for the Key module, ACL, and Action module are defined
simultaneously, i.e., Key� {key1, key2, ..., keyn1}, ACL� {acl1,
acl2, ..., acln2}, and Action� {action1, action2, ..., actionn3}. In
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this way, the packets are stripped layer by layer and extracted
to a number of keywords, and then, according to the rules in
a lookup table, the plaintext path, ciphertext path, dis-
carding, encapsulation, decapsulation, and other data
packets’ processing is achieved.

3.5.2. DDR Cache Storage. To effectively deal with the im-
pact of network blocking, prevent the mass dropping of
packets, and ensure the smooth transmission of packets in
each link, the packets are cached in memory. *e FPGA
provides the memory operation interface, but for each read
and write, multiple signals need to be judged, which is quite
tedious. To simplify the memory operation and improve the
read and write efficiency, the FPGA memory interface was
further encapsulated and optimized, as shown in Figure 13.

In the user FPGA logic module, four sets of FIFO are
defined and are used to store the data and address for
reading and writing memory. *en, the memory read-write
control signals, such as app_addr, app_cmd, and app_en, are
associated with FIFO read-write signals. In this way, as long
as there are data and addresses in the four FIFOs, the state
machine control will automatically read, arbitrate, and
complete thememory read and write operations. Second, the
memory read and write logic is independent, and the two do
not affect each other, thereby improving the efficiency of the
memory operations.

In addition, because the memory interface width is
256 bits and the MAC layer transmits 8/64 bits, bitwidth
conversion is required for data written to memory. Similarly,
data read from memory is converted from 256 bits to 8/
64 bits. Finally, due to the need to complete reading and
writing memory data according to the address and form a
one-to-one mapping between data and address, the size of
the address list has a direct impact on the space for reading
and writing memory data. To store more data, the depth of
the FIFO read and write memory address is set to 8192. In
this way, multiple data packets can be cached, and the impact
of network blocking can be effectively alleviated.

3.6. Security Mechanism

3.6.1. Autonegotiation Network Transformation. IP address
hopping, port number hopping, protocol camouflage,
channel transformation, and other technologies can hide the
service mark and confuse the attacker, achieving covert

communication. To further increase the attack difficulty and
cost of the attacker, an autonegotiation transformation
network is established. *rough automatic negotiation, the
communication parties form a security policy combination
mechanism by frequently changing their IP addresses, ports,
protocols, and channels in order to improve their defense
capability. *e specific process is shown in Figure 14.

As seen from Figure 14, the transformation process of
the self-transforming network is as follows:

(1) *e initiator will combine the transformed IP ad-
dress, port, protocol, and channel to generate in-
formation A.*e public key of the responder is used
to encrypt and sign the data, generate the encrypted
data EncA and the signed data SigA, and send it to the
responder.

(2) After receiving the EncA and SigA from the initiator,
the responder uses the private key to decrypt the
information A, signs to generate the signature data
SigATmp, and verifies the signature data SigA and
SigATmp. If the verification is correct, the process
continues to the next step.

(3) Similarly, the responder will transform the IP ad-
dress, port, protocol, and channel combination to
generate information B, encrypt A and B with the
public key of initiator to generate encrypted data
EncAB, and generate signature data SigB for B.*en,
the responder will send EncAB and SigB to the
initiator.

(4) *e initiator receives EncAB and SigB from the re-
sponder and decrypts A and B of EncAB with the
private key. *e initiator, then, signs B to generate
signature data SigBTmp and verifies the signature
data SigB and SigBTmp. If the verification is correct,
the process continues to the next step.

(5) *e communication parties will update the data
packet filtering rules by information A and B and use
the new IP address, port, protocol, and channel for
data encryption transmission.

*e communication parties themselves can negotiate the
time interval, which can be configured by ARM, or the
initiator can define a timer to automatically negotiate
according to certain time rules. Alternatively, the key
management center may notify both parties to complete the
network transformation.

3.6.2. Feedback Reconstruction Mechanism. *e dynamic
configuration of system parameters is mainly realized by the
ARM, and the data are written into the inRAM of FPGA
through memory address mapping. Moreover, the FPGA
writes its state information, including controlling responses,
number of incoming and outgoing packages, packet loss
rate, decryption failure, and checksum error, into outRAM
and sends it to the ARM. *is structure is shown in
Figure 15.

In this way, the collected information is analyzed by the
ARM, and if an abnormality is found, the feedback

Parse Key Match Action

ACL

FIFO

Buffer

Figure 12: Rule filtering of packets.
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reconstruction mechanism is activated. First, a decision tree
is built on the ARM side. In this decision tree, each branch
node represents the choice between multiple alternatives,
and each leaf node represents a decision. *en, whenever an
abnormality is detected, the depth-first algorithm is used to
traverse down from the root node, and if the judgment
conditions of the current node are met, the execution is

performed sequentially. *ird, a heartbeat mechanism is
added to the judgment condition, and the ARM sends a
heartbeat packet to confirm whether the current network is
under attack. If no response is received for a long time, the
key management center will be notified and try to select
another network for communication. Finally, according to
the results of the decision tree judgment, the FPGA is
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Initiator

Generate information A

Decrypt A and B with the private 
key and verify B′s signature

Update the filtering rules by A
and B and configure the network

Responder

Decrypt A with the private key 
and verify A′s signature

Generate information B

Update the filtering rules by A 
and B and configure the network

Establish request, EncA(A)|SigA(A)

Establish response, EncAB(A, B)|SignB(B)

Use the updated network information for encrypted transmission

Figure 14: Self-transforming network negotiation process.

Security and Communication Networks 15



“cleaned” through various operations, such as resetting all
data paths and memory, closing the current network in-
terface, and changing the network configuration.

For example, when the FPGA receives a large number of
packets that do not comply with the rules in a short
timeframe, it can be judged that the current network has
been illegally attacked. *en, the current network interface
can be closed, and the key management center can be no-
tified to reselect a new network with which to connect. For
another example, when no response from the other party is
received for a long time, another network port is selected and
a heartbeat packet is sent to verify the working status of the
other party. In addition, when an attack causes the FPGA to
work abnormally, the ARM can first perform a reset op-
eration. If it still does not work normally, it can directly load
other bitstreams to reconstruct the FPGA.

4. Experimental Results and Analysis

4.1. System Implementation. *e server, FPGA, and switch
used in this paper are shown in Table 2. *e development
environment is Vivado v2019.2 (64 bit).

*e FPGA is composed of dual-core ARM processors
and a Kintex-7 programmable chip, which can communicate
by memory mapping. Its structure is shown in Figure 16.
Among the FPGA’s components, the ARM side has a 1G
Ethernet port; the FPGA side has two 10G Ethernet ports
and two 1G Ethernet ports; the FPGA is connected with
DDR3memory and flash. By writing bitstream into flash, the
automatic loading and reconstruction of FPGA can be
completed.

4.1.1. Implementation of Each Module. *e following are
implemented on the FPGA: 10G Ethernet interfaces; 1G
Ethernet interfaces; packet parsing and encapsulation
modules; and key management and update modules. *e
realization of each functional module is shown in Table 3.

To prevent packet overflow, each module is inter-
connected through an asynchronous FIFO and a set
prog_full flag. If the FIFO is about to be full, the MAC layer
frame flow control function will be triggered immediately
and the data transmission will be suspended. In addition, 1G
networks and 10G networks have the same processing flow,
except for the fact that they work at different frequencies and
the data width is 1 byte and 8 bytes, respectively. *erefore,
bitwidth conversion is needed before packet encryption and
decryption can be performed.

Second, the mimic encryption box in this paper en-
capsulates the AES128 and the 3DES algorithms to realize
encryption and decryption and encapsulates the SHA1 and
the SHA256 pipeline algorithms to form the hash algorithm.
*e implementation of each algorithm is shown in Table 4.

Finally, for the ECC algorithm, the specific situation of
clock frequency, resource consumption, and calculation
cycle of each module is shown in Table 5.

Table 5 shows that when the point multiplication fre-
quency is 25MHz, the calculation can be completed after
3064 clocks, which is a very high computational speed.

When the FPGA is configured as a dual 1G network,
AES128 and SHA1 are used to complete the encryption. *e
occupancy ratio of LUTs is 60.17%, REGs is 32.15%, and DSP
is 48%. When configured as a dual 10G network, 3DES and
SHA256 are used to complete the encryption.*e occupancy
ratio of LUTs is 73.88%, REGs is 37.63%, and DSP is 48%.
*erefore, the design requirements of the mimicry en-
cryption box are fully met.

4.2. Performance Analysis

4.2.1. Encryption and Decryption >roughput. *e
throughput calculation formula is as follows:

T �
B × fmax × N

d
, (14)
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Figure 15: FPGA management structure.
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where T is the throughput, B is the data block size, fmax is the
maximum clock frequency of each scheme, N is the pipeline
stages, and d is the calculation delay.

To ensure the performance of encryption and decryp-
tion, AES128, 3DES, and LFSR all work at 200MHz, while
due to the use of pipeline technology, SHA1 and SHA256
work at 125MHz or 156.25MHz. In addition, for a 10G

network, multiple encryption algorithm modules are
designed to work in parallel in order to further improve the
efficiency of execution. *e throughput of each algorithm is
calculated by formula (14), and the result is shown in
Figure 17.

In Figure 17, in order to meet the demand of 10G en-
cryption, 10 AES modules are designed to execute in parallel

Table 2: Configuration information of each component.
Component Name Configuration information
Server IBM X3650 M3 CPU type: X5650 2.66GHz; memory: 24GB

FPGA Xilinx XC7Z035 ARM: 800MHz; memory: 1GB; flash: 256Mb; 2 SFP+ 10G Ethernet ports; 3 1G Ethernet ports; logic
cells: 270K; number of DSP: 900

Switch H3C 24-port 10G
switch 24 1/10G SFP+Ethernet ports; 4 10/100/1000M electrical ports

FPGA
Kintex-7

10 GbE SFP+

10 GbE SFP+

DDR3

Flash

DDR3 1 GbE RGMII

1 GbE RGMII

ARM

1 GbE RGMII

Figure 16: Hardware structure of the FPGA.

Table 3: Implementation of FPGA each functional module.
Functional module Description Frequency (MHz) LUTs REGs
ARM ARM communication module 100 6487 8296
SFP_10GE_MAC 10G Ethernet port 156.25 4816 5457
Tri_Mode_Ethernet_MAC 1G Ethernet port 125 637 879
Memory_WR Memory and read-write interfaces 666.67 9321 7549
Packet_Parse Packet parsing 156.25 900 2336
Packet_Filter Packet filtering 156.25 1026 2673
Packet_Package Packet encapsulation 156.25 274 476
Parm_Mng Parameter and key management 100 979 1832
Key_Update Key update 156.25 517 1016

Table 4: Implementation of each encryption algorithm and hash algorithm.
Main algorithm Algorithm structure Highest frequency (MHz) LUTs REGs
AES128 Serial, 23 clocks 350 1060 402
3DES 48-stage pipeline 410 4436 5661
SHA1 80-stage pipeline 400 12336 23860
SHA256 64-stage pipeline 280 21472 24374
CRC32_64 64-bit lookup table 450 266 100
CRC32_128 128-bit lookup table 320 445 164
LFSR Lookup tables, state machine 310 124 186
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and can work in four modes: ECB, CBC, CFB, and OFB.
However, 3DES only works in the ECB mode. As seen from
Figure 17, the algorithm throughputs achieved in this paper
are all above 10Gbps and can, thereby, fully meet the
computing requirements of encryption and decryption of a
1G/10G network.

In the process of ECC signature/verification, encryption,
and decryption of the key exchange, point multiplication will
be called many times, and hash operation and coordinate
transformation are also needed. Based on a frequency of
25MHz, the corresponding speed of the ECC applications is
shown in Table 6.

Table 6 reveals that the ECC can complete signature/
verification, key encryption, and decryption, at least, 3000
times per second, which is a considerable execution speed.

4.2.2. Network Performance. Under 1G/10G networks, the
maximum transmission unit is configured as 1495 bytes, and
files of different sizes are encrypted and transmitted to the
opposite end. After the peer receives the file, it decrypts the
file. *e CPU and mimic encryption box were used for
testing. As the file size changes, the communication time
between the two is shown in Figure 18.

Figure 18 shows that the processing time of the mimic
encryption box encryption and decryption is significantly
lower than that of the CPU.*is is mainly because the mimic
encryption box completes encryption and decryption while
transmitting data. *e CPU needs to encrypt data before
transmitting and to decrypt the data after receiving it, which
is time consuming. Especially under the 10G network, the
encryption time occupies more than 88% of the total time;

therefore, the encryption speed of the CPU becomes the
bottleneck.

In the 1G/10G networks, 100,000 packets are sent each
time. As the packet length increases, the processing time of
the CPU and the mimic encryption box changes, as shown in
Figure 19.

Figure 19 shows that the mimic encryption box takes
significantly less time to process encrypted packets than the
CPU does. *is is mainly because the FPGA omits system
scheduling and speeds up network transmission and
encrypted data processing.

In the 1G network, one byte is transmitted per clock at
125MHz. However, AES128 needs to input 16 bytes each
time to participate in the operation, and generates the result
after 23 clocks. For continuous data streams, AES working at
200MHz can meet the computing needs of the 1G network.
At this time, the DDR cache is mainly used to avoid data loss

Table 5: Implementation of each ECC module.
Module Frequency (MHz) LUTs REGs DSP Calculation period
Point addition 25 8625 4380 144 12
Double point 25 9685 3620 144 12
Point multiplication control 25 1489 7217 0 3064
Coordinate transformation 25 17820 4401 144 225
Master state machine 50 252 1294 0 —
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Figure 17: *roughput of each encryption algorithm.

Table 6: Calculation speed of the ECC applications.
Application Clock number Speed (p/s)
Signature 4068 6145
Verification 7629 3276
Encryption 7439 3360
Decryption 3908 6397

32 103 368 551 1290
File size (MB)

CPU 1G
Mimic encryption
box 1G

CPU 10G
Mimic encryption
box 10G
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Figure 18: Comparison of the file encryption and decryption
transmission performance between the CPU and the mimic en-
cryption box.
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when switching network interfaces. In the 10G network,
8 bytes are transmitted per clock at 156.25MHz, and 10
AESs are required to work at 200MHz under the continuous
data stream. To ensure that the packets are first in, first out,
the packets need to be distribution and collected. Also, it is
necessary to wait for 10 groups of packets to be encrypted

before sending out. As a result, the data throughput of the
network side is greater than that of the encryption side. In
addition, once the FIFO of the cached packet is about to be
full, the flow control mechanism will be triggered to inform
the other party to stop sending data. Obviously, if the DDR
cache is not used, flow control frames will be sent frequently,
resulting in a decrease in data throughput. After testing, the
maximum throughput of the mimic encryption box under
continuous data flow is as shown in Table 7.

It can be seen from Table 7 that using DDR cache im-
proves data throughput to a certain extent. Moreover, the
pause time of the flow control can be increased by the DDR
cache, which can reduce the frequent transmission of flow
control frames.

4.3. Security Analysis

4.3.1. Mimic Security Analysis. If the mimic encryption box
is represented by the symbol Ω, it can be described by a 6-
tuple as follows: Ω � Ec,Key, IP, Port,NPT,NI , where Ec
represents the encryption algorithm, Key represents the key,
IP represents the IP address, Port represents the port
number, NPT represents the network protocol type, and NI
represents the network interface. *e multiple stages of the
system have multiple different encryption combination
schemes. If a state vector Ω(t) � Ec(t),Key(t),

IP(t), Port(t),NPT(t),NI(t)} is used to represent a state at a
certain moment, a set of reachable finite states can be used to
represent all the different states of the system; that is,

Ω �

Ω t1( 

Ω t2( 

. . .

Ω tl( 

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

⎫⎪⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎪⎭

�

Ec t1( ,Key t1( , IP t1( ,Port t1( ,NPT t1( ,NI t1( 

Ec t2( ,Key t2( , IP t2( ,Port t2( ,NPT t2( ,NI t2( 

. . .

Ec tl( ,Key tl( , IP tl( ,Port tl( ,NPT tl( ,NI tl( 

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

⎫⎪⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎪⎭

. (15)

Among them, the components of the vector represent
the changes of the system encryption algorithm, key, IP
address, port number, protocol type, and network interface
channel.

*e traditional encryption system’s component vectors
do not change during operation; therefore,
Ω(t1) � Ω(t2) � ... � Ω(tl); that is, the traditional encryp-
tion system is static and deterministic. *e characteristics of
the mimic encryption box are its dynamics, diversity, and
randomness; that is, at the time ti, the state of the system
changes, so Ω(t1)≠Ω(t2)≠ ...≠Ω(tl).
Ω can be described by information entropy:

H(x) � − 
l
j�1 pjlog(pj), where pj represents the proba-

bility of occurrence of each component vector Ω(tj).
*erefore, the external uncertainty of Ω can be transformed
into the size of the information entropy; that is, the maxi-
mum information entropy can be determined as follows:
Hmax(X) � max − 

l
j�1 pjlog(pj) .

Obviously, when the probability of occurrence of lΩ(tj)

is the same and equal to 1/l, H (X) reaches the maximum
value, namely, Hmax(X) � log l. *erefore, the greater the
change state ofΩ is, the greater the information entropy and
the greater the external uncertainty are. As a result, this
paper uses multiple encryption algorithms and multiple
groups of keys, combined with IP address hopping, port
number hopping, protocol camouflage, and network in-
terface selection, to jointly realize a number of different
element changes and combinations, which have a high
degree of uncertainty.

4.3.2. Encryption Security Analysis. *e mimic encryption
box encrypts the plaintext load of the TCP layer and changes
the IP address, port, and protocol so that the attacker cannot
obtain user-related information, increasing the difficulty of
the attack. *e selected AES and 3DES encryption
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Figure 19: Comparison of the processing time of a large number of
packets of different lengths between the CPU and the mimic en-
cryption box.
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algorithms have high security and can provide high-quality
data protection. At the same time, the encryption algorithm
provides four working modes: ECB, CBC, CFB, and OFB.
Among them, under CBC, data blocks are interrelated
during encryption and are not easy to be actively attacked.

Second, the 256-bit ECC algorithm is used to complete
the negotiation between the communication parties. *e
ECC algorithm is based on the intractable problem of
discrete logarithms, which has higher security and resistance
to attacks. Although, according to the published E (Fp(a, b)),
base point G and order n, 2G, 3G, ..., nG can be calculated,
and nG�O. In addition, when a large number k is given,
P� kG can be easily calculated. However, given P and G, it is
very difficult to reversely infer k.

Finally, the hash operation is irreversible, and the hash
value of the packet is used as the key of the next round in
order to prevent the attacker from pushing back the key
according to the content. If the output value of the hash is
uniformly distributed and the bits of message digest are
m bits, then there are n� 2m possible outputs. If k (k≤ n)
random inputs are selected, the probability of, at least, one
collision is as follows:

P(n, k) � 1 −
n!

(n − k)! × n
k

� 1 − 1 −
1
n

  1 −
2
n

 , ..., 1 −
k − 1

n
  

� 1 − 
k− 1

i�1
1 −

i

n
  ≈ 1 − 

k− 1

i�1
e

− i/n
� 1 − e

− k(k− 1)/2n
.

(16)

To make P (n, k)> 0.5, that is, to achieve
1/2 � 1 − e− k(k− 1)/2n, we have the following: ln 2 ≈ k2/2n;
then, k ≈

�
n

√
.

According to the abovementioned calculation, if the
hash function has m-bit output digests, then the probability
of a collision occurring with only k� 2m/2 attempts is, at
least, 50%. In this way, any change in the input information
will result in a significant change in the hash result, thereby
ensuring that the key is greatly different. Table 8 shows the
collision threshold of the hash function.

4.3.3. Antiattack Analysis. A test environment is set up
through network cameras, mimic encryption boxes, and
switches, and then, a simulation of attackers launching at-
tacks on intermediate switches is conducted in order to
verify the security of the mimic encryption boxes, as shown
in Figure 20.

(1) Network Sniffing. *e mimic encryption box uses dy-
namic network information hopping and pseudorandom
encryption to make the system appear in a changing state.
*e IP address and port hopping mechanism essentially
increase the difficulty of scanning by randomly and un-
predictably migrating service entries. To obtain accurate
target information, the attacker will increase the number and
frequency of scanning and detection, which will significantly
increase the cost of the attack. Assuming that the time of an
attack is t, the number of IP addresses that can be hopped is
n, the number of ports is m, and then, the time required for
the attacker to successfully break a service is
T � t × (1 + 

n×m− 1
k�1 k × Ck

n×m− 1/(Ck
n×m × C1

n×m− k)), which is
simplified as T � t × (1 + (n × m − 1)/2). *en, taking 251
IP addresses 192.168.0.3–192.168.0.253 as an example, 64510
ports in 1025–65534 are detected. *ese IP addresses and
ports are combined to form 251× 64510 service entries. If the
attacker scans every 5 milliseconds, it will take, at least,
40480 seconds. *erefore, the time of IP address and port
number hopping can be set to 3600 seconds to reduce the
scanning success rate. Second, if the scanning detection
frequency is too high, the illegal data can be found quickly
based on the statistical information of the filtering rules. In
addition, even if the detection is successful, if the mimic
encryption box subsequently switches the network, such as
switching from switch 1 to switch 2, the attacker needs to
sniff again.

(2) Tampering Attack. For tampered encrypted packets, if the
attacker tampered with the PID, it will cause the decryption
to fail. However, because it is decrypted first and, then, the
CRC32 is checked, after decryption fails, the CRC32 cannot
be passed, so the packet is discarded. If the first 64 bytes of
the packet are tampered with, the key update and decryption
will fail, and the packet will be discarded. If the data behind
the 64 bytes of the packet are tampered with, the decryption
will fail and the packet will be discarded. Obviously, as long
as the attacker tampered with any byte of the encrypted
packet, it will cause the decryption to fail and cause the
packet to be discarded. At this point, the ARM can monitor
the behavior and quantity of packet discards in real time. If a
large number of packets are found to be discarded, it will

Table 7: Maximum throughput of the mimic encryption box.
1G FIFO
cache

1G DDR
cache

10G FIFO
cache

10G DDR
cache

Continuous data
stream 110MB/s 812MB/s 855MB/s

Table 8: Hash function collision threshold.
Hash function Collision threshold
SHA1 2 ∧ 80≈1.2×10 ∧ 24
SHA256 2 ∧128≈ 3.4×10 ∧ 38

Mimic 
encryption box

Mimic 
encryption box

Network camera

Switch 1

Attacker

Switch 2

Figure 20: Security test environment of the mimic encryption box.

20 Security and Communication Networks



consider that the system has been attacked by an attacker,
and then, communication is stopped or the network channel
is changed.

(3) Replay Attack. When an attacker intercepts a packet and
implements a replay attack, the system will follow the
normal process. However, because PIDs increase in se-
quence, through the collection of statistics on the same PID
packets, if it is found that the number of packets of a certain
PID is significantly higher than other packets, it can be
judged that it has received a replay attack. Second, because
the TCP/IP protocol is used to transmit data, the repeated
sending of the same packet will cause the system to fail to
receive the packet with the corresponding sequence number.
At this time, the systemwill not receive valid packets and will
send new requests repeatedly. Finally, the sequence number
field of the TCP header is encrypted; therefore, it is difficult
for an attacker to forge the correct sequence number. In this
way, through user monitoring, replay attacks in this situa-
tion can be found.

(4) Ciphertext-Only Attack. *e mimic encryption box can
effectively resist key exhaustive attacks, ciphertext-only at-
tacks, and differential attacks. With the constantly updated
key and the dynamically changing encryption algorithm,
that is, the “one packet, one key,” it effectively prevents
attackers from using brute force attacks and ciphertext to
reverse the key, ensuring that the attacker cannot decrypt all
data normally. At the same time, the hash value of the first
64 bytes of the encrypted packet is used as the key for the
next round. Since the hash value is basically irregular symbol
data, it is difficult for an attacker to perform inference
analysis. *e mimic encryption box effectively resists the
method of using differential attacks to decipher the ci-
phertext and prevents unauthorized leakage and undetected
modification of data.

(5) DDos Attack. A DDos attack will cause the mimic en-
cryption box to have a key update failure and a decryption
failure; the attack will, then, affect normal system operation.
If a large number of illegal interference packets are detected
in a short period of time, the feedback reconstruction
mechanism can be used to select other networks for com-
munication. For example, when the attacker attacks the
network where switch 1 is located, at this time, the FPGA can
be reconstructed and the network where switch 2 is located
can be selected.*e transformation of the network mitigated
the DDos attack to a certain extent.

(6) Vulnerability Attack. *e mimic encryption box adopts
the ARM+FPGA software and hardware cooperation
method. All packets must be “reviewed” by the FPGA,
enabling the prevention of unauthorized data access or
network attacks, and the FPGA’s security is much higher
than that of software security products. Using the FPGA
network interface for parameter configuration can realize
one-way transmission control, protocol filtering, and the
content filtering of packets. It can effectively prevent the use
of the vulnerabilities or the weaknesses of multimedia

equipment in order to carry out targeted intrusion and
destruction. At the same time, by using FPGA hardware
encryption, only the decrypted data can be transmitted to the
upper-layer application; therefore, the packets containing
malicious content are displayed as garbled after decryption,
and normal attacks on the software system cannot be carried
out.

4.3.4. Comparison with Other Schemes. Considering defense
features such as dynamic, diversity, intrusion detection,
encrypted transmission, virtualization, and hardware pro-
tection, a comparison of the defense mechanisms of different
schemes is shown in Table 9.

Table 9 reveals that offering more advantages than other
solutions, the mimic encryption box not only combines the
randomness, dynamics, and diversity defense characteristics
of MTD and CMD but also integrates hardware protection
and reconfigurable encryption technology. In addition, most
of the schemes in Table 9 adopt the software implementation
and are built on the operating system. If the operating system
itself has vulnerabilities, someone can bypass the protection
mechanism and launch attacks. *e mimic encryption box
implements a security protection mechanism on the FPGA,
does not rely on the operating system, and uses the FPGA’s
high anti-interference ability to filter some system attacks.
Second, the mimic encryption box strictly controls the illegal
traffic of the network to the front-end equipment with rule
filtering. *ird, the mimic encryption box uses FPGA en-
cryption to increase the uncertainty of the system without
reducing system performance, thereby increasing the diffi-
culty of attack. However, some existing solutions use vir-
tualization technology. Although layer-by-layer
virtualization brings a certain degree of security, it loses
performance. Fourth, the mimic encryption box uses a
dynamically variable encryption algorithm and uses a dif-
ferent key to encrypt each packet. Even if an attacker in-
tercepts a large number of packets, it is difficult to
successfully implement the ciphertext-only attack. Finally, in
view of the diversity and mobility of network multimedia
data and equipment, the mimic encryption box can be easily
connected to the original network. Compared with other
solutions, it not only has higher security but also has por-
tability and scalability for deployment.

5. Scope and Limitations

*e mimic encryption box uses reconfigurable hardware to
realize dynamic random encryption, network structure
transformation, and data security filtering, which improves
the security of sensitive data transmission and has good
reliability. It can be deployed at the edge of the network and
bound with terminal equipment to enhance the security of
network data transmission, such as that associated with
network cameras, video terminal equipment, data collection
equipment, and self-service terminals. Second, the mimic
encryption box can also be deployed in the Ethernet to
complete end-to-end data encryption transmission. For the
internal communications of the military and government
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confidential departments, it can provide high-security ser-
vices from the inside to outside. Finally, the mimic en-
cryption box can also be applied to blockchain, cloud
security, data security, and other fields. While using hard-
ware to improve security, it can also be used to accelerate
application calculations, such as signatures, verification, and
data integrity verification.

*e mimic encryption box provides the management of
reconfigurable cryptographic algorithms and keys, enabling
multimedia devices to conveniently call cryptographic ser-
vices and to complete application layer encryption and
authentication of video and voice data. It also provides fine-
grained security and authentication services. Second, the
mimic encryption box uses ACL to filter packets, strictly
controls the access of illegal traffic, and has a certain anti-
infiltration function. Finally, the mimic encryption box uses
a “one packet, one key” encryption mechanism and has a
certain self-cleaning function with a self-transforming
network capability and a feedback mechanism. After being
attacked, it can be “online” again in a reconstructed way.

At present, themimic encryption boxmainly completes the
secure encryption of network multimedia data. In the future,
we will consider using secure tunnel technology to provide
better antireplay and antitampering functions with time factor
and integrity verification. In addition, limited by FPGA re-
sources, the current mimic encryption box has a mediocre
performance in a 10G network. *erefore, how to use the idea
of mimic defense to design a mimic encryption box or gateway
with higher performance and higher security and apply it in
10G/100G networks still needs further research.

6. Conclusions and Future Work

*emimic encryption box proposed in this paper optimizes the
implementation of the reconfigurable hash algorithm, sym-
metric encryption algorithm, and elliptic curve algorithm,
thereby improving the processing efficiency of data encryption
and decryption. It uses a pseudorandom number generator to

generate the initial key and updates the key with the hash value
of the packet in order to realize the random encryptionmode of
“one packet, one key.”Dynamic network information is realized
by IP address hopping, port hopping, and protocol camouflage.
*e firewall function is realized by the access control list formed
by five tuples, which limits the illegal access of the attacker. At
the same time, the FPGA is managed through the ARM, and
under abnormal conditions, the feedback information is used to
realize the “cleaning” and reconstruction of the FPGA so that
the mimic encryption box can work again. *e experimental
results and the analysis show that themimic encryption box not
only has higher encryption and decryption throughput but also
has higher security. It can effectively prevent data leakage and
tampering, disrupt attackers, and weaken network sniffing and
vulnerability attacks. In addition, it can resist key exhaustive
attacks and ciphertext-only attacks. It is suitable for applications
with high security requirements.

Further study is suggested for the analysis of a mimic
encryption gateway with higher performance, ways to im-
prove its processing performance in 10G/100G networks, and
the expansion of the use of the mimic encryption box across a
range of system applications. At the same time, further study
is suggested on ways to combine the mimic encryption box
with SDN, as well as the use of the mimic encryption box to
achieve a better mimic defense with a time-varying network,
through changing the routing and composition of the net-
work and forming a combination of multilayer changes,
thereby effectively resisting network attacks.
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Table 9: Comparison between this scheme and other schemes.

Scheme Dynamic Diversity Intrusion
detection

Encrypted
transmission Virtualization Hardware

protection Defensive effect

Aydeger
et al. [9] √ √ √ Defend against crossfire attacks

Aydeger
et al. [10] √ √ √ √ Resist crossfire attacks and provide

network forensics
Wang et al.
[12] √ √ Increase the scanning space

Zhao et al.
[15] √ √ Defend against sniffer attack

Tang et al.
[26] √ √ √ Provide dynamic encryption; resist both

exhaustive and analysis attacks
Lin et al.
[34] √ √ Detect the security of packets

Our system √ √ √ √ √

Provide dynamic network and
encryption and access control filtering;

resist ciphertext-only and key
exhaustion attacks
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