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'e synchronization between two neural networks bymutual learning can be used to design the neural key exchange protocol.'e
critical issue is how to evaluate the synchronization without a weight vector. All existing methods have a delay in evaluating the
synchronization, which affects the security of the neural key exchange. To evaluate the full synchronization of neural networks
more timely and accurately, an improved method for evaluating the synchronization is proposed. First, the frequency that the two
networks have the same output in previous steps is used for assessing the degree of them roughly. Second, the hash function is
utilized to judge whether the two networks have achieved full synchronization precisely when the degree exceeds a given
threshold.'e improvedmethod can find the full synchronization between two networks with no information other than the hash
value of the weight vector. Compared with other methods, the full synchronization can be detected earlier by two communication
partners which adopt the method proposed in this paper. As a result, the successful probability of geometric is reduced.'erefore,
the proposed method can enhance the security of the neural exchange protocol.

1. Introduction

It is vital to ensure the information and communication
security in the network society. 'ere are a lot of techniques
that can achieve the purpose. 'e most commonly used are
symmetric cryptography and asymmetric cryptography. 'e
efficiency of asymmetric cryptography is lower than the
efficiency of symmetric cryptography. Hence, the asym-
metric cryptography algorithm is used to construct a key
exchange protocol, and the obtained key is used to encrypt
and decrypt with symmetric cryptography algorithm.
However, the algorithms of key exchange are mainly based
on number theory, which requires massive computation and
memory. 'erefore, there is a novel approach to obtain a
symmetric key by neural networks, which is called the neural
key exchange. Two neural networks can achieve synchro-
nization through mutual learning. 'ey get the common
input vector and send the output of their own to each other.
'en, after synchronization, the equivalent weights of the
two networks can be used as the symmetric key, which can
be used to encrypt and decrypt in the later session.

One of the critical issues in neural key exchange is how to
evaluate the degree of the synchronization of the two neural
networks while with no weights information of the other
party. 'e methods to calculate the cosine of the weights
vector and the Euclidean distance of the weights vector
cannot be used in practice because there is no information
about the weights vector of the other party. Deolecki et al. [1]
proposed a method to evaluate the degree of synchroniza-
tion by calculating the frequency of the equivalent output in
fixed previous learning steps of the synchronization process.
However, there is a delay to find full synchronization be-
tween the two networks in their method, which means that
the two networks still continue learning while they have
achieved full synchronization. 'e active attacker will reveal
extra information from the additional learning steps. Liu [2]
proposed amethod to evaluate the synchronization of neural
networks by using hash function. 'eir method can find the
full synchronization precisely. However, their method will
increase the communication traffic and decrease efficiency.
Exceptionally, if the hash function is used untimely, there
will be substantial communication traffic. It is necessary to
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find the full synchronization of the two networks early and
finish the learning. 'e earlier the full synchronization is
found, the less information the attacker can obtain.

'e motivation of this work is to enhance the security
and improve the efficiency of neural key exchange protocol
by improving the method for evaluating the synchronization
between two neural networks. In the existing synchroni-
zation evaluation methods, such as the hash function
method and the frequency method, there is a large delay in
the judgment of the full synchronization. Due to the large
delay, the probability of the neural key exchange protocol
being broken by the geometric attacker increases. 'e ef-
ficiency of neural key exchange protocol is also reduced by
the large delay. What is more, the frequency method also has
the possibility of misjudgment. When misjudgment occurs,
both communication partners have to perform the neural
key exchange protocol again. Consequently, the synchro-
nization evaluation method plays an important role in
neural key exchange. In this paper, an improved method to
reduce the delay and misjudgment rate is proposed. 'e
advantages of the hash function and the method based on
the output of neural networks are combined. 'erefore, the
contributions of this paper are as follows:

(1) It proposes an improved method to evaluate the
synchronization of the neural networks. 'e im-
proved method can find full synchronization pre-
cisely and timely. 'e improved method can reduce
the delay.

(2) It proposes an algorithm to search for the optimal
parameter of the improved evaluation method. 'e
binary search is also used. 'anks to the optimal
parameters, the misjudgment rate of the improved
method is reduced. 'e experimental results show
that the delayed steps of the proposed method are
lower than other methods, and the misjudgment rate
is almost zero. 'e security of neural key exchange
which adopts the improved method can be
enhanced.

'e remainder of this paper is organized as follows. 'e
related work is given in Section 2. 'e neural key exchange
protocol is presented in Section 3. 'e method proposed in
this paper is presented in Section 4. 'e results and dis-
cussion of the proposed method are presented in Section 5.
'e conclusion is given in Section 6.

2. Related Work

Neural networks have been applied to cryptography widely
[3–7]. A lot of work has been carried out for it. In this
section, the development and current state of the neural key
exchange are reviewed as follows.

Key exchange protocol based on neural networks was
first proposed in [8] and implemented with simple pa-
rameters. 'e authors analyzed the security of the protocol
with naive attackers. To accelerate the synchronization of
neural networks, the authors also presented the bit-packages
techniques and generalized the protocol. Klimov et al. [9]
analyzed the protocol proposed in [8] and explained why the

two communication partners could achieve full synchro-
nization of weights.'eir results show that the naive attacker
cannot achieve full synchronization with the two commu-
nication partners even though the same structure of net-
works, input, and learning rules is used.'en, they proposed
three types of attacks, which were the genetic attack, the
geometric attack, and the probabilistic attack. 'e three
types of attacks can break the protocol with simple pa-
rameters in [8]. However, the security of the neural key
exchange protocol depends on the structure parameters of
the neural networks. Hence, increasing the parameters can
resist the genetic attack, geometric attack, and probabilistic
attack. Shacham et al. [10] proposed a cooperating strategy,
which can cooperate with the genetic attack, geometric
attack, and probabilistic attack, so that the success proba-
bility of attackers is not affected by the depth of the synapse.

Ruter et al. [11] made a comparative analysis among
genetic attack, geometric attack, and majority attack. 'e
simulation results show that the neural key exchange pro-
tocol is a security with increasing the depth of the synapse.
Besides, they proposed a method that queries were used
instead of the random common input, which can improve
the security of neural key exchange protocol. Santhana-
lakshmi et al. [12] applied the genetic algorithm in the
synchronization of neural networks to search optimal
weights as the initial weights. 'is method can accelerate
synchronization by reducing learning time and steps. Later,
the authors analyzed the performance of the protocol
proposed in [12]. 'ey analyzed the parameters of the ge-
netic algorithm and tree parity machine [13]. 'eir results
show that security can be improved by increasing the
number of the hidden layer of the tree parity machine. Allam
et al. [14] proposed an authenticated key exchange protocol
by using a preshared key as the boundary of learning, which
is called the neural cryptography secret boundaries (NSCB)
protocol. 'e NCSB protocol adopted the dynamic learning
rate and random walk learning rules. 'e advantage of
NCSB is that it can improve the security of neural key
exchange without reducing efficiency. Chourasia et al. [15]
proposed a vectorized neural key exchange protocol. Pal
et al. [16] proposed a new learning rule, which can accelerate
the synchronization and increase the randomness of the key.
Dong and Huang [17] generalized the tree parity machine by
using the complex value. Édgar et al. [18] proposed a method
to search the optimal structure of the tree parity machine,
which makes the neural key exchange protocol more effi-
cient and secure.

Ruttor et al. [19] adopted the cosine similarity to evaluate
the degree of the synchronization between two neural
networks. It can judge full synchronization precisely by
using the weights of Alice and Bob. However, Alice or Bob
has no information about the weights of the other party in
practice.'e Euclidean distance method which needs weight
cannot be used in practice too. Doleci et al. [1] show that the
frequency with which both communication partners have
the same output can be used to evaluate the synchronization.
'e simulation results show that the relationships among the
frequency method, cosine similarity, and Euclidean distant
are very high. Gupta and Deshmukh [20] applied the

2 Security and Communication Networks



protocol proposed in [8] to encrypt and decrypt the image
secret sharing. Sarkar [21] applied the session key generated
by the synchronization of multilayer perceptron to wireless
communications. Shishniashvili et al. [22] proposed a
technique to use parts of the weight vector instead of the
entire weight vector as the session key. 'e synchronization
between two neural networks can also be used as error
reconciliation in quantum key distribution protocols [23].
Niemiec [24] proposed a novel method that the tree parity
machine is used to correct errors taken place during
transmission in quantum key distribution protocol. 'e
influence of parameter variation on security and the in-
fluence of different learning rules on efficiency are analyzed
in [25].

'ese schemes introduced above mainly adopted the
following four methods for evaluating the synchronization:
the cosine similarity, the Euclidean distance, the hash
function, and the frequency that the outputs of both partners
are equal. 'e strengths and weaknesses of the four methods
are listed in Table 1.

We analyzed the methods from four aspects: delay, extra
traffic, misjudgment, and practicality. 'e indicator delay
means that the method cannot find the full synchronization
in the first place. Only after many steps of true synchro-
nization have taken place, the synchronization is deter-
mined, and the neural key exchange is completed. 'e
indicator extra traffic means that the communication traffic
is increased by the delay. 'e indicator misjudgment means
that the neural key exchange is completed, while the true
synchronization is not achieved, which fail to exchange the
key. 'e indicator practicality means that whether the
method can be used in practice. In the cosine similarity
method and Euclidean distancemethod, there is no delay, no
misjudgment, and no extra traffic. Although they have so
many advantages, their fatal disadvantage is that they are not
practical. Because the weight vector of the other network is
not available. 'e hash function method and the frequency
method are practical. But there is also delay and extra traffic
when the two practical methods are used. 'e key issue of
the hash functionmethod is when to use the hash function. If
the hash function is used too early, it will lead to inefficiency.
If the hash function is used too late, it will reduce the security
of neural key exchange. 'ere is also misjudgment when
using the frequency method.

In conclusion, the evaluation of the synchronization of
neural networks is a serious matter affecting the security of
the neural key exchange. In this paper, we combined the
advantage of the output of neural networks and the hash
function. We presented a synchronization evaluation
method which can improve the security of the neural key
exchange.

3. Neural Key Exchange Protocol

'ere are two communication partners called Alice and Bob
in the neural key exchange protocol. Both of them own a tree
parity machine, which is a special feedback neural network
[26]. 'e two tree parity machines can achieve full syn-
chronization by mutual learning. And then, the identical

weights of the tree parity machines can be used as a session
key to encrypt/decrypt or as a seed to generate a secret key.
'e neural key exchange protocol contains five main phases,
which are the initialization phase, calculating phase,
updating phase, evaluating phase, and completion phase.
'e flowchart of the neural key exchange protocol is shown
in Figure 1, and the detail of each phase is described as
follows.

3.1. Initialization Phase. Alice and Bob initialize their tree
parity machine with the same parameters. 'en, they ran-
domly generate the weights vector and initialize their
weights, respectively.

3.2. Calculating Phase. Alice and Bob receive the common
input vector at each learning step. 'ey calculate the output
of the tree parity machine and send the result to each other.

3.3. Updating Phase. After receiving the output of another
party, they compare whether the two outputs are equal. If
equal, Alice and Bob update their weights according to the
special learning rules, such as Hebbian learning rules, anti-
Hebbian learning rules, and random walk learning rules.
Otherwise, it goes to the calculating phase.

3.4. Evaluation Phase. If the weights are updating success-
fully, Alice and Bob need to judge whether they have
achieved full synchronization. 'e evaluation algorithm of
the synchronization degree between Alice and Bob is used
here. If the full synchronization is achieved, the protocol
goes to the next phase. Otherwise, it goes to the calculating
phase.

3.5. Completion Phase. Alice and Bob generate their key
according to the weights. 'ey finish the process of neural
key exchange.

4. Proposed Method

In this section, we propose an improved method to evaluate
the synchronization between two neural networks and an
algorithm of searching for the optimal parameter of the
method. Both the improved method and the algorithm are
described in phases. 'e algorithm for each phase is also
presented.

Table 1: 'e strengths and weaknesses.

Method Delay Extra
traffic Misjudgment Practicality

Cosine similarity × × × ×

Euclidean
distance × × × ×

Hash function √ √ × √
Frequency √ √ √ √
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4.1. *e Improved Method to Evaluate the Synchronization.
'ere are four methods that can evaluate the synchroni-
zation, which are the cosines of the weight vector, the Eu-
clidean distance of the weight vector, the frequency of the
equivalent outputs, and the hash value of the weight vector.
'e shortcomings of the methods above are discussed in
Section 1. And it is analyzed through simulation in Section 5.
'erefore, it is important to evaluate the synchronization of
the neural networks more accurately and timely. An im-
proved method which can find the full synchronization in
the first place is presented here. 'e parameters used in this
paper are listed in Table 2.

'e main idea of the improved method is judging the
degree of synchronization roughly by calculating the fre-
quency that both Alice and Bob have equal output. 'e hash
values of the weights are calculated based on the degree. And
then, whether the weights are equal is judged precisely by
comparing the hash values. Hence, the process of evaluating
the synchronization between Alice and Bob can be divided
into two main phases, which are the rough evaluation phase
and precise evaluation phase.'e flowchart of the evaluating
algorithm is given in Figure 2. 'e detail of each phase is
described as follows.

4.1.1. Rough Evaluation Phase. Both Alice and Bob have no
information about the weight vector of each other. 'e only

information is the output delivered on a public channel.
However, the frequency that Alice and Bob have the same
output can be used to evaluate the degree of synchronization.
'e calculating algorithm is shown in Algorithm 1.

Start

End

Start

Generate random
common input vector 

 Common
input vector 

 Common 
input vector

Initialization Initialization

 Calculate the output  Calculate the output

Output Output

Are their output
 equivalent? 

NoNo

Are their weights
 equivalent? 

Update the weights by the learning rules

Yes

NoNo

KeyKey

YesYes

End

Figure 1: Neural key exchange protocol.

Table 2: Parameter description.

Parameter Description
K 'e number of hidden layer neurons
N 'e number of input neurons of the perceptron
L 'e depth of the synapse
s Previous learning steps
W 'e weight vector of neural networks
m 'e number of learning steps in synchronization
τA

m 'e result of Alice in mth steps
τB

m 'e result of Bob in mth steps
am 'e result of whether τA

m � τB
m

bm 'e average am, am−1, . . . , am−s+1
t 'e threshold of the degree of synchronization
sync 'e status of synchronization
A 'e communication partner Alice
B 'e communication partner Bob
H 'e hash function
hA 'e hash value of W of Alice
hB 'e hash value of W of Bob
left 'e low limit of binary search
right 'e high limit of binary search
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'e Algorithm 1 accepts s, m, and am as the input and
output the frequency bm. 'e variable s is a natural number
that should be set a proper value. 'e variable m is the
learning steps. If Alice and Bob have the same output in mth

steps, then am � 1. If Alice and Bob have different outputs in
mth steps, then am � 0. If the learning steps m is less than s,
the frequency is calculated by equation bm � (1/s) 

m
j�1 am.

If the learning steps m is larger than s, the frequency is
calculated by equation bm � (1/s) 

m
j�m−s+1 am.

'en, we compare bm with the threshold value t. If bm < t,
the process of evaluation will be terminated and return the
status sync with −1. sync � −1 means that Alice and Bob
have not achieved full synchronization and will continue to
learn with each other. sync � 1 means that Alice and Bob
have made full synchronization and will stop the process of
synchronization. If bm > t, it will go to the next phase.

4.1.2. Precise Evaluation Phase. Only if the degree of syn-
chronization exceeds the threshold value, it starts this phase.
'en, Alice and Bob evaluation whether they have achieved
full synchronization with the help of the hash function.
Here, we take Alice as an example to show how the full
synchronization is judged. 'e other party, Bob, should
perform the same operation as Alice. 'e evaluation algo-
rithm is shown in Algorithm 2.

'e Algorithm 2 accepts t, bm, W, hB as input and output
the synchronization status sync. 'e variable t is a threshold
value that should be adequately selected and set.'e variable
bm is the output of Algorithm 1. 'e variable W here
represents the weight vector of Alice. 'e variable hB is the
hash value of the weight vector of Bob. At the beginning of
Algorithm 2, Alice compares the output of Algorithm 1 and
the threshold value. If bm ≥ t, Alice calculates the hash value
of its own weight vector and compares it with the hash value
of the weight vector of Bob. If hA � hB, the status sync will be
returned with 1. Otherwise, the status sync will be returned
with −1. If bm < t, the status sync will also be returned with
−1.

While the precise evaluation phase is completed, the
neural key exchange protocol obtains the status of

Calculate the degree of synchronization

Is the degree exceed
 the threshold value? 

Calculate the hash value of weights

Is the hash value same
 with the other party’s?

Yes

sync = 1sync = –1

No

sync = –1

End

Output sync

No

Yes

Start

Send the hash value to another party

Figure 2: : 'e evaluation of the synchronization.

Input: s, m, am

Output: bm

Step 1: if s<m, then
Step 2: calculate bm � (1/s) 

m
j�m−s+1 am

Step 3: else
Step 4: calculate bm � (1/s) 

m
j�1 am

Step 5: end

ALGORITHM 1: Rough evaluation.

Input: t, bm, W, hB

Output: sync
Step 1: if bm ≥ t, then
Step 2: calculate hA � H(W)

Step 3: if hA � hB then
Step 4: sync � 1
Step 5: else
Step 6: sync � −1
Step 7: end
Step 8: else
Step 9: sync � −1
Step 10: end

ALGORITHM 2: Precise evaluation.

Input: none
Output: left, right
Step 1: let s � 25, left � 25
Step 2: calculating the number of misjudgment
Step 3: while the number does not exceed 0
Step 4: left � s

Step 5: s � s + 50
Step 6: calculating the number of misjudgments
Step 7: end
Step 8: right � s

ALGORITHM 3: Boundary searching.
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synchronization. 'en, if sync � 1, which means that Alice
and Bob have achieved full synchronization, the neural key
exchanged protocol will be finished. If sync � −1, which
means that Alice and Bob have not achieved full synchro-
nization, the neural key exchange protocol will continue
until the two communication partners have achieved full
synchronization.

4.2. *e Algorithm for Finding the Optimal Parameter.
'e optimal s must satisfy two conditions. First, there is no
misjudgment. Second, the delay in finding the full syn-
chronization is kept as small as possible. In the later section,
we have shown that the number of delayed steps in finding
full synchronization increases linearly with the increment of
s, and the number of misjudgments decreases with the in-
crement of s. Hence, the minimum s which makes no
misjudgment occur can be used as the optimal s. Here, an
algorithm for searching the optimal s is proposed. 'e al-
gorithm contains two phases: boundary searching phase and
binary searching phase. 'e detail of each phase is described
as follows.

4.2.1. Boundary Searching Phase. At the beginning, we let s

start with 25. And then, if the number of misjudgments for
given s exceeds 0, s will be increased by 50 each time until the
quantity equals 0. 'e detail can be seen in Algorithm 3. It
accepts no input and output the parameters left and right,
which will be used in the next phase.

4.2.2. Binary Searching Phase. 'en, the binary searching
method is adopted to select the optimal s. 'e detail can be
seen in Algorithm 4. It accepts the parameters left and right
as the input and output the optimal s. 'e purpose of the
algorithm is to find the minimum value, which makes no
misjudgment occur between left and right quickly.

5. Results and Discussion

In this section, we analyzed the method proposed in [1] and
the method proposed in [2] through simulation experi-
ments. And we also analyzed the performance of the method

proposed in this paper. 'e comparative analysis between
the proposed method and other methods has also been
made. All the algorithms are implemented in python. 'e
code environment used in this paper is shown as follows: the
computer is Sugon W560-G30. 'e operating system is
Ubuntu 20.04 LTS with 64 bits. 'ememory is 62.6 GiB.'e
CPU is Intel® Xeon(R) Sliver 4110CPU@2.10GHz with 4
core and 32 threads.

5.1. *e Optimal Parameter. 'e idea of the method pro-
posed by Dolecki et al. [1] is to calculate the frequency that
Alice and Bob have the same output in previous s steps.
Here, we show that the misjudgment will occur if the pa-
rameter s is not chosen properly. 'is is because there is
some probability that the case where all of the outputs are
equal between Alice and Bob in previous s steps, though
Alice and Bob have not achieved full synchronization. In
addition, the less the s is, the larger the number of mis-
judgment is. For example, as s increases from 25 to 225, we
simulated 10000 samples for different combinations of K, N,
and L: 3-101-1, 3-101-2, 3-101-3, 3-101-4, 3-101-5, 3-101-6,
and 3-101-7 (Figure 3). For each combination of K, N, and
L, the number of misjudgment decreases with the increment
of s. While for a fixed s, the number of misjudgment in-
creases with the increment of L.

We also show that the method proposed by Dolecki et al.
[1] has a delay in finding the full synchronization of two
neural networks. 'erefore, if the full synchronization is
achieved at the current step, while the two communication
partners have one or more output that is different in pre-
vious s steps, the frequency will be less than 1. Hence, the
learning between Alice and Bob will continue until there is
no different output between Alice and Bob in previous s

steps. For example, for K � 3, N � 101, and L � 3, if s � 75,
the steps using cosine of weight vectors are 558, while the
steps using frequency are 603. 'ere are 45 delayed steps
(Figure 4(a)). If s � 125, the steps using the cosine of weight
vectors are 397, while the steps using frequency are 496.
'ere are 99 steps that delayed (Figure 4(b)).

We use the cosine of the weight vector to find full
synchronization at the first place and record the current
steps.We also record the steps when their method judges full
synchronization. 'en, we compare the two steps and cal-
culate the delay. We set five different values for s: 25, 75, 125,
175, and 225. We set several different values for K, N, and L:
3-101-1, 3-101-2, 3-101-3, 3-101-4, 3-101-5, 3-101-6, and 3-
101-7. We simulate 10000 samples and calculate the average
delayed steps for each case. In Figure 5, whenK, N, and s are
fixed, the number of average delayed steps decreases with the
increment of L. 'is is because of the misjudging that has
been analyzed before. When K, N, and L are fixed, the
number of average steps increase linearly with the increment
of the parameter s.

'erefore, selecting an optimal s is very important for
evaluating the degree of synchronization. We use the algo-
rithm proposed in Section 3 to select the optimal s for each
combination of K, N, and L. 'e results are shown in Table 3.

Input: left, right
Output: the optimal s

Step 1: while right − left< 2
Step 2: s � (left + right)/2
Step 3: calculating the number of misjudgment
Step 4: if the number exceeds 0, then
Step 5: left � s

Step 6: else
Step 7: right � s

Step 8: end
Step 9: end

ALGORITHM 4: Binary searching.
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5.2. Security Analysis. 'e delay in finding the full syn-
chronization of neural networks may cause a security issue
of neural key exchange. And the higher the number of
delayed steps is, the less secure the neural key exchange is.
'at is, because the delayed steps can enhance the ability of
the attacker. In this section, we made a comparative analysis
of delayed steps and security among the method proposed in
[1, 2] and this paper.

'e evaluating method proposed in [1] is to use the hash
function when the learning steps exceed the step threshold,
which is the average learning steps of the fixed K, N, and L.
'e method proposed in this paper is to use the hash
function when the rough degree of synchronization exceeds
the degree threshold. 'e degree threshold means the av-
erage degree calculated by the rough evaluation phase while
full synchronization occurs. In Table 4, the step threshold
and the degree threshold were obtained by averaging 10000
simulations.
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'e delayed steps of each method are compared in
Table 5. 'e parameter K is fixed as 3 and N is fixed as 101.
'e corresponding thresholds used in the simulation are
presented in Table 4. 'e delayed steps are calculated by
averaging 10000 simulations. However, the number of
delayed steps in all three methods increases with the in-
crement of L. 'e number delayed steps of the method
proposed in this paper is the smallest among the three
methods for each L (Table 5).

'en, we use the geometric attack to test the security of
the neural key exchange protocol which adopts the evalu-
ating method proposed in [1, 2] and this paper, respectively.
We execute 10000 simulations for each method. 'e success
probability of a geometric attack is shown in Table 6. For
each method, the success probability decreases with the
increment of L. When L increases to 4, the probability is very
low. When L exceeds 4, the geometric attacker cannot break
the neural key exchange protocol. For the fixed value of L,
the probability of our method is the lowest, while the
probability of the method in [1] is the highest. For example,
the probability of our method is 25.52% lower than the
method in [1] and 4.66% lower than the method in [2].

However, the probability gap between our method and
the method in [1] decreases with the increment of L. 'e
same phenomenon also occurs between the method in [2]
and our method. 'is is also consistent with the conclusion
in [9] that the success probability of geometric attack is
reduced exponentially as L increases.'emain reason is that
the average delayed steps of each method grow more slowly
than the average learning steps required for the two neural
networks to achieve full synchronization. When the value of
L is increased from 1 to 7 by 1 in each step, the corre-
sponding average learning steps required are 42.87, 141.97,
301.94, 517.77, 791.12, 1106.95, and 1482.51, and the average
delayed steps is showed earlier in Table 5. 'e average
learning steps required for the two neural networks to

achieve full synchronization go up exponentially as L in-
creases (Figure 6).

While the average delayed steps of each method only go
up linearly as L increases. Since the average delayed steps
grow more slowly than the average learning steps, the
proportion of average delayed steps in average learning steps
is decreasing. For example, when L is 1, the percentage of
average delayed steps in the number of averaging learning
steps in [1, 2] and methods are 78.54%, 28.78%, and 13.46%,
respectively. When L is 5, the percentage of average delayed
steps in the number of averaging learning steps in [1, 2] and
methods are 38.17%, 17.62%, 5.36%, respectively.'e impact
of the delayed steps on the security of neural key exchange is
decreasing. In Figure 6, our method has the slowest increase
in the number of average delayed steps. While the number of
average delayed steps in [2] is faster than that in our method
and slower than that in [1]. 'is is why the success

Table 3: 'e optimal s.

K N L 'e optimal s

3 101 1 43
3 101 2 101
3 101 3 158
3 101 4 217
3 101 5 351
3 101 6 454
3 101 7 518

Table 4: 'e parameters used in the experiment.

K N L Step threshold Degree threshold
3 101 1 42.78 0.59
3 101 2 141.97 0.72
3 101 3 301.94 0.80
3 101 4 517.77 0.85
3 101 5 791.12 0.85
3 101 6 1106.95 0.89
3 101 7 1482.51 0.90

Table 5: Comparison of the delayed steps.

Method
'e delayed steps

L � 1 L � 2 L � 3 L � 4 L � 5 L � 6 L � 7
Reference
[1] 33.67 82.69 129.80 178.72 302.39 393.23 446.70

Reference
[2] 12.34 33.41 64.27 99.00 139.42 177.20 225.26

Ours’ 5.77 10.51 17.72 25.44 42.40 71.73 79.87

Table 6: Success probability of geometric attack.

Method
Probability

L � 1 L � 2 L � 3 L � 4 L � 5 L � 6 L � 7
Reference
[1] 53.05% 5.90% 0.48% 0.01% 0.0% 0.0% 0.0%

Reference
[2] 32.19% 4.01% 0.37% 0.01% 0.0% 0.0% 0.0%

Ours’ 27.53% 3.41% 0.32% 0.01% 0.0% 0.0% 0.0%
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Figure 6: 'e average steps.
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probability of geometric attack of our method is lower than
that in [1, 2].

6. Conclusion

'e evaluation of synchronization is a significant part of the
neural key exchange. 'e timing of finding full synchro-
nization has a substantial impact on security. In this paper,
an improved method to evaluate synchronization between
two neural networks has been proposed.'e combination of
frequency that both the two communication partners have
the same output and the hash function is used. 'e algo-
rithm for finding the optimal critical parameter is also
presented.'e proposed method has been implemented and
tested in the neural key exchange protocol.'e experimental
results show that the delay in finding full synchronization
using the method in this paper is less than the method in
[1, 2]. 'e neural key exchange protocol using the proposed
method is more resistant to the geometric attack than them.
'erefore, the security of neural key exchange protocol can
also be improved by using the proposed method. However,
there are still a few delays in finding full synchronization. In
the future, two main aspects need to be further improved.
One is to reduce the delay further. 'e other is to stop the
long-time synchronization and start a new synchronization,
which is a short-time synchronization with high probability.
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