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Cloud computing adoption provides various advantages for companies. In particular, hybrid cloud shares the advantages of both
the public and private cloud technologies because it combines the private in-house cloud with the public on-demand cloud. In
order to obtain benefits from the opportunities provided by the hybrid cloud, organizations want to adopt or develop novel
capabilities. Maturity models have proved to be an exceptional and easily available method for evaluating and improving ca-
pabilities. However, there is a dire need for a robust framework that helps client organizations in the adoption and assessment of
hybrid cloud.+erefore, this research paper aims to present a taxonomy of the challenging factors faced by client organizations in
the adoption of hybrid cloud. Typically, such a taxonomy is presented on the basis of obtained results from the empirical analysis
with the execution of analytical hierarchy process (AHP) method. From the review of literature and empirical study, in total 13
challenging factors are recognized and plotted into four groups: “Lack of Inclination,” “Lack of Readiness,” “Lack of Adoption,”
and “Lack of Satisfaction.” +e AHP technique is executed to prioritize the identified factors and their groups. By this way, we
found that “Lack of Adoption” and “Lack of Satisfaction” are the most significant groups from the identified challenging factors.
Findings from AHP also show that “public cloud security concern” and “achieving QoS” are the upper ranking factors confronted
in the adoption of hybrid cloud mechanism by client organizations because their global weight (0.201) is greater than those of all
the other reported challenging factors. We also found out 46 practices to address the identified challenges. +e taxonomy
developed in this study offers a comprehensive structure for dealing with hybrid cloud computing issues, which is essential for the
success and advancement of client and vendor organizations in hybrid cloud computing relationships.

1. Introduction

Recently, the cloud computing mechanism has grown up
very rapidly, and it has many unique features like elasticity,
pooling of a resource, on-demand support, and wide net-
work access [1, 2]. Technology-assisted learning is becoming
more common, withmost educational institutions across the
globe using learning management systems, content man-
agement systems, virtual networks, and virtual machines to
enhance student learning [3]. In this day and age, educa-
tional institutions are even using private clouds to improve
the student experience [3]. Cloud computing acquires some
of the features of cluster computing, distributed computing,

and grid computing but still has its unique features [4, 5].
“Users of a cloud service only use the volume of ITresources
they need, and only pay for the volume of IT resources they
use” [6]. In the field of IT, cloud computing brings revo-
lution and provides different concepts from the traditional
IT environment [7]. Many organizations of all sizes (small,
medium, and large) have adopted and are spending on cloud
computing-related techniques [8]. SMEs embrace cloud
computing because it cost-effectively provides IT resources
[9]. Cloud infrastructure implementation models include
the public cloud, private cloud, hybrid cloud, and com-
munity cloud [10]. Typically, the service model of the cloud
consists of “software as a service” (SaaS), “platform as a
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service” (PaaS), and “infrastructure as a service” (IaaS) [9].
+e decision as to which model is suitable to be adopted for a
particular organization depends on various factors. “Hybrid
cloud deployment model has proved more significant, both
in terms of better economic aspects and business agility”
[11, 12]. National Institute of Standards and Technology
(NIST) defines hybrid cloud as “a combination of public and
private clouds bound together by either standardized or
proprietary technology that enables data and application
portability.” +e adoption of new technology requires many
changes within the organization [13, 14].

+e traditional cloud computing task offloading algorithm
consumes abundant energy in task scheduling, which results in
a longer average task waiting time [15]. For this reason, a cloud
computing task offloading algorithm based on dynamic mul-
tiobjective evolution is proposed by the authors of [15]. In order
to ensure the parallel completion of multiple tasks, the dynamic
multiobjective evolution method is used to construct the cloud
computing task scheduling model and complete the cloud
computing task scheduling [15]. +en, based on the calculated
effectiveness and validity of energy consumption to complete
the initial operation distribution and offloading priority, the
time and cost of task offloading are calculated according to the
raking results of task offloading priority. +e cloud computing
tasks are distributed with minimum time and minimum cost as
the goal. Hamouda et al. [16] proposed a reconfigurable formal
model of the hybrid cloud architecture, and then they utilized
instantiations of thismodel, simulation, and real-time execution
runs to estimate different performance metrics related to fault
detection and self-recovery strategies in hybrid cloud.

Literature reveals that theories and models developed by
scholars are mainly focusing on such factors that affect
technology acceptance [17]. +is is the extended version of
our previous study [18]. In this paper, we review the latest
work performed in the field of hybrid cloud computing and
recognize the various challenging factors faced by client
organizations during the adoption of cloud computing. For
these challenges, we also find practices.+e primary research
questions that are answered in this paper are the following:

RQ1: What are the challenging factors to be avoided by
client organizations in adopting hybrid cloud com-
puting, as identified in the literature and industrial
survey?
RQ2: How could the defined challenging variables be
prioritized via AHP strategy?
RQ3: What are the practices to be adopted by vendor
organizations to develop effective relationships with
client organizations in the adoption of hybrid cloud
mechanism, as described in the literature and industrial
survey?
RQ4: What would be the taxonomy for the identified
factors that could assist the stakeholders (clients and
vendors) in developing an efficient partnership between
each other in such a domain?

+is paper is organized as follows: Section 2 provides a
background to cloud computing. +e research process and
methodology are described in Section 3. In Section 4,

findings from the SLR, empirical study, and analytical hi-
erarchy process (AHP) approach are presented and ana-
lyzed. In Section 5, discussion of the study is presented. +e
research description is provided in Section 6. Section 7
explains the limitation of the research, followed by the
conclusion and future work in Section 8.

2. Materials and Methods

Cloud computing emerges as the fifth generation of com-
puting which brings a revolution in the way of computation.
“Cloud computing doesn’t limit to the grid, parallel, and
distributed computing but it involves the power of such
paradigms at any level to form a resource pool” [19]. Various
stakeholders, such as clients, developers, engineers, execu-
tives, academicians, and architects, define cloud computing
differently [20]. “Cloud computing is a model for enabling
ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal
management effort or service provider interaction” [21] .
Gartner in [22] defines “Cloud computing is a style of
computing where massively scalable IT-related capabilities
are provided as a service across the Internet to multiple
external customers.” Forrester’s [23] said that “cloud
computing is a standardized ITcapability (services, software,
or infrastructure) delivered via Internet technologies in a
pay-per-use, self-service way.”

2.1. Cloud Computing Service Model. In the software in-
dustry, big players such as Microsoft, as well as other In-
ternet technology heavyweights, including Google and
Amazon, are adding the development of cloud services.

Software as a service (SaaS), platform as a service (PaaS),
and infrastructure as a service (IaaS) are the three prelim-
inary types of cloud computing services. “In SaaS computer
applications are accessed over the Internet rather than being
installed on a local computing device or in a local data
center” [24]. Desk Away, Dropbox, SkyDrive (Windows
Live), Mozy, Google Docs, Pixlr, Zoho Invoice, and CRM
on-demand are some of the well-known SaaS examples. PaaS
offers an online platform for the creation and operation of
applications by software developers [6]. Force.com,
Microsoft Windows Azure, and Google App Engine are
some examples of PaaS. IaaS works as a cloud provider for
hardware such as storage, network, and server and other
relevant software such as OS, file system, and virtualization
technologies as a service [25]. Joyent, EC2, Zimory, Elas-
ticHosts, Amazon, S3, Rackspace, and GoGrid are examples
of IaaS service providers.

2.2. Cloud Computing Deployment Model. In different types
of delivery models, cloud computing services and technol-
ogies are deployed based on their characteristics and intent,
as well as the distinction between user classes [26]. Public,
private, community, and hybrid cloud are the cloud de-
ployment types.
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A public cloud is one in which the cloud infrastructure
and computational services are made accessible over the
Internet to the general type public. It is operated and
managed by a cloud company that provides customers with
cloud services.

A private or internal cloud is one in which a single entity
manages the cloud infrastructure and computing environ-
ment exclusively. It may be operated by a company or a
third-party andmay be held within or outside the data center
of the organization. A private cloud has the ability to give the
enterprise greater control than a public cloud over the in-
frastructure, computing resources, and cloud customers.

A community cloud is shared and serves a particular
community throughmany organizations. It is to some extent
similar to the private cloud, except in a single entity; the
technology and computing services are restricted to more
than two organizations with shared privacy, protection, and
regulatory considerations.

Hybrid clouds are more complex than the other de-
ployment models, and they are a combination of public and
private clouds bound together by either standardized or
proprietary technology that enables data and application
portability [21].

2.3. Hybrid Cloud Related Work. Majority of the current
research is shedding light on different aspects of hybrid
cloud. For example, Ristova et al. [27] discuss hybrid cloud
and its utilization in the midmarket and propose a method
for mass customization and its association in clouds envi-
ronment. Khadilkar et al. [28] propose a solution for data
security and regulatory in using hybrid cloud computing
environment. Amrohi and Khadilkar [29] state that orga-
nizations utilizing hybrid cloud can take advantage of both
the public cloud and private cloud. Heckel [30] provides
some of the basic ideas of cloud computing and also dis-
cusses the technological requirements for establishing a
hybrid cloud environment. Nepalp et al. [31] provide a
solution for secure data storage in the hybrid cloud de-
ployment. According to Javadi et al. [32], “a scalable hybrid
cloud infrastructure as well as resource provisioning policies
assure QoS targets of the users.” Tanimotoet et al. [33],
propose an enterprise data managementmethod for a hybrid
cloud configuration. According to Judith et al. [34], “if a few
developers in a company use a public cloud service to
prototype a new application that is completely disconnected
from the private cloud or the data center, the company does
not have a hybrid environment, but if a company uses a
public development platform that sends data to a private
cloud or a data center–based application, the cloud is
hybrid.”

According to Weinman [35], “under the right condi-
tions, hybrid clouds can optimize costs while still exploiting
the benefits of public clouds such as geographic dispersion
and business agility.”

A cloud-based security company (Trend Micro) indi-
cated via an empirical survey that the “public cloud services
fail to meet the IT and business requirements of some of the
business organizations.” Alternatively, the “safer option,”

private cloud, requires significant infrastructure and oper-
ations development along with new skill sets required by its
IT staff. Although there are ways of balancing each of these
concerns, this will ultimately lead to a hybrid of these en-
vironments, along with an array of other noncloud
environments.

Khan and Ullah [18] “surveyed storage and server de-
cision-makers at North American, Asian Pacific, and Eu-
ropean enterprises and found that various hybrid cloud
implementations were the preferred approach.”

3. Research Methodology

+e proposed research methodology is presented in Figure 1
and consists of the following three phases.

3.1. SLR Conduction Stage 1: identifying challenges faced by
client organizations and their practices in adoption of hybrid
cloud computing.

In stage 1, two systematic literature reviews (SLRs) were
conducted to extract the relevant data: one for the purpose of
identifying the challenges faced by client organizations in the
adoption of hybrid cloud computing [18, 36] and another to
identify practical solutions for these challenges. We followed
the SLR approach because SLR is a different method from an
ordinary conducted literature review, and it requires more
time as well as effort to complete [37–39].We studied several
SLRs [37–39] for guidance. We initially developed the SLR
protocol, which was validated and has been published [36].
+e SLR1 protocol was then implemented, and the findings
of the SLR1 have been published [18]. +rough the SLR1, we
have identified 12 challenges in such a domain. Among these
challenges, 8 were considered critical challenges on the basis
of their high frequency. For these critical challenges, we then
conducted SLR2 and found out 46 practices out of a sample
of 90 papers.

3.2. Empirical Study Conduction Stage 2: validating the
findings of SLR and finding out new challenges faced by
client organizations and their practices in adoption of hybrid
cloud computing.

In stage 2, a survey of 42 hybrid cloud computing experts
was conducted to verify the results of SLRs and to recognize
other significant challenges and their practices. An empirical
survey refers to the experimental research which gathers
data based on qualitative and quantitative description from a
sample of population [35]. In the collection of implicit data
for an issue, empirical survey is the most commonly used
tool [40]. A similar approach was followed by other re-
searchers [41–43].

3.3. Application of AHP Stage 3: prioritizing the identified
challenges with their respective categories.

For the purpose of prioritizing the listed challenges and
their corresponding categories, the analytical hierarchy
process (AHP) approach is used. AHP was developed by
Saaty [44] and is a popular classical multiple-criteria
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decision-making (MCDM) method. Typically, such an ap-
proach of ranking and prioritizing given variables is accurate
and precise.+e main aim of such a study is to give rank and
to prioritize the hybrid cloud computing challenges faced by
client organizations. Classical AHP is therefore ideally suited
for the study of the data obtained using the form of the
survey. In addition, such a technique (AHP) has previously
been utilized to cope with complex decision-making issues
in numerous other research areas. In Figure 2, the steps for

the application of AHP are presented. AHP’s three major
stages are as follows.

3.3.1. Decomposition of a Complex Decision Problem to a
Simple Hierarchy Structure. Here, the problem of decision
making is decomposed into related elements of decision
making [45, 46]. At least three levels are used to divide the
hierarchical structure of the question: at level 1, the goal of

Step 1: Identification of Challenges and its Practices in the Adoption of Hybrid Cloud Computing from Clients Perspectives

Systematic Literature Review SERG_UOM Members

Identification of Challenges and its Practices in the Adoption of
Hybrid Cloud Computing from Clients Perspectives

Categorization of Challenges

Step 2: Validation of Identified Challenges and its Practices in the Adoption of Hybrid Cloud Computing from Clients
Perspectives

Questionnaire Survey Development

Pilot Study

Data Sources

Software Development Organizations Emails Research Groups on Facebook

Survey Data Analysis

Frequency Analysis Method was adopted to analyze Survey Findings

Step 3: Application of Analytical Hierarchy Process (AHP)

Calculation of Priority Weight (W) of each Challenge

CR<0.1
No

Consistency Check

Yes

LinkedIn

Classification of Challenges into Categories and Sub-Categories

Questionnaire Survey for Pair-Wise Comparison

Development of Pair-Wise Comparison Matrix of Challenges on the basis of Experts Opinion

Determining the Local Weight (LW) of the Challenges

Determining the Global Weight (GW) of the Challenges

Prioritizing the Challenges (Final Ranking)

Figure 1: Research methodology.
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the problem is presented; level 2 gives the challenges;
similarly, subchallenges are presented at level 3 as depicted
in Figure 3.

3.3.2. Survey Regarding the Pairwise Comparison. In order
to incorporate the aforementioned AHP approach of pri-
oritization and corresponding categorization of challenges,
we conducted a survey with the senior members of the
Software Engineering Research Group, University of
Malakand (SERGUOM). In total, 8 respondents gave pos-
itive feedback, and so they were included to take part in the
second phase of questionnaire survey.

+e Supplementary Material provides the questionnaire
of the second survey sample. +e data obtained from 8
participants in the survey and this small sample may
threaten the later results of this study; however, the AHP is a
subjective methodology and may consider small sample of
data also [45, 46]. Other researchers [47–51] with relatively
small sample sizes have adopted a similar strategy.

3.3.3. Pairwise Comparisons. To calculate the priority
weights of the identified challenges, pairwise comparison of
these challenges was conducted. At each level, comparison of
these challenges was performed based on their degree of
impact and, also, based on the criteria specified at upper level
[52]. For instance, the matrix-comparison criteria, i.e., [C]�

{Cx|x� 1, 2,...,n}, was used, where n is the evaluation matrix
A, i.e., xy (y, x� 1, 2,...,n), which presents the normalized
relative weight as shown in equation (1), where axy�

1/axy, axy > 0.

A �

1 a12 a1n

a21 1 a2n

an1 an2 1





. (1)

As an indication of their degree of importance for the
introduction of challenges faced by client organizations in
hybrid cloud computing adoption, we further clarify the
pairwise comparison of two enlisted challenging factors as
CH1 and CH2. For example, if CH1 is five degrees greater
than CH2, then, as shown in Tables 1 and 2, CH2 is noticed
to be 1/5 as compared to CH1. +rough applying the same
principle, we performed in Section 4 the pairwise

comparison of matrixes for the overall identified challenging
factors and their categorization.

In order to assess the rank of the identified challenges
with the corresponding categories, the standard 9-point
scale comparison was applied as depicted in Table 2.

+e priority weight is determined based on the pairwise
comparison matrixes as follows:

(1) C refers to pairwise comparison for the recognized
challenging factors.

(2) +e normalized matrix [C] decomposes each ele-
ment from every column via the sum from its
concerned column.

(3) +e priority weight [W] computes the average from
each row from a normalized matrix [C].

3.3.4. Checking the Consistency for Pairwise Comparison
Matrix. Shameem et al. [45] mentioned that pairwise
comparison matrix in the AHP should be consistent and it
could be calculated using the consistency index (CI) and
consistency ratio (CR) as given in the following equations:

consistency index(CI) �
λmax − n

(n − 1)
, (2)

consistency ratio(CR) �
CI

RI
. (3)

By multiplication of given weight, W, and the sum-
mation of each column from a comparison matrix (see
Section 4), the λ max value is the prime eigenvalue which
could be determined, where n shows the total number for the
identified challenges in the given numbers of pairwise
comparison matrix.

Decompose a
complicated

decision
problem into a

hierarchical
structure

(Figure 3).

Construct the
pairwise

comparison
matrix of

challenging
factors based

on the
expert’s

opinions.

Calculate the
priority weight
of each factor
and sub-factor
with the help
of pairwise

comparisons.

Check the
consistency of

the
judgments.

Rank the
challenging

factors in their
corresponding

categories
(local ranking
of challenging

factors).

Determine
the global
weights of

challenging
factors (final

rank of
challenging

factor).

Prioritizing of
challenging

factors.

Step-5 Step-7

Step-6Step-4Step-2

Step-1 Step-3

Figure 2: Phases of AHP.

Level 1
(Goal)

Level 2
(Factor)

Level 3
(Sub-Factor) X1 X2 XnXn-1

Factor 1 Factor n

Prioritizing the Challenges

Figure 3: Hierarchical structure of problem.
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RI shows the random consistency index (CI) in (3) and
its value varies with respect to the size of matrix (see Table 3).
+e permissible CR value goes up to 0.10, and the chal-
lenging priority vector is acceptable only if the CR value is
less than 0.10. Further, if the given CR value is not under the
appropriate range, then there is a compulsory need to repeat
the same process to enhance the degree of steadiness. In this
paper, Section 4 presents the estimated value of CR for each
comparison matrix.

4. Results

4.1. List of Challenging Factors Identified via SLR. Table 4
display a list of the challenges found via SLR1 that are
regarded as the main roadblocks in the adoption of hybrid
cloud. Our results show that “public cloud security concern”
is the top of all challenges, i.e., 58%. “+is is because in
hybrid cloud data security risk is high as some of the data is
exposed to public cloud from the private cloud” [53].
According to Li et al. [54], “this challenge relates to keeping
the amount of sensitive data that is exposed to the public
machines.” Balasubramanian and Murugaiyan [55] argue
that “hybrid cloud model transfers selective data between
public and private clouds.” According to Wang et al. [56],
“data externalization towards services deployed on the
public cloud creates security problems coming from the data
issued by public cloud services.”

+e results also show that the “effective management
issue” (28%) is the secondly cited challenge among all the
identified challenges.+is is because moving to hybrid cloud
from public cloud environment needs an effective man-
agement in terms of managing the manageability issue of the
cloud infrastructure in hybrid cloud environment [57].
According to Bhadauria et al. [58], “the risk of outsourced
services going out of control is high in a hybrid cloud en-
vironment and key management becomes a difficult task in
such situations.”

“Integration complexity” in our findings was listed at the
3rd position among mostly cited challenges (23%). Hybrid
cloud technical integration is perceived to be much more
difficult and a significant barrier to adoption. “Integration of
one or more public and private clouds into a hybrid system
can be more challenging than integrating on-premises

systems” [59]. According to Javidi et al. [60], “a mechanism
for integrating private and public clouds is one of the major
issues that need to be addressed for realizing hybrid cloud
computing infrastructure.”

+e “quality of service (QoS)” is another challenge in
hybrid cloud adoption, which we have already discussed in
the literature portion.

Jian and Sheng [61] determined that “different com-
ponents of the hybrid infrastructure provide different QoS
guarantees, efficient policies to integrate public and private
cloud. However, to assure QoS target of the users remain a
challenging job.”

“Lack of trust has been reported as a challenge in the
adoption of hybrid” [62]. Noor et al. [63] argue that “due to
the fact that data owners and cloud storage providers are
dispersed across distinct global sites, due to which it be-
comes difficult to establish trust between the client and
public cloud provider in the hybrid cloud environment.”

By following the structure established by Shameem et al.
[45], the challenges found were further mapped into four
categories, as shown in Figure 4.

4.2. Empirical Investigation. In order to empirically verify
the identified results of SLR, we have performed an online
questionnaire survey. We evaluated the data obtained, and
this section contains the findings. +e questionnaire survey
contains demographic information and hybrid cloud
adoption challenges identified through SLR. +ere were
three sections in the questionnaire survey. Every section
consisted of various open-ended questions for the purpose
of extracting any other challenges beyond those which were
identified via the SLR1. Seven-point Likert scale, i.e., “ex-
tremely agree (EA),” “moderately agree (MA),” “slightly
agree (SA),” “not sure (NS),” “slightly disagree (SD),”
“moderately disagree (MD),” “extremely disagree (ED),” was
applied to conclude the views of the respondents about these
identified challenges.

For data collection, a request was posted in different
groups via LinkedIn, having more than fifty thousand
members in total across the globe (see Table 5). Further, we
also sent requests to different companies in Pakistan uti-
lizing cloud services as shown in Table 6 to participate in the
questionnaire survey. Our invitation request was responded
to by 60 experts in total showing their willingness, through
e-mail, to participate. Questionnaire was shared with these
experts after receiving their consent for participation. A total
of 33 participants took part in the survey. Among the filled
questionnaires, 3 were rejected because they did not follow
our predefined quality criteria. Accordingly, 30 responses
were selected as the final sample and used for the analysis,
showing a response rate of 50%.

Table 7 shows the list of the challenges in the adoption of
hybrid cloud that were identified/validated via empirical
study. +is table also depicts the various options through 7-
point Likert scale for each of the aforementioned challenges
and the graphical representation.

Table 7 shows that≥ 80% of the respondents agreed that
“public cloud security concern” (90%), “lack of trust” (87%),

Table 1: Example of pairwise comparison.

S. No CH1 CH2
CH1 1 5
CH2 1/5 1

Table 2: Description of intensity scale.

Description Significance intensity
Equally important 1
Moderately important 3
Strongly more important 5
Very strongly more important 7
Extremely more important 9
Intermediate values 2, 4, 6, 8
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and “integration complexity” (83%) are the highest chal-
lenges found in such a domain.

About >60% respondents agreed about “QoS” (67%),
“SLA (service level agreement) assurance” (67%), “task
scheduling challenges” (63%), “effective management”
(63%), and “component partitioning” (63%). We suggest
efficient policies implementation for these challenges.
Although, there is little evidence in literature revealing
“data searching” challenge, 60% of the respondents
agreed that it is also a challenging factor or challenge in
the embracing of hybrid cloud. 53% of the respondents
agreed about “appropriate cloud offering.”

In addition, the participants of the survey were invited
for the purpose of presenting their insights about other
challenges which were not identified through the SLR
conduction. However, we have not found any new challenge
or recommendation given by the respondents of the survey.

4.3. Crossway Comparison of Public Hybrid Cloud Computing
Challenges Identified through SLR1andQuestionnaire Survey.
We validated public hybrid cloud computing challenges
discovered via SLR1 with a survey questionnaire follow-
up and then undertook comparative analysis of both
outcome data sets. +is analysis predictably leaned to-
wards radiating extant similarities and disparities be-
tween SLR1 and survey outcomes (see Table 8). Table 8
presents a comparative analysis of both data sets using
only positive values from the survey questionnaire.
Lowest ranks were assigned to highest values. Whenever

similar values occurred, we assigned an average rank and
then approximated the value of the next rank. We further
noted that rankings for cited challenges across both data
sets were not the same. We used the Spearman’s rank
correlation test (formula) and identified a value of
R � 0.54, reflecting the frequency of a challenge’s refer-
ence in the SLR correlation with its citation frequency
among survey participants. +is allows a relative ap-
praisal for the similarity of importance for each SLR
challenge compared to survey results.

Spearman rank correlation(R) � 1 −
6Σd2

(n)
3

− n

� 1 −
6 × 132.5
(12)

3
− 12

� 1 −
795

1728 − 12

� 1 −
795
1716

� 1 − 0.46

� 0.54.

(4)

4.4. Application of AHP. +e AHP method and its imple-
mentation are highlighted briefly in the following steps:

Table 3: RI value with respect to matrix size.

Size of matrix 1 2 3 4 5 6 7 8 9 10
RI 0 0 0.58 0.9 1.12 1.24 1.32 1.41 1.45 1.49

Table 4: List of challenging factors identified through SLR1.

Public hybrid cloud computing
challenges Freq % References

Public cloud security concern 69 58

[1],[2], [9], [13], [17], [18], [20], [23], [24], [27], [30], [33], [34], [35], [39], [41], [42],
[43], [44], [45], [47], [50], [53], [54], [55], [56], [58], [59], [61], [63], [65], [66], [67],
[68], [71], [72], [73], [76], [78], [79], [80], [81], [82], [83], [84], [85], [86], [87], [89], [91],
[92], [93], [95], [96], [97], [98], [99], [100], [101], [103], [104], [105], [106], [110], [112],

[114], [115],[116], [120]

Effective management issue 34 28
[1], [5], [8], [9], [15], [17], [18], [27], [28], [31], [37], [38], [39], [40], [44], [50], [56], [66],
[70], [74], [77], [78], [80], [84], [86], [88], [89], [102], [104], [105], [106], [107], [113],

[120]

Integration complexity 27 23 [5], [6], [17], [18], [32], [56], [58], [60], [65], [66], [69], [72], [73], [77], [78], [79], [80],
[86], [89 ], [92], [96], [100], [103], [105], [113], [116], [117]

Achieving QoS 15 13 [4], [5], [11], [14], [23], [41], [57], [61], [65], [94], [106], [107], [108], [111], [119]
Components partitioning 15 13 [3], [9], [12], [16], [20], [21], [52], [57], [60], [62], [68], [70], [109], [115], [118]
Lack of trust 14 12 [7], [13], [19], [24], [30], [39], [54], [64], [71], [72], [85], [92], [114][116]
SLA assurance 14 12 [16], [17], [25], [26], [30], [39], [41], [47], [48], [61], [66], [69], [80], [85]
Task scheduling and execution 13 11 [4], [10], [22], [29], [36], [49], [51], [52], [70], [74], [75], [90], [93]
Appropriate cloud offering 5 4 [38], [46], [86], [88], [102]
Data searching 1 0.8 [114]
Cost driven scheduling of services 1 0.8 [121]
Lack of sharing of resources across
multiple concerns 1 0.8 [122]
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Step 1: decomposition of a complex-decision problem
into a simple hierarchical structure.
Based on the corresponding categorization from Fig-
ure 4, the hierarchical structure is built and is shown in
Figure 5. In the first level, the fundamental purpose of
this analysis is presented; the corresponding chal-
lenging factors with the categories are offered at levels 2
to 3 of Figure 5, respectively.
Step 2: development of the pairwise comparison matrix
and calculation of the prioritization AL weight.
For each group of these challenges with its corre-
sponding categories, the generation of pairwise com-
parison matrix was performed on the basis of data
collected via AHP. All details for such a comparison
(“Lack of Inclination,” “Lack of Readiness,” “Lack of
Adoption,” and “Lack of Satisfaction”) are given in
Tables 9–12.
Likewise, in Table 13, the results for the stated pairwise
comparison matrix categories are produced. We also
used the normalized matrix comparison for the pur-
pose of calculating the weights of these challenging
factors.

+e normalized values of each challenging factor are
determined by dividing its value by the number of
corresponding columns. +e complete details of
normalized matrix of each category (“Lack of In-
clination,” “Lack of Readiness,” “Lack of Adoption,”
and “Lack of Satisfaction”) are provided in Tables 9,
14, 15, and 16, respectively. Table 17 shows the
findings of the normalized matrix comparison
groups.
For each challenge, the weight value (W) is determined
from the average number of the normalized values of
the respective rows. For example, the weight values
given in Table 18 show that CH1 is the most significant
challenging factor in the “Lack of Inclination” category
because it has high value as compared to the other
challenging factors of the same category. However,
CH3 is the least significant challenging factor because it
has low weight value.
Step 3: checking of consistency.

We are able to measure the degree of consistency for the
corresponding category, i.e., “Lack of Inclination” via the
below parameters, discussed in Section 3:

Lack of
Inclination

SLA Assurance

Effective Management Issue

Cost-Driven Scheduling of Service

Lack of
Readiness

Task Scheduling and Execution Integration Complexity Components Portioning Data Searching

Lack of
Adoption

Public Cloud Security Concern

Lack of Trust

Achieving QoS Appropriate Cloud Offering Delays in Response Time

Lack of Sharing Resources across Multiple Clients 

Lack of
Satisfaction

Hybrid Cloud
Computing
Challenges

faced to Client
Organizations

Figure 4: Categorization of hybrid cloud computing challenges.

Table 5: List of LinkedIn online cloud professionals.

S. no. Group name (available online at LinkedIn website) Total members (at the time of request) Date (request posted)
1 Canada Cloud Network 681 14 April 2015
2 Cloud Architect and Professionals Network 6,354 14 April 2015
3 Conversations on Cloud Computing 10,132 14 April 2015
4 Cloud Computing Best Practices 7,950 14 April 2015
5 Hybrid Cloud User Group 66 15 April 2015
6 SAP Cloud Computing (private, public, or hybrid) 1,531 15 April 2015
7 TalkinCloud 1,010 15 April 2015
8 Windows Azure & Microsoft Cloud 10,467 16 April 2015
9 Cloud Computing, Microsoft UK 11,088 16 April 2015
10 IEEE Cloud Computing 5,719 16 April 2015
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Table 6: List of some famous software development companies in Pakistan.

S.
no. Software company name Address Date of request

sent

1 Subhash Educational
Complex Arbab Road, Peshawar, KPK 14 April 2015

2 Haq Institute of Computer
and IT Main Ghazi Road, Lahore 14 April 2015

3 PurePush Abasyn Street 6, I/9, Islamabad, Pakistan 14 April 2015

4 DatumSquare IT Services Pvt.
Ltd. Software Technology Park, I-9/3, Islamabad 14 April 2015

5 Macrosoft Pakistan Abu Bakar Block, New Garden Town, Lahore, Pakistan 15 April 2015
6 Xavor Corporation Masood Anwari Rd, Cavalry Extension, Cavalry Ground, Lahore 15 April 2015
7 Xerox Soft (Pvt.) Ltd. Deans Trade Center, Peshawar 15 April 2015

8 Ovex technologies 1st Floor, KSL Complex, Software Technology Park, Plot No. 156, I-9/3
Industrial Area, Islamabad 16 April 2015

9 Techlogix Empress Road, Lahore, Pakistan 16 April 2015

Table 7: List of challenges identified via empirical study.

S. no. Identified challenging factors with categorization
Expert perception (n� 30)

Positive Negative Neutral
EA MA SA % SD MD ED % NS %

C1 Category: lack of Inclination 20 1 2 86 2 1 1 14 3 10
CH1 Effective management issue 19 6 4 97 0 0 0 0 1 3
CH2 SLA assurance 20 6 2 93 0 0 0 0 2 7
CH3 Cost-driven scheduling of service 10 8 3 70 3 2 1 23 3 10
C2 Category: lack of Readiness 21 2 3 89 0 1 1 4 2 7
CH4 Task scheduling and execution 19 3 6 93 0 0 0 0 2 7
CH5 Data searching 18 7 3 93 0 1 0 3 1 3
CH6 Integration complexity 20 3 3 86 2 0 0 7 2 7
CH7 Components partitioning 19 2 4 83 1 0 0 3 4 14
C3 Category: lack of Adoption 22 2 2 88 1 1 1 9 1 3
CH8 Public cloud security concern 23 2 4 97 0 1 0 2 0 0
CH9 Lack of trust 24 3 1 93 0 0 0 0 2 7
CH10 Lack of sharing resources across multiple clients 9 7 6 73 2 1 3 27 2 7
C4 Category: lack of Satisfaction 20 3 2 83 2 0 0 7 3 10
CH11 Achieving QoS 20 6 3 97 0 0 0 0 1 3
CH12 Appropriate cloud offering 16 11 0 90 0 0 0 0 3 10
CH13 Delays in response time 10 6 4 66 2 1 3 20 4 14

Table 8: Crossway comparison of public hybrid cloud computing challenges identified through SLR1 and questionnaire survey.

S. no. Public hybrid cloud computing challenges

Occurrences
in SLR1
(N� 121)

Positive
agreement
(%) in the

questionnaire
survey
(N� 33)

d d2

% Rank % Rank
1 Public cloud security concern 58 1 97 1.5 −0.5 0.25
2 Effective management issue 28 2 97 1.5 0.5 0.25
3 Integration complexity 23 3 86 9 −6 36
4 Achieving QoS 13 4.5 97 1.5 2.5 6.25
5 Components partitioning 13 4.5 83 10 −5.5 30.25
6 Lack of trust 12 6.5 93 4.5 2 4
7 SLA assurance 12 6.5 93 4.5 2 4
8 Task scheduling and execution 11 8 93 4.5 3.5 12.25
9 Appropriate cloud offering 4 9 90 8 1 1
10 Data searching 0.8 10.5 93 4.5 6 36
11 Cost driven scheduling of services 0.8 10.5 70 12 −1.5 2.25
12 Lack of sharing of resources across multiple concerns 0.8 10.5 73 11 −0.5 0.25

n� 12 Ʃd2 �132.5
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λmax �   Cj  × W{ } , (5) where ΣCj is the summation of columns from matrix [C],
which is depicted in Table 10, andW is the weight vector (see
Table 15).

λmax � (2.00 × 0.46) ±(3.58 × 0.31) ±(7.25 × 0.16) ±(16.00 × 0.06),

λmax � 0.92 + 1.1098 ± 1.16 + 0.96,

λmax � 4.1498,

Consistency Index(CI) �
λmax − n

(n − 1)
�
4.1498 − 4

(4 − 1)
�
0.1498

(3)
,

Random Index (RI) � 0.9,

Consistency Ratio (CR) �
CI
RI

�
0.049
0.9

� 0.058< 0.1 (consitency is OK).

(6)

+e result given indicates that the CR value is lower than
0.1, which is the appropriate CR value. For such challenging
factors in all the other corresponding categories, the same
accuracy method is used, and the estimation of the CR value
is given in Tables 9, 10, 14, 16, and 18.

Step 4: provision of local and global ranking for
challenging factors with their categories.
For each of the stated challenges, the local weight (LW)
and global weight (GW) are presented in Table 19,
where the local weight reflects the importance of the
related challenging factor in its own specified category,
while the global weight shows the specified priority for
a factor across all the 13 challenging factors identified.
+e LW was determined by performing a pairwise
comparison for each of the challenging factors and
the category (see step 3). For example, Table 19
shows that the LW of CH1 (0.63) is found to be
the highest weight in the “Lack of Inclination”
category; therefore, CH1 is also the uppermost
ranked, prioritized challenging factor in the “Lack of
Inclination” category.
Likewise, bymultiplication of their LW and that of their
respective groups, we calculated the GWof the reported
challenging factors. For example, GW of challenging
factor CH1� 0.10× 0.63� 0.063, where 0.10 is the
weight of its category (Lack of Inclination) and 0.63 is
its LW. +e same process is repeated for the remaining
challenging factors, and their GW is calculated, re-
spectively, as presented in Table 19.
Step 5: finalized prioritization of these challenging
factors.

+e finalized priority of these challenge factors is, typ-
ically, based on the GW for each of the challenge factors, and
the same is presented in Table 19. On top priority,

challenging factors that have higher GW in all categories are
taken into account.

In Table 19, CH8 (public cloud security concern) and
CH11 (achieving QoS) are considered as the uppermost
ranking challenging factors due to their GW value (0.201),
which is the highest value as compared to the other factors.

We further noted that CH12 (appropriate cloud offering)
is found to be the secondly highest common challenging
factor that could adversely affect the receipt of hybrid cloud
computing activities from client organizations’ perspective.

4.5. Practices for Critical Challenges Identified through SLR 2
and Empirical Study. In this section, a list of practices is
presented for each CC (critical challenge) identified through
SLR1. We considered that 8 challenges are critical because
they have high frequencies both in SLR1 and empirical study
findings. We have designed 46 practices in total for the
8 CCs. +ese practices were identified via SLR2 and ques-
tionnaires surveys with 30 experts.

We have presented under each challenge its relevant
practices for addressing the particular challenge. In Table 20
CCs represent critical challenges and CCPs represent
practices for addressing these challenges.

5. Discussion

5.1. RQ1 (Challenges Faced by Client Organizations in the
Adoption of Hybrid Cloud Computing). We have closely
analyzed 120 articles and extracted a total of 13 challenging
factors that could adversely affect the world of hybrid cloud
computing. Section 4 addresses and summarizes these
factors in detail. Following the defined principles for the
system introduced by Shameem et al. [45], the reported
challenging factors were further classified and presented as a
theoretical mode.
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A questionnaire analysis with 30 experts from hybrid
cloud computing professionals as well as academic re-
searchers, conducted empirically, validates the results of the
SLR1.

5.2. RQ2 (Prioritization Process for Hybrid Cloud Challenging
Factors). For such a process of prioritization, the AHP
approach implemented was selected because it plays a key
role in solving such a type of problems due to its classical
multiple-criteria decision-making, MCDM, nature, intro-
duced by Saaty [44]. Typically, the approach to ranking and
prioritizing the given variables is accurate and precise.

In this paper, we use AHP to prioritize the factors found
in the adoption of hybrid cloud computing faced by client
organizations. Table 19 indicates that CH8 (public cloud
security concern) and CH11 (achieving QoS) have been
considered as the highest-ranking challenging factors, faced
by client organizations in adoption of hybrid cloud com-
puting because their GW (0.201) is higher as compared to all
the other reported challenging factors.

5.3. RQ3 (Practices for the Identified Critical Challenges Faced
by Client Organizations in the Adoption of Hybrid Cloud

Computing). For such a purpose, we performed a second
systematic literature review, SLR2, and extracted a total of 46
practices from a sample of 90 papers. +ese practices are
discussed and summarized in detail in Section 4
(Tables 20–27). By conducting a questionnaire survey with
30 experts from hybrid cloud computing professionals and
academic scholars, the results of SLR2 were empirically
checked.

5.4. RQ4 (Taxonomy for the Challenging Factors).
Figure 6 shows the taxonomy for such challenging factors,
where it is generated via measuring of both the LW value and
the GW value of each challenging factor with its corre-
sponding category based on AHP prioritization. +is figure
shows that “Lack of Adoption” (0.38) and “Lack of Satis-
faction” (0.38) are considered as the most prioritized cat-
egories by the survey experts. +e weights of these categories
are maximum as compared with the other categories.

Further, we have noted that CH8 (public cloud security
concern) and CH11 (achieving QoS) have been considered
as the highest-ranking challenging factors, which are also
listed in these categories, because of their GW value (i.e.,
0.201) which is found to be higher than those of all other
challenging factors mentioned.

6. Summarizing the Research Questions

+is research aims to deliver a taxonomy, on the basis of
AHP technique, for the challenging factors or challenges
faced by client organizations in hybrid cloud computing.+e
conclusions of this article provide help to effectively navigate
the practices of hybrid cloud computing. In Table 28, the
description of the research questions is given.

Prioritization of Challenging Factors in Hybrid Cloud Computing

Lack of Inclination Lack of Readiness Lack of Adoption Lack of Satisfaction

CH1

CH2

CH3

CH4

CH5

CH6

CH7

CH10

CH9

CH8

CH13

CH12

CH11

Figure 5: Hierarchal structure of challenging factors.

Table 9: Normalized matrix of “Lack of Adoption” category.

S. no. CH8 CH9 CH10 Weight (W)
CH8 0.61 0.63 0.36 0.53
CH9 0.50 0.32 0.57 0.40
CH10 0.09 0.05 0.07 0.07
λmax � 3.067, CI � 0.034, RI � 0.58, CR � 0.06< 0.1.

Table 10: Pairwise matrix comparison for the challenging factors of
“Lack of Readiness” category.

S. no. CH4 CH5 CH6 CH7
CH4 1 2 3 6
CH5 1/2 1 3 5
CH6 1/3 1/3 1 4
CH7 1/6 1/5 1/4 1
Sum 2.00 3.58 7.25 16.00

Security and Communication Networks 11



Table 11: Pairwise matrix comparison for the challenging factors of “Lack of Adoption” category.

S. no. CH8 CH9 CH10
CH8 1 2 5
CH9 1/2 1 8
CH10 1/5 1/8 1
Sum 1.64 3.16 14.00

Table 12: Pairwise matrix comparison for the challenging factors of “Lack of Satisfaction” category.

S. no. CH11 CH12 CH13
CH11 1 3 8
CH12 1/3 1 6
CH13 1/8 1/6 1
Sum 1.45 4.17 15.00

Table 13: Pairwise matrix comparison between categories of challenging factors.

S. no. Lack of Inclination Lack of Readiness Lack of Adoption Lack of Satisfaction
Lack of Inclination 1 1/2 1/3 1/3
Lack of Readiness 2 1 ¼ 1/4
Lack of Adoption 1/3 1/3 1 4
Lack of Satisfaction 1/6 1/5 ¼ 1
Sum 2.00 3.58 7.25 16.00

Table 14: Normalized matrix of “Lack of Inclination” category.

S. no. CH1 CH2 CH3 Weight (W)
CH1 0.68 0.72 0.50 0.63
CH2 0.22 0.24 0.43 0.30
CH3 0.10 0.04 0.07 0.07
λmax � 3.099, CI � 0.049, RI � 0.58, CR � 0.09< 0.1.

Table 15: Normalized matrix of “Lack of Inclination” category.

S. no. CH4 CH5 CH6 CH7 Weight (W)
CH4 0.50 0.56 0.41 0.38 0.46
CH5 0.25 0.28 0.41 0.31 0.31
CH6 0.17 0.09 0.14 0.25 0.16
CH7 0.09 0.07 0.03 0.06 0.06

Table 16: Normalized matrix of “Lack of Satisfaction” category.

S. no. CH8 CH9 CH10 Weight (W)
CH8 0.61 0.63 0.36 0.53
CH9 0.30 0.32 0.57 0.40
CH10 0.09 0.05 0.07 0.07
λmax � 3.067, CI � 0.034, RI � 0.58, CR � 0.06< 0.1.

Table 17: Normalized matrix for the categories of challenging factors.

S. no. Lack of Inclination Lack of Readiness Lack of Adoption Lack of Satisfaction Weight (W)
Lack of Inclination 0.11 0.05 0.13 0.13 0.10
Lack of Readiness 0.22 0.11 0.10 0.10 0.13
Lack of Adoption 0.33 0.42 0.39 0.39 0.38
Lack of Satisfaction 0.33 0.42 0.39 0.39 0.38
λmax � 4.199, CI � 0.040, RI � 0.9, CR � 0.04< 0.1.
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7. Research Limitations

We adopted the SLR for the identification of challenging
factors; consequently, there is a chance that we might have
missed out some relevant paper(s) for inclusion in the final
selection for extraction of the relevant challenging factors.
However, this is not a systematic omission as other re-
searchers also conducted the same process for the

identification and categorization of factors/variables in other
different domains [47–49, 64].

Due to the shortage of time and resource, the sample size
for the study we have chosen was 30 (i.e., n� 30), and so in
this manner we are unable to claim generalized results.
Nonetheless, other scholars from software engineering do-
main performed similar studies with the same sample size
[65, 66].

Table 18: Pairwise matrix comparison for the extracted challenging factors of “Lack of Inclination” category.

S. no. CH1 CH2 CH3
CH1 1 3 7
CH2 1/3 1 6
CH3 1/7 1/6 1
Sum 1.47 4.17 14.00

Table 19: Summarized list for the challenging factors being ranked.

Categories Categories weight Challenging factors Local weight Local ranking Global weight Priority

Lack of Inclination 0.10
CH1 0.63 1 0.063 5
CH2 0.30 2 0.030 8
CH3 0.07 3 0.070 4

Lack of Readiness 0.13

CH4 0.46 1 0.060 6
CH5 0.31 2 0.040 7
CH6 0.16 3 0.020 11
CH7 0.06 4 0.078 3

Lack of Adoption 0.38
CH8 0.53 1 0.201 1
CH9 0.40 2 0.152 2
CH10 0.07 3 0.026 10

Lack of Satisfaction 0.38
CH11 0.53 1 0.201 1
CH12 0.40 2 0.152 2
CH13 0.07 3 0.026 9

Table 20: Practices for addressing critical challenge “SLA assurance.”

CC#1. SLA assurance SLR2 Questionnaire
survey

S. no. Practices for addressing SLA assurance Frequency of SLR2
(N� 90) Positive %

CCP#1.1 Ensure the maximum availability of services, provided by cloud providers, and
duration of the contract period are explicitly defined in the SLA. 2 98

CCP#1.2 Define explicitly in the SLA terms and conditions regarding the security of the
clients’ data. 8 81

CCP#1.3 Keep the clients aware of where the processes are running or where the data is stored
to ensure the security of the clients’ data. 2 96

CCP#1.4

To mitigate the risk of a cloud provider failure, specify reversion strategies in the
SLA. +is is because they put cloud customers in a much stronger position when
renegotiating a cloud service contract because cloud customers know that they could

readily switch from the provider if needed.

2 94

CCP#1.5 Perform third-party auditing regularly to monitor the cloud service provider’s
compliance to agreed terms. 4 92

CCP#1.6 Ensure in service level agreements what the contingency plans are in case of the
breakdown of the system. 6 97

CCP#1.7 On-premises gateway should be used in hybrid cloud for controlling the applications
and data that flow from each part to the other. 6 84

CCP#1.8
Categorize the data into two parts, i.e., sensitive and nonsensitive. Place the sensitive
data in the on-premises side (private cloud) whereas nonsensitive data should be

kept in public cloud.
16 100
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As the construct validity refers to testing the accuracy of
the appraisal on the basis of provided variables, the available
literature, discussed here, describes the challenging factors
and their practices that are tested empirically by using the
online survey strategy. +e findings from such empirical
study show that the challenges and practices given are linked
to the findings of SLR1 and SLR2, which explain the accuracy
of the appraisal scale we had chosen.

Similarly, the internal validity is the assessment of a
particular study’s findings and interpretation. In this respect,
we had conducted a pilot study with the members of
SERGUOM that offers an appropriate degree of internal
validity.

External validity is the generalizations of a research
article’s findings. In this study, the majority of the survey
respondents belonged to Pakistan which was a challenge to
external validity by generalizing the findings in comparison
to other countries. +ere are, however, still some partici-
pants from different countries and, above all, we have not
found any substantial variations between the findings from
SLR and industrial survey; thus, we are confident that the
results can be generalized by the data sample.

In addition, majority of the respondents were experi-
enced practitioners in the same field, so we concluded that
they have given their adequate input on the basis of their
understanding of the difficult factors and their practices.

Table 21: Practices for addressing critical challenge “effective management issue.”

CC#2. Effective management issue SLR2 Questionnaire
survey

S. no. Practices for addressing effective management issue Frequency of SLR2
(N� 90) Positive %

CCP#2.1
Use management tools developed by several working groups like open grid forum,
open cloud computing interface (OCCI), and storage network industry association

(SNIA) to monitor the performance of both internal and external resources.
2 87

CCP#2.2 Create a plan for release and deployment management that is appropriate for using
and living in cloud settings 1 91

CCP#2.3 Place a strong service portfolio management for continual service improvement
process. 1 87

CCP#2.4
Set a plan for capacity management (business capacity management, service capacity
management, and component capacity management) to improve performance

relating to both services and resources.
1 88

CCP#2.5

Implement tools like Ansible, CFEngine, Chep, Elastra and RightScale Puppet, and
Salt for addressing configuration and change management to control the lifecycle of
all changes which will assist in enabling beneficial changes to bemade withminimum

disruption to IT services.

1 87

CCP#2.6 Keep backups of applications and data on on-premises servers and storage devices to
avoid data loss and time delays in case of failures in the cloud platform. 4 97

CCP#2.7 Consider a cost-effective model to decide which task is economical on the cloud or
internal resources. 3 84

CCP#2.8 Perform efficient planning and implementation strategies before moving to the
hybrid cloud. 2 97

Table 22: Practices for addressing critical challenge “integration complexity.”

CC#3. Integration complexity SLR2 Questionnaire
survey

S. no. Practices for addressing integration complexity Frequency of practices via
SLR2 (N� 90) Positive %

CCP#3.1
Use the available infrastructures such as Eucalyptus, OpenNebula, and open

source software frameworks, in order to assist integration (front end
integration, data integration, and process integration) in hybrid cloud.

3 87

CCP#3.2 Use standard API (application programming interface) to integrate
applications and data between the private clouds and the public clouds. 5 97

CCP#3.3 Adopt technologies such as information integration, enterprise application
integration, and enterprise service bus for effective integration. 3 90

CCP#3.4 Establish integration mechanism to be controlled dynamically in response to
changes in business requirements with the passage of time. 1 79

CCP#3.5
Select form number of vendors offering solutions for data integration including
companies such as Dell Boomi, IBM, Informatica, Pervasive Software, Liaison

Technologies, and Talend.
1 84
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Table 23: Practices for addressing critical challenge “achieving QoS.”

CC#4. Achieving QoS SLR2 Questionnaire
survey

S. no. Practices for addressing QoS Frequency of practices via
SLR (N� 90) Positive %

CCP#4.1
Select a cloud provider that can offer improved services in the following QoS
parameters/attributes: price, offered load, job deadline constraint, energy

consumption of the integrated infrastructure, security, etc.
1 97

CCP#4.2 Ensure that access to the internal infrastructure is only possible through secure
communications. 3 94

CCP#4.3
Follow secure communication protocols (such as Transport Layer Security

(TLS) and its predecessor, Secure Sockets Layer (SSL)) when communicating
with endpoint applications and databases.

1 97

CCP#4.4 Select a public cloud provider which can offer the capacity needed by internal
cloud and execute dynamically. 1 93

CCP#4.5 Select a cloud provider that can ensure high degree of availability of services at
all times. 2 97

Table 24: Practices for addressing critical challenge “component partitioning.”

CC#5. Component partitioning SLR2 Questionnaire
survey

S. no. Practices for addressing component partitioning Frequency of practices via
SLR (N� 90) Positive %

CCP#5.1

In order to distribute an application over a hybrid cloud, the following
parameters should be kept in mind:

1 100(i) Data disclosure risk.
(ii) Resource allocation cost.

(iii) Private cloud load.

CCP#5.2

In order to migrate some of the applications components from private cloud to
public cloud in the context of hybrid cloud environment, implement migration
progress management functions like pacer which is capable of accurately
predicting the migration time and coordinating the migrations of multiple

application component.

2 87

CCP#5.3
Divide the workload to be executed across local and public clouds so that the
workloads can move among resource pools, which will result in a well-designed

cloud environment.
1 94

CCP#5.4 Replicate some part of the data to the public side so as to enable the distribution
of the computation. 1 88

CCP#5.5 Consider a sensitivity-aware data partitioning mechanism like Sedic that
guarantees that no sensitive data is exposed to public cloud. 1 87

Table 25: Practices for addressing critical challenge “lack of trust.”

CC#6. Lack of trust SLR2 Questionnaire
survey

S. no. Practices for addressing lack of trust. Frequency of practices via
SLR2 (N� 90) Positive %

CCP#6.1 Establish trustworthy relationships with cloud service providers through
service level agreement (SLA). 3 97

CCP#6.2 Ensure the provision of security at different levels, i.e., how cloud providers
implement, deploy, and manage security. 1 97

CCP#6.3 Keep in mind that clients are still ultimately responsible for compliance and
protection of their critical data, even if that workload had moved to the cloud. 1 94

CCP#6.4 Use services of a broker in order to negotiate trust relationships with cloud
providers. 4 90

CCP#6.5 Ensure what sort of certifications the cloud providers have in place which can
ensure service quality of the cloud provider. 3 84
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Table 26: Practices for addressing critical challenge “public cloud security concern.”

CC#7. Public cloud security concern SLR2 Questionnaire
survey

S. no. Practices for addressing cloud security concern Frequency of practices via
SLR2 (N� 90) Positive %

CCP#7.1 Cloud security should be controlled by the client organization and not by the
cloud vendor. 2 97

CCP#7.2

Provide effective authentication for users based on access control rights. Only
the users who are authorized to access the private cloud can be directed to the
private cloud; they can also access the public cloud. +e rest of users who are
not authorized to access the private cloud can be directed to the public cloud;

they can access the public cloud only.

8 81

CCP#7.3 Client organizations should use a third-party tool to enhance the security. 2 97

CCP#7.4
Client organizations should utilize their private (own) resources as much as
possible and outsource minimum tasks to the public cloud to maximize

security.
2 94

CCP#7.5 Client organizations should carefully manage virtual images in a hybrid
environment using tools like firewall, IDS/IPS, and log inspection. 4 93

CCP#7.6 Data should be encrypted by the client before outsourcing to cloud computing. 6 97

CCP#7.7 +e on-premises gateway should be used in a hybrid cloud for controlling the
applications and data that flow from each part to the other. 6 84

CCP#7.8
Categorize the data into two parts, i.e., sensitive and nonsensitive. Place the
sensitive data in the on-premises side (private cloud) whereas nonsensitive

data should be kept in the public cloud.
16 100

Table 27: Practices for addressing critical challenge “task scheduling and execution.”

CC# 8. Task scheduling and execution Frequency of practices via
SLR ( N� 90)

Questionnaire
survey

S. no. Practices for addressing task scheduling and execution Positive %

CCP#8.1

Use of an efficient scheduling mechanism/ algorithm to enable efficient
utilization of the on-premise resources and to minimize the task outsourcing
cost, while meeting the task completion time requirements as well. +ese
scheduling algorithms include Hybrid Cloud Optimized Cost (HCOC),

Deadline-Markov Decision Process (MDP), Heterogeneous Earliest Finish
Time (HEFT) based on resource discovering, filtering, selection, and task

submission

1 87

CCP#8.2

Execute part of the application on public cloud to achieve output within
deadline as public cloud resources has much high processing power as

compare to private cloud resources. On the other hand, executing the whole
application on the public cloud will be costly.

4 80

CCP#8.3 +e capacity of the communication channels in hybrid cloud must be
considered because it impacts the cost of workflow execution. 1 97

CCP#8.4 Implement workflow management system like CWMS (Cloud Workflow
Management System) to increase productivity and efficiency 1 97
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Lack of Inclination = 0.10

Hybrid Cloud 
Computing 

Challenges faced 
to Client 

Organizations

CH1

CH2

CH3

CH4

CH5

CH6

CH7

CH8

CH9

CH10

CH12

CH11

Lack of Readiness = 0.13

Lack of Satisfaction = 0.38

Lack of Adoption = 0.38

CH13

LW = 0.63 GW = 0.063

LW = 0.30 GW = 0.030

LW = 0.07 GW = 0.070

LW = 0.31

LW = 0.06

LW = 0.16

LW = 0.46

GW = 0.078

GW = 0.020

GW = 0.040

GW = 0.060

LW = 0.07

LW = 0.40

LW = 0.53 GW = 0.201

GW = 0.026

GW = 0.152

LW = 0.07

LW = 0.40

LW = 0.53

GW = 0.026

GW = 0.152

GW = 0.201

Figure 6: Analytical hierarchy process (AHP) based on the prioritization taxonomy of challenging factors with their categories.

Table 28: Summary of the research questions.

S.
no. Research questions Descriptions

RQ1
What are the challenging factors, as described in the literature
and industrial survey, to be avoided by client organizations in

adoption of hybrid cloud computing?
All the challenging factors are presented in Table 4.

RQ2 How could the identified challenging factors be prioritized using
the AHP approach?

AHP approach is followed to prioritize the identified challenging
factors. Details are presented in Section 4.4. +e summarized list

is presented in Table 19.

RQ3

What are the practices, as identified in the literature and
industrial survey, to be followed by vendor organizations to build
successful relationship with client organizations in adoption of

hybrid cloud computing?

+e practices for the identified challenges are presented in
Tables 20–27.

RQ4

What would be the taxonomy of the identified challenging
factors that could assist in the successful relationship between
client and vendor organizations in adoption of hybrid cloud

computing?

Taxonomy of the identified challenging factors is developed by
categorizing these challenges into four main categories, “Lack of
Inclination,” “Lack of Readiness,” “Lack of Adoption,” and “Lack
of Satisfaction” (Figure 4), and prioritizing them by using the
AHP technique. +e basic purpose of this taxonomy is to

highlight the local weight that shows the priority order of each
challenging factor within its category and the global weight to
show the effect of a particular challenge on the overall study
objective. Furthermore, the taxonomy provides a robust

framework that could help practitioners and researchers to
handle the major issues of hybrid cloud computing activities.
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8. Conclusion and Future Work

We were inspired by the importance of hybrid cloud
computing activities to build a taxonomy focused on
prioritizing the challenges or challenging factors that
could pose risks for hybrid cloud computing adoption by
client organizations. +e revealed results deliver the key
areas which need to be resolved before hybrid cloud
computing practices are launched. +e SLR1 was per-
formed to classify the challenging factors, and the results
of the literature reviews were confirmed by empirical
research.

In total, 13 challenges or challenging factors are found
via the literature review, and then they are further classified
into four main categories: “Lack of Inclination,” “Lack of
Readiness,” “Lack of Adoption,” and “Lack of Satisfaction”
(Figure 4). In addition, an AHP technique was implemented
to prioritize these difficult variables and their groups.

+e findings of the AHP technique reveal that “Lack of
Adoption” and “Lack of Satisfaction” are the most sig-
nificant categories and CH8 (public cloud security con-
cern) and CH11 (achieving QoS) have been considered as
the highest-ranking challenging factors, which are also
listed in these categories, because of their value GW
(0.201), which is found to be higher than the values of all
the other challenging factors mentioned.

+is study has a knowledge base in the domain of hybrid
cloud computing for professionals and academic scholars.
On the other hand, in such a field, it also offers state-of-the-
art work that may be considered as a valuable input to
academic studies.

In summary, this study contributes a thorough
overview of the perspectives of experts in hybrid cloud
computing to illustrate various facets of the field of cloud
computing. +e future goal of this research work is to
produce a robust model that could help client organi-
zations analyze their current capabilities in hybrid cloud
computing and include best practices for further
improvements.

Our ultimate aim is to develop hybrid cloud adoption
assessment model (HCAAM). +is paper contributes two
components of the HCAAM, i.e., the identification of
challenges in the adoption of hybrid cloud and practices
for these challenges via SLR and questionnaire survey.
+e final outcome of the research is the development of
HCAAM. +e proposed model will be developed based
on the results drawn from a systematic review of the
literature and survey and will be supported by con-
ducting case studies, which will provide a more com-
prehensive theoretical and practical assessment of the
organization’s maturity in the context of hybrid cloud
adoption.

Data Availability

Primary data were collected during the research. +e
analysis is available in Section 4.3. +e tool used for data
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