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The attacks on the critical infrastructure network have increased sharply, and the strict management measures of the critical
infrastructure network have caused its correlation analysis technology for security events to be relatively backward; this makes the
critical infrastructure network’s security situation more severe. Currently, there is no common correlation analysis technology for
the critical infrastructure network, and most technologies focus on expanding the dimension of data analysis, but with less
attention to the optimization of analysis performance. The analysis performance does not meet the practical environment, and
real-time analysis is even more impossible; as a result, the eﬃciency of security threat detection is greatly declined. To solve this
issue, we propose the greedy tree algorithm, a correlation analysis approach based on the greedy algorithm, which optimizes event
analysis steps and signiﬁcantly improves the performance, so the real-time correlation analysis can be realized. We ﬁrst verify the
performance of the algorithm through formalization, and then the G-CAS (Greedy Correlation Analysis System) is implemented
based on this algorithm and is applied in a real critical infrastructure network, which outperformed the current
mainstream products.

1. Introduction
The critical infrastructure is the lifeblood of a country and
region. Once attacked, it will cause irreparable losses. As the
critical infrastructures need to communicate with each other
for data exchange, it is necessary to form a network to
connect all the infrastructures together, and this network is
also called the critical infrastructure network.
To improve its security, most of the critical infrastructure
network is designed with strict management measures.
However, the advanced persistent threat (APT) attacks such
as “Stuxnet,” “Operation Aurora,” “Shady Rat,” “Red October,” “MiniDuke,” and “Colonial Pipeline” have already
caused widespread damage to critical infrastructure, severely
impacted people’s lives, and caused billions of losses and
social unrest. After all these attacks, people gradually realized that only relying on strict manage measures can no
longer protect the critical infrastructure network [1–3].
Although the critical infrastructure network has multiple
security products deployed for its security, these products

often fail in the APT attacks’ detection [4, 5]. This is because
APT attacks usually do not expose their malicious payloads
and try to masquerade as benign behavior. However, traditional detection tools such as IDS and vulnerability
scanners have diﬃculty in detecting APT attacks due to their
diﬀerent detection methods and foci. Even if some security
event alerts are issued, they are usually regarded as false
alarms. As a result, it is diﬃcult for diﬀerent security
products to link up to block APT attacks.
The key of APT detection is to revert the essence of
security incidents, so the correlation analysis of all security
incidents is required. The Security Information and Event
Management (SIEM) products can collect all clues from
diﬀerent data sources, but due to the lack of eﬃcient correlation analysis approaches, SIEM cannot perform correlation analysis well.
An excellent correlation analysis approach can mine the
deep relationships between multiple security incidents and
identify hidden threats with high eﬃciency. But there is no
common correlation analysis approach for the critical
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infrastructure network in current time, and the main reasons
for this situation are as follows:
The low eﬃciency in processing massive data: with
the continuous increase of applications’ scale and
complexity in the critical infrastructure network, the
magnitude of data generated by users is also rising
drastically. As all the clues of security incidents are
submerged in massive data, so how to eﬃciently
identify security risks from massive data is an urgent
issue for correlation analysis systems. At the same time,
eﬃcient data processing is also a prerequisite for realtime analysis [6, 7].
The lack of universal norms in building the rules for
analysis: when we build the rules for the correlation
analysis system, the functionality, versatility, scalability,
complexity, and matching eﬃciency of the rules’
structure should be taken into account. In addition,
how to relieve the decline in analysis performance when
the number of rules increases is also an important
factor to be considered. However, there are almost no
universal norms for building the rules for analysis
because diﬀerent systems have diﬀerent technical
principles and realized methods [8, 9].
The insuﬃcient understanding of critical infrastructure network: security vendors lack a comprehensive understanding of critical infrastructure
networks and simply regard the critical infrastructure
network as an intranet that is isolated with the Internet.
When constructing a security supervision system, they
directly transplant the correlation analysis system of the
Internet to the critical infrastructure network, but the
eﬀect is very limited [10, 11].
Based on the above three reasons, it is diﬃcult to form a
common correlation analysis system for the critical infrastructure network.
To guarantee the accuracy and eﬃciency of the data
analysis to improve the security of critical infrastructure
networks, we analyze several critical infrastructure network
security protection measures. On this basis, we study the
current mainstream correlation analysis approach. Based on
the greedy algorithm and the tree structure, we integrate the
three correlation analysis methods and propose the greedy
tree algorithm for correlation analysis. The greedy tree algorithm optimizes the two most time-consuming steps
(meta-match and logical-match) of the correlation analysis
approach. Under the premise of ensuring the accuracy of
data analysis, it can greatly improve the eﬃciency of data
analysis. Based on the greedy tree algorithm, We also design
and develop a correlation analysis system, the G-CAS, which
has been applied in real critical infrastructure network and
has achieved remarkable results.
The main contributions of this paper are summarized as
follows:
(1) We propose the greedy tree algorithm and develop a
correlation analysis system named G-CAS for critical
infrastructure.

(2) We build a general rule system for G-CAS and create
113 general analysis rules which have been applied in
the real critical infrastructure network.
The rest of this paper is organized as follows. In Section
2, we introduce the critical infrastructure network and the
methods of correlation analysis including similarity-based
methods, sequence-based methods, and case-based
methods, and we introduce the greedy algorithm and the
tree structure. Section 3 describes the greedy tree algorithm.
In Section 4, we analyze the performance of the algorithm,
and Section 5 describes how we design and develop the
G-CAS. In Section 6, we verify the advancement of G-CAS
through experiments. In Section 7, we conclude the paper.

2. Related Work
2.1. The Critical Infrastructure Network. The critical infrastructure refers to those essential assets that are considered
vital to the continued smooth functioning of the society as an
integrated entity. The critical infrastructures are considered
“critical” because they are deemed to be essential to the
eﬀective functioning of the society, even a minor interruption or destruction of which would have a major impact
on health, safety, and the ﬁnancial well-being of the citizens
or impact on the eﬀective functioning of state institutions
and public administrations. The US Department of
Homeland Security deﬁned 13 infrastructure sectors: agriculture, banking and ﬁnance, chemical industry, defense
industrial base, emergency services, energy, food, government, information and telecommunications, postal and
shipping, public health, transportation, and water [12, 13].
As the critical infrastructures need to communicate with
each other for data exchange, it is necessary to form a
network to connect all the infrastructures together, and this
network is also called the critical infrastructure network. To
improve its security, most of the critical infrastructure
networks have lots of strict management measures [14], and
some are even designed as an intranet that is isolated with
the Internet.
Once a critical infrastructure network is attacked, it will
cause immeasurable losses to its internal key facilities.
However, although the critical infrastructure network is so
important, its current security protection is not excellent.
The main reasons are as follows.
2.1.1. The Insuﬃcient Knowledge of the Critical Infrastructure
Network. Diﬀerent from Internet, critical infrastructure
network’s security protection not only cares about malicious
network attacks and the serious consequences that are
caused but also pays attention to internal users’ operations
and the ﬁles’ transfer process. In the critical infrastructure
network, the internal users’ illegal operations may cause
terrible accidents, and the ﬁles’ transfer process may have
some risk of leakage of secrets.
Reference [10] introduced the measures taken by the US
government for the security of critical infrastructure, and the
author noted that due to the lack of a skilled cybersecurity
workforce, the demands of the critical infrastructure
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network’s security protection were only partially met. It
shows that most of the current security practitioners do not
have enough knowledge of critical infrastructure networks.
Reference [11] contrasted the critical infrastructure
cyber security policies between the US, EU, and Turkey, and
the author noted that although the US performs better than
the EU and Turkey, the current overall understanding of the
critical infrastructure networks’ protection is lacking.
2.1.2. The Relatively Backward Correlation Analysis
Technology. The strict management measures have caused
the critical infrastructure network’s correlation analysis
technology for security events to be relatively backward, and
this makes the critical infrastructure network’s security
situation more severe.
Reference [15] introduced cyber risk management for
critical infrastructure and proposed a risk analysis model.
However, it has two shortcomings. One is that the model
analysis is still in the theoretical stage, and the other is that
the model is weak in promoting the security technology of
the critical facility network.
Reference [16] introduced the existing approaches for
the taxonomy of cyber threats of critical infrastructure facilities, but its focus is on threat classiﬁcation rather than
threat analysis.
2.2. The Correlation Analysis. At present, there have been
some studies on correlation analysis, which can be roughly
classiﬁed into three categories: similarity-based method,
sequence-based method, and case-based method [17].
2.2.1. Similarity-Based Method. The similarity-based
method makes its analysis based on the alerts’ similarity, and
it merges the alerts to reduce the number of them, so as to
improve the eﬃciency of manual analysis of the alerts later.
In [18], Faraji Daneshgar and Abbaspour proposed a
model that consists of an online-oﬄine module. In [19], Hua
et al. converted the nominal features to balance the datasets
before clustering.
The similarity-based method’s low complexity and
simple implementation have proven its eﬃciency for reducing the number of alerts. But it is unable to ﬁnd the deep
causal link between the alerts and the origin data. The
purpose of aggregating alerts based on similarity is to reduce
the number of alerts. There is no analysis of multiple alerts,
and no new alerts are discovered.
2.2.2. Sequential-Based Method. The sequential-based
method makes its analysis based on the alerts’ causal links,
and it can identify new alerts using the alerts’ prerequisites
and consequent relationships.
In [20], Ramaki et al. proposed a model which creates an
attack tree based on the critical episodes. In [21], Zhang et al.
presented a real-time alert correlation approach based on the
attack planning graph (APG). In [22], Soleimani and
Ghorbani presented a multilayer framework.
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Most of the research studies on the sequential-based
method are still at the experimental level and most of them
are merely ﬁltering alerts. The accuracy of their alerts is
mostly not very satisfactory, and all research studies rarely
mention online applications and integration with existing
knowledge bases.
2.2.3. Case-Based Method. The case-based method lists all
the known scenes and make their analysis based on the
correlation of the known. When there is a new alert, it can
search the known scenes to ﬁnd out the deep threat.
In [23], Liu et al. proposed an alert correlation system
based on ﬁnite automata which investigated the scenes in
three types of high-level views.
The case-based method is very eﬃcient at correlating the
known scenes, but it is impossible to list all the feasible
scenes. There still exist some undiscovered scenes. On the
other hand, expanding the set of scenes will increase the cost
of data search, which challenges the online application of
these methods.
2.3. The Greedy Algorithm. As one of the classic algorithms
in the computer ﬁeld, the greedy algorithm enjoys wide
applications in terms of optimized design and task deployment of platforms and systems with its greedy concept
of “division problems into several subproblems, and ﬁnd the
best solution for each subproblem.” [24].
The greedy algorithm usually seeks the best choice in a
particular situation when solving a problem [25]. The main
idea of the greedy algorithm is shown in Algorithm 1.
The greedy algorithm has been widely adopted in
platform and system optimization due to its intuitive
strategies, high operating eﬃciency, low degree of complexity, and other advantages. Currently, most of the greedy
algorithms are used for scheduling optimization, but the
applications of greedy algorithms for data analysis platform
design are rarely mentioned. For example, in [26], the greedy
algorithm is applied to the learning graphical models. In
[27], the greedy algorithm is applied to the task allocation for
multiagent systems.
2.4. The Tree Structure. A tree structure is a way of representing the hierarchical nature of a structure in a graphical
form. It is named a “tree structure” because the classic
representation resembles a tree, even though the chart is
generally upside down compared to a biological tree, with
the “root” at the top and the “leaves” at the bottom.
The element of a tree is called “node.” A node’s “parent”
is a node one step higher in the hierarchy (i.e., closer to the
root node) and lying on the same trunk, and a node’s “child”
is a node one step lower in the hierarchy (i.e., farther to the
root node) and lying on the same trunk. The node without
children is called “lea -node,” and every tree structure has a
node that has no parent, so this node is called the “root
node.” The “root node” is the starting node of a tree and is
always used to store the basic information of the tree.
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Require: problem.
Ensure: solution to the problem.
(1) if Get a problem then
(2) N subproblems ← Decompose the problem.
(3) for subproblem i ∈ [subproblems] do
(4)
Compare all the solutions for subproblem i.
(5)
Get the best solution: solutions i.
(6)
Put solution i into the subsolutions.
(7)
Combine all the subsolution from 1 to i.
(8)
Adjust and optimize all the subsolutions.
(9) end for
(10) Adjust and optimize the whole solution.
(11) end if
(12) return The best solution.
ALGORITHM 1: The greedy algorithm.

The tree structure enjoys wide applications in data
analysis due to its strong logic, layering, scalability, and
native support for recursion. In [28], the tree is used for AnyTime Time-Optimal Path-Constrained Trajectory Planning.
In [29], the tree is used to do topic attention for social
emotion classiﬁcation.

3. The Greedy Tree Algorithm
The greedy tree algorithm integrates the above three correlation analysis methods: merge security events based on
similarity to reduce the match times, so as to improve the
eﬃciency of data analysis; analyze the correlation relationships between multiple events based on its causality and
time series, so as to discover new security threats; and
construct the analysis scenes based on the rules, so as to
make it possible for the analyst to customize analysis scenes.
The greedy tree algorithm combines the similarity-based
method with the sequential-based method, and it maps all
the correlation analysis rules to a speciﬁc structure named
greedy tree. In the algorithm, each greedy tree has several
trunks, and according to the trunk and hierarchy level, the
relations among all the rules can be divided into independence, same trunk, and inheritance. After a company’s
network system has been built, the types of data source that
generates security events are relatively stable, so the amount
of trunks of the greedy tree is relatively ﬁxed.
The greedy tree algorithm uses the Red-Black-Tree to
match the security events, and its time complexity is
O(log n) [17]. The main concepts of the greedy tree algorithm are deﬁned as follows:
(1) DataSource-Classify: classify all security events
according to their data source and divide them into
the trunks of the greedy tree.
(2) Event-Parse: parse all the ﬁelds of security events to
the key : value format.
(3) Meta-Match: traverse all the security events and
match every ﬁeld with the ﬁlters.
(4) Logical-Match: match all of the meta-match results
with logical operators.

(5) Frequency-Statistic: count up numbers of security
events during the time window.
(6) Threshold-Compare: compare the result of Frequency-Statistic with the threshold value.
(7) Alert-Formed: the alert will be formed and packaged
after all the conditions are matched.
The description of greedy tree algorithm is shown in
Algorithm 2.

4. Performance Analysis
In this section, we will focus on the greedy tree algorithm’s
analysis performance, mainly from the following two aspects: based on the same data source, how to reduce the
match times of data analysis; as the number of the analysis
scenes (rules) increases, how to reduce the decline of the
analysis eﬃciency. To analyze more intuitively, for the ﬁrst
case, we verify it by reducing the number of meta-match and
logical-match in the single-rule match, and for the second
case, we verify it by increasing the common items in the
multirule match.
4.1. Single-Rule Match
4.1.1. Traditional Algorithm. In order to analyze more intuitively, we deﬁne Tp as the time cost for each meta-match,
Tc as the time cost for each logical-match, m as the number
of ﬁelds to be matched for each rule, and n as the number of
logical-match.
So, the total time cost of both meta-match and logicalmatch is as follows:
m

n

T �  Tpi +  Tcj .
i�1

(1)

j�1

4.1.2. Greedy Tree Algorithm. (1) Meta-Match. Based on the
above analysis, it can be concluded that the time cost can be
reduced by cutting the matching times. All the rules for
analysis have a prerequisite condition, that is, data source
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Require: the data of security events.
Ensure: the security alerts with speciﬁc conditions.
(1) if Received a security event then
(2) Greedy-Tree ← Init the rules.
(3) DataSource classify.
(4) Key-value ← Event-Parse.
(5) LogicMatchers ← Generate Logic Matcher.
(6) for Key i ∈ [Keys] do
(7)
Meta-Match with tree structure.
(8)
Optimized in the greedy tree.
(9) end for
(10) for LogicMatcher j ∈ [LogicMatchers] do
(11)
Logical-Match based on the greedy algorithm.
(12)
Optimized in the greedy tree.
(13) end for
(14) Frequency-Statistic.
(15) Threshold-Compare.
(16) Alert-Formed.
(17) end if
(18) return Alerts.
ALGORITHM 2: The greedy tree algorithm.

type, and we call it “Pr condition.” For example, when the
spreading of virus security event is analyzed, its data source
is the antivirus software, so its “Pr condition” is that all the
data being analyzed are from antivirus software; in the same
way, when analyzing the attack, its “Pr condition” is that all
the data being analyzed are from IPS/IDS or ﬁrewall. The
greedy tree algorithm will ﬁrst match the “Pr condition.” If
“Pr condition” is not met, all the subsequent steps can be
skipped directly.
Assume that the volume of data source Si accounts for
1/S of the total data volume, so the cost of the ratio of the
traditional algorithm to the greedy tree algorithm in terms of
a single event is expressed as follows:
n
m
i�1 Tpi + j�1 Tci

(1 − (1/s)) ∗ Tp1 +(1/s)∗ m
i�1 Tpi

.

α

j�1

j�1

α1

β

(3)

j�1

The greedy tree algorithm uses logical matchers for
optimization of logic operations. We divide the logical
matchers into two categories:

β1

α1 +β1

 Tcj +  Tcj �  Tcj .
j�1

(2) Logical-Match. For the traditional algorithm, the logicalmatch process will ﬁrst calculate the value of each atomic
formula separately and then obtain the matching result
through logic operations (“AND” and “OR”). The logicalmatch process of traditional algorithm is shown in Figure 1.
Supposing the number of logical-match for “AND operator” is α and the number of logical-match for “OR operator” is β, the cost for the matching of traditional
algorithm is as follows:
n

The logical-match process of greedy tree algorithm is
shown in Figure 2.
Supposing the “AND logical matcher” returns “false”
after α1 th times meta-match and the “OR logical matcher”
returns “true” after β1 th times meta-match, the time cost of
greedy tree algorithm is expressed as follows:

(2)

According to the formula, Tp1 stands for the cost for the
matching of the events that do not meet “Pr condition,”
which is equivalent to 1/m of the original value.

 Tcj �  Tcj +  Tcj .

(1) AND logical matcher: if “false” appears in any metamatch result, return “false,” and the subsequent
matching steps will be skipped.
(2) OR logical matcher: if “true” appears in any metamatch result, return “true,” and the subsequent
matching steps will be skipped.

j�1

(4)

j�1

Because α1 ≤ α, β1 ≤ β, the time cost of logical-match is
reduced. Based on the conclusions above, the time cost for
“meta-match” and “logical-match” is as follows:
α1 +β1

T �  Tcj + 1 −
j�1

1
1 m
 ∗ Tp1 + ∗  Tpi .
s
s i�1

(5)

As the result of logical matches returned, the subsequent
ﬁeld matching process will be skipped. Supposing that the
number of meta-match after optimization is “m1 ”
(“m1 ”≤“m”), the time cost of the greedy tree algorithm is as
follows:
α1 +β1

T �  Tcj + 1 −
j�1

m

1
1
1
 ∗ Tp1 + ∗  Tpi .
s
s i�1

(6)

The ratio of time cost for the traditional algorithm and
the greedy tree algorithm is expressed as follows:
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START

i=0 , j=0

i<m

N

Y

j<n

N

Return

i++
Y
Field
matching

N

ﬂag=false

END

j++

Y
Logical Operations
&|
Flag_List[j] Flag_List[j+1]

ﬂag=true

Flag_List[j]=ﬂag

j++

Figure 1: The ﬂowchart of logical-match in the traditional algorithm.
n
m
i�1 Tpi + j�1 Tci
α +β

m

1
1
Tcj +(1 − (1/s)) ∗ Tp1 +(1/s)∗ i�11 Tpi
j�1

.

(7)

According to the formula, as “m” and “n” are ﬁxed
factors, the factors that aﬀect the time optimization rate are
“α1 + β1 ,” “m1 ,” and “S,” and the optimization eﬀect is
negatively correlated with the three factors.

4.2.2. Greedy Tree Algorithm. When all the rules in the
greedy tree algorithm are independent, the time cost is as
follows:
α1 +β1

Ts �  Tcj + 1 −
j�1

m

1
1
1
 ∗ Tp1 + ∗  Tpi ,
s
s i�1

(9)
k

T �  Tsi .
i�1

4.2. Multirule Match
4.2.1. Traditional Algorithm. For traditional algorithm, the
relationship between all the rules is independent. Assuming
that the number of rules is “k,” the time cost is
m

n

Ts �  Tpi +  Tcj ,
i�1
k

j�1

(8)

T �  Tsi .
i�1

According to the formula, as the number of rules increases, the time cost will increase linearly and the performance will become signiﬁcantly poorer.

According to the formula, when all the rule-trees are
independent, the matching time increases linearly with the
increase of number of rules. In order to solve this problem,
the rules are described as follows.
Create several roots for the rule-trees, and each root
represents a type of data source, such as ﬁrewall, IPS/IDS,
antivirus, and so on. Resolve the rules and put each rule into
the root system to classify data source and use the root
system ﬁlter to complete “Pr condition” match. Extract the
public factors of all the rules in each root so that the “Pr
condition” match of multiple rules can ﬁnish at one time.
Assuming that there are two rules to analyze the number
of deny logs of ﬁrewall to discover the attack, the two rules
are
Rule 1: key 1: source, value
1: firewall; key 2
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Branch 4

Node
12
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Figure 3: The schematic diagram of tree structure.
Logical matcher
AND

OR

i<α
Flag=false

i<β
Flag=true

Y

Y
Return

END

trunk (Trunk 1), the relationships among Branch 1,
Branch 2, and Branch 3 are “Same Trunk.”
Inheritance. There is a nesting relationship between the
rules, such as Branch 2 and Branch 1 in Figure 3 (inheritance can be considered as a special case of the same
trunk).
In order to analyze more intuitively, we deﬁne p as the
number of public match factors, q as the matching frequency
of each factor, u as the number of public logical matchers,
and k as the number of rules.
The time saved by the greedy tree algorithm is as follows.
Independent:
ΔT � 0.

(10)

ΔT � (k − 1) ∗ Tc1 + Tp1 .

(11)

Figure 2: The ﬂowchart for logical-match of greedy tree algorithm.

Same trunk:
: operation, value 2; deny} and Rule 2: key 1: source, value 1
: firewall; key 2 : operation, value 2: deny; key 3: dip, value :
192.168.1.1 or 192.168.1.2}. It can be found that key 1,
value 1 and key 2, value 2 in Rule 1 and Rule 2 are exactly the
same, and Rule 2 only needs to match key 3 based on the
Rule 1’s match result; there is no need for Rule 2 to match
key 1 and key 2, which can greatly improve the match efﬁciency. The relationships between multiple rules in the
greedy tree are shown in Figure 3.
Based on the ﬁgure, Branch 1, Branch 2, and Branch 3
have the same trunk (Trunk 1), and Branch 4’s root is
Trunk 2 . The relationships among rules are deﬁned as
follows:
Independent. All the rules have diﬀerent trunks and are
independent of each other. As shown in Figure 3, the
relationships between Branch 4 and Branch 1, Branch 4
and Branch 2, and Branch 4 and Branch 3 are all
independent.
Same trunk. The rules have the same trunk. As shown in
Figure 3, Branch 1 and Branch 2, Branch 2 and
Branch 3, and Branch 1 and Branch 3 all have the same

Inheritance:
ΔT � q ∗ Tcj ,
p

u

p

u

(12)

Tci �  ΔTi +  Tpi �  q ∗ Tci +  Tpi .
i�1

i�1

i�1

i�1

According to the formula, during the analysis, the
number of public match ﬁelds is inversely proportional to
the matching time cost.
Through formalization, it can be concluded that the
greedy tree algorithm has obvious advantages compared
with the traditional algorithm. In the single-rule match case,
the greedy tree algorithm reduces the steps of meta-match
and logical-match; in the multirule match case, based on the
public match keys and values, the greedy tree algorithm
enjoys a better eﬀect on the optimization of the rules with the
same trunk and inheritance relationships, and when the
number of rules grows, the performance of the correlation
analysis will not decline linearly.

8

5. G-CAS
Based on the above veriﬁcation, this section will introduce
the design of the correlation rules and the implementation of
G-CAS.
5.1. The Design of the Rules. Based on the functional
demands of the greedy tree algorithm, the rule for correlation
analysis is deﬁned as a ﬁve-tuple: Rule � < R, I, N, W, L >
where RR1 , R2 , . . . , Rn  stands for relationship, and it indicates the relationship among rules, such as independent,
same root, and inheritance; II1 , I2 , . . . In  stands for info,
including rule name, type, status, level, and time information
(creation time, modiﬁcation time, on-oﬀ time, and so on);
NN1 , N2 , . . . Nn  stands for node, which is the basic
structure of meta-match and contains basic information of
various ﬁeld match, such as Key, Value, and operators (equal,
not equal, less than, greater than, and fuzzy matching, etc.);
WW1 , W2 , . . . Wn  stands for weight, which is the weight
value in each matching node; LL1 , L2 , . . . Ln  stands for
logical operator, which is a logical-match symbol among
multiple nodes (“AND” and “OR”).
The structure of rules based on the greedy tree algorithm
is shown in Figure 4.
As shown in Figure 4, each rule is classiﬁed into diﬀerent
trunks based on the data source. The deep color nodes in
each rule tree are logical matching nodes, and the light color
nodes are meta-match nodes. Each node has a weight value
that indicates how important this meta-match is.
We take the detection of attacks from the traﬃc ﬂow as
an example, assuming that the elements that needed to be
matched are as follows: whether the data are traﬃc ﬂow;
whether the port changes regularly; whether the data are
consistent with the information in threat intelligence;
whether the IP or port is focused by network security
personnel; and whether there is any scan or exploit behavior.
The weight is divided according to the importance of the
elements, namely: W6 (data are captured from network ﬂow
traﬃc), W5 (exploit behavior), W4 (consistent with the
information in threat intelligence), W3 (scan behavior), W2
(focused IP), and W1 (focused ports). In the correlation
analysis, the node with the highest weight will be matched
ﬁrst. As shown in Figure 4, the node with the weight of 6 will
be matched ﬁrst. If the node’s match result is false, it will
directly return false and the other nodes’ match will be
skipped; if the node’s match result is true, the node with the
weight of 5 will be matched. If its match returns true, the
node with the weight of 3 will be skipped; otherwise, it
continues to match the nodes with a lower weight.
According to function and hierarchical relationships, the
rule tree nodes are divided into four categories: Root, Trunk,
Branch, and Leaf. The nesting relationships and storage
contents of each node are shown in Figure 5.
As shown in Figure 5, Root is the root of the rule tree, it
saves the information of the network such as the domain
information, and it also saves the information of the whole
rule system, such as the data source list, rule list, black/white
list, and the relationships of all the rules. One Trunk means a
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data source, it saves the information of the data source, and it
also saves the relationships of all the rules in it. It may have
several Branches, and each Branch means a rule, corresponding to R in the ﬁve-tuple. Branch can be embedded
under the Trunk, and it saves the information of a rule which
contains the name, id, and the logical relationship among
child nodes, corresponding to L and I in the ﬁve-tuple, and
Branch can also be nested under Branch. Leaf can be nested
under Branch, and the information stored in Leaf is mainly
used for meta-match, including key, value, and weight,
corresponding to N and W in the ﬁve-tuple.
The rules of the greedy tree algorithm are described with
JSON array and stored in plain text. The average storage
space for a rule is about 1 kB. An example of the rule is
shown in Figure 6.
5.2. The Implementation of the G-CAS. In order to verify the
eﬀect of greedy tree algorithm, the G-CAS based on it has
been designed and implemented. The functional architecture
diagram of the G-CAS is shown in Figure 7.
After the G-CAS starts, the initial job will be completed
based on the conﬁguration, and then all the rules and resources will be loaded. The G-CAS will generate the greedy
tree rule systems, all the rules’ relationships and the information of the critical infrastructure network will be saved
in the root node, and the data source info will be saved in the
trunk node.
The G-CAS maps each rule as a branch node which is
belonged to speciﬁc trunk, and the information of metamatch and logic-match are saved in the leaf node which
belonged to speciﬁc branch.
As the security event occurred in the critical infrastructure network, the data will be sent to the event-parse
module of the G-CAS, the event will be parsed to the “key:
value” format, and then the data are sent to the rule system
for analysis. If all the conditions are matched, the alerts of
threats will be generated and saved to the database.
Based on data sources, the G-CAS can greatly improve
the eﬃciency of data analysis. The greedy tree rule system
can well store the users’ behavior records and ﬁles’ transfer
records. So, the G-CAS can more accurately discover the
hidden risks and improve critical infrastructure network’s
security.

6. Experiment
6.1. Preparation. We conduct the experiment in our critical
infrastructure network with almost 20,000 computers, 1,000
servers, 200 switches, 100 security devices, and 7000 users.
We compare the G-CAS with Apache Flink [30]
(standalone, Version-1.6.3) and Apache Storm [31] (Version-1.1.0), respectively. In order to ensure the fairness of the
comparative experiment, we take the following measures:
(1) The three systems were deployed on three machines
with the same conﬁgurations, and the hardware
information is given in Table 1.
(2) All the three machines had the same operating
system: CentOS 7.4.
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Figure 4: The schematic design of rules.
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Figure 5: The structure of rules designed for greedy tree algorithm.

(3) All the data of the experiment include the normal
business data of the critical infrastructure network
and the data of the internal users’ illegal operations
and ﬁle transfer exception, and the data are processed into the format of “key:value” by the same
event processing module.

6.2. Experiment. In order to make the experimental results
fairer, we made 10 independent comparative experiments
and took the average value for comparison. Moreover, all the
data for each experiment were independent. The experiments were designed from the following two aspects.

(4) The data are sent to Apache Kafka [32] (standalone,
Version-1.7.0) for cache, and the same API is used to
read and write.

6.2.1. Single Rule. A single rule with ﬁve matched ﬁelds was
built for three systems, and the processing performance and
detection rate were detected for the data of ﬁrewall and
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Rule :
{
Trunk:IPS,
Name:ips_alarms,
ID:1234567,
Parent_ID:null,
Logic:AND,
Nodes:{

G-CAS
Rule-3

Rule-7

Rule-2
Rule-1

[ Nodes :
{ Name : Nodes_1 , Logic : AND
[
Node :
{
Name:node_1,
Key:src_ip,
Value:192.168.1.1,
Operation:equal,
Weight:5
},

Rule-6

Node :
{
Name:node_2,
Key:dst_ip,
Value:192.168.1.2,
Operation:equal,
Weight:5
}

Rule-5

Rule-4

Trunk-Firewall

Trunk-IPS

Rule-9
Logical Matcher
AND
AND

Rule-n

OR

OR
...

Rule-8

Rules

Meta-Matcher
Matcher-1
Matcher-2
...
Matcher-n

Trunk-AV

]
},

Event-Parse

Nodes :
{ Name : Nodes_2 , Logic : OR
[
Node :
{
Name:node_3,
Key:Action,
Value:Accept,
Operation:equal,
Weight:5
},

Node :
{
Name:node_4,
Key:Action,
Value:Deny,
Operation:equal,
Weight:5
}

]
}
]
}

Event
Key-2:value-2

Key-1:value-1
Security event

...
Key-3:value-3

Key-n:value-n

Figure 7: The design of the G-CAS.
Table 1: Hardware of the machines.
Hardware
CPU
RAM
System disk
Data disk

Details of conﬁg
Xeon E5 with 20 cores and 40 threads
DDR4, 256G (32G ∗ 8)
2 ∗ 960G, solid-state disk, raid 1
8 ∗ 8T, raid 0

Figure 6: Example of a greedy tree rule.

6.2.2. Multiple Rules. There are 13 types of data sources in
the experimental network environment. Therefore, 13 independent rules were conﬁgured for all three systems, with
the same data source, same matched items, and same logic
operation times. The processing performance and detection
rate are compared in Figures 10 and 11.
Based on 13 independent rules, the number of rules
increases by 10 each time. As the number of rules increases,
the processing performance is compared as shown in Figure 12. The detection rate in the internal users’ illegal operations and ﬁles’ transfer exception is compared as shown
in Figures 13 and 14.
6.3. Result Analysis
6.3.1. Single Rule. Figures 8 and 9 clearly show that when
there is only a single rule, all the three systems have
almost the same detection rate. For the ﬁrewall data, the

Processing speed (10000eps)

25

antivirus (among all the data, the ﬁrewall data share about
85% and the antivirus data share about 1%). The experimental data are shown in Figures 8 and 9.

20

15

10

5

0

ﬁrewall

anti-virus

G-CAS
Flink
Storm

Figure 8: The processing speed of single rule.

G-CAS almost has no diﬀerence from Flink in processing
speed and has a greater advantage than Storm. For the
antivirus data, the G-CAS has a little better performance
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Figure 11: The detection rate with 13 independent rules.

Figure 9: The detection rate of single rule.
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Figure 10: The processing speed with 13 independent rules.

in processing speed than Flink and has a greater advantage than Storm.
Through experimental comparison, it is found that when
there is only a single rule in the system, both the G-CAS and
Flink have a greater advantage than Storm in detection rate
and process performance in ﬁrewall data analysis. For antivirus data, all three systems almost have no diﬀerence in
detection rate, and the G-CAS has a little better process
performance than the other two systems.
6.3.2. Multiple Rules. Figures 10 and 11 clearly show that for
multiple independent rules, the G-CAS has a slighter advantage
than Flink in processing performance and has a greater advantage than Storm. All three systems have almost the same
detection rate for attack detection. Figure 12 clearly shows that

G-CAS
Flink
Storm

Figure 12: The processing speed with the number of rules
increased.

for the situation where the number of rules increases linearly,
the G-CAS enjoys a better processing performance than Flink
and Storm. Figures 13 and 14 clearly show that the G-CAS has a
better performance in detecting the internal users’ illegal operations and ﬁle transfer exceptions.
Through experimental comparison, it is found that for
multiple independent rules, the G-CAS has a slighter advantage than Flink in processing performance and has a
greater advantage than Storm. In the detection of internal
users’ illegal operations and ﬁle transfer exceptions, G-CAS
has a better performance.
6.3.3. Summary. By comparing with Flink and Storm, it can
be found that the G-CAS has a greater advantage in
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7. Conclusions

detection rate of users’ illegal operation (%)
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Figure 13: The detection rate of users’ illegal operation with 113
rules.

detection rate of file transfer exception (%)

100.00

This paper proposes a greedy tree algorithm for the critical
infrastructure network’s correlation analysis and proves its
eﬃcacy through formalization and experimental veriﬁcation. The G-CAS based on the algorithm has been designed
and applied in the real critical infrastructure networks. Based
on the G-CAS, this paper has summarized 113 general
analysis rules, which have been applied and promoted in real
critical infrastructure networks.
There are still some works to do in the future: we will do
more research on the ﬁle transfer exception and try to
improve the detection rate of the G-CAS in ﬁle transfer
exception detection. We will try to explore a solution for the
G-CAS to solve the problem of cluster deployment and load
balance, in order to break the limitation of computer
hardware resources.

Data Availability
The critical infrastructure network’s data used to support the
ﬁndings of this study are currently under embargo while the
research ﬁndings are commercialized. Requests for data, 12
months after publication of this article, will be considered by
the corresponding author.
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processing speed and can be fully competent for real-time
analysis tasks. For the critical infrastructure network, the
G-CAS has a better performance in detecting the internal
users’ illegal operations and ﬁle transfer exceptions.
Nevertheless, there are still some limitations to our work:
the detection rate of the G-CAS in ﬁle transfer exception
detecting is relatively low because the ﬁle transfer exception
is diﬃcult to deﬁne and the paths of the ﬁle transfer are very
complex. The greedy tree algorithm and the G-CAS lack a
solution to the problem of cluster deployment and load
balancing.
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