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Data mining in real-time data streams is associated with multiple types of uncertainty, which often leads the respective categorizers to make erroneous predictions related to the presence or absence of complex events. But recognizing complex abnormal
events, even those that occur in extremely rare cases, oﬀers signiﬁcant support to decision-making systems. Therefore, there is a
need for robust recognition mechanisms that will be able to predict or recognize when an abnormal event occurs or will occur on a
data stream. Considering this need, this paper presents an Intuitionistic Tumbling Windows event calculus (ITWec) methodology.
It is an innovative data analysis system that combines for the ﬁrst time in the literature a set of multiple systems for Complex
Abnormal Event Recognition (CAER). In the proposed system, the probabilities of the existence of a high-level complex abnormal
event for each period are initially calculated nonparametrically, based on the probabilities of the low-level events associated with it.
Because cumulative results are sought in consecutive, nonoverlapping sections of the data stream, the method uses the clearly
deﬁned rules of initialization and termination of the tumbling windows method, where there is an explicit determination of the
time interval within which several blocks of a particular stream are investigated window. Finally, the number of maximum
probable intervals in which an event is likely to occur based on a certain probability threshold is calculated, based on a parametric
representation of intuitively fuzzy sets.

1. Introduction
A data stream is an ordered sequence of data, which is
obtained with some temporal behavior [1]. Unlike data
received from static databases, data streams are continuous
and unlimited, are usually received at high speeds, and are
characterized by a time-varying distribution of data. A
typical example of mechanisms that create continuous data
ﬂows is sensor networks, where they produce continuous,
unlimited, and high-speed data [2]. This data cannot be
stored in its entirety, so it must be processed in real time and
therefore the rescanning process is not possible when an
update occurs. Therefore, in the discovery of knowledge
from sensor data streams, it is necessary to scan the data and
to use the available computing resources correctly and

compactly. Also, it is necessary to properly adapt to the
changing data distribution; otherwise, there is a possibility of
the problem of shifting concepts occurring [3]. In addition,
the speed of the knowledge discovery process must be faster
than the data arrival speed, and the results must be based on
the results of previous times, as otherwise data approximation methods such as sampling and load shedding must
be applied, methods which lead to a reduction in the accuracy of results [4].
Accordingly, smart models for detecting events in data
streams from sensor networks [5] must support real-time
distributed detection and be able to use techniques such as
dimensional reduction, adaptive interaction, and exploitation of spatiotemporal correlation between data [6]. These
features ensure that there is no loss of anomalies that occur
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in small percentages, the eﬃciency of the system is normalized, and the eﬃciency of the algorithm is increased
accordingly.
In a more thorough analysis, the process of detecting
events and generating event ﬂows on an existing set of
multisensor ﬂows initially involves real-time observation
with a single frequency of multiple time variables of system
quantitative performance parameters [7]. A sensor ﬂow,
which consists of numerical sensor values, is denoted by si
and (t) denotes the ﬂow value si in time t, where ∈ [0, +∞)
holds. Assuming that n sensor ﬂows are synchronized to
report their values periodically, the set of multivariate frame
information is represented at each time point t with a frame
vector ΔΠt � (s1(t), s2(t), . . ., sn(t)) ∈ Rn. Virtually every
sensor stream forms a one-dimensional time series, while the
frame vector ﬂow represents a multivariate time series [8].
There are many problems in the ﬁeld of science, which
require the sequential detection of a change or an event in a
process. In its simplest form, an attempt is made to detect a
change in the mean of a sequence, where the change is either
abrupt or gradual.
A data stream consists of a potentially inﬁnite sequence
of blocks of data. Flow data has two characteristics, which
are a challenge in their processing, the high arrival rate, and
the possibility of unpredictable behavior. Detection of events
on sensor ﬂows aims to determine the values (t), which are
abrupt changes within a framework vector ﬂow. Each frame
vector is converted to a binary vector of the same length,
with each value representing a possible change in the corresponding sensor ﬂow [1, 2, 9]. Such deviations from
normal behavior are called events and binary vectors are
called event vectors. An event may be an observation that
does not conform to an expected pattern in the dataset.
Incidents can be caused by a variety of reasons, such as
sensor failure or malfunction, deviation values, or signiﬁcant
changes that may aﬀect system behavior.
Therefore, an event vector in time t is represented by
ΔΣt � (et1 , et2 , . . . , etn ) ∈ {0, 1} n, where et1 � ei(t) is the binary
value which represents whether an abnormal behavior in the
ﬂow occurred, which is represented by a value equal to one,
at time t or value si(t) included in the expected range of
values [10]. Converting a frame vector to an event vector is
based on changing detection algorithms, which aims to
detect abnormal deviations in current values from the values
obtained in previous steps.
Variation detection algorithms can be classiﬁed into two
categories, single variable variation detection and multivariate variation detection. Algorithms that belong to the
variable detection class of a variable consider each sensor
ﬂow separately and detect possible anomalies through a
sequential time series analysis. Algorithms belonging to the
multivariate variable detection category utilize self-oscillating multivariate models to represent each frame vector as
a linear sum of the previous behaviors. Next, the goal of
obtaining a binary value that indicates the change or no
change for a particular variable, that is, a sensor ﬂow, is
reduced to a threshold control function between the future
estimated vector and the actual vector [11–13].
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Variation detection methods consider the time series of
the measurement values and search for time points at which
the statistical properties of the measurements change
abruptly. The word is abruptly concretized as “immediately
or at least very quickly if we take into account the sampling
period of the measurements.” The monitored statistical
properties are considered to show no or very small deviation
in the times when no change is observed. Considering the
above conditions, even small changes can be detected with a
high probability [14, 15]. The chance of detection may be
even greater if these changes are persistent for some time.
The methods of detecting changes in most cases work
without any assumption that the monitored variables are
described by a speciﬁc distribution. In other words, methods
for detecting changes are usually nonparametric [16, 17].
Another feature of change detection methods is the detection of changes in a very short time or even immediately.
Also, the magnitude information of a change in most cases is
not something measurable or necessary.
The design of abrupt detection procedures consists of
two major subprocesses. The ﬁrst subprocess is optional and
involves processing the initial data so that the ﬁnal values of
the sample set do not deviate too much from an initial value,
from metrics such as mean and deviation, when no change is
observed. The initial value may be zero or some other
suitable value. In this subprocess, the ﬁnal values of the
sample set deviate signiﬁcantly from the reference value
when any change is observed. The second process involves
the development of algorithms that belong to the category of
statistical methods [12, 13, 18]. These algorithms must be
capable of detecting abrupt changes in the sample set and the
exact time at which they occurred.
An instantaneous indication of activity can lead to incorrect recognition due to the unreliability of the sensors or
the inaccuracy of the recognition patterns as well as several
external factors that can introduce noise into the data.
Referring to the process of surveillance and recognition,
such cases of misidentiﬁcation of events can cause unjustiﬁed delays and slowing down procedures. Therefore, there
is a need for a stronger recognition which, according to a
certain probability threshold [19], can calculate all the
maximum probable intervals within which activity is likely
to occur [20, 21].
Considering the speciﬁc need, this paper presents the
ITWec methodology. Initially, the probabilities of a highlevel event at any given time are calculated nonparametrically, given the attached probabilities of low-level event
activities. Because aggregate results are required in consecutive, nonoverlapping sections of the data stream, the
recognition is based on clearly deﬁned rules of initialization
and termination of the tumbling windows method, where
there is an explicit determination of the time interval within
which multiple streams are investigated. Finally, they are
calculated based on a certain probability threshold, the
number of maximum probable intervals within which an
event is likely to occur, based on a parametric representation
of intuitively fuzzy sets as a measure of probability [22]. It is
a universal mechanism that can be used for solving a large
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selection of various real-world problems. This method will
provide a distinct tool in events critical management.

2. Literature Review
The concept of Complex Event Recognition [23–26] has
been approached with various methods from the research
community. Especially with the fast spread of information
on diﬀerent ﬁelds of modern activity like Social Networks in
the form of text data streams, researchers are investigating
the extraction of valuable information about real-world
events.
Skarlatidis et al. [9] in 2013 created a probabilistic logicbased system for event recognition by combining the Event
Calculus with Markov Logic Networks [27]. Their approach
inherited the Event Calculus’ do-main-independent properties and allowed for probabilistic recognition of Composite
Events with incomplete deﬁnitions. To avoid the combinatorial explosion induced by the expressivity of the logical
formalism, they also transformed the entire knowledge base
into compact Markov networks. Finally, they put their
strategy to the test in a real-world human activity recognition task.
Fedoryszak et al. [2] aimed to address the challenge of
event detection in social media networks by providing a realtime, modular system for identifying events. They used
clustering on a big stream with millions of entities per
minute to generate a dynamically updated collection of
events. They put their method to the test using an evaluation
dataset taken from a snapshot of the whole Twitter Firehose,
and they oﬀered metrics for assessing clustering quality.
Finally, they attempted to illustrate a high-proﬁle Twitter
event to demonstrate the value of modeling the progression
of events, particularly those recognized through social data
streams.
Al-Dyani et al. [1] investigated on event detection
models using text data from a variety of social media
platforms. Their research was centered on domain type,
detecting methods, and task type. In order to accomplish
their goal of providing a comprehensive assessment of
current developments in the event detection ﬁeld, they also
addressed the most signiﬁcant open issues faced by researchers in constructing similar models. They examined
and studied similar works in the subject of event detection in
order to help scholars identify gaps in the literature.
Elsaleh et al. [5] proposed Internet of Things- (IoT-)
Stream, a lightweight architecture for semantically annotating streams based on semantic knowledge exchange. They
presented a system architecture to demonstrate the semantic
model’s adoption and provide instances of system instantiation for various use cases, easing the development of IoT
applications that deal with stream sensory input. The system
design is built on web services, microservices, and middleware, which are all standard IoT architectures. The semantic annotations that occur in the pipeline of IoT services
and sensory data analytics are part of their system approach.
Katzouris et al. [14] demonstrated an Answer Set Programming- (ASP-) based system capable of probabilistic
reasoning with complicated event patterns in the form of
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weighted rules in the Event Calculus, the structure and
weights of which are learned online. Their approach combines online structure and weight learning techniques with
temporal reasoning under uncertainty via probabilistic
logical inference. On Complex Event Recognition datasets
for activity recognition, marine surveillance, and ﬂeet
management, they compared their implementation to a
Markov Logic-based one and other state-of-the-art batches
learning techniques. The results were satisfactory in terms of
both eﬃciency and predictive performance.
From the above literature, we conclude that Complex
Event Recognition is an extremely important concept that is
applicable in a vast number of applications: text, video,
activity recognition, maritime surveillance, or ﬂeet management. The proposed system is an innovative data analysis
system that combines for the ﬁrst time in the literature a set
of multiple systems for CAER.

3. Materials and Methods
The proposed ITWec methodology concerns CAER in data
ﬂows. Typically, a data stream is considered to be a sequence of elements x1, x2, . . ., xN,. . . that are viewed in real
time in ascending order, where N is the number of elements
that have been displayed so far. In the proposed methodology, event recognition refers to the temporal comparison of patterns in data derived from diﬀerent types of
sensors [28]. Multiple sources provide spatiotemporal data
that can be used to identify diﬀerent types of activity. The
activities and time series of data ﬂow analysis proposed by
ITWec make it imperative to determine an appropriate
type of windows, with the main goal of limiting the ﬂow
elements to be examined, unblocking the performance of
point analyses, but also the signiﬁcant savings of system
resources. The logic of this requirement concerns the fact
that a window extracts from the vast data stream a potentially variable but ﬁnite number of elements, that is,
those parts of the stream that will then be used in the
evaluation of the analysis [29].
Additionally, as new elements arrive in the processing
system, the contents of the window change dynamically in
the way its type speciﬁes. Existing prediction methods use
ﬁxed-size observation windows which cannot produce accurate results because of not being adaptively adjusted to
capture local trends in the most recent data. Therefore, those
methods train on large ﬁxed sliding windows using an irrelevant large number of observations yielding to inaccurate
estimations or fall for inaccuracy due to degradation of
estimations with short windows on quick-changing trends.
In this paper, we propose that the analysis for CAER is
calculated based on tumbling windows on a set of updated
blocks, so the system can provide up-to-date answers
continuously to capture the trend for the latest resource
utilization and then build an estimation model for each
trend period [30].
Speciﬁcally, on the WE data stream a window with
coupling condition E that is applied at time τ 0 ∈ Τ to the data
stream elements S, that is, to the current contents of S(τ 0);
then [31, 32]

4

Security and Communication Networks
∀τ i ∈ T,
where

τ i ≥ τ 0 , WE S τ i 

� s ∈ S τ i : E(s) is true,


WE S τ i  ≤ n,

(1)

scope of each window is deﬁned as a mapping from the ﬁeld
of time landmarks to the ﬁeld of spaces [33, 34]:
scope: T ⟶ τ 1 , τ 2 : τ 1 , τ 2 ∈ T, τ 1 ≤ τ 2 .

for something as big as it can become, but always ﬁnite n ∈ N.
Based on the above, it is concluded that at any given time a
solid ﬁnite subset of sets WE(S(τ i)) ⊂ S(τ i) is obtained. Also,
each window addresses the innumerable elements of a single
data stream and practically transforms it into a temporary
ﬁnite-size relation. If an analysis concerns multiple streams
(e.g., connection), then a separate window is usually declared
for each, even if they have similar semantics (e.g., the data of
each stream in the last half hour). Logical windows require
an explicit determination of the time interval within which it
will be investigated which blocks of the stream are the same.
This requirement is greatly simpliﬁed if the concept of the

Essentially, for each time instance, the range function
returns the time limits (edges) of the window, considering
the parameters that deﬁne the type of window. To implement
aggregate results in consecutive, nonoverlapping parts of the
data stream, and because recognition requires certain
window initialization and termination rules, ITWec uses
tumbling windows, where there is an explicit deﬁnition of
the time interval within which the streams are identiﬁed.
Speciﬁcally, if τ 0 ∈ T is the time of submission of the analysis,
then the range of tumbling windows with width ω and step δ
for each τ ∈ T (with τ ≥ τ 0) extends [35]:

[τ − ω + 1, τ], if τ ≥ τ 0 + ω∧mod τ − τ 0 , δ � 0,
⎪
⎧
⎪
⎨
scopes (τ, ω, δ) � ⎪ scopeS (τ − 1, ω, δ), α]mod τ − τ 0 , δ ≠ 0,
⎪
⎩
τ 0 , τ , if τ 0 ≤ τ < τ 0 + ω∧mod τ − τ 0 , δ � 0,
where the values τ 0, τ ∈ T are expressed in time landmarks
and ω, δ ∈ N in a range of time intervals (ω, δ > 0). For the
sake of simplicity, in the proposed method, all time quantities are expressed as natural numbers, whereupon the
calculation of the function is performed at discrete times of
T, whereupon the window multiples result from the relation
[36]
Ws (S, τ, ω, δ) � s ∈ S(τ): s · Aτ ∈ scopes (τ, ω, δ).

(4)

An additional innovative feature that greatly simpliﬁes
the process is that step δ is of the same size as the unit of
time, so that the progress of the window is perfectly in line
with the corresponding time. So, for δ < ω, the contents of
two consecutive snapshots of the rolling window overlap
[37].
Respectively, for the contents that remain unchanged,
the methodology predicts that the function will be applied
again to the next pulse, after δ time points, which is
expressed by the retrospective expression of the function
where the window edges change only at the time points
which speciﬁes the step δ. In addition, the methodology
provides for the possibility of initial “missing” windows
immediately after the submission of an analysis process,
when the range exceeds the period of the current contents of
the stream [38].
Finally, in ITWec, the range function is monotonous
(since time evolution implies homologous interval generation) and therefore can be deﬁned even for future moments,
and all future current elements are covered, regardless of
when and if they eventually appear. So, when the time step is
considered arbitrary and not unique, the contents of the
stream will be returned in waves and, therefore since jump δ
is equal to width ω ∈ N of the window, after calculating the

(2)

(3)

range scopes (τ, ω, ω), the window blocks for each period
τ ∈ T are calculated as follows [33, 37, 38]:
Wt (S, τ, ω) � s ∈ S(τ): s · Aτ ∈ scopes (τ, ω, ω).

(5)

Once the data ﬂow analysis method has been identiﬁed,
the proposed event detection methodology distinguishes
between high-level events and low-level events that are
associated with a CAER. Speciﬁcally, in ITWec, input data
are low-level activities or events, which indicate the output
of recognition, which is a set of high-level activities or events,
and which are temporal combinations of low-level data.
When a rule consisting of a set of time constraints for lowlevel data is met, a high-level activity is recognized by the
recognition system. In the proposed system, the probabilities
of the existence of a high-level event for each time moment
are initially calculated nonparametrically, based on the
probabilities of the low-level events associated with it.
However, this creates uncertainty in the identiﬁcation
system which is inherent in the precise identiﬁcation of
activity or events. For example, low-level activities typically
detected by primary data processing tools are often attached
to those probabilities that act as conﬁdence estimates. For
example, a high-level activity expressed as a binary event is
deﬁned based on a set of low-level activities expressed as
instantaneous events. Low-level activities are mutually exclusive in the sense that at any given time only one can be
valid, and they are the input to the recognition system. The
calculation of the instantaneous probabilities of the predicate (F � V; T), that is, the probability that F � V is true at
time T, indicates that event f, which may not be strictly true
or false, has a probability p to occur in all its valuations
which represent independent random variables [39, 40]. The
rule, which is deﬁned as the coupling of k such events, has a
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probability equal to the product of the probabilities of these
events.
In addition, the probability of accusations occurring
often is assessed as the probability of divorce of these rules.
Therefore, given the independence of each possible event,
the probability of each event L in the proposed system is
equal to [9, 14, 41, 42]
P(L) �  pi ·  1 − pi .
fi ∈L

(6)

fi ∉ L

S(t)Pr (t),
Pr(T
< t)
√√√√√√

,

(7)

distribution function

where for a distinct random variable we have
S(t) �  f(u) �  faj  �  fj .
u≥t

ai > t

aj ≥ t

(8)

The instantaneous failure rate indicates the instantaneous probability of an event occurring at time t where in
this case discrete random variables [43, 44] in ITWec are
calculated as follows:
λaj  ≡ λj � PrT � aj |T ≥ aj 
�

�
�

P T � a j 
P T ≥ a j 
(9)

faj 
Saj 
f(t)
.
k: ak ≥ aj f ak 

Respectively, the cumulative failure rate function for a
section of the ﬂow is calculated from the following relation:
λ(t) �  λk .
k: ak < t

� P T ≥ a1 P T ≥ a2 |T ≥ a1  . . . PT ≥ aj+1 |T ≥ aj 
� 1 − λ1  × · · · ×  1 − λj 
1 − λk .

� 
k: ak < k

(11)

The probability of an event is equal to the probability of
the splitting of its initials before time T if the event has not
broken in the intervening time. Based on the above, it is a
logical consequence of an event that evolves that a repeated
update of the validity of the event means that it has an
increased probability of occurring at the time of the examination. In addition, if the event is broken with a
probability of p1, then its probability is equal to the probability of splitting the initializations and 1 − p1 . Therefore,
the higher the probability p1 is, the more important is the
reduction of the probability of the event, and of course the
result of the above is that successive terminations further
reduce its probability.
Practically in ITWec event analysis, the focus is on
calculating the probability Pr (T > t) of the instantaneous
failure rate [39, 40]:
or Pr(T < t) � 1 −

S(t) � PT ≥ a1 , T ≥ a2 , . . . , T ≥ aj+1 

(10)

Given that aj < t ≤ aj+1 the relationship between the
instantaneous failure rate function and the cumulative
function is calculated as follows [39, 40]:

To estimate the above function since the distribution of
the current events in the ﬂow is unknown, ITWec uses a
nonparametric estimation method through the following
function:
S(t) �  1 −
j: aj < t

dj
,
rj

(12)

where dj is the number of events at a time point aj and rj is
the instantaneous failure rate at time aj . The corresponding conﬁdence interval is calculated from the
function [45–47]
 HNA (t).
S∧NA (t) · exp ± za/2 V

(13)

To calculate the number of maximum probable intervals
within which an event is likely to occur requires ﬁrst deﬁning
the method of deﬁning a threshold. The proposed model
uses a Cumulative Sum Algorithm (CuSum) [48, 49] which
is because the magnitude σ t � σ(y1 , y2 , . . . , yt ) has a negative price trend under normal conditions and a positive
price trend after a change. The decision function at compares the increase of σ t from its minimum value with a
threshold k so that [50, 51]
αt � σ t − min si � max 0, σ yt  + at−1 
1≤i≤t

+

� at− 1 + σ yt  ≥ κ,

(14)

where α0 � 0.

This detects an event that describes a change if function
at exceeds the threshold value k. In this case, if the algorithm
continues in subsequent times, it algorithm restarts with a
value of zero in function at . The CuSum used in ITWec
operates based on hypothesis control theory, so that repetitive behavior follows a sequential probability ratio check,
in which each decision considers as many successive past
observations as necessary to accept the case. Otherwise, if a
condition is accepted, a change detection signal is signaled,
and the algorithm stops. The threshold value k provides a
balance between the mean detection delay time and the
mean time between false detections. The change detection
functions used to detect positive and negative deviations are
deﬁned as follows [48, 49]:
+

α+t � a+t−1 + yt − μ0 + K ≥ κ,
+

α−t � a−t−1 + μ0 − K − yt  ≥ κ.

(15)
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Typical values are Κ � σ/2 and k � 4σ or 5σ (where σ is
the standard deviation of yt ) [48, 50].
Accordingly, ITWec uses a maximum likelihood estimator to calculate the number of maximum probable intervals within which an event is likely to occur. So,
maximizing the L(θ) function is required. In the case we
examine, we have a k-dimensional distribution Nκ (μ, Σ)
with μ and Σ being unknown, so the parameter θ becomes
θ � (μ, Σ); that is, we have a vector and an array. Assume
that we have a sample of size n from a multivariate distribution; that is, we assume that X ∼ Np (μ, Σ), i � 1, 2, . . . , n
and are independent. Then, the probability of the sample is
given by the relation [9, 15, 20]

l � log L � −

n

L � f x 1 , x1 , . . . , x n  � 
i�1

1
(2π)

p/2

· |  |1/2

−1
1
· exp− xi − μ  xi − μ,
′
2

(16)

and so
L � (2π)− np/2 · |  |− n/2
−1
⎨ 1 n
⎬
⎧
⎫
· exp⎩ −  xi − μ  xi − μ ⎭ .
′
′
2 i�1

(17)

By calculating the logarithm, we have

np
n
n n
−1
log(2π) − log|  | − ⎡⎣ xi − μ xi − μ⎤⎦
2
2
2 i�1
(18)
−1

−1

n
n
n
� constant − log|  | − trS − (x − μ)(x − μ).
2
2
2
Also, we have [14, 21]
n

 x′iAxi � tr(AT),

(19)

i�1

ni�1

where T �
xi · xi ; i is a table of dimensions pxp and
therefore, maximizing the probability for μ, we calculate the
quantity
−1
n
− (x − μ) (x − μ),
′
2

(20)

which is any negative number as the negative of a square
form and therefore for μ � x the function is maximized
[13, 29, 52].
But because probability expresses the randomness that
comes from the lack of knowledge about the result of the
experiment which as nondeterministic uncertainty is because the events that describe the states of the sensors described through the data stream are incompletely deﬁned
and therefore partially determined, the proposed model
calculates the number of maximum probable intervals
within which an event is likely to occur based on a parametric representation of intuitively fuzzy sets and speciﬁcally
based on the entropy of intuitively fuzzy events [53]. Speciﬁcally, for an intuitive fuzzy set, a pair of operators, the
necessity operator and the possibility operator, are deﬁned,
respectively, as [54, 55]

◇A � xi , μA xi , 1 − μA xi |xi ∈ X,

(21)

◇A � xi , μA xi  + πA xi , vA xi |xi ∈ X.

(22)

Considering the minimum and maximum probability of
an intuitive fuzzy event A about a probability distribution P,
they can be interpreted, respectively, as the probabilities of
fuzzy events ◇A and □A, concerning the same probability
distribution P, as follows [53, 54, 56]:
FS
IFS
FS
PIFS
min (A) � P (▽A)kaıPmax (A) � P (□A).

(23)

So, the measures of entropy of an intuitive fuzzy event,
which also correspond to the entropy of marginally fuzzy
events, are [30, 56]
n

� IFS
H
Z (A) � −  μA xi p xi log2 p xi ,

(24)

i�1
n

 IFS
H
Z (A) � −  μA xi  + π A xi p xi log2 p xi .

(25)

i�1

So, to calculate the entropy of an ambiguous event in a
ﬁnite ﬁeld X for a probability distribution P � {p(x1), . . .,
p(xn)}, the following entropies are described [54]:

IFS
IFS
IFS
 IFS (A) � −PIFS
H
min (A)log2 Pmin (A) − 1 − Pmin (A)log2 1 − Pmin (A),

(26)

IFS
IFS
IFS
 IFS (A) � −PIFS
H
max (A)log2 Pmax (A) − 1 − Pmax (A)log2 1 − Pmax (A).

(27)
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 IFS (A) and H
 IFS (A) correHowever, the entropies H
spond to the minimum and maximum probabilities
[13, 15, 21], so the proposed ITWec calculates the number of
maximum probable intervals within which an event is likely
to occur based on an intuitive representation of fuzzy sets
allowing the evaluation of data ﬂow elements both as a
member and for their noninclusion in a fuzzy set [54], which
gives particular realism to the way of implementing the
proposed method.

4. Experiments
The evaluation of the proposed ITWec method was performed using three diﬀerent versions of a dataset which
includes 15 observation videos of a mechanical system. In
each video, the intervals in which each low-level and highlevel activity takes place are manually noted. Identiﬁcation
system input data are low-level activities attached to the
corresponding time points, for example, the video frame in
which the activity takes place. In addition, the dataset includes the coordinates of the cameras at each time point, as
well as their orientation. Given the above input, the purpose
of the system is to identify high-level activities such as
anomaly detection. Figure 1 is a depiction of a random video
frame of the dataset used in this paper.
The three versions of the dataset used include three
diﬀerent noise levels, which were generated for in-depth
evaluation of the method. Speciﬁcally, in the ﬁrst version of
the dataset—smooth noise—a subset of low-level activities is
attached to probabilities generated by a gamma distribution
with a variable mean value.
The rest of the low-level activities are presented as in
the original dataset with no probability attached. In the
second version—intermediate noise—probabilities are
added to the corresponding coordinate and orientation
categories using the same gamma distribution. Finally, in
the third version—loud noise—untrue low-level activities
were added at random times resulting from a normal
distribution.
Figure 2 is a depiction of the three levels of noise included in the dataset.
In the experiments, this data is given as input to calculate
the instantaneous probabilities for each high-level activity to
be examined. Next, we use ITWec to calculate reliable
maximum intervals for each high-level activity. In the following analysis, the prediction accuracy of the method is
calculated, after the output is ﬁltered, and only high-level
activities with a probability greater than a given threshold
are maintained. We repeat the experiments 5 times for each
value of the mean value of the gamma distribution in a range
of [0.5, 8.0] with step 0.15. The higher the average value, the
lower the probabilities attached to the input events of the set
and the higher the probabilities of untrue events, indicating a
higher noise level. All experiments are conducted on the
Google Colab-GPU environment. A time series of events is
presented in Figure 3 below.
The probable recognition of the events in the
dataset used is presented diagrammatically in the diagram below.
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The blue diagrams represent the probability distribution
of a high-level event as calculated by the proposed methodology. The horizontal bars indicate the maximum intervals as obtained by ITWec for a probability threshold of 0.7
(green line), the maximum probability interval with the
highest reliability as calculated for the same threshold (red
line), and the benchmark line of the activity (blue line).
Figure 4 shows some common cases from the experimental process. The bottom-left diagram of the ﬁgure shows
a series of initializations, which contribute to the continuous
increase of the probability of high-level activity, while then a
series of terminations lead to the gradual reduction of the
probability. In the upper-left image, a strong termination of
the activity is caused which dramatically reduces its probability from 0 : 8 to 0. In the lower and right diagrams of the
image, the presented high-level events are subject to inertia
between initializations and terminations. Thus, in the absence of initialization and termination, the probability of
high-level activity remains constant for the period under
consideration.
In conclusion and based on the threshold that is dynamically calculated for each data stream (schematic representation in Figure 5), the intervals calculated by the
methodology are hyperintervals of the intervals calculated by
the probability distribution.
Also, a typical report from the probability calculation
process is presented in ﬁgure 6.
When the increase or decrease in probability is not
abrupt, something which occurs in cases where there are
continuous small indications that an activity has started or
ended accordingly, the extra time moments that include
these intervals have relatively high probability. However, if
we have a sharp increase or decrease in probability, which
means that there is a strong momentary indication of the
initiation or termination of activity, the intervals may include times when the activity may be small or even zero. In
these cases, adding only a time moment of low probability
may not drop the probability of space below the given
probability threshold. In most cases, where the increase or
decrease is not abrupt, the intervals can be approached by
lowering the probability threshold. On the other hand,
however, a lowering of the threshold can lead to several false
positives, as in the case where the probability of a high-level
activity exceeds the threshold momentarily, due to some
noise-inﬂuenced observations.
Regarding the termination of activities and its relationship with the benchmark line, there is no speciﬁc relationship. In some cases, the benchmark line intervals end
after a series of terminations, while in other cases they end
with the very ﬁrst termination. This observation is related to
the inherent noise in the dataset, with the result that the
constructed deﬁnitions for high-level activities may not ﬁt
perfectly with the benchmark line. Since the methodology is
built on the dynamically calculated probability distribution,
which in turn is based on the deﬁnitions of high-level events,
the methodology inherits the discrepancies with the
benchmark line.
In general, however, the ﬁnding is that the proposed
system can calculate a single maximum period,
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Figure 1: Video frame of the dataset.

Figure 2: Level of noise.
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Figure 3: Time series of events.

overcoming the eﬀect of noise that occasionally reduces
the likelihood of detecting high-level events. In cases
where the system is directly aﬀected by the loud noise, thus
creating a series of false negatives between the two
maximum intervals, we could signiﬁcantly reduce the

probability threshold, resulting in many false positives in
other cases. This ﬁnding reﬂects one of the main issues that
are generally a research issue in the recognition of activity.
Figure 7 summarizes the experimental results, showing the
F1-score values for high-level event recognition cases
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Figure 4: Probable recognition of high-level events.
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Figure 5: Dynamic threshold.

under intermediate noise, which is also the most representative case for real cases. In this ﬁgure, manual application and conﬁguration of the threshold are made, to
conclude the exact mode of operation of the proposed
model. The blue charts correspond to a probability
threshold of 0.6, the yellow to 0.7, the green to 0.8, and the
red to a threshold of 0.9.
In contrast, Figure 8 shows the F1-score values for a
representative case of high-level event recognition under

intermediate noise with a dynamically deﬁned threshold by
the proposed system. The case of the yellow diagram was
violently interrupted by a withdrawal, so although it is included in the diagram it is considered as nonoccurring.
 IFS (A)
Finally, a graphical representation of how the H
IFS

and H (A) entropies are calculated by the proposed
ITWec, which correspond to the minimum and maximum
probabilities, based on the representation of intuitive fuzzy
sets, is presented in Figure 9.
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Figure 6: Calculation of max likelihood.
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Figure 7: F1-score for 4 diﬀerent manual thresholds (0.6, 0.7, 0.8, and 0.9).
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Figure 9: Intuitionistic calculus of a complex event on data streams.

In this way, the proposed system calculates the number
of maximum probable intervals within which an event is
likely to occur allowing the evaluation of the data elements
both as a member and for their noninclusion in an ambiguous set, which gives a special realism in the implementation of the proposed method.

5. Discussion and Conclusions
Real-time detection and evaluation of spatiotemporal events
from sensor data streams focus on event detection, correlation

and causation, time prediction, system prediction, and
adaptive data ﬁltering. The speed of the knowledge discovery
process must be faster than the data arrival speed; otherwise,
data approximation methods such as sampling and load
shedding must be applied, methods that lead to a reduction in
the accuracy of results. Also, the incremental nature of the
results imposes the interdependence with results of previous
times, always considering the adaptation of the method to the
available memory resources and computing power. Bad video
quality is a reality for too many surveillance systems. In
addition, video compression algorithms result in a reduction

12
of image quality, because of their lossy approach to reduce the
required bandwidth. In these cases, event recognition is a
major problem. But it is possible to improve the video quality,
without changing the compression pipeline, through postprocessing that eliminates the visual artifacts created by the
compression algorithms.
Given the need for realistic and accurate data detection
contract systems, this paper presents an innovative and
highly realistic methodology that combines for the ﬁrst time
a set of multiple intelligent elements in an integrated
framework. It is a CAER in which the number of maximum
possible intervals within which an event is likely to occur is
calculated based on a parametric evaluation that uses intuitively fuzzy sets [55].
An important advantage of the method, which has been
demonstrated experimentally, is that the mean, deviation,
and distribution functions are expressed as the sum of independent and uniformly distributed random variables. It
also has the advantage of considering its history under investigation and can detect model failure more quickly when
the forecast error is relatively small.
Dynamic threshold determination based on an advanced
form of CuSum instantly integrates all the information into
the sample sequence of the accumulated sums of the deviations of the sample values from the center axis value, creating
realistic treatment conditions that can identify events constructed both for individual observations and for the averages
of the logical subsets of the ﬂow sample set. Respectively, the
window control structure proposed and based on the tumbling windows methodology manages to smooth the way of
data ﬂow analysis, providing a safe and fully functional way of
analysis of the data that arrive at ﬂuctuating, time-varying
rates, even when the size is not limited and not known from
the beginning. Also, a key competitive advantage is that the
proposed model introduces a small run-time overhead, which
the GPU minimizes by inlining some of the function calls that
need in the real-time event detection methodology.
Signiﬁcant improvements in the evolution of the proposed system mainly concern the optimization in the process of how to implement the dynamic threshold, which is
sensitive to withdrawals during stream analysis. Also,
building hybrid models from other potential input sources
like sound or activity recognition is a future research avenue.
In addition, a signiﬁcant improvement concerns the way the
system is investigated with variational inference methodologies to provide a detailed approach to the subsequent
probability of unobserved variables, to apply a statistical
conclusion for these variables. Finally, it would be important
to study the expansion of this system by implementing
transfer learning and especially if and how our system can
recognize more complex events.
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