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MP3 appears in various social networking sites wildly, and it is very suitable to be applied for covert communication indeed.
However, almost all social networking sites recompress the uploaded MP3 files, which leads to the ineffectiveness of the existing
MP3 steganographic methods. In this paper, a robust MP3 steganographic algorithm is proposed with the ability of multiple
compressions resistance. First, we discover a new embedding domain with strong robustness. ,e scalefactor bands of higher
energy are applied as the embedding bands. ,e message bits are embedded by adjusting the position of the MDCT coefficients
with the largest magnitude in the embedding bands. Besides, the embedding and extraction operations are realized in the process
of MP3 decoding at the same time. Experimental results illustrate that our proposed method is of strong robustness against
multiple MP3 compressions. ,e bit error rate is less than 1% at the MP3 bitrate of 320 kbps. It is worth mentioning that the
proposed method is proved to be applicable to social networking sites, such as SoundCloud, for covert communication. Our
method achieves a satisfactory level of embedding capacity, imperceptibility, and undetectability.

1. Introduction

Steganography is the art of embedding secret messages into
innocent-looking digital files for cover communication. To
avoid the suspicion of the other party, in addition to en-
suring the undetectability of the carrier files, the covert
communication behavior also needs to be hidden. Using
social networking sites (SNS) as steganographic channels
can better cover up the trace of the communication.
However, many social networking sites transcode the
uploaded files for higher transmission efficiency, which will
bring an unpredictable impact on the embedding elements
of the carrier files. ,us, the steganographic methods must
be robust enough against the transcoding while achieving a
satisfactory level of undetectability performance.

Hitherto, there is no MP3 steganographic method that
can resist transcoding on social networking sites. Existing
MP3 steganographic methods can be divided into two
major categories: encoding parameters-based methods

and encoding data-based ones. For the encoding pa-
rameters-based methods, the messages are embedded by
adjusting window type [1], quantization step [2, 3],
Huffman table index [4], and so forth. ,e modification of
these parameters will not cause sharp disturbances to the
audio signal. For the encoding data-based methods, the
embedding operation is limited by the principle of the
MP3 encoding. Without disturbing the frame-offset effect,
the sign bits [5], linbits [6, 7], and the Huffman code
[8–12] in the encoding data can be applied to embed
messages. It is noteworthy that most audio sharing
platforms, such as SoundCloud and Himalayan, will
compress the uploaded audio files with their fixed bitrate,
even if the uploaded MP3 file meets the platform’s specific
rules. However, the MP3 encoding is a kind of lossy
compression, which means that the encoding parameters
and data will be changed greatly after the transcoding.
,erefore, these methods cannot be used for covert
communication on SNS directly.
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MP3 watermarking methods are also robust to social
networking sites to some extent. According to the embed-
ding position, they can be divided into three categories: time
domain watermark [13–15], transform domain watermark
[16–18], and hybrid domain watermark [19–21]. Unlike
watermarking, the design of robust MP3 steganography does
not need to consider clipping, resampling, and filtering
attacks. After all, steganography algorithms are applied to
covert communication, so they require a lower bit error rate
(BER) and higher embedding capacity on the premise of
compression attacks resistance. ,us, the MP3 water-
marking methods cannot be seamlessly applied to robust
MP3 steganography.

To fill this gap, a robust MP3 steganographic method
(RMSM) is proposed in this paper, which is implemented
during the MP3 decoding process. Firstly, considering that
the energy relations are often robust to various digital signal
processings, among the 21 scalefactor bands in each frame,
the first k scalefactor bands with the largest energy are se-
lected as the embedding bands. In this way, even after
multiple compressions, the corresponding embedding bands
can be located to extract the secret messages. Secondly,
MDCT coefficients with larger energy are of robustness due
to their concentration on most of the signal information. So
the MDCT coefficients with the largest magnitude in each
embedding band are selected as the embedding elements.
,irdly, by adjusting the position of these embedding ele-
ments in the scalefactor band, the parity of the coefficients
position index is matched with the messages. Finally, the
generated stego audio files are uploaded to the SNS for
covert communication test. Experimental results demon-
strate that the embedding capacity of our proposed method
reaches 479 bits/s, which meets the need of covert com-
munication. Moreover, the proposed method provides
strong robustness against multiple compressions attacks, so
it can be applied to covert communication based on social
networking sites. Meanwhile, the proposed method has a
good performance against the attacks of the steganalysis
based on the statistical characteristics of MDCTcoefficients.

,e contribution of this paper is twofold: (1)We propose
a robust embedding domain to resist MP3 multiple com-
pressions. In addition, this domain is able to make a good
balance between embedding capacity and impeccability. (2)
We are the first to implement the robust MP3 stegano-
graphic method on SNS. ,e proposed RMSM is verified
with the properties of good robustness and security for
covert communication on SNS such as SoundCloud.

,e rest of this paper is organized as follows. Section 2
presents some preliminaries about MP3 encoding and
decoding. ,e RMSM is presented in Section 3. Section 4
proposes a specific method suitable for SoundCloud. Ex-
periments are illustrated in Section 5. Finally, the paper is
concluded in Section 6.

2. Overview of MP3 Encoding and Decoding

,e procedure of the MP3 encoding is shown in Figure 1,
which is mainly divided into five parts [22]: analysis filter
bank, psychoacoustic model, scaler, and quantizer, Huffman

coding, and bitstream formatting. ,e original audio is
encoded by pulse code modulation (PCM), which is WAV
format. ,eWAV audio is split into frames of 1152 samples.
,e frames are further segmented into two granules of 576
samples each. ,e frames are sent to both the analysis filter
bank and the Fast Fourier Transform (FFT). ,e analysis
filter bank divides the audio signal into 32 uniform fre-
quency subbands.,e psychoacoustic model (PAM) process
analyzes the audio signal via FFT, which determines the type
of windows used in the MDCT process. In addition, the
masking thresholds for each scalefactor band are calculated
in the process of PAM, which is used to control the
quantization noise. ,e subband samples are transformed to
the frequency domain by the MDCTprocess with four types
of windows. ,en the nonuniform quantization iteratively
adjusts the quantization parameters and scalefactors until
the quantization noise level of each scalefactor band falls
below the masking thresholds. ,e quantized MDCT coef-
ficients are encoded into Huffman code losslessly. Finally,
the codestream and the side information are formatted into
the MP3 file.

Scalefactor bands are groups of frequency lines that are
scaled by a single factor and they can approximate the
auditory critical bands. Hence, the masking thresholds and
quantization noise are calculated in the scalefactor bands.
After theMDCTprocess, each granule obtains 576 frequency
lines (i.e., MDCTcoefficients), which are ordered in terms of
increasing frequency. ,ere are predetermined tables which
indicate the mapping between these coefficients and the
scalefactor bands. For each sampling rate, there are 21 bands
for long windows and 12 bands for short bands. Taking
44.1 kHz sampling rate as an example, the scalefactor band
division of long window is shown in Table 1.

MP3 decoding is the reverse process of its encoding, and
the basic diagram of the decoder is illustrated in Figure 2.
,e first unit is reading the MP3 data frame by frame
according to the synchronization word in the header part of
the frame. ,e next CRC check word is used for error
detection. According to the stored side information, the
Huffman codes are decoded into QMDCTcoefficients. ,en
the MDCTcoefficients are obtained by inverse quantization.
,is is done through a descaling operation which is based on
the QMDCTcoefficients obtained by Huffman decoding and
the scalefactors extracted from the scalefactor decoder. After
that, the MDCT coefficients are transformed using the
IMDCT block and the frequency inversion to the time
domain. Finally, the PCM samples that can be used for
playback are obtained by synthesis polyphase filter bank.

3. The Proposed Method

Compared with the MP3 encoder, the MP3 decoder is
implemented without the quantization loop and psycho-
acoustic model, which brings about lower computational
complexity and shorter execution time. In consideration of
practicality and facility, the MP3 robust steganographic
method is implemented in the decoding process. More
importantly, a new embedding domain is applied to enhance
the robustness of the steganographic method.
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3.1. Embedding Domain Construction. ,e key to the robust
steganographic method is the embedding domain con-
struction. A qualified embedded domain means that the
corresponding embedding elements can be found during
extraction even going through various attacks. According to
the characteristics of signal processing, the energy relation of
each region will remain stable after multiple compressions.
In the psychoacoustic model of MP3 encoding, the scale-
factor band is the basic unit used for the masking threshold
calculation. ,us, we conclude that the energy relation
among the scalefactor bands has strong robustness.

To verify whether the conjecture is reasonable, we
perform a simulation as follows. Firstly, an MP3 clip with a
sampling rate of 44.1 kHz and a duration of 10 s is randomly
selected as a cover file. ,en, the cover file is repeatedly
decompressed and compressed 5 times by LAME [23] at the
two common bitrates of 128 kbps and 320 kbps. In the
decompressing process, the MDCTcoefficients are extracted

and the energy of each scalefactor band is calculated. Finally,
the energy of 21 scalefactor bands within the first frame after
each decompressing/recompressing process is shown in
Figure 3. Ci denotes the energy curve after the i-th com-
pression. It can be observed from Figure 3 that the energy
peak in the energy curve can remain stable. Especially at
320 kbps bitrate, C1 ∼ C5 are basically coincided. ,is is
because the high bitrate can allocate more bits to store signal
information and energy. To sum up, the first k bands with
the largest energy are still the ones with the largest energy
after multiple compressions. Hence, by selecting the first k

bands with the largest energy as embedding bands to hide
messages, we can still locate these scalefactor bands to ex-
tract messages even after multiple compressions.

,e next difficulty is how to embed the message binary
stream into the embedding bands. For image and video
robust steganographic methods, the messages are embedded
into the maximum perceptual components, which

Table 1: Frequency lines division of scalefactor band at 44.1 kHz.

No. Width of band Index of start Index of end No. Width of band Index of start Index of end
0 4 0 3 11 12 62 73
1 4 4 7 12 16 74 89
2 4 8 11 15 20 90 109
3 4 12 15 14 24 110 133
4 4 16 19 15 28 134 161
5 4 20 23 16 34 162 195
6 6 24 29 17 42 196 237
7 6 30 35 18 50 238 287
8 8 36 43 19 54 288 341
9 8 44 51 20 76 342 417
10 10 52 61
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Figure 2: Sketch of the basic structure of the MP3 decoder.
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Figure 1: Sketch of the basic structure of the MP3 encoder.
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concentrate most of the signal energy. Likewise, DCT has the
characteristic of energy concentration; that is to say, a small
number of MDCTcoefficients concentrate most of the audio
signal energy. ,us, we further select the MDCTcoefficients
with the largest magnitude in each scalefactor band as the
embedding elements. Generally speaking, there are two ways
to embedmessages intoMDCTcoefficients: sign bits flipping
and the ±1 modification. However, flipping the sign bits of
the maximum MDCT coefficient will cause a larger modi-
fication magnitude, which leads to obvious perceptual noise.
Utilizing the ±1 modification of the MDCT coefficients to
embed messages has insufficient robustness under the attack
of multiple compressions.

Given these conditions, the positions of embedding el-
ements are investigated in this paper. We rank the 21 sca-
lefactor bands of each frame in order of energy and observe
the position change of embedding elements in each band
after 5 decompressing/recompressing attacks. As illustrated
in Figure 4, the position changes occur mainly in the bands
with less energy.When the bitrate is 320 kbps, there is almost
no position change of the embedding elements in the high
energy bands. At the bitrate of 128 kbps, there is a phe-
nomenon of change aggregation. In the high energy bands,
the number of the embedding elements with position
changes is not large, and the resulting message bit error can
be corrected by using BCH codes. ,us, the positions of the
maximum MDCTcoefficients in the embedding bands have
sufficient robustness as the embedding domain. ,e em-
bedding operation is implemented by adjusting the position
of the maximumMDCTcoefficients in the embedding bands
to make their index parity consistent with the message.

3.2. 'e Procedure of Embedding and Extraction

3.2.1. Embedding Procedure. As the embedding process is
implemented during the MP3 decoding, the input file is the
MP3 format and the output file is WAV format. ,e

framework of the proposed robust steganographic method is
shown in Figure 5, which is mainly divided into five steps:

Step 1: BCH encoding of message bitstream. In order to
control the errors caused by multiple compressions, the
message bitstream is encoded with a BCH code. Next,
the encrypted messages are scrambled to generate
random errors instead of continuous errors, which is
convenient for error correction.
Step 2: MDCT coefficients are obtained via semi-
decoding. According to the type of the current frame, it
is judged whether the frame is a long block or a short
block. If it is a long block, the MDCT coefficients are
divided into 21 scalefactor bands. Otherwise, the co-
efficients are divided into 36 bands. ,e number of
coefficients contained in each band is determined by
the sampling rate, which can be found by referring to
the MP3 standard.
Step 3: the energy of each scalefactor band is calculated
as in (1). ,e first k bands with the largest energy
among all scalefactor bands are used as embedding
bands. ,en, the MDCT coefficients with the largest
magnitude in each embedding band are selected as the
embedding elements.

en(sb) �
1

bw(sb)


lbl(sb)+bw(sb)−1

i�lbl(sb)

xr
2
i


, (1)

where bw(sb) denotes the number of coefficients in the
sb-th scalefactor band and lbl(sb) indicates the first
MDCT coefficients belonging to the scalefactor band.
xri is the value of the MDCT coefficients.
Step 4: Judge whether the parity of the location index of
the embedding element is consistent with the message
bit. If so, skip the current embedding element and
process the next. Otherwise, the coefficients in the sb-th
scalefactor band are divided into two subsets, Π(sb)
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Figure 3: Energy of scalefactor band after 5 decompressing/recompressing attacks. (a) 128 kbps. (b) 320 kbps.
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Π(sb)
e . Π(sb)

o and Π(sb)
e denote the set of coefficients with

an odd and even position index, respectively.
According to the parity of the message bit, the coef-
ficient xrmax with the largest magnitude inΠ(sb)

o orΠ(sb)
e

is selected to replace the embedding element xrnew.
xrmax becomes the coefficient with the largest magni-
tude in the sb-th scalefactor band by adjusting the
values of xrnew and xrmax, which are formulated as
follows:

xrmax′ �
xrmax − α xrmax


 − xrnew


 , if xrmax > 0,

xrmax + β xrmax


 − xrnew


 , if xrmax < 0,

⎧⎪⎨

⎪⎩

xrnew′ �
xrnew + α xrmax


 − xrnew


 , if xrmax > 0,

xrnew − β xrmax


 − xrnew


 , if xrmax < 0,

⎧⎪⎨

⎪⎩

(2)

where α and β are the adjustment parameters in order
to control the modified magnitude. When α, β � 1, the
values of xrnew and xrmax are exchanged actually. For
stronger robustness, we can increase the values of α and
β so as to enlarge the magnitude difference between
xrnew′ and xrmax′ .
Step 5: ,e modified MDCT coefficients are then
processed by the remaining decoding steps to generate
PCM signals in WAV format. Determine whether the
stego WAV file is compressed into MP3 format

according to the audio format supported by the lossy
channel.

3.2.2. Extraction Procedure. ,e extraction procedure is also
completed in the MP3 decoding process. ,e first 4 steps are
the same as in the embedding procedure. After obtaining the
embedding element xrmax in each embedding band, the
message bits are extracted as in (4). Finally, antiscramble the
extracted bitstream and decode it by BCH code to generate
the secret message.

mi � find xrmax( mod 2, (3)

where find(xrmax) is a function used to calculate the position
index of xrmax in the embedding bands.

3.3. Application on SoundCloud. In order to apply our
robust method in practice, SoundCloud is used as the lossy
transcoding channel for investigation. SoundCloud is one of
the largest music streaming services, reaching over 175
million monthly users worldwide. In addition, SoundCloud
supports both WAV and MP3 formats, which is more
representative.

However, the source code of SoundCloud is nonpublic,
which means that it is a black box to us. ,e only way to
study its channel characteristics is by comparing the
uploaded and downloaded audios. First, the WAV files and
MP3 files with various bitrates are uploaded to SoundCloud.
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Figure 5: Framework of the proposed method.
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Figure 4: Visualization of the change on the position of the maximumMDCTcoefficients.,e dots represent the coefficients of the position
change. (a) 128 kbps. (b) 320 kbps.
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,en, the transcoded audios are downloaded for compari-
son.,e channel characteristics of SoundCloud are shown in
Table 2. It is obvious that the audios are transcoded intoMP3
format with 128 kbps no matter what formats are uploaded.
Moreover, whether the audio is transcoded or not is de-
termined according to changes of MDCTcoefficients. It can
be found that the uploaded MP3 file is transcoded even
under 128 kbps, and the rate of change reaches 20.39%.
Compared with 192, 256, and 320 kbps, the uploaded MP3
with 128 kbps has the lowest rate of change. ,erefore, when
the upload format is MP3, its bitrate is best consistent with
the download bitrate (i.e., 128 kbps) specified by Sound-
Cloud to reduce the change of the MDCT coefficients.

Considering that some channels can only support MP3
or WAV format, Figure 6 illustrates the simulation of the
covert communication based on SoundCloud as an example.
If the upload format is WAV, it only goes through 1
decompressing/recompressing attack. Meanwhile if the
upload format is MP3, it has to go through 2 decompressing/
recompressing attacks. ,is is due to the transcoding
mechanism of SoundCloud; the uploaded MP3 file is
decoded to WAV format first and then encoded to MP3
format under 128 kbps. Although various encoders and
decoders are used in the different lossy channels, the
principles of the encoder and decoder are almost the same,
just the difference of some parameters. So this phenomenon
is common in other lossy transcoding channels. As men-
tioned above, the proposed embedding domain has been
proved to be robust enough against multiple decompressing/
recompressing attacks. ,us, our method supports both
WAV and MP3 formats audio upload to the lossy trans-
coding channel.

4. Experiments

To evaluate the performance of the proposed method,
several experiments including robustness, embedding ca-
pacity, undetectability, and imperceptibility are performed
in this section. A nonrobust adaptive steganographic
method (AHCM [12]) and an audio watermarking method
based on hybrid domain (DWT-SVD-QIM [19]) are com-
pared with the proposed method. In [12], a generalized
adaptive Huffman code mapping framework is proposed to
obtain a higher secure payload. In [19], an audio water-
marking method based on SVD in the DWT domain using
synchronization code is presented. QIM is used to embed the
watermarking bits into the SVs of the wavelet blocks. A
dataset that consists of 2000 stereo MP3 clips with a sam-
pling rate of 44.1 kHz and a duration of 10 s is constructed.
In addition, various music styles are included in this dataset.
,e local encoder and decoder are based on LAME. For
stronger robustness, parameters α and β are set as 1.1.

4.1. Robustness. In this experiment, we first evaluate the
robustness of our method under the local simulation of one
and two decompressing/recompressing attacks without
BCH code. ,e embedding rate (Re) is set as 450 bits/s. As
illustrated in Figure 7(a), even without the help of error-

correcting codes, the BER of our method is lower than 2.5%
within various bitrates after 1 decompressing/recompressing
attack. Moreover, the BER decreases with the increase of the
bitrate of MP3 files, which is consistent with experimental
results in Section 3.1. Figure 7(b) shows that the BER in-
creases slightly under 2 decompressing/recompressing at-
tacks, but it is still less than 3%. As the principle of MP3
codecs is basically the same, we can confirm that the pro-
posed method is effective to the lossy channels supporting
different upload formats (WAV and MP3) and bitrates.
Owing to the low BER in the local simulation, BCH code
(7, 4, 1) is used for error-correcting with the consideration of
embedding capacity.

To further evaluate the effectiveness of the proposed
method, the stego audios with different formats are uploaded
to SoundCloud. Next, the transcoded MP3 files are down-
loaded to calculate the BER. As shown in Figure 8, the BER
of our method is the lowest under the same embedding rate
(200 bits/s), which is close to 0. Although the BER of DWT-
SVD-QIM is less than 5%, as a watermarking method, the
acoustic fidelity is destroyed seriously when the embedding
rate is 200 bits/s, which can be perceived by the human ear
clearly. AHCM is a nonrobust method, so its BER is up to
20% in some cases. In general, the error-correcting code is
invalid when the BER is more than 10%. It means that
AHCM cannot resist social networking transcoding. ,e
experimental results show that the proposed method can
provide strong robustness against social networking
transcoding.

4.2. Embedding Capacity. As mentioned above, the first k

scalefactor bands with the largest energy are selected as
embedding bands. Each embedding band can hide 1 bit of
message. For stereo MP3 files, each frame contains two
granules and each granule includes two channels. ,e
embedding capacity is calculated as follows:

Rc �
4∗ k

Dframe
�

4∗ k

1152/Rs( 
, (4)

where Dframe denotes the duration of each frame. As the
samples per frame are fixed at 1152, Dframe is determined by
the sampling rate (Rs). As illustrated in Figure 3, the first 7
scalefactor bands with the largest energy are still the energy
peak after multiple decompressing/recompressing attacks.
Taking the balance between the robustness and embedding
capacity into account, k is set as 3 and 5 in this paper.

,e experimental results are shown in Figure 9. ,e
embedding capacity of our method is calculated after BCH
encoding. Due to the fact that AHCM is a nonrobust method
and the Huffman codes are used as embedding domain, it
has the highest embedding capacity. ,e embedding ca-
pacity of DWT-SVD-QIM is 45.9 bit/s [19], which is su-
perior to other audio watermarking algorithms. ,e
embedding capacity of our proposed method is 5 to 9 times
that of DWT-SVD-QIM and the maximum is 439 bits/s,
which is able to satisfy the needs of covert communication
based on lossy channels.
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4.3. Imperceptibility. In this experiment, the perceptual
evaluation of audio quality (PEAQ [24]) of the ITU standard
is adopted for the objective measurement of impercepti-
bility. ,e objective difference grade (ODG) is the output of
the PEAQ algorithm, and it belongs to [−4, 0]. ,e higher
the ODG value, the closer the acoustic quality of the cover
audio to its corresponding stego audio. ,e stego audios are
transcoded by SoundCloud. When the cover audio is of
enough acoustic similarity, the value of ODGmay be greater
than 0.

,e ODG values of AHCM, DWT-SVD-QIM, and the
proposed method are calculated at the embedding rate of
200 bit/s. As shown in Figure 10, the ODG values of AHCM
are all higher than those of the other two methods. In order
to ensure robustness, DWT-SVD-QIM and the proposed
method embed the messages into the high-energy domains,
which has a greater impact on the acoustic quality. However,
the ODG values of the proposed method are higher than 0
within any musical style, which illustrates that our method is
of good performance on the imperceptibility.
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Table 2: ,e investigation of channel characteristics on SoundCloud.

Upload WAV
MP3 (kbps)

128 192 256 320
Download 128 128 128 128 128
Transcode Y Y Y Y Y
Rate of change — 20.39% 26.71% 27.79% 28.65%
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4.4. Undetectability. To evaluate the security of the pro-
posed method, a state-of-the-art steganographic feature set
(MDI2 [25]) is adopted. In MDI2, Markov transition
probability and accumulative neighboring joint density are
extracted from the multiorder differential coefficients of
intra- and interframe for steganalysis. Meanwhile other
steganalysis features are based on the statistical charac-
teristics of QMDCT coefficients, such as D2MA [26],
ADOTP [27], and JPBC [28], which are not suitable for
detecting the embedding methods based on MDCT coef-
ficients. ,ree embedding methods, AHCM, DWT-SVD-
QIM, and the proposed method, are implemented to
generate the stego audio files under the different embed-
ding rates. ,en stego files are recompressed by the local
codec with bitrates of 128 kbps and 320 kbps. In addition,
the stego files are transcoded by SoundCloud (SC) to reflect
the security in practice. 60% of the cover MP3 files and their
corresponding stego files are used for training and the rest
40% for testing.

As shown in Table 3, the detection accuracy of the
proposed method is the lowest in all cases. When the em-
bedding rate reaches 400 bits/s, the detection accuracy is still
lower than 55% even when the stego audios are transcoded
by SoundCloud. ,is indicates that our method can achieve
satisfactory performance on undetectability.

5. Conclusion and Future Work

A robust MP3 steganographic method against social net-
working transcoding is proposed in this paper. ,e algo-
rithm is implemented in the process of MP3 decoding,
which is convenient and fast. To enhance the robustness, a
new embedding domain is proposed. ,e scalefactor bands
with large energy in each frame are selected as embedding
domain. ,e message bits are embedded by adjusting the
position of the MDCT coefficient with the largest magni-
tude in the embedding bands. Experiments show that this
embedding domain can provide strong robustness even
after multiple decompressing/recompressing attacks.
Moreover, the proposed method achieves a satisfactory
level of embedding capacity, imperceptibility, and
undetectability.

As illustrated in Figure 4, the error aggregation phe-
nomenon occurs at the bitrate of 128 kbps. ,e frame se-
lection is adopted to avoid error aggregation for better
robustness in the feature extraction. ,e main difficulty is
the construction of the side channel, which is used to
transmit the information of selected frames. ,is means we
have to find a new embedding domain with stronger ro-
bustness. ,erefore, it is an important work for us to
construct a side channel in the future work.
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