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Mobile video communication and Internet of )ings are playing a more and more important role in our daily life. Mobile Edge
Computing (MEC), as the essential network architecture for the Internet, can significantly improve the quality of video streaming
applications. )e mobile devices transferring video flow are often exposed to hostile environment, where they would be damaged
by different attackers. Accordingly, Mobile Edge Computing Network is often vulnerable under disruptions, against either natural
disasters or human intentional attacks. )erefore, research on secure hub location in MEC, which could obviously enhance the
robustness of the network, is highly invaluable. At present, most of the attacks encountered by edge nodes in MEC in the IoTare
random attacks or random failures. According to network science, scale-free networks are more robust than the other types of
network under the random failures. In this paper, an optimization algorithm is proposed to reorganize the structure of the
network according to the amount of information transmitted between edge nodes. BA networks are more robust under random
attacks, while WS networks behave better under human intentional attacks. )erefore, we change the structure of the network
accordingly, when the attack type is different. Besides, in theMEC networks for mobile video communication, the capacity of each
device and the size of the video data influence the structure significantly. )e algorithm sufficiently takes the capability of edge
nodes and the amount of the information between them into consideration. In robustness test, we set the number of network
nodes to be 200 and 500 and increase the attack scale from 0% to 100% to observe the behaviours of the size of the giant component
and the robustness calculated for each attack method. Evaluation results show that the proposed algorithm can significantly
improve the robustness of the MEC networks and has good potential to be applied in real-world MEC systems.

1. Introduction

MEC is defined as providing IT service environment and
cloud computing capability at the edge of mobile network
[1–9]. In the view of the service providers, the network is
actually divided into three parts: wireless access network,
mobile core network, and application network. Among
them, the wireless access network is composed of base
stations, which are responsible for the access of mobile
terminals [10–12].)emobile core network is composed of a
bunch of high-performance routers and servers, which are
responsible for connecting the wireless base station to the

external network [13–15]. )e application network is where
all kinds of application servers work, in fact, all kinds of data
centres, servers, and even PCs [16, 17]. )e server providers
are basically only in charge of the wireless access network
and the mobile core network. )e application network is
usually in the hands of OTT. )ese three kinds of networks
transfer data alternately between the user terminal and the
application server to meet the various Internet needs of
users. However, with the emergence of various new types of
services, such as AR/VR, connected cars, and so on, this
traditional network structure is gradually overburdened
[18–21]. )erefore, the emergence of MEC, that is, network
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services “sink” to the wireless access network side closer to
users, brings about three benefits: (1))e transmission delay
perceived by users is significantly reduced; (2) network
congestion is controlled remarkably; and (3) more network
information and network congestion control functions can
be opened to developers.

)ere are many service scenarios for MEC. In the white
paper “Mobile Edge Computing-A Key Technology towards
5G” of ETSI [22], the following typical scenarios are listed:

(1) Augmented Reality (AR). Augmented reality (AR) is
a technology that uses additional information gen-
erated by computer to enhance or expand the real-
world scene that users see. )e MEC server caches
the AR audio and video content that needs to be
pushed. Based on the location technology and
geographic location information, it corresponds to
the way of one by one. According to the application
request initiated by the terminal, MEC server judges
the application content through deep packet analysis,
determines to push AR content combined with lo-
cation information, and sends it to the user. On the
one hand, MEC solution reduces content delay and
improves user experience through content locali-
zation; on the other hand, it greatly enhances the
application effect and value of AR based on location.

(2) Intelligent Video Acceleration. On the Internet,
media and file transfer is usually in the form of
stream or HTTP download based on TCP protocol.
)e change of channel environment, terminal access,
and departure will lead to the change of link capacity.
TCP may not be able to quickly adapt to the rapid
changes of Ran, so using MEC for video acceleration
can solve this kind of problem.

(3) Connected Cars. MEC servers can be deployed on
LTE base stations along the road, receiving and
analyzing local information from on-board appli-
cations and road sensors, so as to transmit some
emergency information to other vehicles in the
region.

(4) Convergence Gateway of Internet of 3ings. IOT
devices are usually resource constrained in terms of
processor and memory capacity, so it is necessary to
use aggregation gateway to aggregate all kinds of IOT
device information, which can reduce the response
time of analysis and processing.

During the process of transferring video flow, mobile
devices could be easily attacked, which would seriously
influence the function of the whole systems. In this paper, in
order to improve the robustness of MEC network for mobile
video communication, we proposed a novel method for hub
location to generate a more robust structure of the network.
)eMEC networks discussed in this paper include the edges
nodes for edge computation and the information transferred
between the nodes. To optimize the structure of the network,
we use an optimization algorithm to overall consider the
capability of edge nodes and the amount of the information.

)e main contributions of this work are summarized as
follows:

(1) We address the problem of improving the robustness
of MEC networks. We can show that MEC networks
with different structures perform significantly
uniquely under the same attacks.

(2) We propose a well-tuned optimization algorithm to
improve the robustness of MEC networks.

)e rest of this paper is organized as follows. Section 2
provides the definition of the robustness of the MEC net-
work, and the relationship between the robustness and the
structure. In Section 3, we present the optimization algo-
rithm, which can improve the robustness of the MEC
networks. Section 4 shows the performance of our algo-
rithm, we evaluate the robustness of each generated network
under different kinds of attacks, and the relative size of the
giant component and the robustness under different attacks
are reported in this part. Finally, conclusions are given in
Section 5.

2. Background

2.1. Definition of Network Robustness. In this paper, we
discuss the problem of improving the robustness of an MEC
network. Connectivity is one of the most popular charac-
teristics of network structure and function, and the size of
giant component in the network is used to evaluate the
connectivity.)erefore, the robustness could be evaluated by
the size of the giant component after attacks. )e same
network shows different robustness under different attacks.
In paper [23], the robustness of a network under certain
attacks is defined as follows:

R �
1

|N|
􏽘

N

Q�1
GCsize(Q), (1)

where |N| is the number of nodes in the network, Q is the
attack on the network, and GCsize(Q) means the size of the
giant component under the attack of Q. Figure 1 shows the
effect of two different attacks on the same example network.
Figure 1(a) is the example network, and Figures 1(b-c) are
under two different attacks of one node in the network. As
we can see, the attack in the middle subfigure results in the
size of the network of only one node, and the attack in the
right subfigure leads to the size of the network of four nodes.
)is reflects the fact that the same network will show dif-
ferent robustness under different attacks of the same scale. In
MEC networks, the size of the giant component means the
subset of the network, where the information could reach
each edge node.)e parameter “R” displays the accumulated
influence of the attacks on the MEC network, in terms of the
giant component. As known by intuition, the area with the
function of information transportation can effectively
evaluate the robustness of the MEC network. In the basis of
the analysis, the parameter R would be used for the eval-
uation of our method to improve the robustness of the MEC
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networks. )erefore, designing a robust network according
to the potential attacks is an important work.

2.2. Popular Attack Method. In MEC networks for mobile
video communication, the mobile edge nodes are exposed to
an open environment, which could cause random damages
to the nodes [24]. )erefore, the first attack method men-
tioned here is random attack, in which the nodes would be
damaged randomly.

One of the simplest metrics in complex network theory is
the degree. )e degree of a node i(degi) is the number of the
node i’s links and is defined in terms of the adjacency matrix
A as [25]

degi � 􏽘
j∈N

aij. (2)

)e adjacency matrix storage structure uses a one-di-
mensional array to store the edge information for each
vertex, so that all the points together represent the adjacency
relationship between the vertices in the graph with a matrix.
Amatrix is actually a two-dimensional array. As a method to
attack networks, degree-based methods first attack nodes
with larger degree. In real MEC networks, the edge nodes
with larger degree are often connected to more other nodes,
which reflect the importance of the nodes to some degree.
)e degree-based methods are significantly efficient even for
very large-scale networks.

Betweenness is another very popular network metric.
)e information exchange between two nodes that are not
directly adjacent depends on the nodes on the path con-
necting these two nodes. )e betweenness of a node can
describe the importance in terms of exchanging informa-
tion, and the betweenness of node i is defined as [26, 27]

bi � 􏽘
x,y∈N,x ≠y

nxy(i)

nxy

, (3)

where nxy means the number of the shortest paths between
node x and y and nxy(i) is the number of the shortest paths
between node x and y through node i. Similarly to degree-
based methods, in betweenness-based methods, the nodes
with larger betweenness are attacked first. )e ones with
larger betweenness would be more important for infor-
mation transforming in real MEC networks. Betweenness-

based methods are used more frequently in real-world ap-
plications, since they could often identify more important
nodes than degree-based methods.

Based on the attack methods above, we evaluate the
methods on a small example network with only thirteen
nodes. Figure 2 shows the networks under different attacks
with two nodes. As we can see, after the optimal attack on the
example network, the size of the giant component would be
5; the size of the giant component under degree-based
method is 7; and the size of the giant component under
betweenness-based method is 7. To sum up, it can be seen
that different attackmethods lead to different effectiveness of
the attack.)erefore, we will evaluate the networks designed
in our paper under different attack methods.

3. Proposed Algorithm

Given the vulnerability of the MEC network under attacks,
we proposed to improve the robustness of MEC for mobile
video communication with big data. Since the mobile de-
vices need to send and receive video data, the capacity of
each device and the size of the video data should be taken
into consideration in the algorithm. Generally, the structure
and function of MEC network should be related to two
aspects: the video flow transferred in the network and the
type of attacks that the network is facing with.

In this paper, we define the MEC network to be G(E, V),
where E means the mobile device nodes in the network and
V means the links in the network. If there is a link between
two nodes, this means there is a video flow transferring
between them. )e attacks used in the paper are also clas-
sified into two aspects: random attack and human inten-
tional attacks. When the MEC network is under random
attack, the mobile devices will break down randomly, maybe
due to hardware damage or being out of power. When it
comes to human intentional attacks, the attackers would aim
at some important nodes, which would influence the net-
work function and structure seriously. We use some popular
intentional attack methods here to test the effectiveness of
our algorithm. However, different network structure could
show different robustness under the same type of attacks,
and the same network could behave differently under dif-
ferent types of attacks. )erefore, in this paper, the structure
of the MEC network can adapt to the change of attack types
at any time. Firstly, two typical kinds of complex networks

(a) (b) (c)

Figure 1: Different attacks on an example network. )e example network and two situations with different attacks on the network.
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with different structure would be introduced for the use of
our algorithm.

(1) BA Scale-Free Network [28, 29]. In this model, the
construction of BA networks consists of two steps:

(1) Starting with a connected network with m0
nodes, a new node is generated in the network
each time, which would build m(m ≤m0) links
with the existing nodes

(2) When a new node is selecting an existing node to
build a link, the probability of its connection with
node i is pi � ki/􏽐jkj

After time t, the above steps will generate a network
with N � t + m0 nodes. In this paper, we set the
parameters N � 200 and N � 500, m is 2 or 3 or 4,
which means the scale of the MEC network.

(2) WS Small-World Network [30]. In this model, the
construction of WS networks also consists of two
steps:

(1) Starting from a regular network: consider a
network with N nodes, which are surrounded by
a ring, in which each node is connected to its left
and right k/2 nodes.

(2) Rewiring randomly: each link in the network is
randomly rewired with probability p, that is, one
endpoint of the link remains unchanged, and the
other endpoint is taken as a randomly selected
node in the network. It stipulates that any two
different nodes can only have one link at most,
and each node cannot have a link connected to
itself.

In the WS network model, it is a regular network when
p � 0, and it is a random network when p � 1. )e char-
acteristic of the network could be controlled through the
variety of parameter p.

According to the knowledge of network science, BA
networks are more robust under random attacks, while WS
networks behave better under human intentional attacks.
)erefore, we should change the structure of the network
accordingly, when the attack types is different. Besides, in the
MEC networks for mobile video communication, the ca-
pacity of each device and the size of the video data influence
the structure significantly. When the capacity of a node is
used up, there could be no more video data it can deal with.

We show the process of our algorithm in Figure 3 and
the pseudocode of our algorithm in Algorithm 1. Our

algorithm consists of three building blocks: (1) collect in-
formation of nodes and attacks, (2) generate networks, and
(3) test the effectiveness of the network. Each step is dis-
cussed in detail as follows:

Block 1: Collect Information of Nodes and Attacks. First,
collect the information of the nodes’ capacity and the
video flow, since this information would directly in-
fluence the structure and function of the networks.
)en, as discussed before, since the robustness of the
same network under different types of attacks is unique,
the types of the attack need to be analyzed before
constructing the network.
Block 2: Generate Networks. In network science, BA
networks and WS networks are two typical kinds of
networks, and they behave differently under the same
attacks. )erefore, we decide to generate BA or WS
networks according to the information of the MEC.
When generating the networks, the capacity and the
video flow need to be concerned.)is means that if one
node total is beyond its capacity, it will not be con-
nected with new nodes.
Block 3: Test the Effectiveness of the Network. After
generating networks, we need to use popular methods
to attack them and to see if the robustness is good
enough. If not, we would improve the parameter in the
process of generating networks.

4. Results and Discussion

In this section, we evaluate the effectiveness of our algo-
rithms on some artificial MEC networks with 200 nodes
(n � 200) and 500 nodes (n � 500). Besides, the capacity of
each node is 200 or 500 in this section, and the video flow to
be transferred on each node varies from 1 to 4. To show the
performance of our algorithm, we evaluate the robustness of
each generated network under different kinds of attacks.)e
relative size of the giant component and the robustness
under different attacks are also reported in this part.

4.1. Random Network Generation. In this section, we would
generate the MEC networks for mobile video communi-
cation under different types of attacks. As introduced above,
different types of networks behaves unique under different
types of attacks: the BA network is more robust under
random attacks, and the WS network behaves better under
intentional attacks.
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Figure 2: )e effectiveness of different attack methods. (a) Original network. (b) Optical method (5). (c) Degree-based method (7). (d)
Betweenness-based method (7).
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4.1.1. Random Attacks. Firstly, for random attacks, we
would use our algorithm to generate BA networks. In this
paper, we set the number of nodes in the network to be 200
and 500, and the parameter m to be 2, 3, and 4. Table 1 and
Figure 4 show the details of the generated networks.

Table 1 displays basic statistics for the three BA networks
generated with our algorithm. In Table 1, “ave. deg” and
“ave. betw” mean the average degree and average

betweenness of all nodes, respectively; ASPL stands for the
average of the distance between all node pairs in the net-
works; CC represents the clustering coefficient of the net-
works, which can show the degree of nodes being in the same
cluster; the nodes in the same community usually have the
same characteristics. As we can see from the table, though
the numbers of the nodes in each network are the same, the
structures of these networks are rather diverse. With the

Start

Collect the capacity and video flow 
of each node

Analyze the types of attack in the 
situation

Change the 
parameters

Change the 
parameters

Generate BA network Generate WS network

Robust or not Robust or not

Transfer the video flow

Random attack

Test the robustness Test the robustness

No

Yes

Intentional attack

No

Figure 3: )e process of our algorithm.

Robust MEC algorithm;
Collect the capacity and video flow of each node;
Analysis the types of attacks in the situation of mobile video communication;
while the robustness of the networks is not good enough
Change the parameter of generating network method
if the attacks are random attacks then:
Generate BA networks
for each node do
if sum of neighbours’ video flow is larger than the node’s capacity then
regenerate the network

else if the attacks are intentional attacks then:
Generate WS networks
for each node do
if sum of neighbours’ video flow is larger than the node’s capacity then
regenerate the network

Test the robustness under different attacks.
Return the generated networks.

ALGORITHM 1: )e robust MEC algorithm.
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Table 1: Basic statistics for the BA networks used in our study.

Metrics 200BA (2) 200BA (3) 200BA (4)
Node number 200 200 200
Link number 400 600 800
Ave. deg 3.95 5.9 7.83
Ave. betw 0.012 0.0097 0.0082
ASPL 3.38 2.91 2.61
CC 0.10 0.07 0.12
Community 12 10 10
Metrics 500BA (2) 500BA (3) 500BA (4)
Node number 500 500 500
Link number 1000 1500 2000
Ave. deg 3.984 5.964 7.936
Ave. betw 0.0058 0.0044 0.0039
ASPL 3.91 3.18 2.93
CC 0.048 0.058 0.067
Community 16 13 11
Ave. deg means average degree; ave. betw is average betweenness; ASPL stands for the average shortest path length; and CC represents clustering coefficient.

(a) (b) (c)

(d) (e) (f )

Figure 4: Structure of the BA networks.
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increase of the link number, the average betweenness and the
ASPL would be smaller. )e community structure is de-
tected by Louvain method in this paper.

Figure 4 visualizes the six BA networks, where the size of
a node is proportional to its degree. )e hub nodes are
obvious in the network. As seen from the figure, the pa-
rameter in the algorithm can significantly influence the
structure of the network.

4.1.2. Intentional Attacks. For intentional attacks, our al-
gorithm would generate a series of WS networks. In WS
network model, there are three parameters: number of
nodes, initial number of each node’s neighbours, and
probability of each node rewiring. In order to evaluate the
effectiveness of our algorithm in experiment with different
parameters, we set the number of nodes to be 200 and 500,
initial number of each node’s neighbours to be 4, and
probability of each node rewiring to be 20%, 30%, and 40%.

Table 2 shows basic statistics for the three WS networks
generated with our algorithm. As we can see from the table,
though the numbers of the nodes in each network are the
same, with the increase of the rewiring probability, the
average betweenness and the ASPL would be smaller. )e
difference of WS networks is less than BA networks.

Figure 5 visualizes the sixWS networks, where the size of
a node is proportional to its degree. )e structure of these
three WS networks looks similar, and there is no obvious
hub node.

4.2. Robustness Test. To test the robustness of the networks,
we will attack the networks with different attack methods.
)e attack methods used in this paper is random attack,
degree-based attack, and betweenness-based attack. Spe-
cially, for the random attack, we attack the network ran-
domly for ten times and choose the one with the best
effectiveness. For intentional attacks, we attack the networks
with two most popular methods: degree-based and be-
tweenness-based methods.

Figure 6 and Table 3 report the size of the giant com-
ponent and the robustness for the six BA networks. In the
evaluation process, we increase the attack scale from 0% to
100% to observe the behaviours of the size of the giant
component and the robustness calculated for each attack
method.

In Figure 6, as we can see, on the whole ranges from 0%
to 100% of the whole network, the generated MEC networks
(BA networks) are more robust under random attacks. At
the beginning of the attacks, the intentional attack methods
(degree-based and betweenness-based methods) can rapidly
influence the structure of the networks. For example, for BA
(2) network, the size of the giant component is nearly 0 when
17% nodes are attacked, while the random attacks could
hardly influence the structure of the network. )rough
comparing the effectiveness on different BA networks, it can

be concluded that as the parameter of BA network increases,
the networks would show better robustness.

When it comes to Table 3, the robustness of generated
MEC networks (BA networks) against random attacks and
two intentional attacks is shown. In all generated networks,
the robustness against random attacks is the largest while
that against degree-based attacks is the smallest. It should be
noticed that since hub nodes are the most important
characteristics of BA networks, the hub-attack method
(degree-based attack) is the most effective.

Figure 7 and Table 4 report the size of the giant com-
ponent and the robustness for the six WS networks. In the
evaluation process, we also increase the attack scale from 0%
to 100% to observe the behaviours of the size of the giant
component and the robustness calculated for each attack
method.

For Figure 7, when the attack range is smaller than 30%,
there is no obvious difference between random and inten-
tional attacks, which reflects the fact that the generated MEC
networks are relatively robust under intentional attacks.
Comparing with Figure 6, WS networks show better ro-
bustness than BA networks, since these WS networks have
more links than most of BA networks.

In Table 4, similarly to the results on BA networks, the
WS networks are more robust under random networks.
However, it should be noticed that the difference between
random attacks and intentional attacks is rather small. )is
means that the MEC networks (WS networks) generated for
intentional attacks show good robustness against intentional
networks. Compared with BA4, which contains the same
number of nodes and links, WS networks’ robustness has
been improved a lot. WS40 network’s robustness is nearly
21.1% larger than BA networks. )e results show that our
algorithm could generate robust MEC networks for mobile
video communication under both random attacks and in-
tentional attacks.

Table 2: Basic statistics for the WS networks used in our study.

Metrics 200WS (0.2) 200WS (0.3) 200WS (0.4)
Node number 200 200 200
Link number 800 800 800
Ave. deg 3.99 3.99 3.99
Ave. betw 0.021 0.018 0.017
ASPL 5.09 4.47 4.28
CC 0.28 0.13 0.12
Metrics 500WS (0.2) 500WS (0.3) 500WS (0.4)
Node number 500 500 500
Link number 2000 2000 2000
Ave. deg 3.99 3.99 3.99
Ave. betw 0.011 0.0090 0.0083
ASPL 6.24 5.47 5.16
CC 0.26 0.18 0.10
Community 22 19 20
Ave. deg means average degree; ave. betw is average betweenness; ASPL
stands for the average shortest path length; and CC represents clustering
coefficient.
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(a) (b) (c)

(d) (e) (f )

Figure 5: Structure of the WS networks.
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Figure 6: Continued.
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Figure 6: Results of the BA networks.

Table 3: Robustness of BA networks under different attacks.

Method 200BA2 200BA3 200BA4
RND 0.367 0.431 0.454
Deg 0.116 0.219 0.261
Betw 0.122 0.230 0.270
Method 500BA2 500BA3 500BA4
RND 0.383 0.433 0.460
Deg 0.118 0.198 0.279
Betw 0.120 0.214 0.291
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Figure 7: Results of the WS networks.
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5. Conclusions

In this paper, we designed an MEC network generating
algorithm for mobile video communication to improve the
security and robustness. After evaluation on artificial net-
works, our algorithm could significantly improve the ro-
bustness of the networks under either type of attacks
(random attacks or human intentional attacks). Our algo-
rithm provides a view to improving the security of mobile
video communication and robustness of MEC networks.

In future work, our algorithm can also be improved in
the following ways:

(1) Design an algorithm for more types of attacks. For
the current algorithm, we only concern on two types
of attacks: random or intentional. However, in real-
world MEC systems, the attacks may be a mixture of
the two types. )erefore, it is necessary to make the
algorithm applicable for more situations.

(2) Collect real-world data. In this paper, we evaluate
our algorithm on some artificial networks, and it
shows effectiveness. However, in order to prove that
our algorithm can be applied to real-world MEC
networks, it is necessary to collect some real-world
data for experiments.

Data Availability

In this manuscript, the data used to support the findings of
this study are simulation data and generated by the Net-
workX library in Python. Actually, we have sketched the
basic technological process in this manuscript, but some
contents and specific parameters of this process may be not
completely open details. )erefore, if other researchers want
to verify the results, replicate the analysis, or conduct sec-
ondary analyses, the corresponding author or first author
can be contacted.)e requests for the data will be considered
by them after a confidentiality agreement.
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