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Recent progress in deep learning, in particular the generative models, makes it easier to synthesize sophisticated forged faces in
videos, leading to severe threats on social media about personal privacy and reputation. It is therefore highly necessary to develop
forensics approaches to distinguish those forged videos from the authentic. Existing works are absorbed in exploring frame-level
cues but insufficient in leveraging affluent temporal information. Although some approaches identify forgeries from the per-
spective of motion inconsistency, there is so far not a promising spatiotemporal feature fusion strategy. Towards this end, we
propose the Channel-Wise Spatiotemporal Aggregation (CWSA) module to fuse deep features of continuous video frames
without any recurrent units. Our approach starts by cropping the face region with some background remained, which transforms
the learning objective frommanipulations to the difference between pristine and manipulated pixels. A deep convolutional neural
network (CNN) with skip connections that are conducive to the preservation of detection-helpful low-level features is then utilized
to extract frame-level features./e CWSAmodule finally makes the real or fake decision by aggregating deep features of the frame
sequence. Evaluation against a list of large facial video manipulation benchmarks has illustrated its effectiveness. On all three
datasets, FaceForensics++, Celeb-DF, and DeepFake Detection Challenge Preview, the proposed approach outperforms the state-
of-the-art methods with significant advantages.

1. Introduction

/e rapid development of social networks and the emer-
gence of various mobile applications have promoted the
creation and dissemination of digital videos. /ese videos
generally contain rich contents of individuals with regard to
face and voice, which are very significant biological infor-
mation for identity authentication. However, manipulation
of these videos will seriously undermine their authenticity.
Due to the ever-developing artificial intelligence technolo-
gies, existing tools make manipulation easier than ever and
more imperceptible. Meantime, the convenient creation and
spread of multimedia contents make it uncomplicated for an
attacker to obtain their desired material and carry out

malicious purposes by these tools. /is has become a po-
tential threat to ethics, law, and personal privacy and raised a
great alarm. It is therefore of great practical significance to
study effective forensics technologies to distinguish these
fake videos. However, facial manipulation did not attract too
much attention before because the conventional digital
image editing methods are easy to spot by naked eyes, and
the forensics technologies have been at an advantage until
the appearance of deep learning based forgery technologies.

However, in recent years, deep learning based face
synthesis, manipulation, and swap technologies which are
generally referred to as the term DeepFakes have brought
new challenges to face forensics. /e original DeepFakes can
only swap two faces using a pair of autoencoders that share
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the same encoder but is composed of different decoders.
/ey are trained to reconstruct the source and target face
images, respectively. Once trained, the target decoder can
generate a realistic face image of target identity with the
expressions of the source face by being fed with the source
face representation output from the source encoder.

Original DeepFakes always produces obvious artifacts
when warping faces back to the target images, and this defect
has been utilized by the existing approach [1]. In recent
years, the continuous development of generative networks
can generate very photo-realistic fake faces or completely
synthesize videos from a single image and even from portrait
paintings [2]. /is puts forward higher requirements for
forensics approaches in terms of detection accuracy and
generalization ability. /e forensics approaches have also
been developing with the help of deep learning and previous
work in digital forensics. According to the clues used, the
detection approaches of face video manipulation can be
mainly divided into two: intraframe information based and
interframe information based. /e former focuses on spatial
artifacts and realizes video manipulation detection by
processing independent frames. /e latter captures the
dynamic flaws in videos through temporal models like
Recurrent Neural Network (RNN) [3] or optical flow [4].

In this paper, we adopt a novel approach to capture the
interframe cues by aggregating deep feature sequences
channel wisely. It achieves better performance with relatively
few parameters. /e main contributions of this paper are
summarized as follows:

A novel module CWSA is proposed to exploit temporal
information by aggregating deep features of consecu-
tive frames but different channels. With a powerful
feature extraction backbone EfficientNet B0 [5], our
approach reaches the state-of-the-art level on three
large datasets.
It is revealed that by keeping the moderate background
in face cropping preprocessing, models can learn the
difference between pristine and manipulated pixels to
obtain gains in detection accuracy.
We demonstrate that skip connection preserves the
detection-helpful low-level features well. /us it plays a
central role when deep models are used for extracting
frame-level features.

/is paper is organized as follows. In Section 2, we briefly
introduce the existing forensics approaches. In Section 3, we
give a detailed description of our approach. /e experi-
mental results and analysis are presented in Section 4, and
we make a conclusion and prospects for future work in
Section 5.

2. Related Work

2.1. Manipulation Forensics. Before the emergence of deep
learning based forgery technologies, conventional multi-
media contents manipulation such as removal, copy-move,
and splicing were realized with image editing technologies.
/e research of multimedia forensics has been committed to

solving the problems of detecting this kind of manipulation
for long. /ese manipulations tend to leave obvious clues,
particularly in statistical characteristics caused by editing or
compression. Considering this, Cozzolino et al. have pro-
posed a feature-based splicing detection method. /eir al-
gorithm computes local features from the cooccurrence
matrix of the image residuals, and the parameters extracted
from different images were proved to be efficacious on both
detection and localization [6]. Similarly, the study in [7]
discovered the influence of times of JPEG compression that
images go through.With the help of the Nonnegative Matrix
Factorization model and histograms of Discrete Cosine
Transform, multiple JPEG compression can be successfully
detected and indirectly, the authenticity of images.

Another kind of popular approach is to discover clues
that are related to the camera itself. In 2006, Lukas et al.
proposed to identity camera models through photoresponse
nonuniformity, a pattern that reveals the different sensitivity
of pixels to light caused by the inhomogeneity of silicon
wafers [8]. Researchers also found out camera-related pat-
terns left in out-camera processing history. In [9], Cozzolino
et al. have researched to detect and localize forgeries by a
camera-based noise pattern. /is noise pattern is produced
during the compression or gamma correction and can be
seen as unique fingerprints of specific camera models.
However, the estimation of this noise requires a considerable
number of samples, and when encountered with an un-
known camera model, detection approaches based on noise
pattern would show weakness.

2.2. GAN Forensics. Using the Adversarial Generative Net-
work (GAN), many fake images or videos are completely
generated instead of manipulated. /is somehow reduces the
performance of earlier detection approaches. Inspired by the
camera fingerprints, recent researches try to analyze the fin-
gerprints in generated images and explore the feasibility of
attributing fake images to a GAN with certain architecture.
Moreover, Zhang et al. proposed an AutoGAN to simulate
artifacts produced by common GANs and detect GAN-gen-
erated images using spectrum features [10]. In [11], Cozzolino
et al. attempted to spoof a smart pretrained embedder which is
originally used to distinguish camera traces in capturing
images. /eir work revealed the vulnerabilities of current
approaches. Durall et al. also investigated the artifacts left out
of visual content. /ey analyzed the differences in the classical
frequency domain and constructed 1D power spectrum sta-
tistics. Using this feature, a simple binary classifier trained with
few annotated samples can achieve good performance [12].
Color abnormality is also a strong hint for GAN-generated
content. In [13], McCloskey et al. demonstrated that GAN
generators may leak some clues when converting feature
representations to red, green, and blue pixels. Li et al. analyzed
the difference between pristine and generated images in HSV,
YCbCr, and RGB color spaces, and a statistical feature set was
proposed to characterize the difference [14]. More directly,
Nataraj et al. trained their CNN detector on cooccurrence
matrices extracted from the RGB channels in the space domain
and achieved competitive performance as well [15].
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2.3. DeepFakes Forensics. Recently, many novel deep
learning based technologies have also shown astonishing
performance in face synthesis, among which the most
famous is DeepFakes. Along with the continuous devel-
opment of DeepFakes, the corresponding forensics tech-
nologies are also being researched. Similar to previous
studies, early work mainly focused on detecting visual
artifacts. Li et al. simulated the DeepFakes artifacts by
Gaussian blur and affine warpage, and their evaluations
indicated the simulated artifacts can make CNN detectors
more robust [1]. Some other work focuses on dynamic
defects in the temporal domain. In the pipeline of [3], a
CNN is used as a spatial feature extraction backbone, and
an RNN is connected to the backbone, aggregating the
CNN outputs over time and makes final classifications.
Zhou et al. aggregated short-term, long-term, and global
statistics to characterize the relations among different face
regions. /eir evaluations indicated these relations, espe-
cially the temporal order within the tracklet, are infor-
mative for recognizing temporal inconsistency in
manipulated face sequences [16]. Actually, most dynamic
artifacts based detection approaches utilize a CNN back-
bone to firstly extract features of every single frame.

Facial expression habits are unique from person to
person and are extremely hard to simulate. /erefore,
DeepFakes may leave traces in respect to personality be-
havior habits and sometimes even the physical law of mo-
tions or illuminations. For example, by modeling the face
and head movements as the unique speaking pattern of a
specific individual, the high prediction error can be a strong
hint of fake. Biological signals such as eye blinking and pulse
are also discriminating cues to expose DeepFakes. Li et al.
observed that the regular eye blinking cannot be realized in
the synthesized videos, and they proposed a CNN and Long
Short-Term Memory (LSTM) joint architecture to expose
DeepFakes by predicting the eye blinking [17]. By the
noncontact heart rate detection technology, it is easy to
detect whether there is a regular heart rate in videos and
identify the video authenticity. Similarly, Fernandes et al.
proposed to estimate the heart rates in DeepFakes videos by
Neural-ODE trained with normalized heart rate [18]. Due to
insufficient datasets, the research on DeepFakes detection
was seriously hindered in early time. To promote the re-
search of DeepFakes detection, many large-scale datasets are
made and open-sourced. Rossler et al. introduced a large
facial manipulation dataset with 4k forged videos named
Faceforensics++ created by four different approaches [19].
Recently, Facebook released a database containing 19154
pristine and 100K forged videos for the DeepFakes Detection
Challenge (DFDC). /ere are various background condi-
tions and manipulation approaches that are great challenges
for detection approaches [20]. Li et al. proposed a new large
scale benchmark named Celeb-DF that contains 5639 so-
phisticated DeepFakes videos [21]. /ough some existing
methods can expose fake videos, they generally make the
video-level real/fake classification by fusing the predictions
of several frames. /is does not actually leverage the features
of consecutive frames and leaves some room for fake video
detection. To end this, we propose the CWSA module to

accurately capture the temporal cues by fusing deep features
of consecutive frames.

3. The Channel-Wise
Spatiotemporal Aggregation

/is section presents details of our proposed approach.
Given a face patch sequence, the weights-sharing backbone
extracts deep features of each patch. /e proposed CWSA
module then recombines the feature maps into a new feature
sequence which is then compressed to a vector and con-
nected to a single neural unit for real or fake classification.
/e complete pipeline of our approach is shown in Figure 1.

We propose a simple but effective module CWSA as in
Figure 2. /e proposed module is easy to cooperate with a
backbone and serves as CWSA Net for face video forensics.
Specifically, given a deep feature sequence of successive
frames produced by the backbone, although it is unknown to
us about the semantics of a specific channel, we hypothesis
that feature maps of the same channels but different frames
contain dynamic information as successive frames do. By
stacking the feature maps of different frames with the same
channel and carrying out further feature extraction sepa-
rately, we can capture both frame-level artifacts and more
refined interframe defects.

For every input frame, the backbone produces a feature
map of size F ∈ RH×W×C, where H and W denote the res-
olutions and C denotes the channels. For a video clip that
contains N successive frames, the weights-sharing backbone
generates a set of feature maps of size F′ ∈ RN×H×W×C. Our
approach firstly decomposes F′ into base feature map
fN,C

n�1,c�1 ∈ R
H×Wand recombines them by going through N

and stacking f that has the equal c:

Fnew � fn�1,∗, fn�2,∗, . . . , fn�N,∗ . (1)

where [·] denotes channel-wise stacking. As in Figure 2, we
finally get a new feature set with size C × Fnew ∈ RH×W×N,
and in this paper, C equals to 1280 as we use EfficientNet B0
and H and W are both equal to 7.

/e following up layers that deal with Fnew are all
weights-sharing, i.e., repeated C times to reduce the number
of parameters. Batch Normalization is the first layer to avoid
internal covariate shift that may seriously hindrance the
training. Next, are convolution and LeakyReLU blocks with
128, 64, and 1 kernels with no downsampling and padding.
A single feature map will happen to be converted to a single
element, and regardless of the length of the input sequence,
we will get a feature vector of size iC×1. A single neural with
sigmoid activation is connected to it and makes the clas-
sification fake or real. /e pipeline of the proposed CWSA is
summarized in Algorithm 1.

4. Evaluation and Discussion

4.1. Experimental Settings

4.1.1. Datasets and Preprocessing. In this work, we have
carried out evaluations on a list of large scale fake face video
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Figure 1: /e proposed video forensics approach.
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Figure 2: /e architecture of the CWSA module; a colorful rectangle denotes a feature map output from the backbone.

Require: k Training face video clips V1, V2, . . . , Vk; Corresponding label y1, y2, . . . , yN.
1: for each i ∈ k do
2: Decompose Vi into the sequence of n frames V1

i , V2
i , . . . , Vn

i ;
3: Detect and crop faces frames from V1

i , V2
i , . . . , Vn

i , then denote them as V′1i , V′2i , . . . , V′ni ;
4: end for
5: Feed V′1i , V′2i , . . . , V′ni into the backbone, producing a set of feature maps F′ ∈ RN×H×W×C;
6: Decompose F′ into fN,C

n�1,c�1 ∈ R
H×W;

7: Combine f by going through N and stacking f that has the equal c, producing C × Fnew ∈ RH×W×N;
8: Feed Fnew into weights-sharing classifier, producing ypred;
9: Calculating binary classification error between y and ypred;
10: Update the parameters of the model by back propagation;
Ensure: Optimal model for fake face detection

ALGORITHM 1: /e CWSA algorithm.
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datasets: FaceForensics++ [19], Celeb-DF [21], and DFDC
Preview [20].

FaceForensics++ consists of 1000 pristine and 4000
forged videos evenly created by four different forgery
methods: DeepFakes, Face2Face, FaceSwap, and Neu-
ralTextures. In the following parts, we refer Face-
Forensics++ as FF++ and its subsets as DF, F2F, FS, and NT
for simplicity.

Celeb-DF includes 590 pristine and 5639 forged videos
created by advance DeepFakes technology. /e source
videos are publicly available YouTube video clips, including
59 celebrities of different genders, ages, and races. In this
work, we use the second version of this dataset which
contains another 300 pristine videos from YouTube.

Facebook DeepFake Detection Challenge Preview
(DFDC-P) is the early release for this competition, which
composes 1131 pristine of 66 actors, and 4113 forged videos
created by two face synthesis algorithms.

Table 1 lists some more basic information about total
frame numbers and video sizes.

Because the face region only makes up a tiny proportion
in videos, it is necessary to crop off the face patches to reduce
interference of redundant backgrounds and computation
cost. /us, we design a novel face cropping strategy which is
proved to be beneficial for fake detection.

In the stage of preprocessing, we first detect faces in
videos and then carry out face cropping, which raises a
question about the optimal cropping strategy. In our earlier
work, we naturally held that the characteristic of forged
pixels is what a CNNmainly learns. In this case, we only have
to crop off faces according to the results of face detection,
and no more operations are required.

However, the evaluations reveal that by feeding inputs
that include both pristine and forged pixels, deep CNNs can
learn more about their difference. /at is, networks may be
benefited from this kind of input by detecting its global
consistency. To validate if remaining some pristine pixels
could help us with detection, we further evaluate two ad-
ditional face cropping strategies for comparison:

(1) Crop off a convey hull of the detected face along with
the key points of facial contour. /e pixel density of
other regions is set as 0.

(2) Crop off a minimal square that encloses the detected
face with no extra margin.

(3) Crop off a minimal square that encloses the detected
face and expand it by a factor of 1.4.

Samples of all three face cropping strategies are shown in
Figure 3. Table 2 presents the performance between different
face cropping strategies of image-level classification accu-
racy on EfficientNet B0. Obviously, by retaining more
pristine pixels, the network is able to make some gain in
accuracy. /is is consistent on different datasets.

In order to verify the effect of the extended clipping
factor on feature extraction, we add a simple ablation ex-
periment based on EfficientNet B0. /e experimental results
on NT, which is a subset of FF++ and is a highly compressed
version, are shown in Table 3. Obviously, the larger the

margin is, the more the detection accuracy is, but the gain
stops when expanding the original margin by a factor of 1.3.
/e detection accuracy decreases gradually with the increase
of the factor, when it is greater than 1.3.

For this result, we think the reason is that the square of
1.3 is 1.69, whose half is about 0.85. When the square
enclosing the detected face has no extra margin, the face
region accounts for about 0.85 of the entire image region.
/erefore, the factor of 1.3 makes the ratio between the
number of face pixels and background pixels close to 1 :1.
/at is, the ratio between the number of true and forged
pixels is close to 1 :1. We consider that preserving an ap-
propriate proportion of true and forged pixels in the de-
tection data is helpful to improve detection accuracy. We
compare the accuracy convergence of different extended
clipping factors in the training process of the whole model
and display it in Figure 4. Weighing the accuracy and sta-
bility, we finally choose the factor of 1.4, which performs
better and generalizes well to different datasets overall.

Specifically, given F(x, y, w, h) that represent the co-
ordinates of the upper left, width, and height of the detected
face respectively α denotes the expanding coefficient that
controls the size of the margin. We first compute the center
position of this rectangle as shown in equation (2), and then
generate new F(x, y, w, h) as in equation (3), and accord-
ingly cut off a square. We then resize the expanded faces to a
uniform size regardless of the resolutions of the original
videos, we set size � 224 and α � 1.4 in this work.

Pc � x +
w

2
, y +

h

2
 , (2)

Rectnew � F Pc − α ·
max(w, h)

2
, 

Pc − α ·
max(w, h)

2
,

α · max(w, h),

α · max(w, h)).

(3)

Considering that the head movements in videos are in a
limited region in the short term, it is unwise to detect faces
for every frame. /erefore, we only detect a portion of
frames at regular intervals. For the undetected frames, we
crop off faces by the detection results of the previously
detected frame. In this paper, we detect faces for every 20
frames since the videos commonly contain 30 or 24 frames
per second.

4.1.2. Hyperparameters. /e performance is reported dif-
ferently: frame-level accuracy is used to evaluate the per-
formance of backbones that can only take single frames as
input; video clip level accuracy is used to evaluate the models
that take short sequences of consecutive frames. As in Ta-
ble 4, the training of backbones and CWSANet both consists
of 40 epochs without early stopping. We use minibatch
stochastic gradient descent as the optimizer and set learning
rate� 0.01, momentum� 0.9, and learning rate decays by
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2.375e-4 per epoch. For models trained on face images, batch
size� 32 and iterations� 50. For CWSA Net, batch size� 16
due to memory limit and iterations� 100 for adequate
training samples in each epoch. All performances are re-
ported on 3200 random test samples.

In terms of evaluation metrics, we consider video fo-
rensics a binary classification task and adopt the metric binary
classification accuracy that represents how many samples are
correctly classified. Although pristine and forged videos in
DFDC-P and Celeb-DF are unbalanced, we deliberately pick
up samples of each class with a 50% probability to make it
balanced in both training and testing.We also report the AUC
(area under the curve) for comprehensive assessments.

Note that there is not any data augmentation used in this
work. However, it is highly possible to achieve better results
with appropriate augmentation, training hyperparameters,
and other tricks. We choose not to do so because the aim of
this work is to study the characteristics of deep models used
for face forgery detection and the effectiveness of our
approach.

4.2. Backbone Selection. /e backbone is a key component
that extracts deep features preliminarily. /us, we system-
atically investigate the performance of different deep CNNs
in fake face detection to determine the most task-orient one.

Table 1: Basic information of datasets used in this work.

Dataset Real/fake Frames (k) Size
FF++ 1000/4000 509.9/2039.6 480p,720p,1080p
DFDC-P 1131/4113 88.4/1783.3 180p–2160p
Celeb-DF 890/5639 358.8/2116.8 Multiple
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Figure 3: Results of three different face cropping strategies.

Table 2: Binary classification accuracy (%) of different face cropping strategies.

Cropping type DF NT Celeb-DF
Convey hull 99.03 95.78 92.59
No-margin 99.09 97.34 91.88
1.4×margin 99.31 99.13 93.97
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EfficientNet B0 [5] shows its remarkable potential, and we
consider it the backbone of our approach.

It is hard to design a face forensics task-oriented model
from scratch. Although neural architecture search tech-
nology may help, it could lead to overfitting on specific
datasets. /e existing research on computer vision, espe-
cially general image classification on ImageNet, has provided
some off-the-shelf deep models that perform preeminently
on image feature extraction. However, their performance on
ImageNet cannot be the only point of reference due to the
difference between general image classification and forgery
detection. It is not clear enough about how model archi-
tectures, internal modules, and layer combinations affect the
detection performance. To this end, we systematically in-
vestigate the difference between various deep models.

As in Table 5, we evaluate a list of models and there is
indeed some consistency when deep models are applied in
forensics detection. Empirically, we chose models that can be
divided by different standards. Considering skip connections
and inceptionmodules are the twomost popular and effective
components to construct modern deep models, the first
standard classifies the chosen models by whether it contains
skip connections (EfficientNet B0 [5] & Xception [22]) or not
(Inception V3 [23] & MobileNet V1 [24]), and the second
classifies by if the model contains inception modules (In-
ception V3 &Xception) or not (EfficientNet B0 &MobileNet
V1). To classify real/forgery face patches, the output of the
last convolution layer in all these models is compressed by a
global average pooling to produce a feature vector, and a
single neural unit with sigmoid activation is connected to it
for classification.

It can be seen from Table 5 that skip connection is the key
factor affecting detection accuracy. /is is not evident
enough on FF++ since the accuracies are saturated. On
DFDC-P, it becomes more obvious, and the gap expands to
27% on Celeb-DF. A reasonable explanation is that low-level
features help to expose facial manipulations, and skip con-
nection can directly deliver these features to the downstream
of models. To validate this, we remove the skip connections in
EfficientNet B0 and Xception. On FF++, the performance of
both models without skip connections seriously decreases
and is even much worse than the other two. /is is also can
be seen on two other datasets, and their performance de-
grades to the same level as those models without skip
connections. Overall, EfficientNet B0 performs best and
generalizes well to different datasets and is an ideal backbone
for image level feature extraction.

To further verify this, we define the variance distribution
of the last dense layer as the Neural Activity of deep models:

Neural Activity � 
N

i�1

O1
i − μ1( 

2

N
, ..., 

N

i�1

OL
i − μL( 

2

N
⎡⎣ ⎤⎦

T

.

(4)

where for the dense layer with L units, Ol
i denotes the output

of l-th neural unit of i-th sample, and μl denotes the mean
output value of l-th neural over N samples. Because a neural
unit of the last dense layer with a larger variance will
contribute more to the final classification. Accordingly, an
intensive Neural Activity indicates that most units are active
at the same level and approximately equally contribute to
final classification. We calculate the variances of every unit
in the last dense layer of four models over N � 3200 test
samples. Because performance on Celeb-DF is the most
variable, thus we display the Neural Activity on four models
by box plots in Figure 5. For Xception and EfficientNet B0,
the first and the third quartiles are very close, which rep-
resents that their Neural Activity is very intensive, and most
units contribute to detection. For the rest two, this range is
relatively larger, which means there are many lazy units that
contribute less to detection.

4.3. Performance of theProposedApproach. On DFDC-P and
Celeb-DF, we carry out sufficient experiments of different
video clip lengths, and the results are shown in Tables 6 and
7, and the best results are shown in bold. /e first column
shows the performance of the EfficientNet B0 backbone on
frames. Obviously, CWSA Net effectively improves the
detection accuracy, and the longer the input sequence length
is, the more the detection accuracy is. But this gain stops
when the length is about 12 and is not continuing when the
length further raises. As for parameters, the EfficientNet B0
backbone is the major part and contains about 4.05 M
parameters. For the following layers, an input with 3 frames
only needs extra 79234 parameters, and then for each ad-
ditional frame, only additional 1152 parameters are re-
quired. We also evaluate the commonly used CNN-LSTM
architecture with the same experimental hyperparameters.
For the CNN-LSTM, it also leverages EfficientNet B0 as the
backbone, and a 2048-unit LSTM takes the global average
pooled outputs of the backbone which is a 1280-d vector.
/e LSTM is followed by a 512-d dense layer and a single
neural to make the prediction. OnDFDC-P, the CNN-LSTM
even performs worse than the backbone. Although it indeed
makes some gains on Celeb-DF that increases with sequence
length, our CWSA Net still outperforms the CNN-LSTM.

In order to verify the superiority of the CWSA module,
we compare it with a method that is a simple average fusion
of each frame. In addition, we also compare the CWSA
module with traditional RNN and LSTM based on the same
feature extraction backbone (EfficientNet B0). Table 8
presents a comparison of the accuracy of these methods
on NT, which is the subset of FF++. It should be noted that
the NT used here is highly compressed, which is of lower
quality. Obviously, the performance of RNN and LSTM is
not very good, even not as effective as the simple average
fusion of each frame. We consider that this is because RNN

Table 3: Binary classification accuracy (%) of different face
cropping strategies on highly compressed NT.

Cropping type Compressed NT
1.1×margin 75.32
1.2×margin 75.64
1.3×margin 76.12
1.4×margin 75.48
1.5×margin 74.30
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Figure 4: /e comparison of accuracy convergence of different extended clipping factors.

Table 4: Training settings of different parts.

Settings Training backbones Training CWSA net
Batch size 32 16
Iteration 50 100
Epoch 40 40
Optimizer SGD SGD
Learning rate 0.01 0.01
Momentum 0.9 0.9
Decay 2.375e− 4 2.375e− 4
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and LSTM lose the spatial feature information within each
frame when aggregating temporal features, resulting in a
negative impact. From the experimental results, compared

with the traditional RNN and LSTM, the proposed CWSA
module performs better.

Table 9 presents a comparison of accuracy between our
approach and the state-of-the-art on all three datasets. Al-
though the CWSANet is a little weaker on Celeb-DF, it is, on
average, better than the state-of-the-art approach. Even on
FF++, the accuracy almost saturates, CWSA Net still has a

Table 5: Binary classification accuracy (%) (higher is better) of different backbones on frames.

Model DF F2F FS NT DFDC-P Celeb-DF
EfficientNet B0 [5] 99.31 99.69 99.53 99.13 81.97 93.97
Xception [22] 99.22 99.62 99.56 99.00 80.75 94.84
Inception V3 [23] 98.84 99.78 99.47 98.24 79.72 66.19
MobileNet V1 [24] 99.16 98.75 99.53 98.47 79.09 66.69
EfficientNet B0(w/o skip) 83.56 58.62 58.84 60.94 76.31 66.66
Xception (w/o skip) 94.91 58.80 64.62 53.91 65.44 67.50

Table 6: Binary classification accuracy (%) (higher is better) on
video clips on the DFDC-P dataset.

Model 1 3 6 9 12 15 18
CWSA net 81.97 84.76 83.14 82.75 85.28 84.81 83.19
CNN-LSTM — 79.08 80.50 80.28 80.78 81.91 79.75

Table 7: Binary classification accuracy (%) (higher is better) on
video clips on the Celeb-DF dataset.

Model 1 3 6 9 12 15 18
CWSA net 93.97 95.86 96.27 96.17 97.12 96.91 95.28
CNN-LSTM — 95.22 95.06 95.13 96.53 96.38 95.28
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Figure 5: Neural activity of four models on Celeb-DF.

Table 8: Binary classification accuracy (%) (higher is better)
comparison based on the same backbone on highly compressed NT
datasets.

Approach Compressed NT
CWSA 80.6
Simple fusion 79.4
LSTM 76.0
RNN 75.6
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significant advantage. Also, it is worth noting that DFDC-P
is obviously the most challenging dataset. Both methods are
not very ideal in detection accuracy. However, CWSA Net
still surpasses the state-of-the-art by 2.9%, which is a sig-
nificant improvement.

A whole comparison based on AUC is in Table 10. /ere
are variousmethods that derive from different perspectives on
the list. CWSA Net achieves the highest AUC scores on both
Celeb-DF and DFDC-P, demonstrating its efficiency. And
obviously, compared to most of the other methods, CWSA
Net improves the detection performance by a great gap.

We also compare the accuracy and AUC on all four
subsets of FF++ with multiple detection methods in Ta-
bles 11 and 12. In this part, the results are provided by the
EfficientNet B0 backbone only, and nothing expect the
specially designed face cropping strategy is used. Apparently,
our approach achieves the state-of-the-art level on average,
and it goes beyond other methods on 3 out of 4 subsets.
Although FF++ is rather easy to be exposed, and some of the
previous methods perform nearly 100% in terms of both
AUC and binary classification accuracy, our approach still
shows obvious advantages on this dataset. /ese excellent
results are not only because of the Efficient B0 but also
because of the face cropping scheme presented in this work.

4.4. Analysis. We present some failure cases of forged face
detection with our proposed approach on highly compressed
NT, as shown in Figure 6. For the first type of failure case
shown in Figures 6(a) and 6(b), it is obvious that the face
detector fails to correctly extract the face from the highly
compressed image, which directly degrades the detection
accuracy of the forged face. /erefore, improving the ro-
bustness of the face detector can effectively solve such
failures. For the second type of failure case, we adjust the
color contrast of the images for a better display of the details
and show them in Figures 6(c) and 6(d). Actually, color
contrast is also one of themain factors affecting the detection
of fake faces. In order to deal with such failures, digital image
processing methods can be used to preprocess the samples
with low color contrast. For the last type of failure case
shown in Figures 6(e) and 6(f), the samples wrongly detected
are video frames with different face poses. Due to the rel-
atively few video frames of the side face in the datasets, the
detection model is not sensitive to such samples, resulting in
detection accuracy not being good enough. /erefore, the
model can perform better with appropriate data
augmentation.

Our work is one of the few existing methods in the field of
fake face video detection that utilizes both airspace features
and time domain features, and in Section 4.3, the

experimental results have demonstrated its effectiveness.
Differently, previous methods have focused on searching for
clues of forgery at the image level [9, 19, 29]. Although these
methods have had some success, they still leave room for
improvement in terms of detection accuracy since they do not
take advantage of significant temporal differences between
real and fake as well. And our method attempts to further
exploit temporal features to improve detection accuracy while
maintaining the use of spatial features. In fact, we are not the
first to consider this [3], but previous work destroyed the
spatial structure of spatial features before extracting temporal
features. /is inevitably leads to a degradation of accuracy
feature representation. /us, the difference is that the pro-
posed method extracts spatial-temporal features at the same
stage, which mitigates the deterioration of spatial features,
leading to advantages across multiple datasets.

4.5. IndustrialApplications. Currently, the negative effects of
the fake face videos mainly remain on the network, as
presented in Figure 7, and due to the constraints of laws and
policies, they are not too excessive to bring serious adverse
effects. However, these face manipulation technologies are
nonnegligible threats to the systems that rely on face rec-
ognition in real word, not just in cyber world. A normal face
recognition system without a strong face antispoofing
module often requires the user to make corresponding facial
movements as instructed to verify his legitimacy. If this step
is passed, the system will retrieve the captured faces from a
local or cloud-based database to further determine whether
he/she is authorized or not. But this kind of face recognition
system without forgery algorithms or modules usually
cannot resist face-swap attacks.

Table 9: Binary classification accuracy (%) (higher is better)
comparison of ours and the state-of-the-art approach on three
datasets.

Approach Celeb-DF DFDC-P FF++ Average
Ours 97.1 85.3 99.4 93.9
Biometric [25] 98.5 82.4 98.9 93.3

Table 10: AUC (higher is better) comparison on Celeb-DF and
DFDC-P datasets.

Approach Celeb-DF DFDC-P
Ours 0.997 0.925
Metric learning [26] 0.992 —
Face X-ray [27] 0.748 —
Fakespotter [28] 0.668 —
Mesonet [29] — 0.753

Table 11: Binary classification accuracy (%) (higher is better)
comparison on FF++ datasets.

Approach DF F2F FS NT Average
Ours 99.31 99.69 99.53 99.13 99.42
Xception [19] — — — — 99.26
Fakespotter [28] — — — — 98.50
CNN-RNN [3] 96.90 94.35 96.30 — 95.85

Table 12: AUC (higher is better) comparison on FF++ datasets.

Approach DF F2F FS NT Average
Ours 0.997 1.0 0.999 0.988 0.996
CNN-RNN [3] 0.996 0.984 0.994 — 0.991
Face X-ray [28] 0.992 0.991 0.992 0.989 0.991
Camera noise [9] 0.963 0.939 0.978 — 0.960
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Face recognition technology, due to its convenience and
remarkable, has been applied in a few interactive intelligent
applications. In those scenarios with high security require-
ments, these easily exposed face recognition systems have a
number of security implications. Exiting face recognition
systems are vulnerable to presentation attacks ranging from
makeup, print, 3D-mask, etc. In recent years, in order to ensure
the security of face recognition systems, face antispoofing
(FAS) technology is also highly concerned [31]. Yu et al.
proposed the first FAS method based on neural architecture
search to discover the well-suited task-aware networks [32].
However, the forged face can also indirectly attack the face
recognition system in these ways, which can hardly be ignored.
/e hacker may leverage the face-swap algorithms to simulate
the facial movements following the instruction and print or

display the forged face on some medium like paper or elec-
tronic screen in order to deceive the system. /is calls the
requirement of an additional fake face detection module in the
first phase of the face recognition system to eliminate the safety
hazards, as shown in Figure 8. More importantly, the forgery
algorithm in the real-life scenario is unknown, and the de-
tection algorithm needs to be highly robust to multiple forgery
types. /e CSWA tested on benchmark containing different
types of face swapping and reenactment, which are both ca-
pable of assaulting face recognition systems, can assist these
systems in defending these attacks. To ensure user experience,
face recognition systems usually require the entire pipeline to
be relatively fast, so the face forgery detection module can only
acquire a short video of the face, but ourmethod only requires a
limited number of frames to achieve high precision detection.

Figure 7: Fake faces videos circulating on the Internet [30].

(a) (b) (c)

(d) (e) (f )

Figure 6: Failure cases on highly compressed NT. (a, c, e) Video frame. (b, d, f ) Extracted face.
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5. Conclusion and Future Work

In this paper, we describe a novel forensic module named
CWSA to detect face video manipulations. To take a close
look at the problem of manipulation detection using deep
CNNs, we first study the influence of face cropping strategies
and architectures of different networks. We find that in face
cropping, a suitable margin helps models perform better.
And skip connections that pass low-level features down-
stream are also very beneficial in this task. On these bases, we
propose our simple but smart CWSA Net that recombines
feature maps belonging to the same channel from consec-
utive frames and fuses them by separately convoluting the
new feature map sets. Our approach is demonstrated to be
very competitive by the evaluations on three large-scale face
video manipulation benchmarks. It achieves the state-of-
the-art level on average and goes beyond other methods on
most of the datasets. On the most challenging dataset
DFDC-P, the performance of both our and the state-of-the-
art approaches is not very ideal but the CWSA Net still
surpasses it by 2.9%, which is a significant improvement.

Our work indicates some opportunities for future re-
search, as it proves the feasibility of detecting forged faces
from spatial and temporal perspectives. Firstly, although the
CWSA module aggregates interframe features without
destructing their spatial structure, there is no further con-
straint on the interesting regions. /at is, the module treats
different locations of features equally. Intuitively, the
amount of information about forgery flaws exposed in the
time domain varies across regions, and the more informed
regions are supposed to be more focused. /us, we can turn
to the attention mechanism, but due to the lack of ground
truth of interested regions, we have to design an attention
module in an unsupervised or semisupervised manner.
Another opportunity for future work is domain general-
ization. Existing detection approaches, including ours, are
not robust enough to unknown types of fakes, but facing
unknown attacks is common in real-life scenarios, and the
ability to generalize to an unknown domain is essential if we
want our approach to be more pragmatic. To this end, in
future work, we expect our approach to be more than just a

binary classifier, but to aggregate real faces through metric
learning while making the fake face as separate from the real
face as possible, in this case, the fake face detection tasks is
viewed as anomaly detection tasks.
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