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The extensive data collection performed by the Internet of Things (IoT) devices can put users at risk of data leakage. Consequently,
IoT vendors are legally obliged to provide privacy policies to declare the scope and purpose of the data collection. However,
complex and lengthy privacy policies are unfriendly to users, and the lack of a machine-readable format makes it diﬃcult to check
policy compliance automatically. To solve these problems, we ﬁrst put forward a purpose-aware rule to formalize the purposedriven data collection or use statement. Then, a novel approach to identify the rule from natural language privacy policies is
proposed. To address the issue of diversity of purpose expression, we present the concepts of explicit and implicit purpose, which
enable using the syntactic and semantic analyses to extract purposes in diﬀerent sentences. Finally, the domain adaption method is
applied to the semantic role labeling (SRL) model to improve the eﬃciency of purpose extraction. The experiments that are
conducted on the manually annotated dataset demonstrate that this approach can extract purpose-aware rules from the privacy
policies with a high recall rate of 91%. The implicit purpose extraction of the adapted model signiﬁcantly improves the F1-score
by 11%.

1. Introduction
IoT applications cover all aspects of people’s lives, such as
smart homes, wearable devices for health management, and
traﬃc monitoring. While enjoying the convenience brought
by IoT applications, users also bear a greater risk of personal
information leakage than general applications. The data
collected by IoT applications comes not only from smartphones but also from various smart devices that are closer to
users’ daily lives, so the data is more sensitive [1]. The
collection and use of data should be more strictly in compliance with regulations. Furthermore, because of the potentially unobtrusive nature of IoT data collection, users may
not be aware of what information is collected and why it is
collected [2, 3]. To solve the above issues, data protection
laws and regulations, such as the General Data Protection
Regulation (GDPR), require that before collecting and using
data, IoT application providers must inform users of the

privacy policies and obtain their consent to this statement
[4]. A privacy policy describes the data practices of an
application [5], especially what data is collected and how it is
used. However, the tedious and complicated writings of the
privacy policy hinder users from reading and understanding
these policies [6, 7]. As a legal agreement, the natural language privacy policy lacks a machine-readable form to
handle automated compliance veriﬁcation, that is, whether
the privacy policy provides all the information for legal
requirements and the implementation complies with the
privacy statements [8, 9].
There are various analysis tools to extract key information from the privacy policies to help users quickly access
the policies of interest. A common practice for these tools is
to classify and label the statements in the privacy policy into
categories such as ﬁrst-party collection and third-party
sharing [10–12]. The result of rough classiﬁcation is that
users still need to read the statements to obtain the details,
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such as the intention of the data collection. To overcome this
problem, some tools introduce manual labor with speciﬁc
domain knowledge to annotate the ﬁne-grained information
in the privacy policy [13], one of which requires a mean of 72
minutes per policy [5]. This solution suﬀers from ineﬃciency
and is time-consuming. In terms of compliance, recent
works have begun to extract structured data collections or
usage statements from privacy policies to analyze data violations [14, 15]. These studies are focused on the use of
undeclared data and rarely consider whether the data are
used for the eligible purpose stated in policy privacy. The
purpose is the key concept in data protection regulations
[16]. The GDPR clearly spells out the purpose limitation; that
is, “personal data shall be collected for speciﬁed, explicit, and
legitimate purposes and not further processed in a manner
that is incompatible with those purposes.” Consequently, the
expression and extraction of the purpose statement in the
privacy policy are essential for data compliance [17].
However, the purpose expression is various and can be a
noun or a verb phrase in natural language documents. It is
not like the action element, which is naturally a verb, nor
organization entities, such as “Google,” “Facebook,” or data
objects, such as “name” and “e-mail addresses,” which are
types of named entities. Therefore, the extraction of purpose
not only can rely on just lexical and syntactic analysis like
extracting actions, entities, and data objects but also requires
semantic analysis.
To overcome the above issues, we propose an approach
for expressing and automatically extracting purpose-aware
rules from the privacy policy, which is called PurExt. First,
data collection and use statement in the privacy policy is
formalized as a purpose-aware rule, which is a tuple of four
elements as actor, action, data object, and purpose. The rule
indicates that some data objects are collected or used (action)
by a certain actor for a certain purpose. Then, through the
investigation of the privacy policies, this study deﬁnes two
types of purpose expressions, explicit purpose and implicit
purpose, and implements the automated extraction of rule
elements by combining syntactic and semantic analyses.
Finally, the eﬀectiveness of PurExt is veriﬁed on privacy
policy datasets that were collected from IoT apps and
manually annotated. This method can be applied in the
following ways. First, this approach can be utilized to mine
access control policies (ACPs) from security speciﬁcations
because purpose-aware rules are nearly a draft of the ACPs.
Second, PurExt can help privacy policy analysis tools to
enhance the ability of ﬁne-grained information extraction.
Third, the extraction results of PurExt can be the basis and
starting point for conducting data purpose compliance
research.
The major contributions of this work are as follows:
(i) A purpose-aware rule is proposed to formalize and
express the data collection and use statement in
privacy policies. The elements of the rule are driven
by the data collection and use purpose, which is the
core concept of privacy protection.
(ii) The automated rule extraction of natural language
privacy policies is proposed. Explicit and implicit

purposes are deﬁned to specify the purpose expression and are identiﬁed by combining SRL with
syntactic analysis. To the best of our knowledge, this
is the ﬁrst study to extract purpose-centric rules
from privacy policies. Experiments on datasets from
the real IoT-related apps have proved the eﬀectiveness of the algorithm.
(iii) Domain adaption is utilized to improve the eﬃciency of SRL in the ﬁeld of privacy policies. The
experiments show that the F1-score of the implicit
purpose extraction by the domain-adapted SRL
model increases 11%.
The rest of this paper is organized as follows: in Section 2,
the related work in the ﬁeld of privacy policy analysis in IoT,
policy extraction with NLP, and SRL tools is brieﬂy introduced. And we elaborate on the core concept of PurExt in
Section 3. After that, a detailed description of PurExt is
presented in Section 4. Section 5 presents the results of our
extensive experimental evaluation of the proposed approach.
The last section concludes the paper and points out the
future research direction.

2. Related Work
2.1. Privacy Policy Analysis in IoT. By being aware of the
user-unfriendly problem with respect to the privacy policy
and its importance for a compliance evaluation, several
studies on privacy policy analysis have emerged in recent
years. Parvaneh et al. [18] utilized classiﬁcation and graphbased methods to make privacy policies that are structured
and categorized to help users understand them better. Onu
et al. [19] deﬁned a taxonomy framework, which uses a treelike hierarchical form to model privacy policies within IoT
environments. A framework called Polisis [20] was proposed
to divide a privacy policy into fragments and assign the
fragments with a set of labels that describes its data practices.
Subahi and Theodorakopoulos [21] proposed eight criteria
for the IoT privacy policy and implemented a test bed for
ensuring the compliance of the IoT data disclosure to the
corresponding privacy policy. To verify whether an application behaves according to its privacy policy, Zimmeck
et al. [22] proposed using an automated analysis system that
is based on machine learning and static analysis to identify
potential privacy requirement inconsistencies. By considering the potential contradictions in a single privacy policy,
Benjamin et al. presented an automated analysis tool called
PolicyLint [14], to extract the structured data collection and
sharing statements and identify contradictions among them.
Furthermore, he proposed POLICHECK [23], which is an
entity-sensitive ﬂow-to-policy consistency model that is
based on the results extracted from PolicyLint. Several works
[24, 25] had modeled the identiﬁcation of the data practice
statements in privacy policies as a classiﬁcation problem. The
classiﬁcation results that are obtained in this manner are
some coarse-grained labels, which are not conducive to the
compliance analysis of speciﬁc terms, which includes
whether the processing of speciﬁc data adheres to the declared intention. Bhatia and Breaux [11, 26] presented a
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semantic frame-based representation for data practice that
can be used to identify incompleteness in a data action
context. This work introduces semantic roles into the
analysis of privacy policy. However, they use an ineﬃcient
way of manual annotation instead of the automatic semantic
role labeling tool.
2.2. Policy Extraction with NLP. The earliest attempt to
extract the data access information from the natural language security speciﬁcations is to automatically extract the
ACPs with NLP. Xiao et al. [27] proposed the ﬁrst work to
extract ACPs from natural language software documents
and produce the formal speciﬁcations, called Text2Policy.
The sentences describing the ACPs were ﬁrst separated from
other unrelated texts by performing matching with four
predeﬁned patterns. Then, by using the annotated portions
of the matched pattern, they identiﬁed the subject, action,
and resource elements from the sentence. The major
drawback of this approach is that ACP sentences other than
the predeﬁned patterns cannot be discerned. It has been
conﬁrmed that only 34.4% of the ACP sentences were found
by matching the four patterns [28]. Nevertheless, this work is
still enlightening, resulting in many follow-up studies.
Slankas and Williams [29] proposed the concept of access
control relation extraction (ACRE), which is a method of
incorporating machine learning and NLP to extract ACP
elements. They used classiﬁcation algorithms to determine
whether these sentences are related to the access control. A
bootstrapping process was adopted to extract the ACP instance from a small set of seeded dependency graph patterns.
Subsequently, an extended ACRE was proposed [28]. Unlike
the previous approach, the votes for the K-nearest neighbor
(KNN), naive Bayes, and simple vector machine were
replaced by the KNN classiﬁcation algorithm in the sentence
identiﬁcation phase. Narouei et al. [30] introduced four
diﬀerent types of features to improve the eﬀect of distinguishing the ACP sentences from other sentences. Subsequently, they tried to use semantic role labeling to identify
ACP elements [31], but the identiﬁcation eﬀects of this
method on diﬀerent data sets are quite diﬀerent. All the
above methods can be used for policy extraction. However,
their extracted objects are the elements of ACPs, such as
roles, resources, and attributes and barely involve data
collection and use purpose, which is an important concept in
the privacy policy.
2.3. SRL Tools. SRL is a shallow semantic parsing task, in
which the goal is to identify the arguments of the verb
predicate in a sentence and assign semantic labels to those
arguments [32]. SRL starts with the action predicate of a
sentence to determine other sentence constituents that
correspond to who did what to whom, when, where, and
why. This information is useful for identifying the key
concepts of the data collection and usage statements from a
sentence. To evaluate the eﬀects of diﬀerent SRL tools in
extracting the structured data collection and usage statements, the PurExt algorithm is implemented based on four
SRL tools. EasySRL [33], which is written in Java, provides a
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semantic role labeler and combinatory categorial grammar
parser. Mate-tools [34] provide a pipeline of modules that
perform the lemmatization, part-of-speech (POS) tagging,
dependency parsing, and SRL of a sentence. The tools are
language-independent and have high accuracy. Semantic/
syntactic extraction using a neural network architecture
(SENNA) [35] is a SRL program that is trained on a
PropBank corpus, which also oﬀers other common NLP
tasks such as POS tagging, chunking, and named entity
recognition (NER). Unlike other SRL systems, SENNA assigns semantic roles to sentence constituents without the
help of a syntax tree, thus resulting in better eﬃciency.
SwiRL [36] is a SRL system for English that is constructed on
top of the full syntactic analysis of the text. SwiRL has a userfriendly feature; that is, the model can be retrained through
the application programming interface (API) that is provided by the system, which enables the user to add domainspeciﬁc knowledge.

3. Purpose-Aware Rule
In this chapter, we deﬁne the purpose-aware rule based on
the meaning of purpose in the privacy policy, which speciﬁes
the objects to be extracted. And the purpose expression in
natural language is analyzed to clarify the extraction method.
3.1. Purpose in Privacy Policy. Purpose is the key concept in
privacy policy, which explains the reason for data collection
and use. It determines whether the user will agree to the data
collection and use behavior of an application. Although the
purpose is shown as a few words or phrases in the privacy
policy, the connotation of purpose is a constraint on what
data is collected and how it is used.
Example 1. We illustrate the meaning of purpose using the
privacy policy from Xiaomi Wear App. A statement of “to
facilitate the registration of your smart wearables in the app,
we may collect the information related to your Mi Account,
identiﬁer of smart wearables, identiﬁer of your phone (IMEI
number encrypted via Hash algorithm), phone model, OS
version, and Bluetooth information of smart wearables” in
the privacy policy indicates that the data such as account,
identiﬁer of device, and OS version is only allowed to be
collected for the purpose of the registration of smart
wearables, as shown in Figure 1.
From the example, we can see that a purpose is speciﬁc to
the related data objects, the action performed on the data,
and the actor that performs the action. Driven by this insight, a data collection and use statement is formalized as a
purpose-aware rule, which can be regarded as a collection of
actors, actions, and data objects driven by a purpose.
Deﬁnition 1 (purpose-aware rule). A purpose-aware rule is
deﬁned as a tuple:
rule � actor, action, data object, purpose,

(1)

where actor is the entity that performs the action on a data
object, action is the operation performed on the data objects,
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Rule 1

Purpose 1
registration of
smart wearables
Account
Identiﬁer of device
OS version
Bluetooth information

We
Xiaomi

Number of steps
Heart rate
Exercise time

Collect
Actor

Use
Action

Data object

Figure 1: An example of the purpose constraint.

data object is the data related to the purpose, and purpose is
the intention of data collection and usage.
Example 2. The statement in Example 1 can be formalized as
a purpose-aware rule like r1 ({we}, {collect}, {Mi Account,
identiﬁer of smart wearables, identiﬁer of your phone (IMEI
number encrypted via Hash algorithm), phone model, OS
version, Bluetooth information of smart wearables}, the
registration of your smart wearables in the app).
A beneﬁt of the rule is the direct or internal connection
between its elements and the concepts of data access control
at the implementation layer. Although the rule elements
extracted from the privacy policies are mostly abstract, the
high-level user-oriented rule can be reﬁned into low-level
operational policies via hierarchical and deductive methods
[37, 38]. For example, the data object “personal information”
that most frequently appears in the privacy policy can be
reﬁned and mapped into ﬁelds such as “name” and “age” in
the database. On the contrary, it is also possible to judge
whether the underlying data practice complies with the data
use statement in the privacy policy through induction of
elements.
3.2. Purpose Expression in Natural Language. Concerning
the expression of the rule elements in natural language, actor
and data object are usually nouns and regarded as a type of
named entity [14], and action is present as a verb. Consequently, they can be identiﬁed and extracted from the
natural language sentences based on these lexical features.
However, the appearance of purpose in sentences is
ambiguous.
Because the purpose is to explain the reason for the data
collection and use behaviors, it is usually acted as the semantic role of the purpose attach with some keywords, such
as “in order to” and “for,” to modify the verbs of collection
and use action in the sentence; for example, “we use purchase records in order to analyze user preferences.” A statistic shows that 78% of the usage actions in the privacy
policy are modiﬁed by the purpose semantic role [26].
According to our observations on a large number of privacy
policies, this is also the most common way in which the
purpose appears in the privacy policy document. Meanwhile,
we found another appearance of purpose like “the purpose of
collecting purchase records is preference analysis.” In this

case, the predicate of the sentence is no longer a collection or
use (CoU) verb, so the purpose cannot be attached to the
predicate as a semantic role but can only appear independently. Through analyzing the structure and key constituents
of the two kinds of sentences, two patterns of purpose expression in natural language privacy policies are concluded
as follows:
3.2.1. Explicit sentence. The backbone of this kind of sentence is to state the purpose straightforwardly. The pattern is
Pnoun + Vlink /Vcontain + Purpose, where Pnoun is the noun
representing purpose, Vlink is the linking verb such as “is”
and “are,” and Vcontain is the verb representing the meaning
of containing.
Example 3. “The purpose of collecting your location data
and speed is to analyze your train statistics” and “the reason
of using your name and e-mail address includes website
account registration” are explicit sentences.
Implicit sentence: the backbone of this kind of sentence
is to state the data collection or use behavior, and the
collection or use action is modiﬁed by the purpose semantic
role. The pattern is
sbj + VCoU + Data + Purpose,

(2)

where VCoU is the verb representing collection and use
actions, sbj is the subject of the VCoU , and Data represents
the collected and used data objects.
Example 4. “The app will collect your heart rate and pulse to
make suggestions for future workout” is an implicit sentence.
The two patterns only represent diﬀerent manifestations
of the purpose in the natural language sentences, but the
semantics of the purpose will not diﬀer depending on its
manifestation. The deﬁnition and feature of the two patterns
also determine the extraction methods for the two purposes
of them. The purpose in the implicit sentence can be readily
identiﬁed using semantic role labeling, while the purpose in
the explicit sentence can be extracted based on the syntactic
features of the pattern. To distinguish the source of the
extracted purpose, the purpose extracted from an explicit
sentence is called the explicit purpose, and the purpose from
an implicit sentence is called the implicit purpose.
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4. PurExt
In order to identify the purpose-aware rules from the privacy
policies, we propose an automated rule extraction framework, PurExt. An overall view of the proposed approach is
shown in Figure 2. Details of each step are described in the
following sections.
4.1. Preprocessing. This study used the open-source library,
spaCy [39], to perform a series of essential natural language
preprocessing on sentences. SpaCy is a fast NLP toolkit that
is implemented in Python. The tokenization, POS tagging,
and NER of a sentence can be easily and serially completed
by constructing a pipeline task. The tokenization splits the
text into individual words, which allows us to obtain the
smallest unit of processing. The POS tag that is assigned to
the token provides the lexical information that is needed for
NER and dependency parsing. As an important preliminary
task of relationship extraction, the goal of NER is to identify
phrases that represent real-world objects, such as the name,
geographic location, organization, and date, and label them
with corresponding named entity tags. PurExt applies a
domain-adapted NER model to label the entities concerning
the ﬁeld of the privacy policy. For example, “name” and
“age” are annotated as the named entity type of Data Object,
and “we” and “advertisers” are annotated as the named
entity type of Entity. The NER model has the ability to
identify Data Object and Entity that are speciﬁc to privacy
policies by retraining spaCy’s NER engine with 500 annotated sentences from the privacy policies.
4.2. Sentence Classiﬁcation. The goal of sentence classiﬁcation is to divide the sentences into explicit sentences, implicit
sentences, and other sentences. Both explicit sentences and
implicit sentences are related to the data collection or use
statement, as well as the target of the rule extraction, so we
call them CoU sentences for brevity. Other sentences describe the information such as terms of service, data retention, policy updates, or contact information. Because they
have nothing to do with the data collection or use statement,
they are not processed.
As described in Algorithm 1 SentenceClassiﬁcation (),
the ﬁrst step of sentence classiﬁcation is to build a dependency tree for each sentence. The parsed dependency tree
sketches the lexical structure of a sentence by constructing a
dependency relationship between words.
Sentence classiﬁcation starts from the root node of the
dependency tree. Explicit sentences have two methods of
stating the purpose. (1) The predicate of the sentence indicates the relationship of existence, which is usually a
linking verb (denoted as Vlink ), meaning “what is the purpose.” (2) The predicate indicates the containment relationship, which is usually a verb that represents the meaning
of containing (denoted as Vcontain ), such as “include” and
“contain,” which conveys “what does the purpose include.”
Therefore, if the predicate of the sentence satisﬁes one of the
conditions, the sentence has the potential to be an explicit
sentence. However, if the predicate describes the data
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collection or use behaviors (for brevity, these verbs are called
CoU verbs, which are listed in Table 1), the sentence is a
potential implicit sentence. Those that do not meet the above
two conditions are classiﬁed as other sentences and will not
be analyzed. Candidate sentences that are ﬁltered by the
predicate are identiﬁed as explicit sentences in two ways.
First, the subject of its predicate is the purpose noun (called
Pnoun for brevity, which is listed in Table 1), that is, a noun
that refers to the purpose. Second, the Pnoun is modiﬁed by
a complement that describes the data collection or use
statement. This constraint aims to avoid the wrong purpose
aﬃliation. The additional condition of the implicit sentence
is to contain at least one Data Object. Through sentence
classiﬁcation, the processing range is narrowed, and the
location of the elements that is to be extracted is roughly
located.
4.3. Rule Extraction. The goal of this step is to extract the
actor, action, data object, and purpose from the sentences to
form the data security rules. Because of the diﬀerent expressions of the purpose, the element extraction of explicit
sentences is based on the syntactic analysis, whereas the
extraction of explicit sentences is mainly based on the semantic analysis.
4.3.1. Element Extraction of Explicit Sentences. According to
the deﬁnition of the explicit sentence, the subject of the
predicate, that is, Pnoun, is modiﬁed by the data collection
or use statement, which indicates the aﬃliation of the
purpose. Therefore, the extraction of the action and data
object begins by parsing the prepositional complement of
the Pnoun. PurExt traverses down the branch to identify the
node matching CoU verbs as an action element and extracts
all the nodes that are annotated as data objects. The purpose
expression in explicit sentences is derived into verbs and
nouns. The ﬁrst one is usually used as a complement to
modify the predicate, while the other appears in the form of
an object. The verbal purpose expression is associated with
the predicate by the “xcomp” dependency label, which
means that it is the open clause complement of the predicate.
PurExt parses this branch and forms a purpose phrase. As
for the purpose expression in the noun form, PurExt will
parse the branch, linking to the predicate with a “dobj”
(direct object) dependency tag or a “pobj” (object of a
preposition) tag, beginning with a preposition. This is because there is a case where the purpose phrase and predicate
are connected by a preposition; for example, “the purpose of
collecting your personal information is for legal obligations.”
Actor elements are usually not involved in explicit sentences.
Example 5. The two explicit sentences in Example 3 have the
purpose of verb form and noun form, respectively. The
dependency trees of the sentences are shown in Figure 3.
And the two sentences can be extracted as r1 ({}, {collect},
{your location data, speed}, analyze your train statistics), and
r2 ({}, {use}, {your name, e-mail address}, website account
registration).
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CoU verbs
Pnoun

Rule extraction in
explicit sentences

Sentence
classiﬁcation

Preprocessing

Rules
Rule extraction in
implicit sentences

Privacy policy

Figure 2: Overview of PurExt.

Input: a sentence S to be classiﬁed.
Output: a sentence category label in (E, I, O), where E for explicit sentence, I for implicit sentence, and O for other sentences.
(1) Construct a dependency tree structure T of S
(2) Let p be the root of T
(3) if p is a Vlink or Vcontain then
(4)
if the subject s of p is a Pnoun then
(5)
if s is modiﬁed by a complement containing at least one CoU verb then
(6)
return E.
(7)
else
(8)
return O
(9)
end if
(10)
else
(11)
return O
(12)
end if
(13) else if p is CoU verb then
(14) if the object of p contains at least one Data Object then
(15)
return I
(16)
else
(17)
return O
(18)
end if
(19) else
(20)
return O
(21) end if
ALGORITHM 1: SentenceClassiﬁcation ().
Root

Root
punct

Be

nsubj
Purpose
aux
To

Of

.

Reason

dobj

And

Website account registration

.

prep

Your train statistics

Of

pcomp

pcomp

Collect

Use

dobj

dobj

Your location data
cc

punct

dobj

Analyze

prep

Include

nsubj

xcomp

Your name

conj

cc

Speed

And
(a)

conj
Email address
(b)

Figure 3: Dependency tree of the explicit sentence whose purpose representation is in (a) verb form and (b) noun form.

Security and Communication Networks
4.3.2. Element Extraction of Implicit Sentences. The purpose
phrase is not the main component in implicit sentences.
As the role of modifying other ingredients, it has various
forms. Semantic analysis can cross the diﬀerent syntactic
structures of a sentence to present its semantic information. For example, although the grammatical construction of “A car hit Bob” and “Bob was hit by a car” are
diﬀerent, the semantic information for them is the same
and can be uniﬁed as hit (car, Bob). Therefore, PurExt
adopts SRL [40], a shallow semantic parsing, to infer the
purpose of the data collection or use statements in implicit
sentences. The SRL detects the semantic arguments that
are related to the verbs in a sentence, to assign semantic
roles that are deﬁned by the PropBank project to the
constituents of the sentence. The meaning of common
semantic roles is shown as follows:
V: verb.
A0: agent of the verb.
A1: patient.
AM-MOD: modal.
AM-PNC: purpose.
The connotation of a data security rule is that an actor
performs collection or use actions on data objects for a
certain purpose. Reasonably, the actor corresponds to the
“A0″ role of the CoU verbs, the data objects match the “A1″
role, and the purpose is the “AM-PNC” role. Hence, through
this mapping, four elements of a rule can be extracted with
the help of SRL. To improve the accuracy of the extraction,
the constraint of the named entity type is also attached. In
addition to being marked as “A0,” the actor element needs to
be marked as Entity by NER. Similarly, data objects should
be annotated as the “A1″ role, as well as the entity type of
Data Object.
Example 6. The sentence in Example 4 is annotated as “[The
app A0 ] [will AM-MOD] [collect V] [your heart rate and
pulse A1] [to make suggestions for future workout AMPNC]” by the SRL tool. And the rule extracted from the
sentence is r({the app}, {collect}, {your heart rate, pulse},
make suggestions for future workout).
4.4. Domain Adaption. The success of the extraction primarily depends on the accurate annotation of the SRL. By
considering the labeling eﬀect and user-friendliness, we
choose SwiRL to implement PurExt. SwiRL is a SRL tool that
is trained on the PropBank corpus, which is a collection of
annotated sentences from the Wall Street Journal. The terms
and expressions in ﬁnancial magazines are diﬀerent from
those in privacy policies. Therefore, the model that migrates
into this problem domain is prone to mislabeling. For example, the purpose phrase that should be labeled as “AMPNC” is incorrectly assigned to the “A2” role, which leads to
false negative results. This is also conﬁrmed by the experiment in Section 5.3.
To mitigate this problem, this study tried to adapt the
SRL tool SwiRL to the privacy policy domain; that is, we use
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a small number of domain-speciﬁc datasets to retrain SwiRl,
such that it can obtain more accurate annotation results in
the target domain. For the preparation, 400 purpose-related
sentences of privacy policies are collected from real apps and
manually marked with the semantic roles. The experiment in
Section 5.4 proved that the eﬀect of implicit purpose extraction, which uses SRL annotation, improves signiﬁcantly
after the domain adaption.

5. Experiments
In this section, we present three evaluations conducted to
assess the eﬀectiveness of our proposed approach. In our
evaluations, we speciﬁcally focus on the following questions:
RQ1: how eﬀectively does PurExt extract the explicit
purpose and implicit purpose?
RQ2: is there any improvement in PurExt with domain
adaption applied?
RQ3: how eﬀectively does PurExt extract the other three
elements, that is, actor, action, and data object?

5.1. Dataset. Because of the lack of a public dataset annotated with the purpose statement, we collected and annotated a dataset from the privacy policies of real APPs, which
mainly belong to the Wear OS, healthcare, and other IoTrelated APP categories in Google Play Store. First, the
privacy policy HTML ﬁles of each app were downloaded
with a crawler program developed by authors. Then, a tool
named HtmlToPlaintext [41] was used to convert these
HTML ﬁles into plaintext policy documents. Finally, a
doctoral student and a master student with background
knowledge selected 1,000 sentences from these documents
and annotated the phrase in each sentence with the element
labels that they related to.
There are 750 CoU sentences, which consist of 584
implicit sentences with purpose statement, 46 without
purpose, and 120 explicit sentences. In order to align the
distribution of the dataset with the real privacy policy,
there are 250 sentences describing another nine types of
data practice [5], such as third-party sharing/collection,
data retention, data security, and policy change. To
perform and verify the domain adaptation experiment,
about 68 percent of the 584 implicit sentences were used
for training and 32 percent for testing. SwiRL model was
retrained on the dataset composed of the 400 implicit
sentences and its original training corpus. Apart from the
400 sentences, the remaining 600 sentences constitute the
test dataset. Table 2 summarizes the number of diﬀerent
sentences along with their annotated elements in the test
dataset.
5.2. Evaluation Criteria. To assess the eﬀectiveness of the
element extraction, the experimental results were measured
with respect to the precision (P), recall (R), and F1-score
(F1) [42], which are deﬁned as follows: To compute these
values, the experimental results are divided into four
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Table 1: Word lists.

Type
CoU
verbs
Pnoun

Word
Access, check, collect, disclose, gather, keep, know, obtain, process, provide, receive, request, retain, save, share, store, transfer,
update, use, utilize
Purpose, reason, intention, goal, motivation, way

categories. True positive (TP) means extracting the element
correctly. False positive (FP) represents a case in which an
unrelated constituent is identiﬁed as an element. False
negative (FN) is the prediction that a true element in a
sentence is not recognized. Finally, true negative (TN) is a
situation in which the approach correctly identiﬁes a constituent to be unrelated:
TP
P�
,
TP + FP
R�

TP
,
TP + FN

F1 � 2 ∗

(3)

P∗R
.
P+R

5.3. Eﬀect of Purpose Extraction
5.3.1. Experiment Setup. We separately counted the TP, FP,
and FN values for the explicit and implicit purposes, to show
the extraction eﬀect of PurExt for the two types of purposes.
To determine how diﬀerent SRL tools aﬀect implicit purpose
extraction, PurExt is implemented based on the semantic
annotations from four diﬀerent SRL systems. The four SRL
systems are EasySRL, Mate-tools, SENNA, and SwiRL,
which were introduced in Section 2.3. Because explicit
purpose extraction does not use SRL, the explicit purpose
extraction results of the four SRL tools are the same.
5.3.2. Experiment Results. The result of the explicit purpose
extraction is shown in Table 3. The position of the explicit
purpose in the sentence is relatively ﬁxed; thus, the precision
of the extraction based on the syntactic structure is high.
However, the recall rate for explicit purposes is comparatively lower. We analyzed the FNs in the results and found
that the sentences, which were not detected by PurExt, do
not have a clause modiﬁcation of the subject that describes
the data usage behavior, which is one of the criteria for an
explicit sentence. For example, consider “the purpose is to
process your payment.” The privacy policy document is rich
in context; hence, the subordination of the purpose may
appear in the title or elsewhere. This method represents
sentence-level NLP, which will misjudge the sentences that
are separated from their dependency.
Table 4 shows that the purpose identiﬁed from the
sentences with four SRL tools did not reach half of the total.
By digging into the annotations of the four SRL tools, we
observed a phenomenon that several purpose phrases, which
should be marked as the AM-PNC role, are assigned as the
A2 role. As mentioned in Section 4.4, these tools are trained

on another domain corpus, such as PropBank and FrameNet. Because of the diﬀerence in word usage and expression
habits, they do not perform well in assigning semantic labels
for the privacy policy documents.

5.4. Eﬀect of Domain Adaption
5.4.1. Experiment Setup. Domain adaption is introduced to
improve the recall rate of implicit purpose extraction via
SRL. Considering the trainability of the tools and the eﬀect
that is shown in the ﬁrst experiment, SwiRL, which is userfriendly and provides a retraining API, was chosen as the
target. The training dataset is described in Section 4.4. This
section demonstrates the overall eﬀect of PurExt that is
achieved with the domain-adapted SwiRL and a separate
result of the implicit purpose extraction, which can directly
reﬂect the eﬀect of the domain adaption.

5.4.2. Experiment Results. Table 5 shows that retraining
with a small amount of domain-speciﬁc data signiﬁcantly
improves the eﬀect of SRL on implicit purpose extraction.
In detail, the recall rate and F1-score increase by almost
13% and 11%, respectively. In the future, we will continue
to explore the eﬀect of the training dataset size on the
retrained model. The overall extraction results of PurExt
that are realized by the domain-adapted SwiRL are shown
in Table 6. The precision of each element extraction is over
90%, and the precision of the rule reaches 97%. In terms of
the recall rate, except for the purpose, which is 69%, the
other elements are all over 85%. The F1-score for the rule
reaches 91%.
5.5. Eﬀect of Other Elements Extraction
5.5.1. Experiment Setup. To determine how eﬀectively
PurExt extracts the elements of the actors, actions, and data
objects, PurExt is compared with a recent work PolicyLint
[14] that is consistent with the targets that were extracted
from the privacy policies in this investigation. PolicyLint is a
privacy policy analysis tool that identiﬁes potential contradictions that may arise inside the same privacy policy. It
provides a sentence-level NLP method to capture sharing
and collection statements in privacy policies as a four-tuple
(actor, action, data object, entity), where entity corresponds
to the object of data sharing. We run PolicyLint on the
privacy policy dataset and compare its extraction results, just
the three-tuple (actor, action, data object), with the results of
our approach to evaluate the eﬃciency of PurExt on the
extraction of actor, action, and data object.
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Table 2: Test dataset statistics.

CoU sentences
Unrelated sentences

Explicit
Implicit
Other
250

#sentence
120
184
46
0

#actor
0
125
45
0

#action
112
184
46
0

#data object
107
362
205
0

#purpose
120
184
0

Table 3: Eﬀect of explicit purpose extraction.
P (%)
100.00

Explicit purpose

R (%)
82.50%

F1 (%)
90.41%

Table 4: Eﬀect of implicit purpose extraction.
Implicit purpose
R (%)
29.89
47.28
49.46
47.28

P (%)
100.00
97.75
98.91
97.75

EasySRL
Mate-tools
SENNA
SwiRL

F1 (%)
46.03
63.74
65.94
63.74

Table 5: Eﬀect of domain adaption on implicit purpose extraction.
Implicit purpose
R (%)
47.57
60.54

P (%)
97.78
99.12

SwiRL
SwiRL_DA

F1 (%)
64.00
75.17

Table 6: The overall eﬀect of PurExt.
P (%)
92.45
96.18
97.90
99.53
97.07

Actor
Action
Data
Purpose
Rule

R (%)
85.47
95.06
89.91
69.08
86.35

F1 (%)
88.82
95.61
93.74
81.55
91.39

Table 7: Eﬀect of other elements extraction.

PolicyLint
PurExt

P (%)
74.86
92.45

Actor
R (%)
77.91
85.47

F1 (%)
76.35
88.82

P (%)
90.50
94.32

5.5.2. Experiment Results. Table 7 demonstrates the performance of PolicyLint and PurExt to extract three elements.
As demonstrated, PurExt performs better than PolicyLint in
all aspects. On the one hand, the advantage of PurExt is that
it beneﬁts from the combination of syntactic and semantic
analyses compared to PolicyLint, which only uses the former. On the other hand, PolicyLint uses 82 templates that
were learned from 560 example sentences to match the
sentences to be extracted; thus, it passes over the sentences
that do not follow the patterns.

Action
R (%)
69.53
92.70

F1 (%)
78.64
93.51

P (%)
95.04
97.48

Data
R (%)
57.50
88.71

F1 (%)
71.65
92.89

6. Conclusions
Because IoT devices collect a considerable amount of personal and sensitive information, the privacy issues for IoT
are a major concern for the users and laws. Privacy policy is
an important way for IoT vendors to obtain users’ trust and
to adhere to legal requirements. Therefore, how to make the
privacy policy better serve users and regulatory compliance
has aroused our interest. This study explores the expression
and automated extraction of the purpose-centric data usage
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purposes in privacy policies. More precisely, we propose a
purpose-aware rule to formalize the data access statements
and combine syntactic and semantic analyses to realize the
automated extraction of rules from the natural language
privacy policies. To the best of our knowledge, this is the ﬁrst
attempt to extract the structural purpose-centric statement
from privacy policies. The experimental results on real
datasets show that this approach can achieve a 91% recall
rate and 97% precision.
Because PurExt performs sentence-level extraction, a
separate description of the data objects and purposes in
diﬀerent sentences will lead to incomplete rules. When
considering the future directions of research, the entire
document should be analyzed to obtain more context. In
terms of the promotion, we will proceed to apply the
extracted purpose-aware rules for the research of compliance veriﬁcation.
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