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To solve the problem that the safety data in the process of coal mine production are easy to be maliciously tampered with and
deleted, a mine consortium blockchain data security monitoring system is proposed. ,e coal mine consortium blockchain
includes supervision department, builds favourable centralized and decentralized production mode, and improves PBFT
(Practical Byzantine Fault Tolerance) consensus mechanism to implement practical coal mine safety production. ,e evaluation
shows that the architecture we proposed is more appropriate and efficient for the mine Internet of ,ings than the traditional
blockchain architecture. ,e Hyperledger Fabric platform is used to build the mine consortium blockchain system to achieve the
sensor data reliability, node consensus, safe operation automation management, and major equipment traceability.

1. Introduction

China’s demand for coal energy is increasing year by year,
and the scale of coal mining is gradually expanding.
However, in the actual mining process, there are many
mining problems, which may cause serious safety accidents
to occur [1]. During the production process, in order to
avoid the alarm and continue to produce, artificial tam-
pering and deletion of sensor data result in the safety
monitoring system failing to truly reflect the environmental
changes in coal mines [2]; operators who do not operate
strictly in accordance with regulations and abnormal
equipment operation status are the biggest obstacles
restricting coal mine production. However, the existing
safety monitoring systems, personnel positioning systems,
and major equipment systems cannot monitor the occur-
rence of these unsafe phenomena [3]. ,us, there is an
urgent need to develop a platform that can prevent coal
mines from tampering with sensor data and discover unsafe
human behaviors and unsafe conditions in the production
process in a timely manner [4], so as to ensure safe pro-
duction in coal mines and provide more convenient su-
pervision methods for supervision department.

Blockchain technology is a decentralized distributed
ledger technology [5, 6]. Its characteristics of “nonforgery,”
“full trace,” “traceability,” “open and transparent,” and
“collective maintenance” are very consistent with the safety
requirements of coal mine production. Literature [7] put
forward the idea of applying blockchain technology to safe
production information construction, so as to maximize
resource sharing and provide convenient conditions for
corporate supervision and government supervision. Liter-
ature [8] analyzed the construction method of agricultural
product quality safety and efficient traceability system based
on alliance blockchain. Literature [9] constructed a college
safety education examination system based on blockchain
technology, greatly enhancing the reliability of test-related
data. ,e above studies have put forward the application
concept of blockchain technology in information security
from different scenarios, but the application of blockchain
technology is still in the stage of theoretical exploration. At
present, there is no theoretical research and model con-
struction in the field of coal mine safety production with
blockchain technology.

,erefore, a coal mine safety production system mode
based on consortium chain technology is proposed in this
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paper. First, the node architecture of the consortium chain
integrated with the safety production model is constructed
and the business process is analyzed. ,en, specific analysis
from the aspects of data reliability, safety production au-
tomation, traceability of major equipment, and consensus
mechanism to provide a reference for the current theoretical
research and actual construction of coal mine safety
blockchain are conducted.

2. Consortium Blockchain Model Design

2.1. Application Model Architecture. In the model, the
blockchain technology is used to integrate smart contract,
consensus mechanism, and distributed database. Mean-
while, the supervision departments are incorporated into the
consortium chain system to realize nontampering of data,
intelligent production process, and traceability of equipment
information. ,e application model architecture of the
consortium chain is shown in Figure 1. ,e issuance of
certificates is completed by Certification Authority (CA) [10]
for the realization of identity authentication and authori-
zation functions in the blockchain. Sensor nodes are re-
sponsible for recording coal mine data, uploading
information to the chain through a consensus mechanism,
and recording relevant data in the decentralized distributed
ledger of the blockchain. After being authorized, the su-
pervision institution completes the querying and tracing of
the coal mine data in the ledger by calling smart contracts.
,e three are connected through this model to form an
organic whole. For unsafe factors such as unsafe behaviors of
people and unsafe condition of things, timely supervision
and effective accountability can be achieved.

,emodel specifically includes a data credibility module,
a safe operation automationmodule, and amajor equipment
traceability module, as shown in Figure 2. ,e intercon-
nection of mine sensor information is realized, and all the
sensor information in the underground is encapsulated into
a block [11]. Conduct a consensus review of the information
before being chained, and the information cannot be tam-
pered with after being chained, solving the problem of
sensor data being tampered with in coal mine [12]; establish
a compliant process operation contract in coal mine safety
production, add user identity verification, build an equip-
ment information record chain independent of monitoring
data, realize equipment information monitoring and
traceability, and solve the problem of illegal operation in the
safety production process. It can be seen that the system
software can be basically divided into three submodules to
solve the unsafe behavior of people, the unsafe condition of
things, and the unsafe factors of the environment.

2.2. NodeArchitecture andBusiness Process. ,emodel node
architecture and workflow are shown in Figure 3, including
modules such as CA, sorting service, and endorsement node
[13].

2.2.1. CA. In this model, the internal authority of the coal
mine safety production company acts as a CA (digital

certificate authority) node, which relies on the Membership
Service Provider (MSP) in the consortium chain system, and
it is responsible for receiving the registration application of
the user node and returning the registration password for
login, so that users can obtain identity certificate. After
successful application, the CA will provide the private key to
the user node in the form of a password. Finally, users store
the certificate signing request and private key in a secure
location on the server or local drive. ,e user’s identity will
be verified in all operations in the blockchain network to
confirm whether it belongs to a sensor node, a supervisory
node, or other nodes.

2.2.2. Sorting Service. ,e sorting service is responsible for
sorting the data packets returned by each sensor. ,e sorting
service arranges the transaction information into a certain
order based on the rules according to the timestamp and
packs it to facilitate data transmission [14] endorsement
strategy and endorsement nodes.

,e client initiates a sensor data package proposal. ,e
consortium chain system does not automatically send data.
Instead, the client specifies which nodes the block is sent to
for endorsement verification; that is, the client specifies the
endorsement policy [15]. ,e endorsement strategy defines
the necessary combination conditions for the specific node
that executes the proposal in the channel (i.e., the private
chain) and its response result.

,e endorsement node mainly performs verification,
simulation execution, and endorsement of the proposal.
After each endorsement node receives the block, it will verify
the data in it. If the proposal does not meet the endorsement
policy, it will not take effect locally.

2.2.3. Node Confirmation. Node confirmation is mainly
responsible for checking the legality of transactions and
updating and maintaining the state of the blockchain and
ledger. Before the data packet is recorded in the ledger, it
must be confirmed by the node confirmation, and only the
confirmed data can be recorded in the blockchain ledger.

2.2.4. World State. Various information is recorded in the
world state, such as sensor node data, smart contract
bytecode, data customized by each smart contract, and chain
configuration parameters [16]. ,e world state represents
the current state, that is, the current value of each state data
recorded.

2.2.5. Client and SDK. ,rough the client and SDK inter-
face, users can specify endorsement strategies to endorse-
ment nodes, send data information and device information
to the sorting service, and participate in transaction
verification.

3. Sensor Data Reliability

To realize the interconnection of mine sensor information
and the decentralized storage of sensor data, all sensor
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information in the mine is encapsulated by the model into
blocks. Consensus review is conducted on the information
before the cochain, and the information cannot be tampered
with after the cochain to ensure that the sensor data during
the collection, transmission, and storage is true and reliable.

,e completed module can not only provide closed-loop
data services of safety management but also be embedded in
the coal mine information safety monitoring system soft-
ware system based on blockchain technology to provide data
services. When the module is embedded in the system, the
existing security monitoring system is improved, and a
reliable system for sensor data is built.,e system can set the
user’s functional authority and data authority according to
the module characteristics and preset solutions suitable for

different users in various abnormal scenarios. When the
module detects that the sensor data have been tampered
with, the system dynamically pushes abnormal information
and response emergency solutions to users at all levels
combined with the data of the existing intelligent perception
analysis system of artificial intelligence, Internet of ,ings,
and big data and provides users at all levels with a feedback
channel for abnormal information or solution error infor-
mation. After verification, the effective feedback information
will be added to the optimization algorithm of the system.
,e sensor data reliability includes the following specific
functional modules. ,e structure is shown in Figure 4.

Account management is to record and change the
members in the consortium chain network. Part of the
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functions of this module depend on the MSP of the con-
sortium chain, and they are responsible for maintaining the
IDs of all nodes in the system and issuing node identity
certificates. ,e basic function module realizes the main
functions of the safe production consortium chain, namely,
the upload, download, query, and update of sensor data.
,e smart contract module is responsible for maintaining
all chain codes in the system and realizes operations such as
storage, compilation, update, and installation of chain
codes. For the safety production consortium chain pro-
posed in this paper, this module provides support for basic
functions and audit traceability functions. ,e traceability
module is responsible for packaging operation logs and
device information into blocks and connecting them into
chains while performing operations on the sensor data
chain. Similar to the operation of the data link, the query of
the operation log is to retrieve all the information in the
behavior chain and return the specified log information to
realize the postaudit function of the sensitive operation of
the sensor data.

4. Safety Operation Automation Management

Smart contract is a computer protocol that can automatically
execute the contract, and its characteristic is to allow trusted
transactions without a third party [17]. However, at present,
there is no complete template for smart contracts, and there
are still higher risks and vulnerabilities. ,e DAO in
Ethereum is a typical attack by hackers using smart contract
vulnerabilities [18].

,e multiple private chain architecture deployed with
smart contracts is shown in Figure 5. ,is model stores data
content with different permissions separately into chains
and records the hash value returned by the sensor data
transmission system in the form of transactions. ,e node
security level is divided into three levels, named “confi-
dential,” “secret,” and “public” [19]. According to the levels
and functions of various departments such as coal mine
production and supervision, different permissions are
assigned to correspond to three private chains. ,e identity
information issued by the MSP of the blockchain is divided
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into three identities: administrator, authorized member, and
ordinary member. General confidential private chain data
can only be operated by administrators, secret private chain
data can be operated by administrators and authorized
members, and public data can be operated by all members
including ordinary members. In addition, this model packs
operation logs and equipment information on the chain in
the form of transactions in the blockchain network to fa-
cilitate postaudit and realize the traceability of data sources.

Smart contracts are deployed on three different private
chains to ensure data privacy and isolation. Each private
chain can deploy multiple smart contracts, and the contracts
can call each other. Data can be queried across private
chains, but data cannot be changed. Each smart contract
specifies the production process of its own equipment or
product. If the department refuses to implement the spec-
ified production process for saving costs, the testing
equipment will record the operating data and automatically
deduct funds from the relevant departments and conduct
other types of processing based on the smart contract. Inside
the smart contract, specific processes and logical relation-
ships are stipulated, such as processes A and B or joint
confirmation of organizations A and B.

5. Major Equipment Traceability

For the traditional traceability system, the regulations of
traceability system are formulated by relevant institutions
such as government and enterprises. After the regulations
are formulated, all production links are required to comply
with the regulations. A new traceability scheme based on
blockchain technology is adopted in this model. ,e scheme
aims to establish a decentralized product traceability system
maintained by nontrusted participants. ,e traceability
scheme based on blockchain technology is adopted to store
traceability information in the blockchain, and the decen-
tralized characteristics of the blockchain are used to realize a
decentralized traceability system [20]. A multiple private
chain plus consortium chain architecture with high
throughput and high security is used, and the Merkel tree is
used to correlate the information stored in the two. ,e
Merkel tree structure is shown in Figure 6.

In the coal mine production environment, coal mine
data are detected by sensors in real time. To ensure data
traceability of the blockchain system, once the data are
entered, they cannot be tampered with and cannot be de-
leted.,erefore, the amount of data will continue to increase
with time, which may cause problems such as excessive data
volume.,is problem can be effectively solved by theMerkle
Tree structure in the safe production blockchain system.

Suppose that there is a transaction with a value of Hash4
in the block to be verified, it is only necessary to knowHash3,
Hash12, and Hash5678. ,e hash of Hash34 and Hash1234
and the root node are calculated. If the finally calculated root
node hash is consistent with that recorded in the block header,
it means that the transaction exists in the block. ,e key to
Merkel tree verifying transactions lies in two points: (1) Hash
is calculated by the Merkel tree layer by layer from bottom to

top, so as long as the hash value of another adjacent node is
known, it can be calculated up to the root node; (2) the hash
value of the root node can be accurately used as the unique
digest of a group of transactions [21]. Based on these two
points, the existence of a transaction can be verified.

,e greatest advantage of the Merkel tree is that each
transaction can be deleted directly and individually, and the
hash value of this transaction is just kept. In this way, for the
entire block, the cryptographic security and integrity of the
block are not changed, but the amount of data can be greatly
reduced (the hash value has 32 bytes, and a transaction
generally takes more than 400 bytes). If there is only one
transaction in a block that has no subsequent transactions,
deleting all other transactions will greatly reduce the amount
of data in the entire block. Hence, in the safe production
blockchain, there is usually no need to worry about the
problem of excessive data caused by the increasing amount
of data with the Merkel tree.

6. Consensus Mechanism

Consensus mechanism refers to the process of reaching a
unified agreement on the state of the network in a decen-
tralized manner, which helps to verify that information is
added to the ledger, ensuring that only real transactions are
recorded on the blockchain [22]. It means that a certain node
modifies a certain data in the block during storage, but other
nodes have no consensus on this block, and the modification
operation is invalid.

,ere are currently three mainstream algorithms:

(1) Proof of Work (PoW): the principle of the PoW
mechanism is that the more work is done, the greater
the benefit is. PoW can be divided into two phases,
solution and verification.,e solution phase requires
a lot of complex calculations to compare computing
power to obtain a mathematical solution; in the
verification phase, the correctness of the mathe-
matical solutions of other nodes can be verified
through simple calculations. PoW requires a lot of
complex calculations to ensure the correctness and
consistency of the blockchain network [23]. ,ere-
fore, it is necessary to consume a lot of energy such as
electricity, and it takes a long time to reach a con-
sensus, so the PoW mechanism is inefficient.

(2) Proof of Stake: PoS is also a kind of consensus proof,
which is similar to equity certificates and voting
systems, so it is also called “stake proof algorithm”
[24]. It is completed relying on tokens, and the
person holding the most tokens will announce the
final information, which is not suitable for most
blockchain application scenarios.

(3) Practical Byzantine Fault Tolerance: PBFT is also a
common consensus proof. It is different from the
previous two mechanisms. PBFT is based on cal-
culations and there is no token reward. Everyone on
the chain participates in voting. ,e right to pub-
licize information can be got when the objection is
less than (N−1)/3 nodes.
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,e PBFT is adopted in the security management model,
which can regularly evaluate the availability of nodes and
dynamically add or delete authentication nodes to ensure
overall operating efficiency.

In the PBFT consensus process, nodes are divided into
master nodes and slave nodes. ,e master nodes are mainly
composed of coal mine safety management departments,
and the slave nodes are composed of sensor nodes. ,e
consensus process without node failure is shown in Figure 7.
,e master node is responsible for data packaging, and the
slave node is responsible for data verification. Both types of
nodes have the function of interacting with the client.

First, the client sends a request to any node (from node 1
in the figure), and the node broadcasts the data request sent
by the client to the entire network. After collecting multiple
requests, the master node sorts them into the list, produces
preprepared certificates, and broadcasts the preprepared
certificates to the entire network. After it is received by the

slave node, it verifies the certificate and replies to the master
node for information approval. After the master node re-
ceives the approval information of all the slave nodes, it
packs the approval information and sends it to all the slave
nodes, and the slave node verifies the correctness of the
approval information of other slave nodes. When all nodes
indicate that they receive block information from other slave
nodes, other nodes will package the data information on the
cochain.

7. Simulation and Analysis

,is section tests the performance of the coal mine con-
sortium blockchain and compares it with traditional PBFT,
two classic public blockchain platforms, Bitcoin, and
Ethereum to highlight the advantages of our model. Finally,
the Hyperledger Fabric platform is used to construct the coal
mine consortium blockchain system. We focus on the
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analysis of the indicators of throughput and latency.
,roughput is used to describe the number of data requests
that can be processed per second in the coal mine con-
sortium blockchain and is an important indicator to mea-
sure the performance of the consensus algorithm. ,e
number of transactions packaged per unit time is expressed
as TPS (transactions per second) in blockchain: Transac-
tions/Δt. Latency refers to the time from issuing a data
request from the master node to the response of the entire
blockchain platform.

Hyperledger Caliper is used to perform the pressure test,
setting up 100 nodes to continuously send transaction re-
quests to the coal mine consortium blockchain system and
observe its throughput and latency by increasing send rates.

Figure 8 shows the performance of the proposed coal
mine consortium blockchain model in throughput and la-
tency. ,roughput rises as send rate increases, when send
rate reaches around 270 tps, it no longer keeps increasing,
but maintains a steady state. When send rate was lower than
27 tps, the latency increases slowly and remains below
1500ms at a relatively low level. When send rate is greater
than 270 tps, the latency increases rapidly.

In order to evaluate the effectiveness of the proposed coal
mine consortium blockchain model, we compared the
throughput of the consortium blockchain with traditional
PBFT and two classic blockchain model: Bitcoin and
Ethereum. ,e result shows that the coal mine consortium
blockchain model has obvious advantages in throughput.
Bitcoin uses the POW consensusmechanism, which requires
a lot of computing power and only produces one block every
10 minutes on average. Ethereum uses a POW and POS
consensus mechanism; it takes about 10 seconds per block.
,e data required by the comparison experiment is from two
different public data sets [25, 26], which collected part of the
data generated by the two public blockchains in the real
transaction. Compared with the traditional PBFT, the im-
proved PBFT increases the verification step, but the com-
munication time is greatly reduced, which not only increases
the security in the process of block transmitting but also
reduces the communication traffic as shown in (Figure 9).

Finally, we use Hyperledger Fabric platform to build the
coal mine consortium blockchain system, so as to implement
the coal mine output transaction, query, and other opera-
tions. Figure 10 shows the mineral trading of the coal mine
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Figure 7: PBFT consensus process.
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Figure 11: Performance of the underlying of the coal mine consortium blockchain.

Table 1: ,e test result of the Hyperledger Caliper.

Test Name Send rate Avg latency (s) ,roughput (tps)
1 Transaction 100 0.11 100
2 Transaction 110 0.14 110
3 Transaction 120 0.18 120
4 Transaction 130 0.21 130
5 Transaction 140 0.26 140
6 Transaction 150 290 150
7 Transaction 160 0.29 160
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consortium blockchain. Figure 11 shows the performance of
the underlying blockchain after the mineral trading, in-
cluding the hash value of this transaction.

8. Summary

,e decentralized, intelligent, and tamper-resistant
characteristics of blockchain technology are in line with
the requirements of coal mine safety production, and
blockchain technology has broad development prospects
in the field of coal mine safety production. Our method
enhances the safety of coal mine safety production using
blockchain. However, we deployed a small number of
nodes to test the performance of our platform. And our
model assumes that most nodes are normal. So, in a real
large-scale deployment, message consistency and accu-
racy may not be guaranteed. For future work, we will
improve our consensus algorithm flow, especially the
detailed view-change. And we will deploy our platform in
a public blockchain (e.g., Ethereum). Although block-
chain technology has different degrees of application and
research in various industries, it is still in its infancy, and
there are deficiencies such as low efficiency and waste of
resources. As a result, blockchain technology has not yet
been widely applied.

In cooperation with Jingying Technology in Taiyuan, this
paper proposes a coal mine safety production consortium
chain model combined with blockchain technology and
safety requirements in the field of coal mine production. It
incorporates supervision departments into the system to
form a good and supervisable business model where cen-
tralization and decentralization coexist. ,e module struc-
ture, node structure, and business process of the model are
analyzed and corresponding countermeasures are proposed
aiming at the problems of data reliability, safety automation
management, and major equipment traceability to promote
the research and development of blockchain technology in
the field of coal mine safety production.

Appendix

We use the Hyperledger Caliper in Section 6 to evaluate the
performance of the coal mine consortium blockchain.
Transaction requests are continuously sent to the blockchain
model over an HTTP port at a specific rate to monitor the
related performance of the consortium blockchain. ,e test
result is shown in Table 1.

Data Availability

Previously reported data were used to support this study.
,e datasets are cited at relevant places within the text as
references [19, 20]. And the pressure test of our model is
shown in Appendix in this paper.
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