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Neural networks have been proved to perform well in network intrusion detection. In order to acquire better features of network
traffic, more learning layers are necessarily required. However, according to the results of the previous research, adding layers to
the neural networks might fail to improve the classification results. In fact, after the number of layers has reached a certain
threshold, performance of the model tends to degrade. In this paper, we propose a network intrusion detection model based on
residual learning. After transforming the UNSW-NB15 data set into images, deeper convolutional neural networks with residual
blocks are built to learn more critical features. Instead of the cross-entropy loss function, the modified focal loss is calculated to
address the class imbalance problem in the training set and identify minor attacks in the testing set. Batch normalization and
global average pooling are used to avoid overfitting and enhance the model. Experimental results show that the proposed model
can improve attack detection accuracy compared with existing models.

1. Introduction

With the continuing expanding network scale, network
security confronts more sophisticated threats than ever
before. Hence, network security issues are attracting in-
creasing attention. Commonly used network security sys-
tems that discover suspicious attacks involve firewalls,
intrusion detection systems (IDSs), and intrusion preven-
tion systems (IPSs) [1]. Among them, the task of IDSs is to
collect and identify abnormal behaviors in the network [2].
By analyzing captured data packets, IDSs can check legiti-
mate network behaviors, detect the attacks, and report the
attacks for further containment.

Conventional IDSs tend to get low detection rates and
high false positive rates due to their reliance on patterns of
known attacks. Researchers have applied artificial intelli-
gence (AI) algorithms in the designing part of IDSs to
provide better performances. +e performance of an IDS is
closely related to the selected classifier, while traditional
machine learning algorithms tend to perform poorly in the
scenarios when large amounts of network data packets are
included. In recent years, deep learning has achieved

outstanding results in multiple fields. +e advantage of deep
learning is that it can learn the hierarchical features from a
large amount of data to improve model efficiency [3]. +e
application of deep learning can reduce costs of IDSs and
strengthen the abilities to identify attacks.

Convolutional neural networks (CNNs) can extract deep
and critical features from the given data. It is a general
perspective that increasing the number of network layers can
help learn better features; hence, the performance of model
is improved. However, simply stacking more layers may fail
these tasks. Furthermore, after the number of layers has
reached a certain threshold, it may even lead to performance
degradation. Residual learning is proposed to address the
issue above. Residual is the error between the actual value
and the estimated value, and residual learning is originally
derived from the residual representation in image recog-
nition [4]. Residual learning is realized by establishing a
direct connection between the input and the output. CNNs
based on residual learning have achieved outstanding results
in image recognition [5]. +ey are easier to train and op-
timize than common CNNs. In network intrusion detection,
it is also vital to build deeper networks to improve the
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detection capabilities of IDSs. Because residual learning
allows CNNs to be deeper, this paper introduced the concept
of residual learning into IDSs.

UNSW-NB15, an imbalanced network intrusion de-
tection data set, is selected to evaluate the model. In real-
time network intrusion detection, the class imbalance
problem seriously affects the classification results [6]. Pre-
diction models that predict only the dominant classes fail to
identify the minor classes. Resampling techniques are
common solutions to class imbalance problems. However,
resampling techniques have their disadvantages. Over-
sampling might disrupt the original data, and it takes more
time to train the model when using oversampling tech-
niques. Undersampling might cause the loss of vital infor-
mation, affecting the classification capabilities. Focal loss
was originally proposed to balance the loss between samples.
We apply the modified focal loss function in the proposed
model to enhance the abilities to detect minor classes
without disrupting the training data.

+emajor contributions of the paper can be summarized
as follows:

(1) Propose a deep learning-based intrusion detection
model with a higher accuracy compared with other
existing models

(2) Introduce residual learning into the model to address
the network degradation problem, allowing the
model to learn deeper features

(3) Use a modified focal loss function to deal with the
class imbalance problem in the training set

+is paper is organized as follows:

(1) +e first chapter gives a brief overview of network
intrusion detection and the motivation of the pro-
posed methodology

(2) +e second chapter introduces the related work
(3) +e third chapter provides the methodology and

implementation process in detail
(4) +e fourth chapter carries out the experiments and

analyzes the testing results
(5) +e final chapter concludes the paper

2. Related Work

Data preprocessing is a key step in network intrusion
detection. It can extract key features that have great in-
fluences on the classification results, effectively reducing
the size of data and improving the efficiency of given
classifiers. Zhang et al. [7] proposed an effective network
traffic classification method, which used principal com-
ponent analysis (PCA) to remove the irrelevant features
and applied Gaussian Naive Bayes as the classifier. Kasongo
et al. [8] applied a filter-based feature reduction technique
on the UNSW-NB15 data set using the XGBoost algorithm
and then implemented several algorithms to classify the
data. Results demonstrated that the feature selection
method increased the test accuracy. Sun et al. [9] proposed
an improved Naive Bayesian learning method which took

the influence of different features into account. It achieved a
higher accuracy than traditional machine learning algo-
rithms. It can be seen that the performance of traditional
classifiers is excessively dependent on the extracted fea-
tures. However, traditional machine learning algorithms
are shallow learning algorithms which require feature
engineering. To build the fittest model, optimization of
parameters is also needed. +e size of the data set also
affects the efficiency of the models. +ese difficulties slow
down the training process of traditional machine learning
algorithms and affect the overall network security.

In recent years, deep learning models have been grad-
ually applied to intrusion detection to enhance the classi-
fication classifiers due to their high efficiency and easy
implementation. Among deep learning models, CNNs have
made great success in many fields [10–12], and researchers
have applied CNNs in intrusion detection. Qian et al. [13]
analyzed the network traffic with a CNN. In the training
phase, rectified linear unit (ReLU) served as the activation
function and adaptive moment estimation (Adam) algo-
rithm was used to optimize the model. Lai et al. [14] also
used a CNN as the intrusion detection model, achieving a
higher accuracy rate than other deep learning models.

In the aspect of residual learning, the concept of Residual
Network (ResNet) was proposed by He et al. [15] from
Microsoft Research Institute to deal with the performance
degradation problem as the number of layers grows. ResNets
have outperformed common CNNs in image classification
and object recognition [16–18]. Because of residual learning,
the depth of ResNets is deeper than that of the traditional
CNNs. In network intrusion detection, a deeper CNN can
extract more critical features and get better classification
results. +erefore, CNNs based on residual learning have
been attempted in network intrusion detection. Wu et al.
[19] proposed a deep neural network built upon residual
blocks to discover malicious network behaviors, achieving a
low false alarm rate. Chouhan et al. [20] proposed a mul-
tipath residual learning-based CNN architecture that was
being evaluated on NSL-KDD data set, showing significant
improvements over the previous research.

However, while residual learning can improve the overall
performance of CNNs, in the practical aspect, it does not
improve models’ abilities to detect minor attacks due to lack
of original training data. Classes in most modern network
intrusion detection data sets are imbalanced. +erefore,
most IDSs fail to provide better performances for attacks
with fewer samples. Focal loss was proposed by He et al. [21]
in 2017. Focal loss takes the different level of training dif-
ficulty of samples into consideration and focuses more on
the difficult-to-train samples; therefore, it has been applied
in many fields, such as object detection, imbalanced data
classification, and so on [22–24]. To identify classes with
fewer training samples more accurately, a modified focal loss
function is used to replace cross-entropy loss function in the
proposed model.

Choosing a suitable data set is vital for the building of
IDSs. In recent years, most commonly used public data sets
in network intrusion detection are KDD99 [25], NSL-KDD
[26], and UNSW-NB15 [27]. In spite of being the most
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popular data sets in network intrusion detection, KDD99
and NSL-KDD are out-of-date due to old and redundant
data. Evaluating IDSs using KDD99 and NSL-KDD does not
reflect satisfactory results due to their shortcomings.
According to the previous research and statistical analysis,
compared with the other two data sets, UNSW-NB15 has
more complex feature sets, contains more modern normal
traffic scenarios, covers richer types of attack traffic, and
contains fewer incomplete samples. Also, most new
cyberattacks are variants of these known attacks in the
UNSW-NB15 data set. +erefore, UNSW-NB15 can more
accurately reflect the characteristics of modern network
traffic data and is more suitable for evaluating IDSs.
+erefore, we choose UNSW-NB15 data set as the evaluation
set for the proposed model.

In summary, with the powerful capabilities of automatic
feature extraction, deep learning has been applied to net-
work intrusion detection. However, how to build deeper
networks without triggering the performance degradation
problem and address the class imbalance problem in the
training set are two major challenges. In this paper, a re-
sidual learning-based CNN is constructed to learn deeper
features of network traffic, and the modified focal loss
function is introduced into the proposed model to detect
minor attacks.

3. Methodology

+e proposed methodology consists of three parts: data
preprocessing, model constructing, and model evaluation.
First, network flows are converted into images. +en, CNNs
with residual learning are constructed. Finally, trained
models are tested and evaluated. +e main structure is
shown in Figure 1.

3.1. Data Set. As stated before, UNSW-NB15 is a network
intrusion detection data set, which is processed and built
through collecting different types of network connection
data. +is data set includes multiple types of contemporary
attacks. Each flow of the data set contains 47 features, and
the data set divides the network behaviours into nine cat-
egories of attacks plus the category of normal behaviours.
+ese attacks can also be divided into 177 categories
according to the environments that the specific attack de-
pends on.

In this paper, part of the data set known as the
UNSW-NB15 training set and UNSW-NB15 testing set are
selected as the training data and testing data. +ey are data
sets which are used for intrusion detection after redundant
flows and features are processed. +e distribution is shown
in Table 1.

3.2. Data Preprocessing. Features in UNSW-NB15 contain
numeric features and symbolic features; therefore, symbolic
features should be digitized first. +en, processed features
are normalized to obtain a standardized data set and con-
verted into matrices.

One-hot encoding is used to map symbolic features into
numerical features, and labels are mapped into digits using
label encoding. +e specific implementations are as follows:

(1) One-Hot Encoding. One-hot encoding mainly uses a
state register of size X to encode a character, and each
character will have an independent register bit

(2) Label Encoding. Labels in the UNSW-NB15 data set
are divided into 10 categories. Coding rules are
shown in Table 1

+is paper uses Min-Max normalization. +e main
function of Min-Max normalization is to unify the feature
values in the interval of [0,1]:

x
∗

�
x − xmin

xmax − xmin
, (1)

where x∗ is the normalized eigenvalue, x is the original
eigenvalue, xmin is the minimum eigenvalue, and xmax is the
maximum eigenvalue. After numerical normalization, each
flow of the new set contains 196 features, so the data are

Dataset

Feature
preprocessing

Train_set Test_set

Converted to
images

Model
training Classification

Model
evaluation

(1) Data 
preprocessing

(2) Model training 
and classification

Figure 1: Model structure.

Table 1: Distribution of UNSW-NB15 training set and testing.

Type Train_set Test_set Label
Analysis 2000 677 0
Backdoors 1746 583 1
DoS 12264 4089 2
Exploits 33393 11132 3
Fuzzers 18185 6062 4
Generic 40000 18871 5
Normal 56000 37000 6
Recon 10492 3496 7
Shellcode 1133 378 8
Worms 130 44 9
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converted into 14 ∗ 14 matrices; then, the matrices are
changed into black and white images.

3.3. Network Construction. Figure 2 shows the overall
structure and the parameters of the CNN model. +e
proposed model extracts the features of input data by the
convolution layers and pooling layers. Feature maps are then
input into a global average pooling layer. Finally, the model
classifies the sample data with a softmax layer.

3.3.1. Convolution and Pooling. Convolution layers are the
core parts of CNN models. Convolution layers in proposed
model extracted spatial features of given data and produced
a feature map as the output. ReLU is often used as the
activation function:

f(x) � max(0, x), (2)

and the function of pooling layers is to reduce the size of
feature maps.

3.3.2. Batch Normalization. In the training part of CNNs,
with the change of the parameters of the previous layer, the
input distribution of the next layer will change corre-
spondingly, making it more difficult to train deeper neural
networks. Batch normalization, in the training process of
CNNs, makes the input of each layer maintain the same
distribution and provides with the solution to the difficulty
of network training, thus effectively improving the training
speed of networks and avoiding overfitting. Input data are all
divided into batches, for instance, parameter “batch_size” is
set to 128; therefore, 128 pieces of data are input as a batch at
a time. Batch normalization layers are to normalize each
batch so that the distribution of data remains unchanged.
Suppose we have a batch of inputs:

x � x1, x2, . . . , xn . (3)

+e output of batch normalization is computed by

yi � λ∗ xi
′ + φ, (4)

where λ and φ are learned parameters and xi
′ is calculated

through

μβ �
1
m



m

i�1
xi;

σ2β �
1
m



m

i�1
xi − μβ 

2
;

xi
′ �

xi − μβ
�����
σ2β + ε

 .

(5)

In this paper, batch normalization layers are placed after
convolution layers and before the activation functions.

3.3.3. Residual Learning. Compared with common CNNs
such as the LeNet-5 [28] and the AlexNet [29], ResNets
introduced residual learning into the constructing of CNNs.
+e depth of a CNN has a great influence on the final
classification results, so deeper networks are often con-
structed. However, as the network depth increases, the
phenomenon of gradient explosion might occur, and the
performance of the network will degrade. According to the
previous experimental results, simply adding convolution
layers and pooling layers to the network does not improve
the accuracy of the network but leads to the deterioration of
network performance. In this paper, residual learning is used
to address the issue above. Residual refers to the residual
difference between the local input and output:

f(x) � g(x) − x. (6)

In contrast to identity mapping, the learning goal of
residual learning is 0, that is, to reduce the difference be-
tween the input and the output, allowing the original input
to be directly connected to one certain network layer, so that
the network can learn the residual. Residual learning is
realized by a fast shortcut connection between the input and
output of a block. It not only avoids adding additional
parameters and computations to the network, but also ef-
fectively trains the parameters in the network and guarantees
the performance while the network can learn deeper fea-
tures. Two blocks used in this paper are shown in Figure 3. In
the construction of plain models, the normal block exhibited
in (a) is used, while the residual block shown in (b) is used to
construct residual networks.

GAP

Softmax

Output

Layer Parameters

Convolution 3 ∗ 3 ∗ 64, stride 1

Maxpooling 3 ∗ 3, stride 2

Residual block_1

Conv 1 ∗ 1 ∗ 64, stride 1
Conv 3 ∗ 3 ∗ 64, stride 1

Conv 1 ∗ 1 ∗ 256, stride 1

Residual block_2
Conv 1 ∗ 1 ∗ 128, stride 1
Conv 3 ∗ 3 ∗ 128, stride 1
Conv 1 ∗ 1 ∗ 512, stride 1

Residual block_3
Conv 1 ∗ 1 ∗ 256, stride 1
Conv 3 ∗ 3 ∗ 256, stride 1

Conv 1 ∗ 1 ∗ 1024, stride 1

Figure 2: CNN model.
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3.3.4. Global Average Pooling. At the end of CNN models,
flatten layers are often adopted to flatten the data processed
by the previous layers into a one-dimensional vector. +e
output size is gradually reduced through full connection
layers, and the final output is obtained through an activation
function. Since every node in flatten layers and full con-
nection layers is connected to each other, too many pa-
rameters may lead to overfitting. A global average pooling
layer is an average pooling layer without filter size. It av-
erages the entire feature map. Using a global average pooling
layer can reduce the count of calculating parameters and
accordingly reduce the possibility of overfitting. In this
paper, a global average pooling layer is used to replace the
flatten layer. +e principle of global average pooling is
shown in Figure 4.

3.3.5. Softmax and Loss Function. Finally, the probability
distribution of each label is calculated through the softmax
layer:

Sj �
e

aj


N
k�1 e

ak
, (7)

where N denotes the total count of classes.aj denotes the jth
input of softmax layer. Cross-entropy loss function is de-
fined as

L � − 
N

k�1
yklog Sk, (8)

where yk denotes the probability that tested sample belongs
to class k.

With the obvious class imbalance problem in the
training set, preventing loss function from optimising one
category while suppressing other categories is important.
To increase the classification accuracy for minor classes, we
need to make the model pay more attention to them during
training. Resampling is one of the most common methods
to deal with imbalanced data. Among resampling methods,
undersampling may cause the loss of vital information
while oversampling may add new information to disrupt
the data and greatly increase training time. Compared with
cross-entropy loss function, focal loss aims to solve the
class imbalance problem so that if the number of samples
that are easy to train is large, contribution of certain
samples to the total loss is small. In other words, focal loss
function focuses on minor samples. In our multilabel
classification, focal loss is defined as

FLloss � −at 1 − pt( 
clog pt( , (9)

where (1 − pt)
c is a modulating factor that reduces loss

contribution from easy samples.pt was calculated through

pt �
p, y � 1

1 − p, otherwise,
 (10)

where p ∈ [0, 1] represents the category prediction proba-
bility and y is the label value. As pt⟶ 1, (1 − pt)

c goes to 0
and the weights of samples that are easy to train to the loss
are reduced. And at is a weighting factor that can be used to
scale the minor classes separately. In this paper, we intro-
duce the multilabel focal loss where c was set to 2 and at was
calculated through

at � 1 −
numt

total_cnt
, (11)

where numt denotes the number of samples belonging to
class t and total cnt denotes the total number of samples in
the training data.

4. Experiments

4.1. Experimental Environments. Experimental environ-
ments of this paper are shown in Table 2.
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BN
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BN

Output

ReLU

ReLU

ReLU

(a)

Input

Conv

BN
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BN
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Output

ReLU
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ReLU

Conv

BN
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Figure 3: Normal block and residual block. (a) Normal block. (b)
Residual block.

Feature maps Output nodes

Averaging

Figure 4: Global average pooling.
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4.2. Evaluation Metrics. Accuracy, precision, recall, and
F1-measure are adopted as evaluation metrics.

(1) Accuracy (Acc): the ratio of the number of correctly
classified samples to the total number of samples
tested.

(2) Precision (P): the ratio of correctly classified positive
samples to the total number of positive samples.

(3) Recall (R): the ratio of accurately identified positive
samples to the total number of positive samples in
the testing set.

(4) F1-measure (F1): the weighted average of precision
and recall.

accuracy �
TP + TN

TP + TN + FP + FN
;

precision �
TP

TP + FP
;

recall �
TP

TP + FN
;

F1 �
2∗ precision∗ recall
precision + recall

.

(12)

True Positive (TP) denotes the number of positive
samples correctly classified as positive; True Negative (TN)
denotes the number of negative samples correctly classified
as negative; False Positive (FP) denotes the number of
negative samples misclassified as positive; and False Nega-
tive (FN) denotes the number of positive samples mis-
classified as negative. +e confusion matrix is shown in
Table 3.

4.3. Experimental Performance Evaluation. In the training
phase, 6 CNN models are constructed, including 3 plain
models and 3 residual models. Model Pn (Rn) consists of n
normal blocks (residual blocks) shown in Section 3.3.3. Each
model is trained by the processed training set for 100 epochs.
+e learning rate is set to 0.01. And after calculating the loss,
an optimizer is needed to update the network weights. Adam
is selected as the optimizer. Performances of 6 models are
evaluated by calculating the model accuracy and the
weighted average of precision, recall, and F1-measure. We
choose weighted average to evaluate the overall perfor-
mance, because compared with other average methods like
the micro average and the macro average, the weighted
average method takes the number of samples belonging to

each class into consideration, so its results are more con-
vincing to reflect the performance of the model. +e
weighted average is defined as

WM � 
k

i�1
nkMk, (13)

where k denotes the total amount of classes, nk denotes the
number of testing samples in class k, and Mk is the testing
result of metric M on class k.

We record the training loss of the above 6 models every
20 epochs to examine the effects of residual learning on
CNNs. It can be seen from Figure 5, by utilizing residual
learning in the blocks, training loss is greatly reduced. By
adding residual blocks in the CNN, we achieve lower
training loss, indicating that residual learning can address
the network degradation problem. Also, as the figure
demonstrates, the training loss at the very beginning is quite
large, but as the training process progresses, the loss value
continues to decrease. When the training epoch reaches 20,
the training loss tends to decrease at a slower rate.

According to the comparison results from Table 4, the
overall performance of CNNs has been significantly im-
proved with residual blocks added into the plain models,
indicating that we can build deeper CNNs with residual
learning. Results can also demonstrate that with the in-
creasing number of network layers, residual networks can
achieve better performances than shallow residual networks
on the whole.+emodel with 3 residual blocks (R3) achieves
the highest overall classification accuracy of 88.695%. R3
(RLF-CNN) will be further compared with the state-of-the-
art classification algorithms.

In order to evaluate the abilities of proposed method to
detect attacks like Shellcode andWorm in network intrusion
detection, we conduct several experiments and compared
the recall value of each class with Multilayer Perceptron
(MLP) and Long Short-Term Memory (LSTM), LeNet-5,
AlexNet, and CNN with simple cross-entropy loss function
(RLC-CNN). Support Vector Machine (SVM) and Random
Forest (RF) are commonly used machine learning algo-
rithms in network intrusion detection [30, 31]. We select
SVM and RF to compare their classification results with
those of deep learning algorithms. +e number of training
epochs of deep learning models was also set to 100. Table 5
and Figure 6 demonstrate the recall values of all models on
each class. Figure 6 also shows the overall accuracy of each
model. It can be seen from Table 5 that the performance of
deep neural networks is significantly better than the classic
machine learning algorithms. Classic machine learning al-
gorithms need manually designed features of network traffic
before the training phase, while deep learning algorithms
automatically extract features.

Table 2: Experimental environment.

Environment Value
OS Windows
CPU i7-7700 HQ
Memory DDR4 8GB
Language Python
SDE Keras
Tool Anaconda

Table 3: Confusion matrix.

Actual class
Predicted class

Positive Negative
Positive TP FN
Negative FP TN
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Among deep learning algorithms, we are able to build
deeper networks to learn more critical features of network
traffic due to the residual blocks. Table 5 and Figure 6
demonstrate that our model achieves better results than
other deep learning algorithms. With residual learning,
CNNs can provide better performances in network intrusion
detection.

In terms of minor classes, all the other models perform
poorly due to the class imbalance problems in the training
set. Our model utilizes focal loss to address the issue above.
Although in some dominant classes, RLF-CNN’s perfor-
mance slightly weakens due to their reduced weights in the
loss function, RLF-CNN outperforms other classifiers in the

classification of minor classes with higher recall values,
indicating that focal loss is more suitable in classifying
imbalanced data sets and enhancing the detecting
capabilities.

To prove our model’s ability to detect normal flows and
attacks, we compare it with other algorithms using metrics
including True Positive and True Negative. +e testing re-
sults are shown in Table 6.

Among these models, RLC-CCNN is the improved
version of RLC-CNN possessing the same class weights as
the ones used in the focal loss of RLF-CNN. SMOTE-RF
[32] is an algorithm of Random Forest combined with
SMOTE. Pelican [19] and S-ResNet [1] are improved

Table 4: Classification results of 6 models.

Model
Testing metrics

Acc PW RW F1W
P1 0.849 0.861 0.843 0.825
P2 0.869 0.852 0.873 0.859
P3 0.864 0.853 0.868 0.844
R1 0.872 0.864 0.875 0.851
R2 0.881 0.869 0.884 0.865
R3 0.887 0.875 0.893 0.879
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Figure 5: Training loss.

Table 5: Comparison of results of recall with other classifiers.

Model
Testing metric R

Analysis Backdoors DoS Exploits Fuzzers Generic Normal Recon Shellcode Worms
RF 0 0 0.012 0.839 0.741 0.630 0.999 0.754 0.111 0
SVM 0.062 0.033 0.183 0.669 0.730 0.763 0.997 0.645 0.206 0.068
MLP 0.007 0.039 0.076 0.825 0.679 0.891 0.999 0.661 0.508 0.227
LSTM 0 0 0.008 0.853 0.793 0.747 0.998 0.683 0 0.045
LeNet-5 0 0 0 0.852 0.689 0.901 0.996 0.787 0.553 0
AlexNet 0 0.002 0.057 0.833 0.725 0.915 0.999 0.711 0.352 0.114
RLC-CNN 0 0.026 0.077 0.875 0.711 0.926 0.998 0.805 0.370 0
RLF-CNN 0.435 0.482 0.311 0.860 0.732 0.918 0.993 0.797 0.712 0.818
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residual networks which have faster convergence velocity
and better testing results compared to other deep learning
algorithms. As shown in Table 6, all the models above can
identify over 99.3% of all 37000 normal samples correctly.
But compared with other contemporary algorithms for
network intrusion detection, RLF-CNN can identify more
attacks correctly, given that most of the attacks in the data
set are minor samples, showing higher attack detection
rates.

Compared with SMOTE-RF, our model detects more
attacks while it avoids generating new data. SMOTE-RF
generates over 300000 training samples, consuming a lot of
time and memory. Also, tradition machine learning algo-
rithms lack the abilities to acquire data features automati-
cally; therefore, with the absence of feature engineering
techniques, SMOTE-RF is inferior to others in detecting
attacks. Compared with other residual networks, our model
got better results in the detection of attacks. It can also be
seen that our model outperforms RLC-CCNN. Focal loss
enables the model to focus on samples that are harder to
learn, and testing results indicate that the focal loss can learn
complex samples more efficiently and is superior to class
weights in the training phase.

5. Conclusions

In this paper, a network intrusion detection method based
on residual learning and focal loss has been proposed.
Experimental results show that models with residual
learning are easier to train, achieving lower loss values on the
training data and higher accuracy rates on the testing data.
Compared with other deep learning algorithms, RLF-CNN
has achieved better performance in terms of several metrics
due to residual learning. And our model uses a modified
focal loss function to deal with the class imbalance problem
existing in the training data. Also, the proposedmodel shows
better results than a CNN with the same class weights.
Despite outstanding results, this study has its potential
limitations. Although our model has outperformed other
deep learning algorithms in the detection of minor attacks
with the focal loss, its performance to detect some dominant
classes has weakened due to reduced weights.+erefore, how
to improve the model’s performance on minor classes
without affecting its abilities to detect dominant classes is an
important issue that needs to be addressed in the future.
Also, UNSW-NB15 data set only contains a few types of
attacks; due to the low tolerance for errors in IDSs, we will
combine other data sets to cover various types of attacks in
the future. Last but not least, due to limited computing
resources, deeper neural networks with more residual blocks
and normal blocks cannot be tested. So, with more powerful
resources in the future, we will continue to perform more
experiments and maybe get better results when it comes to
detecting network attacks.
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