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In this paper, we investigate the physical-layer security in an energy-harvesting (EH) multiuser network with the help of a friendly
jammer (J), where multiple eavesdroppers are considered to tap the information transmission from users (Us) to base station (BS).
In this system, a power beacon (PB) transmits radio frequency (RF) signals to Us for charging. In order to enhance the security of
wireless transmission, we propose non-energy-aware multiuser scheduling (NEAMUS) scheme and energy-aware multiuser
scheduling (EAMUS) scheme. For the purpose of comparison, we introduce conventional round robin multiuser scheduling
(CRRMUS) scheme. The closed-form outage probability (OP) and intercept probability (IP) expressions of NEAMUS, EAMUS,
and CRRMUS schemes are derived over Rayleigh fading channels. Additionally, we analyze the security-reliability tradeoff (SRT)
of NEAMUS, EAMUS, and CRRMUS schemes in terms of OP and IP. Numerical results show that the proposed EAMUS scheme
is superior to the CRRMUS scheme and NEAMUS scheme in terms of SRT, demonstrating the advantage of the proposed EAMUS
scheme in improving the physical-layer security and reliability. Moreover, SRT performance of NEAMUS and EAMUS schemes
can also be improved by increasing the number of users.

1. Introduction

1.1. Background. With the rapid development of IOT and
wireless communications [1-4], the energy supply of devices
will face great challenges. Since mobile terminals are gen-
erally powered by the energy limited batteries instead of
fixed power sources. Energy harvesting (EH), which can
capture energy from surrounding environments such as
wind energy, solar energy, and radio frequency (RF) energy,
is regarded as a promising technology to enhance energy
efficiency of mobile terminals and has been widely used in
wireless communications [5-7]. Simultaneous wireless in-
formation and power transfer (SWIPT) transmits both
message and energy to destinations [8]. Typically, there are
two widely adopted SWIPT protocols, namely, time-
switching protocol (TSP) and power-splitting protocol
(PSP) [9]. Specifically, TSP divides the transmission timeslot

into two phases. The devices harvest energy from received
RF signals in the first phase and the harvested energy is used
for information transmission in the remaining phase. By
contrast, in PSP, the power splitter is used to divide the
received RF signal power into two parts, one for information
processing and the remaining for energy harvesting [10].
Wireless security has attracted more and more attention
of researchers in recent years [11-13]. Due to the broadcast
characteristics of wireless links, legitimate transmission is
more vulnerable to eavesdropping attacks. Traditional
wireless security protocol is based on cryptographic tech-
nologies, which use the public-private key pair to encrypt the
data in the network layer. However, traditional crypto-
graphic technologies impose extra computational overhead
and additional system complexity. As an alternative,
physical-layer security [14-17], which relies on utilizing the
characteristics of wireless links to against eavesdropping
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attacks, is a promising technology to improve wireless
transmission security. In [18], Wyner proposed the concept
of secrecy capacity, which refers to the difference between
the main link capacity (spanning from sources to destina-
tions) and the wiretap link capacity (spanning from sources
to eavesdroppers). Furthermore, Wyner also proved that an
eavesdropping event happens when the secrecy capacity is
lower than zero, which will lead to the insecure transmission
of information.

1.2. Related Works. For the past few years, various signal
processing methods have been introduced to improve
physical-layer security. In [19, 20], multiple-input-multi-
ple-output (MIMO) scheme was presented to enhance se-
crecy capacity of the wireless network. Relay selection
technologies [21, 22] were invoked for the sake of enhancing
wireless security against eavesdropping attack by selecting
an optimal relay to forward information. User scheduling
schemes [23, 24] were conceived for achieving high security
of wireless transmission. Additionally, jamming technolo-
gies [25, 26] were introduced to improve the secrecy per-
formance against eavesdropping attacks by transmitting
artificial noise to eavesdroppers. In [27], a user scheduling
scheme based on optimal friendly jammer selection is
proposed in the multiuser uplink network by combining
jamming technology with user scheduling technology.
Moreover, the simulated results showed that the combi-
nation of jamming and user scheduling technologies indeed
enhances the physical-layer security. Additionally, Yan et al.
proposed optimal and suboptimal antenna selection
schemes in [28] for improving the wireless transmission
security in MIMO networks. The results indicated that the
antenna selection schemes can improve secrecy performance
in MIMO networks.

As a further development, the combination of physical-layer
security and EH networks has been drawing an increasing
attention [29-35]. In [29], the authors studied wireless
security of multiuser scheduling aided EH cognitive radio
system. Security and reliability tradeoft of proposed user
scheduling schemes was analyzed in terms of outage
probability and intercept probability. Additionally, in
[30], multiantenna transmission schemes were proposed
to protect the secure transmission between legitimate
user and base station. Furthermore, the secrecy outage
probability and average secrecy rate expressions of both
proposed schemes were obtained. Differing from [29, 30],
where friendly jammers were not used against eaves-
dropping attacks, [31-34] investigated the physical-layer
security with the aid of friendly jammers. Specifically, in
[31], EH jammer selection schemes were investigated in
uplink non-orthogonal multiple access (NOMA) net-
works. In order to enhance physical-layer security, the
authors proposed random EH jammer selection (RE]JS),
maximal EH jammer selection (MEJS), and optimal EH
jammer selection (OEJS) schemes. Numerical results
showed that the proposed OEJS scheme is better than
conventional scheme without a jammer. In [32], a com-
munication protocol was presented in EH jammer aided
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wireless networks to enable secure communication. Under the
constraint of secrecy outage probability, the authors optimized
the rate parameters to obtain the best throughput. For im-
proving the security of EH wireless system, [33] selected a pair
of intermediate nodes as a jammer and a relay to send jamming
and legitimate messages to the eavesdropper and legitimate
user, respectively. The secrecy outage probability was derived
over Rayleigh fading channels. And in [34], the authors pro-
posed an optimal sensor scheduling scheme to improve the
security in energy harvesting wireless sensor networks.

In this paper, we study the physical-layer security for a
multiuser EH wireless network consisting of multiple EH
users (Us) in the face of multiple eavesdroppers (Es), where
the Us, powered by a dedicated power beacon (PB), com-
municate with a base station (BS) with the help of a friendly
jammer (J). In contrast to [29-34], we consider multiple
users, multiple eavesdroppers, and a friendly jammer in this
paper. Moreover, the Es and BS are equipped with multiple
antennas. The main contributions of this paper can be
summarized as follows:

(i) We propose the non-energy-aware multiuser sched-
uling (NEAMUS) scheme and energy-aware mul-
tiuser scheduling (EAMUS) scheme in EH wireless
network to protect the secure transmission of in-
formation from Us to BS. Specifically, in the NEAMUS
scheme, the user maximizing the main link gain
of Us-BS will be selected to transmit signals. By
contrast, the user maximizing the capacity of main
link spanning from Us to BS will be chosen for in-
formation transmission in EAMUS scheme, which
relies on both the main channel gain of Us-BS and
the harvested energy.

(if) We derive the closed-form outage probability (OP)
and intercept probability (IP) expressions of
NEAMUS and EAMUS schemes. For the purpose of
comparison, we examine the OP and IP of the
conventional round robin multiuser scheduling
(CRRMUS) scheme. We further analysis the secu-
rity-reliability tradeoff (SRT) of EAMUS, NEA-
MUS, and CRRMUS schemes. It is shown that the
EAMUS scheme is better than NEAMUS and
CRRMUS schemes in terms of SRT.

(iii) In [34], the authors have been proposed the best-
node scheduling scheme, which corresponds to the
NEAMUS scheme as introduced in this paper.
Differing from [34], we propose EAMUS scheme,
which significantly performs better than NEAMUS
scheme in terms of SRT. Moreover, we consider the
Es and BS are equipped with multiple antennas,
which is much more challenging and more practical
to analyze the secrecy performance. Additionally,
[34] have assumed that the eavesdroppers work
independently, but colluding eavesdroppers are
considered in our paper.

The rest of this paper is organized as follows. In Section
2, we introduce the system model of an EH multiuser
wireless network in the face of multiple eavesdroppers.
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Section 3 analyzes the SRT performance of the CRRMUS,
NEAMUS, and EAMUS schemes in terms of IP versus OP
over Rayleigh fading channels. In Section 4, we provide the
numerical results and discussions. Finally, we conclude this
paper in Section 5.

2. System Model and Problem Formulation

2.1. System Model. As shown in Figure 1, we present an
EH wireless network where M Us, denoted by U,,
m € {1,..., M}, communicate with a BS in the face of N Es,
denoted by E,, n € {1,...,N}, with the help of a friendly
jammer (). Each U,, is equipped with an energy harvester to
harvest energy from a PB in the EH phase. The system model
shown in Figure 1 can be applied to the scenarios such as
mobile communications networks and wireless sensor
networks with energy harvesting. We assume that the BS and
Es are equipped with N and Ny receiving antennas, re-
spectively, while PB and each U,,, only have a single antenna.
Additionally, all wireless channels are subject to indepen-
dent quasi-static Rayleigh fading [32], where the black solid
lines, the black dashed lines, the black dot dashed lines, and
red dot dashed lines denote the main links (spanning from
Us to BS), wiretap links (spanning from Us to Es), energy
links (spanning from PB to Us), and artificial-noise links
(spanning from J to BS and Es), respectlvely Let hpm, mB)
hyg, and hyp ,m e {1, oMY, jefl,...,Nghne{l

N}, and e e{ ,N E} respectively, represent the fre-
quency non- selectlve Rayleigh fading channel coeflicients of
the (PB-U,,), (U,, - Bj), y,, - Ene)’ and (J - E,,e) links,
and B; and E, denote the jth antenna of the BS and eth
2’ |hmB].|2

|hyg |2 obey the exponentially distribution with the means of

f?m’ amB , amE > and O’]E , respectively. Additionally, we

assume that the noise for any receiver of Figure 1 is an additive
white Gaussian noise (AWGN) with a zero-mean and N,
variance.

The total transmission timeslot T can be divided into two
phases according to the time-switching ratio «, 0 <a < 1. In
the first phase aT, the PB transmit signals to Us, and all Us
harvest energy from received RF signals. In the remaining
phase (1 — )T, the user who is selected will send message to
BS and the J will transmit jamming signal to Es at the same
time. Hence, the harvested energy of user node U,, can be
expressed as

antenna of E,, respectively. The |h,,,| N hmEﬂg|2, and

= qocTPp'h (1)

2
ol
where P, represents the transmit power of the PB and 7 is
the energy conversion efficiency of the energy harvester,
0<#n<1. The EH model is often assumed along with the
perfect CSI and the hardware impairment is neglected for
the purpose of tractability, which has been widely adopted in
the existing literature [9, 10, 16, 17, 28-34]. It is indeed
interesting to explore a general scenario with imperfect CSI
and hardware impairment, which is out of the scope of this
paper and considered for future work. From (1), the transmit
power of U,, can be obtained as

-—> Energy link

- > Wiretap link

—> Main link - > Artificial-noise link

FIGURE 1: An EH wireless network consisting of a power beacon
(PB), M users (Us), a base station (BS), and a friendly jammer (J) in
the face of N eavesdroppers (Es).

P, = aP, ||’ 2

where a = (7a/1 — «). In the remaining (1 — &)T, a user is
chosen to send message to the BS and BS receives the signals
with N antennas. Without loss of generality, we assume
that the U,, is chosen to transmit signal x, (E[| x5|2] =1)
with the power of P,, to BS. Hence, we can express the signal
received at BS with N antennas as

YmB = Vthmes + g, (3)

where h,,5 = [h,5, by s - -5 By ] and ngz ~ CN (0, N,yI)
is an N-dimensional AWGN vector at BS. Adopting MRC at
BS, the channel capacity from U,, to BS can be expressed as

Np
C,p=(1- oc)Tlog2<1 + ayp|hpm|2 Z |hm3j'2>, (4)
=

where y, = (P,/N,).

Meanwhile, due to the broadcast nature of the wireless
channel, the eavesdroppers attempt to tap the information
transmission between Us and BS. Friendly jammer can help
to improve security of U,,-BS links against eavesdropping
attacks. As described in [36], the friendly jammer emits
artificial noise using pseudo-random sequences, which are
known to BS and not available to Es. Therefore, the artificial
noise can be canceled at BS but cannot be removed at the Es
[27, 31, 34, 36]. Assuming that the J transmits an artificial
noise x; with the power of P 7> therefore, the received signal
at E, can be obtained as

YmE, = \/thmEnxs + \/F]h]Enx] + g, (5)
where h,p = [hyp, e, -5 g, ]Ta hyp = [hg, hg,
Shyg, ] , and n; ~CN (0, NOI) is an N-dimensional

AWGN vector at E. The channel capacity of MRC from U,,,
to E,, with the assistance of the J can be obtained as
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CmEn:(l—(x)Tlogz(1+ N 5
Y/Ze=e1'hn§ne +1

where y; = (P;/N,).

In this paper, we assume that Es wiretap the transmission
between Us and BS cooperatively by MRC. Therefore, the
channel capacity of the wiretap link can be expressed as

2 2
yP|hpm‘ ZnNzlz‘,iel h e )
> :

Vi e Yo |h]E,,e
(7)

mE,

Cp=(1- oc)Tlogz(

2.2. Non-Energy-Aware Multiuser Scheduling. Here, we pres-
ent the non-energy-aware multiuser scheduling (NEAMUS)
scheme, in which the user maximizing CSI of the main
link will be selected to send messages. Therefore, the
multiuser scheduling criterion of the NEAMUS scheme
can be defined as

Ny )
u= argmﬁxz | hm3j| . (8)
=1

Combining (8) and (4), we can obtain the channel ca-

pacity of U,,-BS as
Np
2 2
> |, > )
=

where h,,, and h,, B respectively, denote the wireless channel
fading coefﬁaents of PB-U, and U,-BS. Meanwhile, the
capacity of wiretap link is rewritten as

2
Ypl hpu ZLZZ? h

2
2 b
y]ZnN=IZ£\I=el|h]Ene| +1 )
(10)

Cp=01-aT log2<1 + ayp|hpu

uk,,

Cup=(1- oc)Tlogz(

where h, represents the Rayleigh fading coefficient of

wiretap link.

2.3. Energy-Aware Multiuser Scheduling. This subsection
proposes the energy-aware multiuser scheduling (EAMUS)
scheme. In EAMUS scheme, the user maximizing the
channel capacity of U,,-BS is chosen to transmit data. This
differs from NEAMUS scheme which only relies on the main
link gain. Therefore, the multiuser scheduling criterion of
EAMUS scheme can be defined as

0= argmnzlimeB = argm"ellx‘hpmr % |hmBj'2. (11)
=1

Combining (11) and (4), we can obtain the channel
capacity of U,-BS as
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Cp=01- (x)Tlog2<1 +ayp'h

Ng
2 2

po Z hij >’ (12)
i

where h,, and hoB, respectively, denote the fading coeffi-
cients of PB-U, and U,-BS. Meanwhile, the capacity of
wiretap link can be expressed as

20N N 2
Zn:lZe:el hoEne
2 b
| +1

(13)

“YP| Mo
nynNZIZiii

Cp=(1 —oc)Tlog2<1 +

where h,; represents the wireless channel fading coefficient
of wiretap'link.

3. Security and Reliability Analysis over
Rayleigh Fading Channels

This section provides the SRT performance analysis for
NEAMUS and EAMUS schemes in terms of OP versus IP.
For the purpose of comparison, the SRT performance
analysis for CRRMUS scheme is presented.

3.1. CRRMUS Scheme. In this section, we present the SRT
performance analysis of the CRRMUS scheme as a bench-
mark. In the CRRMUS scheme, each user has the equal
chance to be chosen to transmit its message. Without loss of
generality, we assume the user U, is selected. Following the
literature [37], an outage event happens when the main
channel capacity drops below the data rate of the main link
R,. Therefore, we can express the definition of OP for the
CRRMUS scheme as

PERRMUS _ pr(C,p < Ry)s (14)

out

where b denotes the user who is chosen. According to the
theory of total probability [37], the OP of CRRMUS scheme
can be obtained as

PRRMUS ZPr Cup <Ry, b = m). (15)

m=1

In the CRRMUS scheme, each user has the equal chance
to be selected to transmit its data. Therefore, (15) can be
rewritten as

M
1
CRRMUS
Pout = Z MIO_m > (16)

m=1
where I ,, is given by
Iy =Pr(C,z<Ry). (17)

Substituting (4) into (17) yields



Security and Communication Networks

PR 2
lon = pr<ayp|hpm| 5 | <A>
j=1

(18)
= Pr(Z 'hmB )
APA
where A = 2(R/(1-a)T) _ 7
Based on Appendix A, I, ,, can be expressed as
Np-1 Ak
low=1- 2 ok k2 3k
k=0 k! Y a GpmgmB
Ao? (1-k/2) X
2(2pm> Kik\ 2\fz—=— |
OmBayP UpmamBaYP
(19)

where K, (x) is the modified Bessel function of order m [38].
Substituting I, ,, from (19) into (16), POCliRMUS can be
obtained.

Based on [37], an intercept event happens when the
capacity of wiretap link is higher than R, — R,, where R, is a
secrecy rate. Thus, the IP of the CRRMUS scheme can be
defined as

PERRMUS _ py(C, S R)), (20)

int

NNz-1

K (o 1)l+tﬂk I-h-1 2(h+1 B o
_ JE
Ilm_l_cz ZZ Zt €xp 27 2

BoyuouE

]
k=0 1=0 t=0 Iy (h—t)'t' 0oy

U?E 7f71 2
I({ f+1, , f=0,
<ﬁ055> ﬁ"UE”;U

2
o
. JE _
><<—El<— = > f=-1
Boyeo,u

where R, = R, — R,.
According to the theory of total probability [37], (20) can
be expressed as

pIEMUS ZPr(CmE>Re,b m). (21)

m=1

Similarly to (16), we can rewritten PCRRMUS ag

M
1
poRMUS N (22)
n r;l M m
where
Il,m = Pr(CmE > Re)' (23)

Substituting (7) into (23), I, ,, can be rewritten as

1, _Pr<nzlezl|hw Pm| ZZV%E ——>,

n=1e=1
(24)

where 8 = (ay,/( 2RI _ 1)y,

Based on Appendix B, I, ,, can be expressed as (25),
shown at the top of thls page, where (= (1/0
(NN - 1)‘0UE E)exp(l/aIE)/]) h=NNg-1+k-I and
f =1-k—-1+h—t. Substituting I, ,, from (25) into (22),
the intercept probability of CRRMUS scheme can be
obtained.

2 2 N\ f-1p. 2 2 2 - 2 2 2\
(_1)—f(U]E/ﬁ0UE) El(_(UIE//’)‘TUE‘TpU)) N Uz(ff—l)e-(ﬂﬁa/ﬁfm”fw) fzz (_l)q(UIE/ﬁGUEGPU) f<-1L
k F- 1) U D [ ooy g
(25)
3.2. NEAMUS Scheme. In this subsection, we propose the PLEAMUS - Z To_m (27)

SRT analysis of NEAMUS scheme over Rayleigh fading
channels. As mentioned above, a user maximizing the main
link gain will be selected in the NEAMUS scheme. Similarly
to (14), we can obtain the OP of NEAMUS scheme as
PYAMUS — pr(Cp <Ry), (26)

out

where C,; is given by (9).
According to the theory of total probability [37], com-
bining (9) and (26) yields

where T, ,, can be expressed as

2 A <& 2
TO,m = Pr<| hpm' <m gEDg#mZ |th | ; |hmB]| ))
J=

where D represents the set of users.
According to Appendix C, T, ,, can be obtained as

(28)
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Sus (-1)A; By _ 1 i
T, =2 Vi CUAB, x[(i+NB—1)!<2+’)

(Ng—1)loty OUB
i+Ng/2
B Ao, — Al +1)
2 2 ; Kin,| 2 z 2 ’
ay, o5y (1 +1) ay,0,u90E
(29)
where Uy =X} OZ' '})---Z;Z_j;é‘wﬂ,
=(Np-1)(i- i) - (Np—2)i, - (Ng—3)is - N

M-1 i i—i, i—ip =iy,
Ai/: X oo 5
i i i ing-1

1 i_il_miNBil Np-2 1 iks1
By = H ( 2%k ) :
< (N - 1)!05,%st 1)> =0 \Klogp

(30)

NE

N
= Pr<z |h75n3
n=1e=1

Based on Appendix D, T, ,, can be formulated as

1+i ~i-Np
+ Njp —1) I .
ofg

(34)

T = ngl—1 Uy (_l)iAi’Bi’ -
fom N, X (l
(N - 1)lopy

where I, ,, is given by (25). Substituting (34) into (32),

PNEAMUS can be obtained.

3.3. EAMUS Scheme. This section presents EAMUS scheme
to improve the physical-layer security in terms of SRT
performance. As mentioned above, a user maximizing the
channel capacity of U,,-BS is chosen. Therefore, the OP of
EAMUS scheme can be defined as

PEAMUS — pr(C 5 <Ry),

out

(35)

where C,j is given by (12).
Substituting (12) into (35) yields

<ﬁ'hpm| Z Z |hmEne
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Substituting (29) into (27), the OP of NEAMUS scheme
PguEtAMUS can be obtained.
Similarly to (20), we can obtain the IP of NEAMUS
scheme as
PNEAMUS - Pr (CuE > Re)’

int

(31)

where C,,; is given by (10).

Combining (10) and (31), P};IEAMUS can be expressed as
L @

where T, ,, is given by
—y—’ggggng rgn | < Z s | > (33)

EAMUS 2 & 2 A
P —Pr(mﬁx'hpm| Z|hm3j' <—>
=1

ay,

M 2 N3 2 A M
_ ﬂpr<|hpm| 3 s <%> T
(36)

where I ,, is given by (19).
Relying on the definition of IP in (20), we can obtain the

IP of EAMUS scheme as
PEAMYS — pr(C,, >R,),

int

(37)
where Cj is given by (13).
According to the theory of total probability [37], we can

rewrite (37) as

EAMUS

mt Z T2 m>

where T, ,, can be expressed as

(38)
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T, ,, = Pr(

With our existing knowledge, it is very challenging to
derive the closed-form expression of T, ,, of Appendix
E. For simplicity, as discussed in [32, 39], since the optimal
user selection does not rely on the CSI of wiretap link, the
best user scheduling for BS can be regarded as equivalent to
random user scheduling for eavesdroppers Therefore, the
PDF of random variables of ¥ 129 1o, * is the same as
N IZe llhmE . Hence, we can rewrite (37) as

(l/y]

mE,
ne

N N,

S Sy, |+
N <N,
Zn:lZe:l h

<Blt|

( 1)l+tﬁk I-h-1 2(h+1 k)h'

7
0 Ty ) o
N N,
s Pr(zm L3 )
n=1e=1 n=1 e=1
(40)

After further manipulations, (40) can be expressed as
(41) shown at the top of this page, where 0= (1/0
(NNg - 1)'0UE E)exp(l/alEy])

EAMUS
Py int,

)!t!apo

2

Z!V] (h-
P

-f-1

1,
> <f+ ﬁUE po
2 >’ f=-1

2
BoyETpe

>, f20

2
U]E

(aiE/ﬁaf]E)fff lEi(—(oiE/ﬁaf]Ea;o)) N

-/
(-1 /-1

4. Numerical Results and Discussion

In this section, we present the numerical results and dis-
cussions for the CRRMUS, NEAMUS, and EAMUS
schemes. The OP and IP of CRRMUS, NEAMUS, and
EAMUS schemes are evaluated by using (16), (22), (27), (34),
(38), and (40). In our analysis model, we assume that the
transmission links between any two nodes of Figure 1 are
Rayleigh fading channels. Following the existing literature
[26-28, 36 39] the average channel gains of 02, = 07, = 1,
Ohp =04 =07p = 1,05, =05, =03,T = 1 ms, Ry = 1bit/
s/Hz, R, = 0.6 bit/s/Hz, NB = N =2 are used for both the
analysis and the simulation, unless otherwise stated. For
simplicity, let “I” denote the theoretical result and “S”
represent the simulated result.

As shown in Figure 2, we present the OP and IP versus y,,
of the CRRMUS, NEAMUS, and EAMUS schemes. In
Figure 2, the theoretical results match well with the simu-
lated results, which demonstrates the correctness of our
analysis. Figure 2 shows that, with the increase of y, the OP
of CRRMUS, NEAMUS, and EAMUS schemes are signifi-
cantly reduced, whereas the IP of three schemes increase,
implying that a security and reliability tradeoff between the
IP and OP exists in our proposed EH network. Figure 2 also
demonstrates that the EAMUS scheme performs better than
CRRMUS and NEAMUS schemes in terms of OP.

2

2
07g
exp| —
BoouE

ey

)

(-1 (07:/Bor,00x )"

D(-f-2)-(-f-1-¢q)

/- f<-1

q=0
(41)

Meanwhile, the IP of the EAMUS scheme is almost identical
to that of the NEAMUS and CRRMUS schemes. This is due
to the fact that the best user scheduling for BS can be
regarded as equivalent to random user scheduling for
eavesdroppers [32, 39]. However, the following SRT analysis
shows that the physical-layer security can still be enhanced,
because the improvement of reliability can be translated into
the enhancement of security.

Figure 3 shows IP and OP versus energy conversion
efficiency # of the CRRMUS, NEAMUS, and EAMUS
schemes. As shown in Figure 3, as the energy conversion
efficiency 7 increases, the OP of all CRRMUS, NEAMUS,
and EAMUS schemes decreases, while the IP of CRRMUS,
NEAMUS, and EAMUS schemes increases accordingly. This
is due to the fact that, with the increase of energy conversion
efficiency #, the users convert more energy from received RF
signals for information transmission, which leads to a lower
OP. Meanwhile, the increase of user transmission power is
beneficial not only for BS but also for Es, which causes a
higher IP.

Figure 4 shows IP versus OP of the CRRMUS, NEAMUS,
and EAMUS schemes for different number of users M. It can
be seen from Figure 4 that the EAMUS scheme is better than
the NEAMUS scheme and CRRMUS scheme in terms of
SRT, and the CRRMUS scheme is the worst of the three
schemes. That means the proposed NEAMUS and EAMUS
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schemes can achieve the benefit of wireless security. One can
also observe from Figure 4 that as the number of users M
increases from M =2 to M = 6, the SRT performances of
NEAMUS and EAMUS schemes improve, illustrating that
increasing the number of users can effectively improve the
physical-layer security performance. Moreover, as the
number of users increases from 2 to 6, the SRT performance
gap of EAMUS scheme is more significant than that of
NEAMUS scheme, which also further shows the superiority
of the proposed EAMUS scheme in terms of SRT. However,

as M increases from 2 to 6, the SRT of CRRMUS scheme has
not changed, due to the fact that the CRRMUS scheme
randomly selects user without cooperation between users.
Figure 5 depicts IP versus OP of the CRRMUS, NEA-
MUS, and EAMUS schemes for different y;. As seen from
Figure 5, for both y; = 5dB and y; = 10dB, the SRT per-
formance of EAMUS scheme is always better than that of
NEAMUS and CRRMUS schemes in the whole y, region.
Additionally, with the y; increases from 5dB to 10dB, the
SRT performances of CRRMUS, NEAMUS, and EAMUS
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schemes all have been improved, implying significant SRT
benefit achieved with the increases of y;. That is to say, the
wireless transmission security of the proposed EH network
can be improved by increasing the transmission power of the
jammer for all three user scheduling schemes.

In Figure 6, we show IP versus OP of the CRRMUS,
NEAMUS, and EAMUS schemes for different MER, where
MER = 0?2 ;/02, . represents the main-to-eavesdropping ra-
tio [27, 28]. As shown in Figure 6, with the increasing of
MER from -5dB to 5dB, the SRT performances of
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CRRMUS, NEAMUS, and EAMUS schemes all improve,
accordingly. Specifically, given a special OP value, the IP of
the CRRMUS, NEAMUS, and EAMUS schemes decreases
with the increase of MER. That is to say, the physical-layer
security of the proposed EH network can be effectively
improved by increasing MER.

Figure 7 depicts the secrecy rate versus y, of the
CRRMUS, NEAMUS, and EAMUS schemes for different
number of users M. As shown in Figure 7, as the increase of
Vs the secrecy rate of CRRMUS, NEAMUS, and EAMUS
schemes improves, accordingly, and then the secrecy rates of
the three schemes all keep in a stable state. It can also be
observed from Figure 7 that, with the increase of the number
of users from M =2 to M =6, the secrecy rate of both
NEAMUS and EAMUS schemes improves, implying that the
wireless transmission security of NEAMUS and EAMUS
schemes can be improved by increasing the number of users.
Additionally, Figure 7 also shows that the EAMUS scheme
has the largest secrecy rate among the three schemes,
demonstrating that the proposed EAMUS scheme can im-
prove the physical-layer security significantly.

5. Conclusion

This paper investigated the physical-layer security for an EH
wireless network consisting of multiple EH users, a base
station, a friendly jammer, and multiple eavesdroppers. In
order to improve the physical-layer security, we proposed
energy-aware multiuser scheduling (EAMUS) scheme and
non-energy-aware multiuser scheduling (NEAMUS)
scheme depending on whether the CSI of energy link is
available or not. Also, the conventional round Robin mul-
tiuser scheduling (CRRMUS) scheme is considered as a
benchmark. Closed-form expressions of OP and IP for
EAMUS, NEAMUS, and CRRMUS schemes are derived to
evaluate the reliability and security achieved by the proposed
schemes. Additionally, we presented the SRT performance
analysis for CRRMUS, NEAMUS, and EAMUS schemes.
Numerical results showed that the proposed EAMUS
scheme is superior to the NEAMUS and CRRMUS schemes
in terms of SRT. That is to say, the proposed EAMUS scheme
can significantly improve the physical-layer security in the
EH multiuser network. Additionally, the SRT performance
of NEAMUS and EAMUS schemes can also be improved by
increasing the number of users.

Appendix

A. Derivation of (19)

Assume that the fading coefficients of Ihpml2 and |h,,z |* are
independent and identical distributed (i.i.d.) random vari-
ables with means of 02, and 02 5, respectively. Denote X =
Z 2|, > and Y = |h |7, Therefore, the probability
den51ty functions (PDFs) of X and Y can be written as

11

Np-1
fx(x)= (N — : 1)1 eXP( Ugg)’

exp< ;).
apm Opm

The cumulative distribution function (CDF) of X can be
obtained as

(A1)
fr(y) =

N X Ng-1 1/ x k
Fy(x) = JO fx(x)dx=1 _eXP(_Gz—mB> ]; y(az—mB> :
(A.2)

Therefore, I, ,, can be rewritten as

o A Ny-1 AR
IO_rn:JO FX(aypy>fY(y)dy=1_ Z K a v o o2

k=0 K:@ Y05 O0mp
« A Y -k
XJ expl ————-—=5— |y dy
0 Tp5YpY o
Np-1 A
=1- ) 1k k2 2k
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Ac? 1-k/2 A
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B. Derivation of (25)

(A.3)

For simplicity, we assume that the fading coefficients of
15 Vs |2 and Ih]Enelz,me {1,...,M,ne{l,...,N},
and e € {l,...,Ng}, are independent and identical dis-
tributed (1.1.d.) random variables with the means of aéU, aij,

N N,
X = anlzezllh]EnL,'Z’

Y =k, and Z = 3 52 Iy, 1
express the PDFs of X, Y, and Z as

and oj;, respectively. Denote

Therefore, we can

S Ne-1 X
, B.1
Sl = (NN - 1)l P\ 72, (51
fr(y) = azleXP<—;>, (B.2)
pU pU
ZNNe-1 -
. B.
fZ( (NNE—I)'O’zNNEe p( 0’5@) ( 3)

The CDF of X can be obtained as



12

Security and Communication Networks
o \NNe-1 g K
FX (X) =1- exp 5 Z E(T) (B4) 1
O] k=0 "\9JE

e[ Fx(ﬁyz - 1) Fr() f2(2)dydz. (B.5)
0 0 )/]

Using (B.4), Fx (Byz — (1/y;)) can be expressed as

1 1\]V¥& 1\
S Sy -

Therefore, (25) can be rewritten as

— (B.6)
k=0 k!aiﬁ Yy
oo 1\ 075w
wherein (Byz - (l/y]))k can be expanded as D, = J T alatl I —— | exp( - ]Ez dw.
1\ &R () e o
k=l k-1
z—— —_ z (B.7) B.11
(ﬁy w) gl'(k—l)'ly (B.11)
Similarly to (B.7), (w -
Combining (B.5), (B.6), and (B.7), I, ,, can be expressed
as

(1/0?,(]))]1 can be expanded as

L* t
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Substituting (B.12) into (B.11) yields
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When f < -1, ®, can be obtained as
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Finally, by substituting (B.10) and the results of ®, into
(B.8),I, ,, can be expressed as (B.17), shown at the top of the
following page.
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C. Derivation of (29) T, ,, can be rewritten as
. . 2 2 00
Assume that the fading coeflicients of |h,,|” and IhmBj| , T, ,, = J H Pr<z ' th)' < u>
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iables w1th the means of (TPU and o7, respectively. Denote (C2)
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Substituting (C.4) into (C.2), Ty ,,
YMI U, (-1) Ay By

can be expressed as

= O, - D), (C.6)
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where @, and @, can be given by
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Substituting (C.7) and (C.8) into (C.6), we can obtain
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D. Derivation of (34)

Denote U= ZnNzlzi\iﬂllh]Eﬂelz, V= |hPm|2 and

N, . .
W =3YN S|k, I, and all random variables are inde-
e

pendent of each other. Therefore, T, ,, can be rewritten as

Letting X = Z
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Combining (D.2) and (B.6), we can obtain T, ,, as
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which complete the proof of (34).

E

Let X =lhy,l’ Y=Y, Z=XY, U=YY,

Yelhgg, PV = S0 50 g, P and W = (U + (1/yp/V),
For simplicity, we assume that the fading coefficients of
|hpm|2> |hmBj|27 |h]Ene|2’ and |hMEne|2’ me {1) e ,M},
je{l,...,Ng},nefl,...,N}ande € {1,..., N}, areiid.
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random variables with the means of 07, 0¢5, 075, and o,

respectively. Therefore, the CDFs of Z and W can be
expressed as
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Therefore, T, ,, can be rewritten as
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where Fy, (w) is given by (E.5), and ©(x, y) can be com-
puted as
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