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As the number of Android malware applications continues to grow at a high rate, detecting malware to protect the system security
and user privacy is becoming increasingly urgent. Each malware application belongs to a specific family, and there is a gap in the
number of malware families. .e accuracy of detection can be improved if malware family information is well utilized and certain
strategies are adopted to balance the variability among samples. In addition, the performance of a base classifier is limited. If an
ensemble classifier or an ensemble method can be adopted, the detection effect can be further improved. .erefore, this paper
proposes a novel malware family-based bagging algorithm for Android malware detection, called FB2Droid, to perform malware
detection. First, five features are extracted from the Android application package. .en, the relief feature selection algorithm is
used for feature selection. Next, we designed two different sampling strategies based on different families of malware to alleviate
the sample imbalance in the dataset. Combined with the two sampling strategies, the traditional bagging algorithm is improved to
integrate the classifier. In the experiment, several classifiers were used to evaluate the proposed scheme. .e experimental results
show that the proposed sampling strategy and the improved bagging algorithm can effectively improve the detection accuracy of
these classifiers.

1. Introduction

In recent years, the Android operating system has developed
rapidly and has been the most widely used smartphone op-
erating system. According to a recent report in the Global Stats
[1], as of April 2019, Android devices have the highest market
share among all smartphone users, accounting for 74.85%. As
well as its popularity, it has caught the attention of malware
creators. Regarding Android malware and based on the
McAfeeMobile.reat Report 2020, the total number ofmobile
malware detected was more than 35 million in Q4 of 2019 [2].
.e phenomenal growth of malware poses a great threat to
users; therefore, it is urgent to detect malware and protect user
security.

With the development and popularity of machine learning
algorithms, they arewidely used in the field of Androidmalware
detection. Machine learning-based malware detection mainly

includes the following steps: (1) data collection and collation,
and analysis of benign andmalicious samples to extract features;
(2) use the feature selection algorithm to screen extracted
features; (3) training classificationmodel; (4) using classification
models to detect and judge unknown samples. According to
different feature extraction methods, Android malware detec-
tion can be divided into static analysis and dynamic analysis.
Static analysis uses reverse engineering to decompile the An-
droid application package (APK) without installing and exe-
cuting the application and then extracts features from the code
and other files. Unlike static analysis, dynamic analysis requires
running an application and then gathering information about
what is running to extract features. .is method can achieve
high accuracy in identifying malicious activities, but it takes a
long time and huge resources to run themonitor in real time. In
contrast, static analysis technology is widely used because of its
low resource consumption and high code coverage.
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.e problem of Android malware detection is essentially
a classification problem. With the rapid development of
malware, there are various types of malware and a large
number of them. According to the behavior and charac-
teristics of malware, malware can be divided into different
families. However, the development of different malware
families is uneven, and the number of samples varies greatly,
which leads to the imbalance in the detection. In other
words, the large number of samples of a certain type leads to
the “bias” of the classifier towards such samples, thus af-
fecting the detection effect. Traditional classification algo-
rithms have achieved good results in the balanced datasets,
but the actual datasets are often unbalanced, and the tra-
ditional algorithms are sensitive to unbalanced data and
have poor detection effects, such as SVM [3, 4] and RF [5, 6].
.e data imbalance [7, 8] is manifested in two aspects: (1)
interclass imbalance, where the number of samples in one
class in the dataset is significantly less than the number of
samples in other classes; (2) intraclass imbalance, where the
number of samples in a class and its subclasses is unbalanced
or a class of data presents multiple small separated terms.
Since traditional classifiers take the overall classification
accuracy as the learning goal, in this case, to obtain a greater
classification accuracy, it is bound to cause the classifier to
pay too much attention to the majority of the class samples,
thus reducing the classification performance of the minority
of the class samples. At present, most malware detection
schemes ignore the intraclass imbalance, that is, the im-
balance between various software families within the mal-
ware, which leads to the trained classifier having better
detection performance on the families with large sample size,
but less performance on the families with the small number
of samples, thus reducing the overall detection efficiency.
Besides, most of the existing Android malware detection
schemes use only a single classifier with limited capability
and effectiveness.

.erefore, to address the above issues, this paper pro-
poses a novel malware family-based bagging algorithm for
Android malware detection. First, the scheme extracts five
features from APK files, then uses the relief feature selection
algorithm to evaluate the importance of each feature, and
then selects some of the more important features for clas-
sifier training and malware detection. .en, based on the
family tags provided in the dataset, two sampling strategies
are designed to alleviate the intraclass imbalance in the
dataset. .en, the designed strategy is used to improve the
bagging algorithm to integrate classifiers to detect malware.
.e experimental results show that the detection accuracy
and F-score of malware are improved by 2.3% and 2.0% by
using the proposed ensemble scheme based on some
common classifiers.

.e contributions of this paper are as follows:

(1) .e family information and category labels of
malware are applied to malware detection, and an
integrated scheme of bagging based on malware
families is constructed to effectively improve the
accuracy of malware detection.

(2) Considering the imbalance between malware fami-
lies, the sampling strategy of bagging is improved.
On the basis of random sampling based on the
classical bagging algorithm, two sampling methods
are added: the equal number sampling strategy based
on the number of malware families and the sampling
strategy based on the malware family information.

(3) .e designed sampling strategies take into account
the imbalance between the malware families, can
effectively alleviate the imbalance within the class,
and fully take care of each malicious family

(4) We designed and carried out a number of experi-
ments and presented a wealth of experimental re-
sults. .e experimental results show the feasibility
and effectiveness of the proposed scheme.

.e rest of this paper is organized as follows. .e related
work is introduced in Section 2. .e feature extraction and
selection methods are described in Section 3. Section 4
describes the proposed bagging ensemble scheme and
designed sampling strategies. Section 5 presents the evalu-
ation and analysis. Finally, conclusions are drawn in Section
6.

2. Related Work

Android malware detection technologies fall into three
categories: static analysis, dynamic analysis, and hybrid
analysis. Static detection uses corresponding decompilation
tools to extract the static features of the program, such as
syntax-semantics and signatures, for analysis, to evaluate
application security and detect malware. And, static analysis
can be further subdivided. One is signature-based malware
detection..e signature-based static analysis methodmainly
uses the unique signature mechanism of the application
software to uniquely identify the signature and feature code
of the application and compare it with the known malware
feature base, and if there is a match to the consistent sig-
nature, it is judged as malware. Faruki et al. [9] presented
AndroSimilar, an approach that generates signatures by
extracting statistically robust features, to detect malicious
Android apps. Zheng et al. [10] proposed DroidAnalytics, a
signature-based detection and analysis system, that auto-
matically collects, manages, analyzes, and extracts Android
malware. It uses a multilevel signature algorithm (signatures
contain method level, class level, and application level) to
extract malware features based on opcode level semantics.
.e multilevel signature approach offers important advan-
tages over traditional encryption methods (e.g., md5-based
signatures). However, this technique has some limitations
and is not effective in solving the problem with high ac-
curacy when used to detect repackaged malware. And, with
the explosive growth of malicious applications, new mali-
cious application feature signature codes need to be
extracted continuously, which increases the workload to
some extent and is too inefficient. .is gives rise to an al-
ternative static analysis method that uses multiple static
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features to detect malware. For this purpose, the executable
application (APK) is reverse engineered from which relevant
features are extracted for analysis and detection, such as API
[11–13], permission [14, 15], intents [16], function call graph
[17, 18], and control follow [19]. Arora et al. [20] proposed a
novel detection model, called PermPair, which detects
malware bymining the combination of permissions from the
AndroidManifest.xml on applications. Niu et al. [21] used
function call to construct function call graphs to classify
Android malware. OpCode-level FCG was used in this
paper, which is obtained through static analysis of Operation
Code (OpCode). .en, authors applied Long Short-Term
Memory (LSTM) to detect applications.

Different from static analysis, dynamic analysis monitors
the operation of the program in real time to find and detect
malicious behavior of the program. Among them, the dy-
namic feature includes network traffic [22, 23], system calls
[24–26], and resource consumption [27]. Vinod et al. [25]
proposed the Android malware detection scheme based on
system calls, and the results are verified on five datasets.
RoughDroid [28] proposed a floppy analysis technique that
can discover Android malware applications directly on the
smartphone. However, dynamic analysis needs to monitor
applications on a mobile device or simulator to extract
features, which is time-consuming..erefore, some scholars
have combined static analysis and dynamic analysis to
produce hybrid analysis. In [29], the authors proposed a
hybrid detection method that performs dynamic detection
on these suspicious applications which are detected by static
detection. In [30], the authors compiled static and dynamic
features from benign and malicious applications such as API
call sequence, system command, manifest permission, and
intent. .en, they used a deep neural network to classify
applications. In [31], the authors applied network-related
features and activity bigrams to construct a detection scheme
to resolve the Android malware familial classification
problem, which is based on machine learning and hybrid
analysis. An extensive feature set including network-related
features and activity bigrams is proposed. .e proposed
scheme in this paper belongs to static analysis.

With the rapid development of Android malware, there
are a variety of different types of malware, which can be
divided into different families according to the character-
istics of malware. .e classification of the malware family is
also an important part of malware detection. However, there
are many kinds of malware families in a dataset, and the
distribution among them is unbalanced, which makes it
difficult to detect the malware. .erefore, many scholars
have begun to focus on this direction, hoping to improve the
detection efficiency through the classification of the malware
family. EC2 [32] presented a novel algorithm for discovering
Android malware families of varying sizes—ranging from
very large to very small families (even if previously unseen).
Fan et al. [33] proposed a newmethod to construct fregraphs
to represent the common behaviors of malware samples
belonging to the same family, classify Android malware, and
select representative malware samples according to fregraph.
.en, they designed and implemented a new detection
system, FalDroid, which can handle the family classification

of large-scale Android malware with high precision and
efficiency. .is paper only used the family information of
malware to improve the bagging algorithm to detect
malware.

Due to the development of machine learning, it has been
widely used in Android malware detection. However, it is
difficult to improve the detection results by using a single
base classifier, such as support vector machine (SVM)
[34, 35]; therefore, it has become a trend to use ensemble
classifiers for detection. .e way to combine classifiers that
have independent decision-making ability with each other is
called an ensemble classifier. It turns out that the predictive
ability of integrated classifiers is much better than that of
individual classifiers in general. In the studies using the
ensemble classifier, there are two directions: one is to directly
use related ensemble classifiers, such as random forest (RF)
[36], gradient boosting decision tree (GBDT) [37], and
AdaBoost [38]; the other is to use ensemble methods to
combine with single classifiers, such as boosting, bagging,
and stacking methods. Yerima and Sezer [39] proposed a
detection framework, DroidFusion, based on multilevel
classifier fusion. .is framework uses a sorting algorithm to
sort the low-level training classification model and select the
optimal combination to produce the final decision result. In
addition, in the field of malware detection, machine learning
algorithms have significant advantages in feature extraction,
optimization, and software detection. .erefore, this paper
chooses to improve the bagging algorithm to further en-
hance the detection performance of multiple machine
learning.

3. Feature Extraction and Selection

3.1. Feature Extraction. .e dataset of Android malware
detection is the original APK file, which is the installation
package of Android applications. In order to extract the
relevant features, the APK file needs to be decompiled to
obtain the program code and its key files. .erefore, in this
paper, the APK is decompiled using the Androguard [40]
tool to obtain the AndroidManifest.xml and Class.dex file
and convert the Class.dex file into a .smali file which is more
human-friendly as intermediate presentations of bytecode.
.e AndroidManifest file contains all the permissions re-
quired for the execution of the program and communication
components. .erefore, in this paper, the following five
features are extracted from the above two documents, as
shown in Figure 1:

(i) Permission: if an app needs to execute some
specified operations, it must request corresponding
permissions

(ii) App components: application components are the
essential building blocks of an application including
activities, services, providers, and receivers

(iii) Intent filters: intents handle the communication
between components

(iv) Sensitive API calls: some API calls allow access to
sensitive data and resources on smartphones
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(v) Sensitive shell command: some commands can gain
root privilege and perform dangerous operations

In the experiment, to reduce resource consumption and
speed up detection efficiency, the feature is represented in
binary form. If the feature exists in the application, the
corresponding location of the feature is marked as 1.
Otherwise, it is marked as 0 and an eigenmatrix of 0/1 is
finally formed as shown in Figure 2.

To further explain the eigenmatrix, assume that the
number of samples is m and the number of features is n.
.us, the two-dimensional eigenmatrix of Figure 2 is ob-
tained, where each row represents a sample and each column
represents a feature.

3.2. Feature Selections. .e data and feature determine the
upper bound of machine learning, and the model and al-
gorithm only approximate the upper bound. Feature se-
lection is to extract features from the original data to the
greatest extent for the use of algorithms and models.
Generally, feature selection consists of the following four
steps:

(i) Generation: generate the candidate subset of
features

(ii) Evaluation: evaluate the quality of the feature subset
(iii) Termination: decide when to stop the generation

procedure
(iv) Validation: check whether the feature subset is valid

Feature selection techniques aim to gain a deeper un-
derstanding of the data and to minimize the amount of
computation required during the training and testing phases
to improve prediction performance. It also generalizes the
learning model to reduce overfitting. Generally, feature
selection algorithms are divided into two methods: (a)
feature search and (b) feature subset evaluation. Feature
search is one of the techniques widely used in attribute space
research. In the field of machine learning, feature search can
be divided into the forward selection and backward elimi-
nation. Feature subset evaluation is an approach that is
widely used to identify irrelevant and redundant attributes.
.ere are three types of feature assessment techniques:

filtering, which rates features according to divergence or
correlation and sets thresholds to select features; wrapper,
which selects or excludes features each time according to the
objective function (usually the predictive effect score);
embedding is trained by using the machine learning algo-
rithm and model, and weight coefficients of various features
are obtained. Features are selected according to the coeffi-
cients ranging from large to small. In contrast, filter has high
computational efficiency, is independent of other classifi-
cation learning methods, and can effectively rank the im-
portance of features. .erefore, this paper selects the relief
algorithm for feature selection.

As an effective feature selection algorithm, the relief [41]
algorithm assigns different weights to features according to
the correlation of each feature and category, and features
with weights smaller than a certain threshold value will be
removed. .e relief algorithm randomly selects a sample R
from the training set D, then finds the nearest neighbor
sample H from the samples of the same category as R, which
is called Near Hit, finds the nearest neighbor sample M(C)
from the samples of different kind of R, which is called Near
Miss, and then updates the weight of each feature according
to the following rules:

W(F) � W(F) −
diff(F, R, H)

m
+
diff(F, R, M(C) )

m
, (1)

where F denotes a feature in the sample, m is the number of
samples, diff(F, R1, R2) function represents the difference
between sample R1 and sample R2 on feature F, and M(C)
represents the nearest neighbor sample in category C.

If the distance between R and Near Hit on a feature is less
than the distance between R and Near Miss, it indicates that
the feature is beneficial to distinguish the nearest neighbor of
a similar species from a different one; then, the weight of the
feature will be increased. On the contrary, if the distance
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between R and Near Hit on a feature is greater than the
distance between R and Near Miss, it indicates that this
feature has a negative effect on distinguishing the nearest
neighbors of similar species and different species; then, the
weight of this feature will be reduced. .e above process is
repeated m times, and finally, the average weight of each
feature is obtained. .erefore, according to the weight
calculated by the relief algorithm, the feature of small weight
was filtered out in this paper, which effectively improved the
detection efficiency. See Section 5 for a detailed description.

4. Ensemble Detection Scheme

Traditional Android malware detection schemes based on
machine learning usually only use a single base classifier
such as SVM for detection, with limited performance.
However, better results can be achieved by combining
multiple base classifiers or using ensemble classifiers.

4.1. BaggingAlgorithm. .e bagging algorithm was the most
famous representative of the parallel ensemble algorithm. In
the ensemble algorithm, the bagging method is to build
multiple instances of a class of black box evaluators on a
random subset of the original training set and then combine
the prediction results of these estimators to form the final
prediction result. Idea of the algorithm is to make learning
algorithm training multiple rounds; each round of the
training set consists of M samples randomly taken from the
original training set, and a training sample can appear
multiple times in one round of training or did not appear
(that is, sampling with replacement). A prediction function
can be obtained after training; finally, classification problem
is solved by voting. .e famous integrated classifier RF, the
bagging algorithm plus decision tree (DT) classifier, was
proposed by Breiman [42]. .e basic flow of the bagging
algorithm, as shown in Algorithm 1, includes sampling,
training, and classification. .erefore, the improved bagging
integration scheme proposed in this paper is an improve-
ment and innovation in sampling and final voting
classification.

4.2. Sampling Strategy. .e traditional bagging integration
algorithm uses a random sampling strategy where each
sample is selected with the same probability, but in reality
the data is unbalanced and the variability between different
malware families is sometimes large, i.e., the number of
samples varies widely with the size. In this case, the dis-
tribution of samples in the sampling set applying random
sampling is extremely unbalanced, with some families
having a large number and others having very few, resulting
in a low recognition rate for some of the family samples thus
reducing the overall detection performance. However, the
traditional bagging algorithm only uses a random sampling
strategy with limited performance improvement. Secondly,
considering that each sample in the dataset belongs to a
malware family and the number of families varies, it is
difficult for the traditional bagging algorithm to take into
account each malicious family. .erefore, in order to make

full use of the family information of each malware and
improve the detection performance, two sampling strategies
are added in this paper based on the traditional bagging
algorithm, as shown in Figure 3: the equal quantity sampling
strategy based on the malware family and the family sam-
pling strategy based on the malware family information.
Sampling by equal number of families means that each
family in the training set takes benign and malicious samples
by the same number, and those malicious families with
insufficient samples make up the number of samples to be
sampled by oversampling.

.e family sampling with the malware family infor-
mation is based on the calculated family information of each
sample. Each malware belongs to a specific malware family,
and each malware contains information about its family.
Before starting sampling, a family information estimator is
trained for each malware family in the training set to
compute the family information of each sample. All the
malicious samples of each family and all the benign samples
in the training set are sent to the family information esti-
mator for training, and then, the family information con-
tained in each sample is output. Finally, the number of
samples that each family should take is calculated according
to the family information of all the samples in eachmalicious
family. Among them, the malware family information MFI
of a sample represents the probability that the sample be-
longs to the family, and the higher the MFI value, the more
likely it is to belong to the family. .e MFI calculation
formula is as follows:

MFI � Estimator(sample), (2)

where the Estimator() denotes a family information
estimator.

On the contrary, the probability of a malicious sample
being misjudged as a benign application is BFI. .e BFI
calculation formula is as follows:

BFI � 1 − MFI. (3)

.erefore, the greater the sum of the probability of all
samples being misjudged in a certain family, the more
difficult it is to detect the malicious family, and more
samples are needed to participate in classifier training.
.erefore, this paper designs the following formula to cal-
culate the number of samples to be taken:

Ni � Num familyi( ∗ 

Num familyi( )

j�1
BFIi,j

⎡⎢⎢⎢⎢⎢⎣
⎤⎥⎥⎥⎥⎥⎦, (4)

where Ni denotes the number of samples to be sampled from
the family i, BFIi,j denotes the probability that sample j in the
family i being misjudged as a benign application, and
Num(familyi) represents the number of samples in malware
family i.

Both of these new sampling strategies are based on
malware families, and the number of families determines the
number of sampling. In the subsequent experiments, to
reduce the complexity of the scheme, the choice of family
information estimators in the family sampling strategy based
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on malware family information is not discussed anymore,
and the information estimators of each family adopt the
same classification model, and the classification model de-
pends on the single classifier to be integrated by the en-
semble scheme.

4.3. Improved Bagging Ensemble Detection Scheme. In the
ensemble detection scheme proposed in this paper, each round
of sampling will train multiple base classifiers, and the dif-
ference of base classifiers can effectively improve the detection
performance of the bagging method. .erefore, to further
improve the difference between base classifiers, two sampling
strategies are added in this paper based on the traditional
bagging algorithm. .erefore, this scheme uses three sampling
strategies, respectively, and each sampling strategy is executed
N rounds. In each round, n samples are selected from the
original training set as training subsets, and a total of 3N
training subsets are selected. A base classifier is trained on each
subset, and each base classifier remains independent of the
others. .e three sampling strategies can be executed in
parallel.

First, we perform sampling in the divided training set.
.e random sampling strategy, the equal number sampling
strategy based on malware families, and the family sampling
strategy based on malware family information are used,
respectively, and there are put-back N rounds of sampling,
and each samplingmethod getsN training subsetsDi, i� 1, 2,
..., n, for a total of 3N training subsets. Next, a base classifier
is trained for each training subset Ti. When the family
sampling strategy based on malware family information is
adopted, family information estimators should be trained
separately for each family to calculate the number of sam-
ples. Finally, the base classifiers are trained by drawing
samples according to the calculated number of samples, and
then, the base classifiers are combined into a strong classifier
using a weighted voting strategy with optimal weights so that
the samples in the test set, one by one, pass through each
base classifier and perform weighted voting to output the
final classification results. In the final weighted voting, since
three different sampling strategies are used, the detection
performance of the trained base classifiers are different, and
each classifier cannot be combined by simply using the

Sampling strategy

Each sample has the same probability
of being picked The number of

malicious samples
is equal to benign

samples

Training dataset

Calculate the number of samples to be
taken according to equation (4)

=m1

m1

3
1 1

2

2. .

m

Sample of family 1

Sample of family 22

1 Sample of family mm

Benign sample

Sample of other families.
m

m2

m2

mn

m1

m2

mn

mn

Equal quantity samplingRandom sampling Sampling based on family
information

Figure 3: Sampling strategy.

Input: Dataset D, number of iterations T, number of sampling n, base classifier G(x)
Output: .e final strong classifier f(x)

(1) for t� 1, 2, . . ., T;
(2) .e training set D is randomly sampled for the tth time, and a total ofm times are taken to obtain a sampling subset Dt containing

m samples.
(3) Training the base classifier Gt(x) using the sample set Dt.
(4) If it is a classification algorithm, the voting strategy is adopted, that is, the category or one of the categories with the most votes cast

by T base classifiers is the final classification. If it is a regression algorithm, the arithmetic mean is adopted, i.e., the arithmetic mean
is performed on the regression results obtained by T weak classifiers, and the value obtained is the final model output.

ALGORITHM 1: .e basic flow of the bagging algorithm.
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voting strategy, and appropriate weights are assigned to each
classifier to further highlight the differences between clas-
sifiers to improve the detection effects. In order to assign
optimal weights to each base classifier, this paper uses an
intelligent optimization algorithm to automatically optimize
the weights of each classifier. .erefore, this paper uses a
differential evolution (DE) algorithm for adaptive optimi-
zation. .e DE algorithm is a random search global opti-
mization algorithm based on population evolution. It uses
real number coding and includes three basic operations:
mutation, crossover, and selection. .e optimization search
is guided by heuristic population intelligence generated by
mimicking cooperation and competition among biological
populations. Compared with other evolutionary algorithms,
the DE algorithm has the advantages of fast convergence,
simple operation, and easy implementation. When using the
DE algorithm, based on experience value and experimental
verification, the population is set to 40, the number of
evolution is set to 30, the scaling factor is 0.5, crossover
probability is 0.3, and the classifier’s accuracy as the fitness
function, and in order to have more stability and authen-
ticity in the experimental results, a five-fold crossover val-
idation is used. Also, when the DE algorithm is used to
optimize the weight coefficient of the base classifier, in order
to improve the learning efficiency of the model, reduce the
amount of calculation, and at the same time to ensure the
difference between the base classifiers as far as possible; the
basis classifiers obtained by the same sampling algorithm
have the same weight.

.e rule of weighted voting strategy is to multiply the
predicted votes of each base classifier by their weight co-
efficients and then sum up the weighted votes of each
category, and the corresponding category of the obtained
value is the final classification result. .e weighted voting
formula is as follows:

R xi(  � sign 
3N

j�1
wj ∗Cj xi( ⎛⎝ ⎞⎠, (5)

where wj denotes the weight of each classifier and Cj(xi)
denotes the prediction result of the sample on classifier Cj.
.e overall flow of the detection scheme is shown in
Figure 4.

.e basic process of the ensemble detection scheme is as
follows:

(1) .e original dataset is divided into a training dataset
and testing dataset

(2) For a training dataset, three sampling strategies are
used to carry out N replacements sampling, and each
sampling method obtains N training subsets, re-
spectively, with a total of 3 ·N subsets

(3) A base classifier is trained for each training subset,
and the base classifiers are independent of each other

(4) Differential evolution algorithm was used to opti-
mize the weight of the base classifiers

(5) Let each sample in the testing dataset be detected by
each base classifier, and the results are weighted and
voted on to output the final classification result for
each sample

5. Evaluation

To verify the scheme presented in this paper, the following
experiments are performed. First, we show the distribution
of the malicious family samples in the training set. .en, the
features optimized by the feature selection algorithm are
discussed. Next, it is verified whether the optimal weights of
the weighted voting strategy have an improvement in the
performance. Finally, the proposed scheme is compared
with traditional classificationmethods such as SVM, RF, DT,
K-Nearest Neighbor (KNN), Logistics Regression (LR),
Linear Discriminant Analysis (LDA), Multilayer Perceptron
(MLP), RF, AdaBoost, and GBDT.

5.1. Datasets and Selected Feature. .e dataset used in the
experiment in this paper includes malicious samples and
benign samples. .e malicious samples are mainly derived
from the AMD [43] dataset, which contains 71 families with
a total of 24,553 malware samples and is widely used in the
field of Android malware detection. Benign samples come
from Google Play Store [44] and APKPure [45]. At the same
time, to ensure the effectiveness of the experiment, the
application of the benign dataset includes sports, business,
games, education, news, and other categories, taking into full
consideration the multiple types of data samples in Android
applications.

.e next experiment randomly selected 8000 malicious
samples from the AMD dataset and 8000 benign samples
from the benign dataset at the same time, totaling 16000, to
form the experimental dataset and divided into training and
test sets in the ratio of 7 : 3. When sampling, samples from
the original training set were taken as the training set, and 5
rounds of each sampling method were taken, respectively.
Figure 5 shows distribution of the top 10 malicious families
in the divided training set. As can be seen, the sample
distribution among the malicious families is extremely
uneven, and the gap between the number of the first family
and the tenth family has reached about ten times, not to
mention the small number of malicious families. .erefore,
it is extremely important to mitigate the intraclass imbalance
of malicious samples.

In addition, the features used in the experiment were
filtered, and the weight of each feature was calculated by
using the relief algorithm and ranked from large to small.
.en, features with a weight greater than 0.003 were selected
as the final input features. .e number of features decreased
from 89756 to 789, greatly reducing feature redundancy and
improving detection efficiency.

Malware detection is a classification problem. Four
common metrics exist for classification problems: accuracy,
precision, recall rate, and F-score. .e malicious sample was
denoted as the positive (P) class, and the benign sample was
denoted as the negative (N) class. .en, four numbers are
obtained:

(i) True positive (TP): the number of positive samples
that are correctly predicted as positive

(ii) False negative (FN): the number of positive samples
that are incorrectly predicted as negative

Security and Communication Networks 7



(iii) False positive (FP): the number of negative samples
that are incorrectly predicted as positive

(iv) True negative (TN): the number of negative samples
that are correctly predicted as negative

Based on these designations, the following equations
calculate four common metrics:

Accuracy �
TP + TN

TP + FN + FP + TN
, (6)

Precision �
TP

TP + FP
, (7)

Recall �
TP

TP + FN
, (8)

F − score �
2

(1/precision) +(1/recall)

�
2∗ precision∗ recall
precision + recall

.

(9)

.e precision and recall rate affect each other, and their
harmonic mean is the F-score.

All experiments were run on a personal computer with
an Intel (R) Core (TM) i7-9700 @ 3.0GHz CPU with 32GB
of memory and a Windows 10 64-bit operating system. .e
software used for evaluation includes Python 3.6.1 and
sklearn 0.23.2.

5.2. Performance of New Sampling Strategy. .e FB2 en-
semble scheme proposed in this paper designs two new
malicious family-based sampling strategies: the equal
number sampling strategy based on malware families, and
the family sampling strategy based on malware family in-
formation. In order to verify the performance of the two
sampling strategies, we compare them with the traditional
bagging integration algorithm without the weighted voting
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strategy (each classifier weight is set to 1, which is consistent
with the traditional bagging integration algorithm), and the
results are shown in Table 1.

.e results show that the traditional bagging algorithm
has achieved good performance without using weight, but
the performance of the FB2 ensemble scheme has been
further improved. .erefore, the two sampling strategies
based on malicious families designed in this paper are
helpful to alleviate the imbalance within the malicious
samples and improve the detection performance.

5.3. Performance of the Optimal Vote Weight. .e bagging
ensemble scheme proposed in this paper not only designs
two new sampling strategies but also improves the combi-
nation of each final base classifier, i.e., the weighted voting
strategy is adopted to carry out the final integration. Due to
the different sampling strategies and the different samples
selected in each round of sampling, the base classifiers finally
trained are also different, so each base classifier has its own
preference or difference. .e more obvious the difference
between base classifiers, the better the final detection.
.erefore, this paper proposes a weighted voting strategy to
assign an optimal weight to each base classifier, to better
highlight the difference of each base classifier and further
improve the detection performance. .is section compares
the FB2 detection scheme using the DE algorithm to opti-
mize the weight with the FB2 without the right weight (that
is, the weight of each base classifier is set to 1)..e results are
shown in Table 2.

As can be seen from Table 2, after assigning an optimal
weight to each base classifier, the detection effect of each
classifier is improved. In the absence of weight allocation, the
FB2 ensemble detection scheme has achieved good results.
However, after the differential evolution algorithm is used to
assign the optimal weight to each base classifier, each de-
tection index has been further improved. For example, the
improvement degree of accuracy is at least 0.005 and at most
0.011. .e F-score improved by a minimum of 0.004 and a
maximum of 0.014. .erefore, it is necessary to assign an
appropriate weight to each classifier.

5.4. Comparison with Base Classifier. .is section evaluates
the performance improvement of the FB2 for a single
classifier. .erefore, FB2 was compared with the base
classifier such as SVM, KNN, DT, LR, LDA, and MLP. For
the parameters of each classifier, the default values were
used. Table 3 shows the experimental results for each single
base classifier and the FB2 detection results.

From Table 3, we draw the following conclusions. First of
all, good performance has been achieved when only SVM,
KNN, LR, and other single classification models are used as
classifiers. .en, when using the FB2 scheme, performance
improved significantly over the single classification model. It
can be seen that, for all base classifiers, the FB2 scheme led to
an improvement in all four performance metrics, with the
improvement in accuracy ranging from 1.1% to 2.3%. .e
improvement in accuracy is 1.1% to 2.3%, and the im-
provement in F-score is 0.9% to 2.0%.

5.5. Comparison with Ensemble Classifier. .is section
compares the FB2 scheme with existing ensemble classifiers.
For this purpose, the group with the worst results is selected
from the results shown above and compared with the
existing ensemble classifiers, such as RF, GBDT, and Ada-
Boost. For the parameters of each classifier, the default
values were used. Table 4 shows the results. Although good
performance has been achieved when only a base classifier is
used as the classifier, compared with RF and other integrated
classifiers, its performance is still inferior. However, after the
FB2 integration scheme is used, its performance is further
improved, which has a certain improvement compared with
ensemble classifiers.

FB2 was compared with a variety of ensemble classifiers
using the least effective base classifier DT. As can be seen
from the four types of evaluation indicators shown in Ta-
ble 4, although FB2-DT did not lead in all indicators, it was
still the best in most cases. For example, accuracy and F-
score both ranked first, with 0.978 and 0.977, respectively.
.erefore, in general, FB2 is superior to the above three
ensemble classifiers to a certain extent, which proves the
effectiveness of the proposed scheme.

5.6. Comparison with Traditional Bagging Algorithms.
.is section compares the proposed FB2 scheme with the
traditional bagging algorithm under a variety of single
classifier models: SVM, KNN, DT, LR, and LDA. For a fairer
comparison, default parameters are used for all classifiers,
and the detailed results are shown in Table 5. Although the
traditional bagging algorithm improves the performance of
the single classifier, the performance of the FB2 scheme
proposed in this paper is further improved. Among them,
accuracy improved by 0.2% to 1.2%. And, F-score improved
by 0.2% to 1.4%.

According to the data in Tables 1 and 5, the performance
of FB2 is slightly worse than that of the traditional bagging
algorithm in the case that the weighted voting strategy is not
used, that is, the optimal weight is not given to each base
classifier. However, after the optimal weight is allocated, FB2
has a significant improvement, surpassing the traditional
bagging algorithm. .is further proves that the scheme
proposed in this paper is effective.

5.7. Model Sustainability Analysis. It is true that machine
learning-based detectors are bound to suffer from deterio-
ration, and many scholars are also studying related issues. In
[46], to alleviate the classifier aging problem, they trained the
classifier through API semantics which was extracted from
the relationship graph of Android APIs. .e extracted API
semantics in the format of API clusters can be further used in
Android malware classifiers to slow down aging. However,
this paper uses five features for malware detection and does
not use one feature of API alone, nor does each feature have
a clear invocation relationship such as APIs, which prevents
semantic extraction for each type of feature. And, the study
by Xu et al. [47] is also based on the API detection scheme,
which solves the aging problem of the classifier by constantly
updating and evolving the API feature set. Both of these
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solutions use a single feature for detection, and the API is
updated with the iteration of the Android version, while the
other features basically do not change, so detection with just
a single feature will face a more serious classifier failure
problem. And, using many different types of features can
effectively alleviate the degradation of the classifier. Five
different features are used in this paper and are described in
detail in Section 3.

And, the dataset used in this paper is AMD, and the
samples are collected over a relatively close time span.
.erefore, the dataset is divided into seven groups for testing
according to the year, and each dataset is named BM plus the
year. To ensure the fairness of the experiment, the worst-
performing base classifier was selected. For a more

comprehensive assessment, this paper uses the F-score
metric i.e., both reusability and stability are based on the F-
core. .e detailed results are shown in Tables 6 and 7.

From Tables 6 and 7, it can be concluded that FB2 with
multiple features achieves good classification results when
training with old datasets and testing with new datasets. .e
average reusability of FB2 is about 96.7%, and the average
stability is about 95.2%, both of which exceed DroidSpan.
.is shows that although DroidSpan based on a single
dynamic feature is sustainable, FB2 based on multiple fea-
tures is well adapted to malware updates and has good
stability. In summary, the scheme proposed in this paper is
sustainable under the condition of using many different
types of features.

Table 3: Comparison with multiple base classifiers.

Base classifier
Performance of the base classifier Performance of the FB2

Accuracy Precision Recall F-score Accuracy Precision Recall F-score
SVM 0.964 0.966 0.968 0.967 0.984 0.983 0.986 0.985
KNN 0.966 0.965 0.962 0.965 0.980 0.980 0.982 0.981
DT 0.967 0.963 0.969 0.966 0.978 0.973 0.983 0.977
LR 0.962 0.963 0.965 0.964 0.983 0.981 0.984 0.985
LDA 0.961 0.963 0.964 0.966 0.979 0.981 0.978 0.979
MLP 0.967 0.970 0.960 0.968 0.982 0.981 0.985 0.983

Table 1: Performance of the new sampling strategy.

Base classifier
FB2 without weighted voting Traditional bagging scheme

Accuracy Precision Recall F-score Accuracy Precision Recall F-score
SVM 0.971 0.970 0.969 0.970 0.976 0.973 0.973 0.975
KNN 0.970 0.969 0.968 0.970 0.975 0.976 0.972 0.972
DT 0.969 0.967 0.969 0.969 0.970 0.969 0.971 0.973
LR 0.968 0.966 0.967 0.969 0.973 0.975 0.976 0.971
LDA 0.964 0.967 0.966 0.968 0.968 0.970 0.971 0.969
MLP 0.970 0.969 0.968 0.970 0.976 0.973 0.972 0.975

Table 2: Performance of the optimal weight.

Base classifier
FB2 without optimal weight FB2 with optimal weight

Accuracy Precision Recall F-score Accuracy Precision Recall F-score
SVM 0.976 0.973 0.973 0.975 0.984 0.983 0.986 0.985
KNN 0.975 0.976 0.972 0.972 0.980 0.980 0.982 0.981
DT 0.970 0.969 0.971 0.973 0.978 0.973 0.983 0.977
LR 0.973 0.975 0.976 0.971 0.983 0.981 0.984 0.985
LDA 0.968 0.970 0.971 0.969 0.979 0.981 0.978 0.979
MLP 0.976 0.973 0.972 0.975 0.982 0.981 0.985 0.983

Table 4: Comparison with the ensemble classifier.

Ensemble classifier
Performance of the ensemble classifier

Accuracy Precision Recall F-score
RF 0.976 0.981 0.974 0.977
GBDT 0.974 0.967 0.973 0.976
AdaBoost 0.977 0.970 0.976 0.975
FB2-DT 0.978 0.973 0.983 0.977
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6. Conclusion

A novel malware family-based bagging ensemble method
(FB2) and Android malware detection scheme (FB2Dorid)
were proposed in this paper. .is detection scheme consists
of the following steps. Firstly, APK files were decompiled to
extract features. .en, the relief feature selection algorithm
was applied to select a certain number of the most important
features. Next, two sampling strategies, equal quantity
sampling and based on family information sampling, are
designed for improving the sampling strategy of the bagging
integration algorithm. Finally, the base classifiers were
combined with FB2.

In this paper, a variety of experiments are designed to
verify the feasibility of the FB2 scheme. .e experimental
results indicate that the proposed FB2 scheme achieved good
performance. In the future, the authors will consider de-
signing new integration algorithms rather than just im-
proving existing ones. Also, it is hoped that several sampling
strategies proposed in this paper can really help scholars in
this field. Let them use these sampling strategies in their own
schemes to effectively mitigate the impact of sample im-
balance and further improve the accuracy of malware de-
tection and, secondly, to appeal to scholars engaged in
Android malware research to pay more attention to the
direction of data or sample imbalance. Although the growth
of malware is rapid, it is still too small compared with benign
applications, and the number of malicious samples in real
datasets and reality detection will be very small, and the
distribution gap between malware families will be large, so it
is necessary to alleviate the sample imbalance. It is hoped
that more scholars can be inspired by this paper, so as to put
forward better schemes to eliminate the negative effects
brought by the imbalance of samples.

In the future, authors consider selecting appropriate
family information descriptors for each training subset and
assigning different weights to the base classifiers trained
under each sampling strategy.
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