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Cloud-based Internet of/ings, which is considered as a promising paradigm these days, can provide various applications for our
society. However, as massive sensitive and private data in IoT devices are collected and outsourced to cloud for data storage,
processing, or sharing for cost saving, the data security has become a bottleneck for its further development. Moreover, in many
large-scale IoTsystems, multiple group data sharing is practical for users./us, how to ensure data security in multiple group data
sharing remains an open problem, especially the fine-grained access control and data integrity verification with public auditing.
/erefore, in this paper, we propose a blockchain-based fine-grained data sharing scheme for multiple groups in cloud-based IoT
systems. In particular, we design a novel multiauthority large universe CP-ABE scheme to guarantee the fine-grained access
control and data integrity across multiple groups by integrating group signature into our scheme. Moreover, to ease the need for a
trusted third auditor in traditional data public auditing schemes, we introduce blockchain technique to enable a distributed data
public auditing. In addition, with the group signature, our scheme also realizes anonymity and traitor tracing./e security analysis
and performance evaluation show that our scheme is practical for large-scale IoT systems.

1. Introduction

/e Internet of /ings (IoT) brings the power of the In-
ternet, data processing, and analytics to the real world of
physical objects. /e fast development of IoT has greatly
facilitated a variety of applications all over the world, such as
the Internet of Vehicles (IoV), Industrial Internet of /ings
(IIoT), and Health Internet of /ings (HIoT) [1]. All ex-
plosive numbers of embedded internet-enabled sensors
provide an incredibly rich set of data that device owners can
use to gather data about the safety of their operations, track
assets, and reduce manual processes. /e device providers
can also use the IoTto gather data about people’s preferences
and behavior, though that can have serious privacy and
security implications. /erefore, how to store and share
these data can be a challenging problem. With cloud
computing assistance, the enormous storage and compu-
tation resources can accommodate those massive data in IoT
applications. As shown in Figure 1, the ubiquitous IoT
devices gather all kinds of data, for example, health records,

location data, and personal privacy information, and upload
these data to the cloud, which can significantly lower their
local burden for data storage, processing, and sharing.

Although cloud-based IoT provides many conveniences
for users, data security and privacy have become serious
problems when vast amounts of sensitive and private IoT
data are stored and shared in untrusted cloud servers. /ere
have been many catastrophic accidents in data sharing
services of cloud, such as iCloud and AWS Cloud./e cloud
service providers may unconsciously leak sensitive infor-
mation or even delete these outsourced user data [2].
/erefore, many researchers have dedicated their research to
data security in sharing scenarios. /e works in [3–6] solve
the data access control for data sharing in various scenarios
and the proposals in [7–10] focus on the data integrity
verification and public auditing. However, as the scale of
data and services in the cloud grows, the multiple group data
sharing emerges as a promising application for data sharing
between users in different groups [11–13], such as multiple
health study organizations and multiple businesses.
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However, all of the above schemes fail to support data se-
curity protection in multiple group data sharing scenarios,
which is a big challenge. /e approach in [14] proposes a
multiple group data sharing scheme that provides the data
auditing and integrity verification and trace mechanismwith
the help of blockchain. Nevertheless, the approach suffers
from the lack of data confidentiality and fine-grained access
control, especially the single point failure problem in large-
scale IoT systems, which can be another challenge for data
sharing in multiple groups.

To address these challenging issues in multiple group
data sharing, we propose a comprehensive data sharing
approach to guarantee data security from the aspects of data
fine-grained access control, data integrity verification, and
public auditing. Besides, with multiauthority attribute-based
encryption and blockchain techniques, our proposal enables
data integrity without a trusted third party. It makes the data
access control more flexible in a large attribute universe, user
traceability, and multiple authorities. /e security analysis
and experimental evaluation demonstrate the security and
efficiency of our work. In conclusion, our contribution can
be summarized as follows:

We firstly present blockchain-based fine-grained data
sharing for multiple groups in cloud-based IoT system,
which can achieve the data integrity verification, public
auditing, and fine-grained access control simulta-
neously providing a comprehensive security for data
security.
A multiauthority ciphertext-policy access control
scheme is designed for fine-grained data sharing, which
can support large attribute universe and avoid single
point failure for authority in large-scale systems. Our
scheme extends to multiple group data sharing with the

group signature and blockchain techniques and enables
user anonymity and traceability with data integrity.
We present a detailed security analysis to demonstrate
that our scheme satisfies the security goals of our
system. Extensive experiment with the implementation
is also provided, and the evaluation results depict the
efficiency of our scheme, which proves that our scheme
is secure and practical.

/e remainder of this paper is structured as follows.
Section 2 introduces and reviews the related work on
identity authentication. /en, in Section 3, a motivating
example of our scheme is given together with attacker mode.
Our approach’s overview is presented in Section 4. Fol-
lowing this, in Section 5, we describe in detail the system
design and, in Section 6, we show the performance evalu-
ation for our proposal. Finally, a conclusion is presented for
our work in Section 7.

2. Related Work

/is section reviews some related works on attribute-based
encryption (ABE) and blockchain techniques.

2.1. Attribute-Based Encryption. To guarantee data fine-
grained access control, ABE was first introduced by literature
[15] as a promising paradigm. /en, [16] divided this scheme
into two classes: CP-ABE and KP-ABE (Key-Policy ABE),
where the former requires the data owner to designate an
access policy for ciphertext and the latter for user key. As the
access policy is embedded into ciphertext enabling data owner
to control data access on his own, CP-ABE attracts great
attention and, for the design of flexible access control scheme
according to data owner’s requirements, we emphasize on the
CP-ABE scheme in our work. Later, many studies dedicated
to CP-ABE are proposed, such as large universe CP-ABE [17],
traceable CP-ABE, and revocable CP-ABE [18].

Traditionally, in design of CP-ABE schemes, the system
model involves just one trusted authority for attribute
management and key distribution. However, this brings the
failure of single point and has become the bottleneck in large-
scale system. /us, literature [19] introduced a decentralized
architecture for multiple attribute authority that collabora-
tively manages users and attribute universe. Recently, the
proposal in [20] has realized multiauthority CP-ABE with
large attribute universe and white-box traceability, while the
ability of user tracing is limited and just suitable for certain
scenarios./emultiauthority CP-ABE scheme [21] highlights
the efficiency in traceable decentralized CP-ABE scheme,
while it also suffers from the same drawback with [20].

2.2. Blockchain. Blockchain can be regarded as a distributed
database based on blockchain technology [22–25]. It has the
characteristics of openness, tamper-resistance, decentral-
ization, and autonomy. /e data recorded on the blockchain
cannot be tampered with or modified. A blockchain can be
regarded as a decentralized, trusted third party. /e de-
centralization of blockchain provides a feasible solution for
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Figure 1: : An overview of cloud-based IoT.
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the construction of a security scheme without a trusted third
party. Blockchain enables users to build a shared, distrib-
uted, and fault-tolerant database [26]. Ghoshal et al. [27]
proposed the first auditing mechanism without a third-party
requirement. Blockchain-based data auditing can provide
tamper-proof records and enable data accountability in the
cloud.

At present, blockchain network can be divided into three
categories: public blockchain, private blockchain, and alli-
ance blockchain. We present a specific data-sharing scheme
for multiple groups based on the concept of consortium
blockchain. /e nodes in the alliance chain are well con-
nected and the verification efficiency is high. While pro-
viding high-speed transaction processing, it can maintain
the operation with theminimum cost, reduce the transaction
cost, and have good scalability. /e data can maintain
privacy to a certain extent.

3. Preliminaries

/e section presents several relevant notions and definitions
employed in our paper.

3.1. Notations. We summarize several notations used in our
scheme as well as their descriptions in Table 1.

3.2. Access Structure

Definition 1 (access structures [3]). Suppose that
L1, . . . , Ln  is a parties set. One of the collections

L⊆2 L1 ,...,Ln{ } is considered to be monotone
if ∀M, N: M ∈ L andM⊆M, thenN ∈ L. An access struc-
ture that is monotone is defined as one of the nonempty
subsets L of L1, . . . , Ln , i.e., L⊆2 L1 ,...,Ln{ }/∅. /e elements in
L are defined as authorized sets and the other sets are defined
as unauthorized sets. Without loss of generality, we can
describe users with their attribute set.

3.3. Linear Secret Sharing Scheme (LSSS)

Definition 2 (LSSS [28]). A secret sharing scheme over the
attribute set is called linear over Zp if it satisfies the
following :1. the secret share for each attribute can form a
vector over Zp, 2. there is a matrix M with h rows and n

columns and a function for Π that maps each row Mj to an
attribute. For any j � 1, . . . , h, let the function φ define the
attribute that labels the jth row as φ(j). Given the column
vector v

→
� (s, x2, . . . , xn)T, in which T is the transpose of

the vector v
→, s is the secret that will be shared, and

x2, . . . , xn ∈ Zp are uniformly chosen at random; then M v
→

is the vector of h shares of the secret s based on Π. /e share
(M v

→
)j belongs to the attribute φ(j).

Let attribute set S ∈ A∧S ∈ S be any anthorized attribute
set, and let J � j|j ∈ 1, . . . , h{ }∧φ(j) ∈ S . /en, there exist
constants nj ∈ Zp 

j∈J such that if sj 
j∈J are vaild shares of

a secret s according to Π, then Πj∈Jnjsj � S.

3.4. Group Signature. First proposed by Chaum and van
Heyst in 1991 [29], group signature aims to sign a message in
the name of the group for any group member. In a group
signature scheme, any group member can sign a message
anonymously on behalf of the entire group. Similar to a
general digital signature, a group signature is publicly
verifiable and can be verified by a single group public key.
Moreover, the actual identity of the signer in the system
cannot be traced by the verifier. Only the groupmanager can
identify the real signer. A group signature scheme should
satisfy the following requirements:

Unforgeability. No one can generate a valid group
signature except the members of the group.
Anonymity. Given a group signature, determining the
identity of the signer is computationally infeasible for
anyone except the manager of the group.
Traceability. /e group manager can trace the real
identity of a malicious user when a dispute occurs.
Unlinkability. Without opening the group signature, it
is difficult to distinguish whether two different signa-
tures are made by the same group member.
Nonframeability. No one, including the groupmanager,
can generate a valid group signature in the name of
other group members.

/e advantageous property of a group signature is that it
enables suitable anonymity in various scenarios.

3.5.MerkleHashTree. /eMerkle hash tree [30] is a specific
binary tree that can be used to authenticate data. As shown
in Figure 2, assume that we want to use a MHT to au-
thenticate a file F. We divide file F into L file blocks and
construct a MHT with L leaves, which store the hash values
of f1, . . . , fL. Figure 2 depicts an example of a MHT. File F

has been divided into 4 blocks. /e verifier has the root hash
value HR and requests f2. He requires authentication of the
received file. /e prover provides the verifier the auxiliary
authentication information Ω � H(f1, HB). /e verifier
receives Ω and then computes HA � H(H(f1)

����H(f2)),

HR
′ � H(HA

����HB). Finally, the verifier checks whether HR
′ is

the same as HR.

Table 1: Notation description.

Notations Descriptions
[n] 1, . . . , n{ }

G∗, G∗T Two multiplicative cyclic groups
GPK Global public key
SKGID,S Secret attribute key for DU
APK Authority public key
ASK Authority secret key

Cs

Ciphertext component encrypted by symmetric
algorithm

(A, ρ) LSSS access policy

CTp

/e ciphertext component encrypted with ABE
algorithms

CT /e whole ciphertext
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3.6. Blockchain

Definition 3 (blockchain [31]). /e blockchain technology
was first used for bitcoin, introduced by Nakamoto in 2008
[31]. In recent years, the attitude of bitcoin has been rising
and falling in the world, but as one of the underlying
technologies of bitcoin, blockchain technology has been paid
more and more attention. In the process of bitcoin for-
mation, blocks are storage units one by one, recording all the
communication information of each block node in a certain
period of time. Each block is linked by random hash (also
known as hash algorithm)./e latter block contains the hash
value of the previous block. With the expansion of infor-
mation exchange, one block is connected with another block,
and the result is called blockchain [32]. In essence, it is a
shared database. /e data or information stored in it has the
characteristics of “unforgeability,” “whole process trace,”
“traceability,” “openness and transparency,” and “collective
maintenance.” Based on these characteristics, blockchain
technology has laid a solid “trust” foundation, created a
reliable “cooperation” mechanism, and has broad applica-
tion prospects.

3.7. Cryptographic Background

Definition 4 (bilinear maps [3]). We consider two p-ordered
G0 and G1 groups that are multiplicative cyclic, where p is a
prime. ε, ε are two generators of group G0. If the map e: G0 ×

G0⟶ G1 satisfies the following properties, then we call it a
bilinear map:

(1) Bilinearity: e(εa, εb) � e(ε, ε)ab,∀a, b ∈ Zp, ε, ε ∈ G

(2) Nondegeneracy: e(ε, ε)≠ 1G1
, e(ε, ε) is a generator of

G1

(3) Computability: e(ε, ε) is efficiently computable for all
ε, ε ∈ G0

4. System Model and Security Requirements

We present the system and threat model as well as corre-
sponding security requirements for our work in this section.

4.1. System Model. Figure 3 shows the model of our system
for HTR-DAC. It consists of five entities: cloud service
provider (CSP), attribute authorities (AAs), agencies (ACs),
data user (DU), and data owner (DO), which are described
as follows:

CSP: the CSP provides large amounts of resources, such
as storage and computation. It can also publish various
services.
AA: the AA is in charge of attribute assignment and
secret key distribution and generation for users.
DO: the DO produces a large amount of data and
outsources them to CSP for saving cost and data
sharing. Before data uploading, he will encrypt the data
and designate a specific access policy. He also generates
corresponding group signature for data integrity
verification.
DU: the DU enjoys the data sharing service. Only
authorized DU can access and recover the plaintext by
his secret key. Any user can publicly audit shared data
through blockchain and interaction with CSP.
AC: the AC takes charge of user in a group. It is re-
sponsible for data uploading and blockchain operation.
When a user uploads the data, AC will forward the
ciphertext and record corresponding verification in-
formation into blockchain for public auditing.

4.2. 7reat Model. In our proposal, the AAs, ACs, and DO
are regarded as the fully trusted entities, while the CSP is
considered to be untrusted, which may intentionally leak the
sensitive information or even tamper and delete the shared
data of users. Moreover, some unauthorized DU may ille-
gally access the sensitive data by collusion attack, which will
break the data security and privacy. Aiming to resist these
attacks, we take the following security requirements into
consideration:

Data confidentiality: DO should guarantee the confi-
dentiality of his data and any DU can access the shared
data if and only if his access rights satisfy the access
policy of the data
Collusion resistance: any users in the system should not
have the ability to combine their secret keys to make
them satisfy the access policy and thus access the shared
data illegally
Anonymity: as the real identity of user, especially in IoT
systems, may contain some privacy, to prevent the user
privacy from leakage, the ciphertext should be shared
without leaking real identity
Auditability: each system user can publicly verify the
integrity of the shared data instead of deploying a
trusted auditor
Traceability: when a dispute occurs, the agencies can
trace the real identity of a malicious user for traitor
tracing

Root hash
hash (hash 0 || hash 1)

hash 0
hash (hash 0-0 || hash 0-1)

hash 1
hash (hash 1-0 || hash 1-1)

hash 0-0 hash 0-1 hash 1-0 hash 1-1

L1 L2 L3 L4

Figure 2: An example of MHT.
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In addition to these security requirements, we also raise
the following performance related design goals for our
scheme:

Large universe: the system should afford large attribute
universe; that is, any string can be employed as an attribute
for system users and the system and attribute authorities
need no global parameters for each attribute.
Multiauthority: the system should support multiple
attribute authorities that collaboratively manage the
attribute universe. /at is, attribute authorities should
take charge of user attribute assignment and attribute
secret keys generation.

4.3. System Framework. According the above system model,
the procedure of our system includes several phases as
follows:

Initialization. In this phase, the system finishes initiali-
zation and generates global public key and publishes these
parameters to the whole system. /en, the attribute au-
thorities generate their own public keys and secret keys
and also publish their public keys in system domain.
Authorization. In this phase, each user is registered into
the system by a joining request. /e attribute au-
thorities collaboratively assign attribute secret key
components to each user according to his attribute set.
Moreover, the agencies generate signing secret key for
each user. At the end, each user can get his secret key
after successfully taking part in the system.
Encryption. In this phase, each DO encrypts his data
produced by himself by a symmetric encryption al-
gorithm with designating a specific access policy for
fine-grained access control. Also, the user needs to
create group signature for data integrity verification,
public auditing, and traitor tracing.When an integrated
ciphertext is generated, the user sends it to the agency
in charge and, subsequently, the agency checks the
ciphertext and uploads it to cloud and records the
verification information into blockchain by related
algorithms.

Data Auditing. In this phase, each user in system can
publicly audit the data without a trusted auditor and
many computations and communication overhead. As
the verification information is recorded in blockchain
without being tampered, the user can successfully ex-
ecute data auditing algorithm and gets its results.
Decryption. In this phase, DU requests to access the
data file according to the auditing result. If the DU is
authorized, that is, he has enough access rights, then
DU can decrypt the shared ciphertext and check its
integrity.
User Tracing. In this phase, as we leverage the group
signature and ABE technique, the user identity is
hidden from the ciphertexts. Any time a dispute
happens, the data owner will be traced by revealing its
real identity with the group signature mechanism by
corresponding agency. Moreover, the group signature
also guarantees the avoidance of being framed.

Here, we describe the formal definition of our scheme. A
blockchain-based fine-grained data-sharing scheme for
multiple groups consists of the following algorithms:

SetupG(κ, k, l): given the security parameters κ, k, l, the
algorithm initializes the whole system and generates
global public parameter GPK.

SetupA(GPK): on inputting the global public parameter
GPK, the algorithm generates public key APK and
secret key ASK for each attribute authority.

KeyGen(GPK,GID, S, ASKj ): after receiving the
global public key GPK, the user’s global identity GID,
and attribute set S as well as the corresponding au-
thority public key set ASKj , the algorithm generates
secret key for each system user.
Encrypt(GPK, M, (A, ρ), APKj ): given the global
public key GPK, the message to be outsourced M to-
gether with its access policy (A, ρ), and the authority
public key set ASKj , the algorithm computes all
components of ciphertext which are encrypted by
symmetric encryption and CP-ABE.
SigGen(GPK, Cs, Cp): the algorithm generates group
signature for ciphertext output in Encrypt algorithm
and returns the final ciphertext. /e algorithm not only
uploads the final ciphertext to cloud but also records
the verification information into blockchain through
relevant transaction.
Audit(GPK): the algorithm is executed by any system
user to verify data stored in cloud publicly. Given the
global public key GPK, the algorithm checks the in-
tegrity of shared ciphertext with verification infor-
mation recorded in blockchain and the auxiliary
information from cloud.
Decrypt(GPK,CT, SKGID,S): given the global public key
GPK, user’s secret key SKGID,S, and the ciphertext CT to
be accessed, the algorithm is executed by user GID. It
can verify the data with signature verification algorithm
and decrypts CT if he has authorized secret key.

Auditing
request

Auditing
result

Data flow

Cloud server
Agency

Data share layer
Data upload

Authentication
information

Public audit service layer

Blockchain network

AA1

AA2 AA3

DO DU

Figure 3: An overview of cloud-based IoT.
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Trace(GPK, SigG): if a dispute happens, the data owner
needs to be traced by exposing his real identity executed
by corresponding agency ACi. Given the global public
key GPK and the signature of the ciphertext SigG, ACi

can recover the real identity of data owner denoted by
his certificate.

4.4. Security Model. In this section, we present a static se-
curity model for multiauthority CP-ABE schemes by a se-
curity game between an adversary and a challenger.

Setup. /e challenger runs the global setup algorithm of
multiauthority CP-ABE and gives the global parameter
GPK to the adversary.
Adversary’s Queries. /e adversary proceeds as follows:

It chooses a corrupt authority set C ⊂ U and sends the
public keys of these corrupt authorities to the
challenger.
It chooses a good authority set N ⊂ U and queries the
public keys of these good authorities.
It makes secret key queries for a sequence
(Sj,GIDj) 

m

j�1, where GIDj is an identity and Sj ⊂ U

is an attributes set. In this sequence, we require that
the identities GIDj  be different and none of these
keys come from a corrupt authority; that is,
T(Sj)∩C � ∅.
It specifies two equal-length messages M0, M1 and an
access structure (A, ρ) to the challenger for a chal-
lenge ciphertext. We require that, for each identity
GIDj, this access structure (A, ρ) cannot be satisfied
by SCθ
∪ Sj, where SCθ

is the set of all the attributes that
are controlled by the corrupt authorities.

Challenger’s Replies. /e challenger flips a random coin
b ∈ 0, 1{ } and gives the adversary with the following:

/e public keys PKθ θ∈N corresponding to the good
authorities N

/e secret keys SKSj
,GIDj 

m

j�1
corresponding to

(Sj,GIDj) 
m

j�1
/e challenge ciphertext
CT∗⟵Encrypt(GPK,PK, M, (A, ρ))

Guess. /e adversary outputs a guess b′ for b. /e
advantage of the adversary in this game is defined as
Pr[b � b′] − (1/2).

Definition 5. A multiauthority CP-ABE scheme is statically
secure (against static corruption of authorities) if all poly-
nomial time adversaries have at most a negligible advantage
in this security game.

5. Blockchain-Based Fine-Grained Data
Sharing for Multiple Groups

In this section, we describe our proposal by giving the
overview of the system and the concrete construction.

5.1. Overview. Our scheme aims to protect the shared data
across multiple groups. It highlights the aspects of data
integrity and fine-grained access simultaneously. To ease the
overhead of a trusted third party as auditor, we introduce
blockchain to fulfill public data auditing; and the feature of
tamper-resistance in blockchain also makes it trusted and
public. Moreover, we leverage group signature and ABE to
achieve anonymity, fine-grained access control, traceability,
and nonframeability.

We let Ua denote the attribute universe and UA is the
authority universe. In our scheme, the attribute universe
in Ua is expressed as any string which satisfies the large
universe attribute. As in [20], we also define a map
H: Ua⟶ UA from an attribute to the index of the au-
thority in charge. /at is, for ∀atti ∈ Ua, it belongs to
authority AAH(atti).

5.2. Concrete Construction. Here, we describe the concrete
construction of our proposal. In particular, our scheme
involves such algorithms: Setup, CreateTopDA,
CreateEntity, TKeyGen, Encrypt, TokenGen, Trap,
DecryptOUT, DecryptU, and DecVerify, which are described
in detail subsequently.

5.2.1. Initialization Phase. /is phase consists of two al-
gorithms for system setup and authority setup.

SetupG(κ, k, l): given the security parameter κ, k, l, the
algorithm creates two big primes p, q of κ bits and
generates a bilinear group (G∗, G∗T, p, g, e), where
G∗, G∗T are two multiplicative cyclic groups with order
p, g is a generator of G∗, and e: G∗ × G∗ ⟶ G∗T is a
bilinear map. It also chooses hash functions
H0: 0,1{ }∗⟶G∗, H1: Ua⟶G∗,H2: 0,1{ }∗⟶Zp

and a pair of symmetric encryption algorithms
(Encs,Decs). Moreover, the algorithm computes Q1 �

2p +1,Q2 � 2q +1 and selects elements h,a1,a2,g0,

g1,g2,δ1,δ2∈RQR(n), where n � Q1Q2 and QR(n) de-
notes the quadratic residue of Z∗p. Finally, the algorithm
publishes the global public key as GPK� G∗,{

G∗T,g,h,a1,a2,g0,g1,g2,

δ1,δ2,e,H,H0,H1,H2,(Encs,Decs)}.
SetupA(GPK): each attribute authority AAi ∈ UA

randomly selects αi, βi ∈ Zp. /en, it picks θi ∈ Zp and
computes Yi � gθi . Finally, it publishes its public key
APKi � e(g, g)αi , gβi , Yi  and keeps their master key
ASKi � αi, βi, θi  privately.

5.2.2. Registration Phase. /is phase consists of the key
generation algorithm to generate secret key for each user
according to his attribute set.

KeyGen(GPK,GID, S, ASKj ): given the global public
key GPK, the user global identity GID, and his attribute
set S as well as the master key ASKj  of attribute
authorities that each attribute belongs to (different
attribute in S may belong to the same authority), for
each atti ∈ S, the corresponding attribute authority AAj

6 Security and Communication Networks



(j � H(atti)) chooses μ∈RZp and generates the secret
attribute key components SKGID,i 

i∈S for user GID
according to attribute set S, where

SKGID,i � DGID,i � g
αj H0(GID)

βj H1 atti( 
μ
, DGID,i
′ � g

μ
 .

(1)

/en, the user GID randomly picks
dGID ∈ [2u2], eGID ∈ [n] and computes fGID,1 � g

dGID
0 g

eGID
0 .

/e user GID sends fGID,1 to the agency ACi and receives
bGID, cGID∈R[2u2] from ACi after successfully verifying the
user GID by checking if fGID ∈ QR(n). /e user GID then
computes dGID′ � 2u1 + (bGIDdGID + cGID mod 2u2), fGID,2 �

a
dGID
1 and sends fGID,2 to ACi. After checking

fGID,2 ∈ QR(n), ACi randomly selects LGID ∈ B and com-
putes KGID � (f

a2
GID,2)

1/LGID and returns (KGID, LGID) to the

user GID. If successfully checked with a
dGID′a2
1 � K

LGID
GID , the

algorithm generates the secret key for the user GID as
SKGID,S � KGID, LGID, SKGID,i 

i∈S , where (KGID, LGID) is
the user certificate used for signature generation and user
identifying.

5.2.3. Encryption Phase. /e phase includes two steps:
encrypting and signing. /e former algorithm finishes the
work of symmetric encryption and attribute-based en-
cryption for fine-grained access, while the latter is respon-
sible for group signature generation to ensure the data
integrity and auditing.

Encrypt(GPK, M, (A, ρ), PKj ): when data owner
decides to outsource and share the data M with a
designated LSSS access policy (A, ρ), where A is a l × m

share-generating matrix and ρ is a corresponding map
from a row Ax of A to an attribute attx ∈ Ua, that is,
ρ(Ax) � attx, where x ∈ [l], we can also infer that, with
the map H of GPK, we can get the index j � H(attx) of
the corresponding attribute authority in charge of the
attribute attx; that is, H maps each row Ax to a specific
authority AAj.
First of all, the algorithm chooses a random element
k ∈ G∗T and computes Cs � Encs(k, M) to get the
encrypted data, where Encs is the symmetric encryption
algorithm in GPK.
/en, the algorithm selects two random vectors c �

s, c2, . . . , cm  and c′ � 0, c2′, . . . , cm
′ , where

s, ci, ci
′∈RZp. /us, it can get λx � Ax · c which is the

share component of s for each attribute ρ(i) corre-
sponding to x-th row Ax, and λ′ � Ax · c′ which is the
share component of 0 for each attribute of access policy.
Moreover, the algorithm computes the ciphertext

according to the policy after choosing rx ∈ Zp, where

x ∈ [l], and gets Cp � C, Cx,1, Cx,2, , Cx,3, , Cx,4 
x∈[l]

 ,

where

C � k · e(g, g)
s
, ∀x ∈ [l]:

Cx,1 � e(g, g)
λx+αH(ρ(x))rx ,

Cx,2 � g
rx ,

Cx,3 � g
βH(ρ(x))rx g

λx
′
,

Cx,4 � H1(ρ(x))
rx ,

(2)

SigGen(GPK, Cs, Cp): after receiving the encrypted
data Cs with symmetric encryption, the algorithm di-
vides it into M parts, that is, C1

s , C2
s , . . . , CM

s , and
computes hash value of each part with hash function
H2 of GPK to get Hf � H2(C1

s ), . . . , H2(CM
s )  and its

root hash value HR according to MHTalgorithm./en,
the algorithm selects random values r ∈ 0, 12l and
computes T1 � KGIDYr

i , T2 � gr
0, T3 � g

LGID
0 hr. More-

over, the algorithm selects other random numbers
r1 ∈ 0,1{ }κ(c1+ k), r2 ∈ 0,1{ }κ(λ2+k) , r3 ∈ 0,1{ }κ(c1+2l+k+1),

r4 ∈ 0,1{ }κ(2l+k) and computes d1 � T
r1
1 /(a

r2
1 Y

r3
j ), d1 �

T
r1
2 /gr3 ,d3 � gr4 ,d4 � gr1hr4 as well as the hash value

Hv � H2 (g‖h‖Y‖a1‖a2‖T1‖T2‖T3‖d1‖d2‖d3‖d4‖ HR�����Cp). In addition, it outputs the signature
SigG � (c,s1, s2, s3, s4,T1,T2,T3), where

s1 � r1 − c ei − 2c1( ,

s2 � r2 − c xi − 2λ2 ,

s3 � r3 − crei,

s4 � r4 − cr.

(3)

Finally, the algorithm outputs the ciphertext
CT � IDf, Cs, Cp, SigG, Hf, HR, M , where IDf is the
identity of the file and M is the number of Hf, and out-
sources it to ACi which is the managing agency in charge of
the user GID.

Subsequently, the agency ACi needs to verify the shared
ciphertext CT by Algorithm 1 and (Cs, Hf, HR) with MHT
verification algorithm. If successful, ACi uploads CT to the
cloud and stores the verification information to blockchain
as described in Algorithm 2.

5.2.4. Data Auditing

Audit(GPK): the algorithm is executed by any system
user to audit the shared data. Due to the transparency
of data in blockchain, any user can finish data
auditing instead of a trusted public auditor. As de-
scribed in algorithm Encrypt, the verification
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information of each file is stored in blockchain, and
the users in system can get the information including
HR, SigG, M. /us, with the auxiliary information
from cloud, each system user audits the data as
follows:

(1) /e algorithm chooses a number t∈RN∗ and
M%t � 0 and divides the leaves of Merkle tree for
the file IDf into t subgroups. /en, it computes
rs � PR(Ht

R, δ), where PR is a cryptographic
pseudorandom generator and δ ∈ [t − 1].

(2) After receiving the auxiliary information from
cloud, the algorithm computes HR′ by constructing
a path to the root of Merkle tree. It checks if HR �

HR
′ and PR(Ht

R′ , δ) � rs. If the verification is
successful, the data are validated.

5.2.5. Decryption Phase.

Decrypt(GPK,CT, SKGID,S): given the secret key SKGID,S

of data user and the ciphertext CT, the algorithm can
find a set of constances ωx ∈ Zp  which makes the
equation 

l
x�1 wxAx � (1, 0, . . . , 0) hold if the data

user is authorized. /en, for each row x ∈ [l] of access
policy, the algorithm computes

Rx �
Cx,1 · e H0(GID), Cx,3  · e DGID,ρ(x)

′, Cx,4 

e DGID,ρ(x), Cx,2 
,

� e(g, g)
λxe H0(GID), g( 

λx
′
.

(4)

Next, according to the constances ωx , the algorithm
computes the following equation:

R � 
l

x�1
R
ωx � e(g, g)

s
,

k �
C

R
,

Ml � Decs k, Cs( .

(5)

Finally, the algorithm outputs the recovered plaintext M

of data.

5.2.6. User Tracing

Trace(GPK, SigG): if there exists a dispute each time, theDO
should be traced by recovering his real identity by the
agency ACi in charge of the DO. As a member of
blockchain, ACi requests the blockchain for traitor
tracing. /e blockchain responds to the ACi with the
disputable data after running consensus protocol by
which at least two-thirds of nodes in blockchain confirm
the validity of the request and generate the new block as
the proof of traitor tracing with synchronization.

/en, the algorithm computes KGID � T1/T
θi

2 and gets
the corresponding identity of user being traced.

6. Security Analysis

In this section, we give a brief security analysis for our
proposal.

Rx �
Cx,1 · e H0(GID), Cx,3  · e DGID,ρ(x)

′, Cx,4 

e DGID,ρ(x), Cx,2 

�

e(g, g)
λx+αH(ρ(x))rxe H0(GID), g

βH(ρ(x))rx g
λx
′

 

e g
αj H0(GID)

βj H1 atti( 
μ
, g

rx 

·
e g

μ
, H1(ρ(x))

rx( 

e g
αj H0(GID)

βj H1 atti( 
μ
, g

rx 

� e(g, g)
λxe H0(GID), g( 

λx
′
,

R � 
l

x�1
R
ωx � 

l

x�1
e(g, g)

λxe H0(GID), g( 
λx
′

 
ωx

� e(g, g)
Σlx�1ωxλxe H0(GID), g( 

Σlx�1ωxλx
′

� e(g, g)
s
e H0(GID), g( 

0

� e(g, g)
s
.

(6)

Theorem 1. 7e scheme satisfies the correctness of
decryption.

Proof. Our scheme can guarantee that the data user gets
correct plaintext if and only if his attribute set S satisfies the
LSSS access policy (A, ρ).

Theorem 2. 7e scheme satisfies the requirement of fine-
grained access and collusion resistance.

Proof. In our scheme, on the one hand, the secret value s is
separated according to secret sharing matrix A, and only the
attribute set that is identical to an authorized set in A can
satisfy matrix A and reconstruct s. /at is, only users with
enough access rights which are identical to authorized at-
tribute set can recover the secret and plaintext. On the other
hand, the authorities generate the attribute secret key for
system users including the hash value of each user’s global
identity, which is unique for them. If two or more users want
to launch collusion attack against our scheme, they have to
combine their secret key components corresponding to
different attributes. However, as the key component
DGID,i � gαj H0(GID)βj H1(atti)

μ
  embeds H0(GID) which
relates to user identity and μ which is randomized element
for each user, it is impossible to conduct successful collusion
attack against our scheme. □

Theorem 3. 7e scheme satisfies the requirement of public
auditability.
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Proof. /e security proof of these security requirements is
similar to [14]. □

Theorem 4. 7e scheme satisfies the requirements of ano-
nymity and traceability.

Proof. /e security proof of these security requirements is
similar to [14]. □

7. Performance Evaluation

In this section, we give a thorough performance analysis of
our scheme by implementation and comparison with an-
other existing related work [20] from theoretical compu-
tation and storage complexity and actual time and storage
cost.

Table 2 summarizes the computation and storage
complexity comparison between our scheme and the scheme
in [20]. We analyze the computation complexity of Encrypt,
Decrypt, and KeyGen of the two schemes. From the com-
parison, we can infer that as our scheme introduces group

signature for data integrity verification, Encrypt and
KenGen introduce some extra overhead in computation
complexity, while the scheme in [20] also incurs some
overhead by introducing tracing mechanism. On the other
hand, we analyze the storage complexity of the two schemes
from SK Size and PP Size, which denote the secret key size
and public parameter size, respectively. We note that, for the
same reason, the public key size and secret key of system
users in our scheme increase for signature generation, while
the storage complexity of the other scheme shows the same
thing.

Figure 4 plots the comparison of encryption time cost for
our scheme and the scheme in [20]. As we can see, the time
cost in encryption algorithm in two schemes is affected by
the complexity of policy. It is in proportion to the row
number of access policy. We set the number of files from 1 to
5, and, no matter in which condition, the encryption time
cost in our scheme is less than that in [20].

Figure 5 plots the comparison of encryption time cost
for our scheme and the scheme in [20]. It is obvious that
the time cost of decryption algorithm in both schemes is

Input: GPK: system public key
CT: message
σG: the group signature of message M

Output: True/False: the verification result.
(1) Compute the following values:

d1′ � (ac
1T

s1 − c2(c1 )

1 /as2 − c2c1

1 Ys3 )

d2′ � (T
s1− c2c1

2 /gs3 )

d3′ � Tc
2g

s4

d4′ � Tc
3g

s1 − c2c1
hs4

(2) GM randomly selects ei ∈ B computes Ai � (C
a2
2 )1/ei , then sends (Ai, ei) to UAVi as its member certificate.

(3) User GID checks if a
xi
′a2
1 � A

ei

i . If successful, then Ai, ei  is its signing key.
(4) if c′ � c then
(5) return True
(6) else
(7) return False
(8) end if

ALGORITHM 1: Signature verification.

Input: GPK: system public key
VI: verification information (HR, M, SigG, IDf,ω)

Output: True/False: the verification result.
(1) /e nodes of the blockchain compute Merkle root value HR

′ with ω, where ω is the information for the nodes to verify Merkle
root HR and get verification result Verby execute Algorithm 1 with SigG.

(2) if HR
′ � HR and Ver � True then

(3) create a new block to store (HR, M, SigG, IDf, t) where t is the timestamp.
(4) else
(5) abort
(6) end if

ALGORITHM 2: Storage transaction.
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affected by policy complexity as in encryption. We test the
time cost in different file number condition, and the result
shows that the time cost in our scheme is far less than that
in the other scheme for the same attribute size and same
number of files.

Figure 6 plots the comparison of authority public pa-
rameter and user secret key storage cost for our scheme and

the scheme in [20].We note that both schemes have constant
public parameter size having no relationship with the size of
attribute. /is is consistent with the property of large uni-
verse. /e size of public parameter for each authority in our
scheme is far less. Moreover, for the size of secret key, we
note that our scheme has a smaller size in key length than the
other scheme.

Table 2: Complexity comparison.

Schemes Encrypt Decrypt KeyGen SK Size PP Size
Scheme
[20] 6lE1 + (2l + 1)E2 + lM1 + (l + 1)M2 3E1 + lE2 + 3M1 + (l + 3)M2 + 3P 5|S|E1 + 2|S|M1 3|S‖G∗| 3|G∗| + |G∗T|

Our
scheme (4l + 8)E1 + (l + 1)E2 + (l + 4)M1 + M2 lE2 + (l + 3)M2 + 3P (4|S| + 1)E1 + 2|S|M1 (2|S| + 1)|G∗| 2|G∗| + |G∗T|
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Figure 4: Encryption cost comparison for different number of files. (a) |X| � 0. (b) |X| � 2. (c) |X| � 4. (d) |X| � 6.
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Figure 5: Decryption cost comparison for different number of files. (a) |F| � 1. (b) |F| � 2. (c) |F| � 3. (d) |F| � 4.

10 15 20 25 30 35 40 45 505
The number of attributes in the universe

0

200

400

600

800

1000

1200

1400

Th
e s

iz
e o

f p
ub

lic
 p

ar
am

et
er

s (
by

te
)

Our scheme
Scheme in [27]

(a)

10 15 20 25 30 35 40 45 505
The size of user attribute set

0

2500

5000

7500

10000

12500

15000

17500

20000

Th
e s

iz
e o

f u
se

r s
ec

re
t k

ey
 (b

yt
e)

Our scheme
Scheme in [27]

(b)

Figure 6: Comparison of the storage cost. (a) Public parameter size. (b) User key size.
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8. Conclusion

In this paper, we propose a blockchain-based fine-grained
data-sharing scheme for multiple groups in cloud-based IoT
systems. In our proposal, we design a novel multiauthority
large universe CP-ABE scheme to guarantee the fine-grained
access control and data integrity across multiple group by
integrating group signature into our scheme. Moreover, to
ease the need for a third trusted auditor in traditional data
public auditing schemes, we introduce blockchain technique
to enable a distributed data public auditing. In addition, with
the group signature, our scheme also realizes anonymity and
traitor tracing. /e security analysis and performance
evaluation show that our scheme is practical for large-scale
IoT systems.
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