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In mobile crowd sensing (MCS), the cloud as a single sensing platform undertakes a large number of communication tasks,
leading to the reduction of sensing task execution efficiency and the risk of loss and leakage of users’ private data. In this paper, we
propose a spatial ciphertext aggregation scheme with collaborative verification of fog nodes. Firstly, the cloud and fog col-
laboration architecture is constructed. Fog nodes are introduced for data validation and slices transmission, reducing computing
cost on the sensing platform. Secondly, a multipath transmission method of slice data is proposed, in which the user identity and
data are transmitted anonymously by the secret sharing method, and the data integrity is guaranteed by hash chain authentication.
Finally, a spatial data aggregation method based on privacy protection is presented. -e ciphertext aggregation calculation of the
sensing platform is realized through Paillier homomorphic encryption, and the problem of insufficient data coverage in the
sensing region is solved by the position-based weight interpolation method. -e security analysis demonstrates that the scheme
can achieve the expected security goal. -e simulation results show the feasibility and effectiveness of the proposed scheme.

1. Introduction

With the rapid development of mobile communication
technology and the popularity of various wearable mobile
devices, mobile users can collect various data anytime and
anywhere. Mobile crowd sensing (MCS) is an emerging
perception model. Mobile users collect sensing data for
specific tasks through sensors (e.g., cameras and temperature
sensors) that are embedded in the phone or wearable device.
-en, the data is uploaded to sensing platforms by wireless
sensing technologies (e.g., wireless networks and Bluetooth).
After the task is completed, mobile users get paid from the
platform [1, 2]. While receiving the sensing data, the sensing
platform is responsible for evaluating and aggregating

sensing data. Data aggregation often mines the raw data for
more useful information. For example, the average air
quality index obtained by aggregation can reflect the local air
quality condition more intuitively; the average travel speed
of public transportation on a road can reflect the congestion
of that road. After processing the uploaded data, the plat-
form transmits the uploaded data to the task initiator and
completes the sensing task. With low deployment cost and
large coverage area, MCS can be applied in areas such as
traffic congestion prediction [3, 4], industrial IoT [5–7],
traffic detection [8, 9], smart medical [10, 11], environmental
detection [12], and social networking [13, 14].

However, MCS faces some serious problems in privacy,
security, and communication in the above applications.

Hindawi
Security and Communication Networks
Volume 2021, Article ID 7354316, 12 pages
https://doi.org/10.1155/2021/7354316

mailto:17780734752@163.com
https://orcid.org/0000-0002-8804-0693
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2021/7354316


Firstly, the sensing data collected by MCS often involves the
user’s location data that contains abundant personal in-
formation. If an attacker obtains the user’s geographic lo-
cation from the perceived data, the user’s activity range can
be inferred [15, 16]. To protect sensitive information of
mobile users, most studies encrypt or add noise to the
sensing data, such as local differential privacy [17, 18].
However, the sensing platform cannot aggregate the
encrypted data, which reduces the usability of the sensing
data. Secondly, when transmitting sensing data through
wireless networks, the sensing data is easily exposed to
channel monitors, making it more easily attacked, stolen,
and tampered with. Existing studies mostly carry out
tamper-proof authentication of perceived data by generating
hash abstract or hash chain [19, 20] or provide an identity
authentication system [21] to prevent attackers from mali-
cious submission of false data. However, there is still a risk
that the generated hash value will be intercepted by the
attacker. In addition, when the number of sensing terminals
is too large, the frequent data verification by the sensing
platform will bring huge communication and computing
costs and reduce the efficiency of the sensing platform.
Finally, mobile users are randomly distributed in various
locations in the city, and the sensing data collected and
uploaded are discrete.-ese discrete distributions of sensing
data are not conducive to the overall evaluation of the
sensing area, so to obtain the sample values of unknown
locations, they are generally obtained by interpolation al-
gorithms related to the location of the sensing data, but they
often reveal the specific location of the mobile users and leak
user privacy.

Targeting at the above problems, this paper proposes a
spatial ciphertext aggregation scheme with collaborative
verification of fog nodes. Inspired by the significant ad-
vantages of fog nodes [22, 23], we use fog nodes for data
validation and slice transmission to alleviate the commu-
nication and computation costs of the sensing platform.
Shamir secret sharing is used to transmit the sensing data
and user identity information to the fog nodes in the form
of slices, which ensures the integrity of the sensing data and
the privacy security of the user identity and then combines
the one-way hash function to complete data authentication,
and finally, the sensing platform recovers the encrypted
data and user identity information to complete other op-
erations. -e scheme also ensures the aggregated com-
putation of the sensed data in encrypted form, while the
prediction of the sample values of unknown locations is
realized in combination with the geographic interpolation
algorithm, which enables the overall data evaluation of the
sensing area. -e main contributions of this paper are as
follows:

(1) A novel cloud and fog collaboration architecture is
constructed. Fog nodes are introduced to assist the
sensing platform considering its characteristics of
low delay, multiple distribution, and certain com-
puting capacity, realizing data verification and slice
reception, and reducing the communication and
computing costs of the sensing platform.

(2) A multipath transmission method of slice data is put
forward. Sensing data and user identity information
are sliced and transmitted through Shamir secret
sharing. -en, a reasonable secret threshold t is set
according to the number of fog nodes to realize
anonymous transmission of user identity, and hash
chain authentication is adopted to achieve a trade-off
between privacy protection and data integrity.

(3) A spatial data aggregation method based on privacy
protection is advanced. -e ciphertext aggregation
calculation of the sensing platform is realized
through Paillier homomorphic encryption, and the
problem of insufficient data coverage in the sensing
region is solved by the position-based weight in-
terpolation method.

-e remainder of this paper is organized as follows. -e
related works are introduced in Section 2. Section 3 describes
the preliminary knowledge of Paillier encryption protocol,
secret sharing, and inverse distance weighted. -e system
model is introduced in Section 4. -en, Section 5 introduces
the spatial secret aggregation scheme with collaborative
verification of fog nodes. And, the security analysis and
simulation results are described in detail in Section 6. Fi-
nally, Section 7 summarizes the paper.

2. Related Work

-e privacy protection issues in the MCS system mainly
focus on privacy task allocation, data collection, and data
aggregation. Relevant researchers have published the fol-
lowing research results on these issues.

Based on fog-assisted computing, a Privacy-Aware Task
Allocation and Data Aggregation (PTAA) scheme was
proposed by using bilinear pairing and homomorphic en-
cryption technology in literature [24]. -e scheme took
advantage of the fog nodes to assist the sensing platform to
assign tasks and used the transport independent protocol
and the secure two-party aggregation protocol to realize the
privacy task assignment and data aggregation, reducing the
burden of the sensing platform. Ni et al. [25] proposed a
Fog-Assisted Secure Data Deduplication (Fo-SDD) scheme.
By designing a BLS-oblivious pseudorandom function, it
enabled fog nodes to delete deduplicated data, while pro-
tecting privacy, ensuring data confidentiality, and improving
communication efficiency. -e scheme also achieved ano-
nymization of user identity during data collection by further
extending Fo-SDD. Basudan et al. [26] proposed a Certifi-
cateless Aggregate Signcryption (CLASC) scheme to en-
hance security in data transmission of vehicular crowd
sensing based on the road surface condition monitoring
system with fog computing, which ensured data privacy
security using lower computation cost. However, the above
scheme does not consider the risk of interception of sensing
data during transmission, and a malicious attacker may
intercept the transmission data in the open transmission
network, resulting in the loss of sensing data and affecting
the sensing task to be performed.
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Concerning data collection and aggregation, Chen et al.
[27] put forward a data privacy protection method for
untrusted servers. -e collected data was divided into
multiple slices based on the number of adjacent participants,
and then, the data slices were forwarded to the adjacent
participants. When the number of slices reached a threshold,
all slice carriers sent data slices directly to the server.
However, this method simply distributed the data slices
randomly to the neighboring nodes. When data slices were
transmitted, attackers can easily collect data slices, leading to
an increased probability of data leakage. In literature [28], a
privacy-preserving data aggregation scheme was designed
using data slicing and blending techniques, which supports
additive aggregation. Data slices were distributed to
neighboring participants; thus, the participants’ sensing data
was hidden. Li and Cao [29] presented a new mobile sensing
protocol to obtain the sum of time-series data, which uses
homomorphic encryption and a novel key management
scheme based on efficient HMAC to achieve additive ci-
phertext aggregation of sensed data. However, the protocol
required additional communication to handle dynamic user
access. But the above literature did not consider the case
where the participants collude with the server to leak pri-
vacy. Fan et al. [30] came up with a novel privacy-aware and
trustworthy sum aggregation protocol for mobile sensing,
which protected the data privacy of benign users even when
multiple users conspire against each other, but there was still
a risk of losing the submitted data.

In other studies in the area ofMCS security, Agir et al. [31]
proposed a user-adaptive location privacy protection scheme,
which generated multiple noises by setting a personal privacy
threshold and a user-defined privacy protection level. -en,
the user’s privacy security was guaranteed combined with the
spatial steganography unit. However, this solution was
computationally expensive and lacked effective privacy level
criteria. Gisdakis et al. [32] used Security Assertion Markup
Language (SAML) and Transport Layer Security (TLS) pro-
tocols to establish trust between entities, and then, Private
Information Retrieval (PIR) techniques were adopted to
ensure privacy in communication. Based on the Merkle tree,
the privacy protection mechanism in literature [33] was
presented, which can authenticate participants anonymously
without the trusted third party. However, the above schemes
did not consider the case that malicious attackers submit false
data, which may interfere with the final results.

3. Preliminaries

3.1.PaillierEncryptionProtocol. -ePaillier Cryptosystem is
a modular, public-key encryption scheme, created by Pascal
Paillier [34]. -e security of this homomorphic encryption
scheme is based on determining the nth-order residue class
problem. In the following, we will review the specific process
of the program:

3.1.1. Key Generation. To construct the key, one must
choose two large primes p and q, and then, compute n � pq,
λ � lcm[(p − 1)(q − 1)], where lcm (p, q) is calculated as the

least common multiple of p and q. -en, select a semi-
random, nonzero value g ∈ Z∗

n2 such that k � L(gλ mod n2),
where L(u) � u − 1/n. It is said that g is semi-random since k
generated by g needs to satisfy gcd(k, n) � 1, and then,
calculate μ � k01 mod n.

-e public key Pk is (n, g), and the private key Sk is
(λ, μ).

3.1.2. Encryption. For the plaintext m, select the random
parameter r ∈ Z∗n . -en, the ciphertext

c � E(m)

� g
m

· r
nmodn

2
.

(1)

3.1.3. Decryption. -e Paillier decryption function:

m � L c
λmodn

2
  · μmodn. (2)

3.1.4. Homomorphic Properties. An encryption function
with the homomorphic property is an encryption function
where two plaintexts m1 and m2 satisfy C(E(m1),

E(m2)) � E(m1⊕m2), where C is an operation on the ci-
phertext domain. When ⊕ represents addition, the en-
cryption is said to be additive homomorphic encryption;
when ⊕ represents multiplication, the encryption is said to
be multiplicative homomorphic encryption. Homomorphic
properties of the Paillier encryption algorithm:

D E m1(  · E m2( modn
2

  ≡ m1 + m2modn. (3)

3.2. Shamir Secret Sharing Algorithm. -e secret sharing
algorithm was proposed by Shamir in 1979 based on
Lagrange interpolation, which allows n participants to share
a secret value s, but the secret value s can be recovered by any
t participants, and less than t participants cannot get any
information about s. -e above t is called the threshold, and
a secret sharing with n participants and a threshold of t is
denoted as (t, n)-secret sharing. -e formal definition of
Shamir secret sharing is as follows.

3.2.1. Related Parameters. -e finite domain Fq is chosen,
the secret value s ∈ Fq, t is the threshold, the set of par-
ticipants is U � u1, u2, . . . , un , the identity of each par-
ticipant is ui, and ui ∈ Fq is not equal to zero.

3.2.2. Slicing and Distribution. Randomly choose a t-1 de-
gree polynomial f(x) on Fq; f(x) is shown below:

f(x) � s + a1x
1

+ a2x
2

+ · · · + at−1x
t− 1modq, (4)

where a1, a2, . . . , at−1 ∈ Fq in f(x). -en, all secret slices are
calculated based on participant identity:

yi � f ui( . (5)
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Finally, the computed slices are secretly distributed to
the corresponding participant ui.

3.2.3. Secret Recovery. When there are no less than t par-
ticipants providing secret slices, one can use ui and yi to
recover f(x), and hence the t − 1 degree polynomial f(x)

can be easily obtained by using the equation as follows::

f(x) � 
t

i�1
yi 

t

j�1,j≠ i

x − uj

ui − uj

modq. (6)

After that, the secret value s is recovered by substituting
x � 0 into f(x).

3.3. Inverse Distance Weighted. Inverse distance weighted
(IDW) is a weighted average interpolation method that can
be interpolated in an exact or smooth manner. It uses the
distance between the interpolation point and the sample
point as the weight for the weighted average, and the closer
the sample point is to the interpolation point, the greater the
weight given to it. Suppose that the predicted location is
(x0, y0), the predicted value is z, the perceived user location
is (xi, yi), the perceived data is mi, and the number of
participating users is n. Calculate z according to the fol-
lowing steps:

(1) Calculate the Euclidean distance for each point:

xi − x0( 
2

+ yi − y0( 
2

� di. (7)

(2) Calculate the distance weights for each point:

wi �
d

−1
i


n
i�1 d

−1
i

. (8)

(3) Calculate the value of the unknown point:

z � 
n

i�1
wimi

�
d

−1
1 m1 + d

−1
2 m2 + · · · + d

−1
n mn


n
i�1 d

−1
i

.

(9)

4. System Model

4.1. System Model. As shown in Figure 1, the spatial ci-
phertext aggregation system with collaborative verification
of fog nodes consist of sensing platform, task initiator, fog
nodes, mobile users, and authority center.

4.1.1. Task Initiator. Task initiators are users of the MCS
services.-e task initiator is responsible for issuing a specific
task, and each task has the clear data type requirement. A
task initiator could be an individual or organization that
lacks an ability to perform a certain computing or data
collection task.

4.1.2. Sensing Platform. -e sensing platform could be
played by an organization or a corporation that provides a
platform for crowdsourcing. It accepts service requests from
task initiator, deals with the requests, selects proper mobile
users, and assigns relevant tasks to them.

4.1.3. Fog Nodes. -e fog nodes act as a relay between the
sensing platform and the mobile user, undertaking data
verification and the reception and distribution of data slices.

4.1.4. Mobile Users. Referring to mobile users with sensing
devices, mobile users collect data and calculate spatially
relevant statistical information as required by the task. After
encrypting the data, the sensing data and identity data are
sliced according to the number of fog nodes deployed. Fi-
nally, the slices are sent to the fog nodes along with the
authenticated hash digest value.

4.1.5. Authority Center. It is responsible for generating and
distributing key materials to data requestors and MCS
servers. In this system, the authority center distributes the
generated public key and the parameters required for data
slicing to mobile users for data encryption and slicing and
distributes the private key to task initiator so that they can
download the aggregated encrypted data from the sensing
platform and get the specified task data.

4.2. Security Model. In the architecture of this paper, we
assume that the authority center is fully trusted and that
the authority center cannot be attacked by any attackers
and that it manages the distribution of keys and other
parameters. Task initiator, sensing platform, fog nodes,
and mobile users are all honest but curious, and each part
will follow the rules to perform its own task, but will also
infer information about others based on the data it holds.
And, external security threats come from malicious at-
tackers; in general, attackers may listen to communication
channels and intercept encrypted sensing data, spatial
data, etc.

4.3.DesignObjective. Based on the above security model and
system architecture, we propose the following design goals:

4.3.1. Privacy. During the task execution, the specific lo-
cation and sensing data of themobile user are encrypted, and
the fog nodes and sensing platform do not know the specific
location and sensing data of the mobile user. In the data
aggregation phase, the aggregated data is still stored in the
encrypted form in the sensing platform, and only the task
initiator can access it through the private key.

4.3.2. Security. -e encrypted sensing data and user identity
information are distributed to the fog nodes in a slicing
manner so that an attacker cannot obtain the specific sensing
data and user identity information even if he intercepts part
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of the data slices. And, the data slices come with a hash
digest, so an attacker cannot interfere with sensing data
recovery by tampering with some of the data slices. For the
internal perception system, the fog nodes only undertake the
function of receiving and forwarding in pieces, and the user
identity information can only be obtained after secret re-
covery by the sensing platform, which ensures the privacy
and security of the user identity.

4.3.3. Efficiency. Fog nodes take on the verification of
sensing data, reducing the communication and computation
cost of the sensing platform.

5. Spatial Ciphertext Aggregation Scheme with
Collaborative Verification of Fog Nodes

In this section, we propose a spatial secret aggregation
scheme with collaborative verification of fog nodes, which
consists of five phases: system initialization, mobile user data
report generation, data validation and slices reception, secret
recovery and data aggregation, and data decryption and
result acquisition.

5.1. Overview. Task initiator initiates spatially relevant task
requests to obtain overall sensing data for a region. After
receiving the task request, the sensing platform assigns the
task to the mobile users. -en, the authority center con-
figures the system parameters, distributing the public key
and fog nodes identity to the mobile users and the private
key to the task initiator. Mobile users collect data according
to the requirements of task. Because the specific locations of
mobile users within the sensing area are discrete, the
uploaded sensing data has limited coverage. And, mobile
users need to calculate spatially relevant statistical infor-
mation to get sample values of some unknown locations in
combination with geographic interpolation that make the
uploaded data in the area more holistic.

-is paper focuses on describing the computation of
sample values for unknown locations by data aggregation
using homomorphic encryption and geographic interpola-
tion. In this process, in order to hide the mobile users’
location data and identity information and to protect the
privacy of the sensing data, mobile users encrypt data with
public keys, slice the data and identity information based on
the number of fog nodes, and then use one-way hash
functions to generate hash chain for data authentication.

Public key

Private
key

Spatial
tasks

Task
Initiators

Aggregation
result

Authority
Center

Sensing
Platform

Data slices Data slices

Fog Node Fog Node

Data reports
Data reports

Region A Region B Region C

Figure 1: System architecture.
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Mobile users distribute data, identity information slices, and
authentication information to the corresponding fog nodes.
Afterward, the fog nodes verify its data integrity and
transmit the data and identity information slices to the
sensing platform after the verification is completed. -e
sensing platform receives the data slices and performs secret
recovery to get the mobile users’ encrypted sensing data and
the users’ original identity information. -e sensing plat-
form completes the incentive or other operations based on
the identity information and then performs ciphertext data
aggregation. After aggregation is completed, the task initi-
ator downloads the aggregated data via the private key to
obtain the aggregated results.

5.2. System Initialization. In our system model, consider
mobile users as P � p1, p2, p3, . . . , pn , mobile user location
as xi, yi , sensing data as mi, identity information as pi,
spatially relevant statistical information as Di, unknown
locations as (xo, yo), fog nodes as U � u1, u2, u3, . . . , uk ,
each fog node identity as uj, and hash function as h. At the
beginning of the sensing task, the authority center randomly
selects two large prime numbers p and q, calculates n � pq

according to the predefined calculation principle, and sat-
isfies gcd[L(gλmodn2), n] � 1. -e public key (n, g) is
transmitted to the mobile users, and the secret sharing-re-
lated parameters and the fog node identity uj are also sent to
the mobile users together. -en, the authority center
computes λ � lcm[(p − 1), (q − 1)] and μ � L(gλmodn2)01

modn and transfers the private key (μ, λ) to the task initiator.

5.3. Location-Aware Inverse Distance Weighted Ciphertext
Aggregation Protocol. As shown in Figure 2, mi represents
the sensing data collected by mobile user pi at its location,
and di represents the Euclidean distance between the mobile
user and the unknown location. At the beginning of the
sensing task, the sensing platform broadcasts the coordinates
of the unknown location and the mobile user computes the
Euclidean distance di between itself and the unknown lo-
cation. -en, the mobile user encrypts d−1

i mi and d−1
i to get

Ci1 andCi2. -e sensing platform receives encrypted data
from n mobile users and uses homomorphic encryption
properties to obtain sensing data aggregation results with the
ciphertext form. -en, the task initiator uses the private key
transmitted by AC to decrypt and finally gets the aggregated
result with plaintext form d−1

1 m1 + d−1
2 m2 + d−1

3 m3 + · · ·

+ d−1
n mn and d−1

1 + d−1
2 + d−1

3 + · · · d−1
n . Based on the

knowledge in the Preliminaries section, the sample value z
for the unknown location can be calculated.

5.4. Mobile User Data Report Generation. -is phase is di-
vided into three main steps: sensing data acquisition and
spatial data calculation, data encryption, and data
transmission.

Step 1. Sensing data acquisition and spatial data cal-
culation: each mobile user pi collects sensing data mi as
required by the task and calculates spatial data based on
its own location:

1
xi − x0( 

2
+ yi − y0( 

2 � di. (10)

Due to the properties of Paillier homomorphic en-
cryption, data transformation of di is required to obtain
spatially relevant statistical information for encryption:

Di � di · 10k
 . (11)

where k varies with the sensing area range to ensure
that Di is an integer and [] is the rounding symbol.
Step 2. Data encryption: for each mobile user pi, after
sensing data collection and computing spatially rele-
vant statistical information are performed, data en-
cryption is performed using the received public key
(n, g):

ci1 � E Dimi( 

� g
Dimi · r

nmodn
2
,

ci2 � E Di( 

� g
Di · r

nmodn
2
.

(12)

where ci1 and ci2 denote the ciphertext information
obtained by the user after encrypting Dimi and Di.
Step 3. Data transmission: before performing data
forwarding, authority center (AC) counts the number
of working fog nodes in the current sensing area, sets a
maximum number of slices Mmax, and queries the
historical data forwarding success rate of fog nodes in
the area. After that, AC makes a trade-off between
privacy of the transmitted data and efficiency of the
sensing task completion. If this sensing task requires
higher privacy of the transmitted data, AC selects the
threshold t based on the maximum number of slices
Mmax. On the contrary, if the sensing task needs to be
completed efficiently and the privacy requirement of
the transmitted data is lower, AC prioritizes the fog
nodes with a high success rate of historical forwarded
data and generates a threshold t based on the number of
these fog nodes. After that, the AC sends the fog node
identity, threshold t, and other data slicing related
parameters to themobile user and the sensing platform.
Mobile user pi splits two copies of data ci1 and ci2 and
own identity information pi into k slices according to
the number of fog nodes, while setting a suitable
threshold value t.Mobile user pi slices data and identity
information according to the fog nodes’ identity U �

u1, u2, u3, . . . , uk  distributed by the authority center:

f
i
1(x) � ci1 + a1x

1
+ a2x

2
+ · · · + at−1x

t− 1modq,

f
i
2(x) � xi2 + a1x

1
+ a2x

2
+ · · · + at−1x

t− 1modq,

f
i
3(x) � pi + a1x

1
+ a2x

2
+ · · · + at−1x

t− 1modq.

(13)

-e mobile user pi gets the data and identity infor-
mation slices generated by the identity identifiers of the
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k fog nodes, respectively. fi(uj) denotes the slice ob-
tained by the mobile user pi through the fog node
identity uj, and n and k are the number of mobile users
and fog nodes, respectively, and the following are the
slices generated by the data ci1 and ci2 and identity
information pi of user pi, respectively:

f
i
1 u1( , f

i
1 u2( , f

i
1 u3( , . . . , f

i
1 uk( ,

f
i
2 u1( , f

i
2 u2( , f

i
2 u3( , . . . , f

i
2 uk( ,

f
i
3 u1( f

i
3 u2( , f

i
3 u3( , . . . , f

i
3 uk( .

(14)

As shown in Figure 3, the mobile user pi generates data
slices, connects the data slice fi(uj) with the hash
digest value hi

j01 generated by the previous data slice
fi(uj01) to generate a new hash digest value hi

j, and
points to the next data slice fi(uj+1) until the final
generation of the end of the hash chain hi

k.

Finally, the mobile user pi sends the k data slices fi
1(uj)

and fi
2(uj)(1≤ j≤ k) generated from data ci1 and ci2 along

with the corresponding hash digest values and k identity
information slices fi

3(uj)(1≤ j≤ k) to the k corresponding
fog nodes.

5.5. Data Validation and Slices’ Reception. In this phase,
mobile users send their encrypted data slices with au-
thentication information and identity information slices
to the fog nodes. -en, fog nodes will first verify the
integrity of the encrypted data. As shown in Figure 4, after
receiving the data slice fi(uj) corresponding to mobile
user pi, fog node uj uses the hash digest hi′

j−1 sent by the
previous fog node uj01, connects to generate hi′

j , and
transmits it to the next fog node uj+1. Finally, the last fog
node uk compares the two generated hash chain tails
hi′

k1 and hi′
k2 with the received hi

k1 and hi
k2, and if the results

are consistent, the verification is successful. In the above
process, there is a certain probability that the data slices
are stolen by the attacker, and the fog nodes whose data

slices are intercepted by the attacker cannot compute the
hash digest to complete collaborative authentication. At
this time, if the number of remaining adjacent fog nodes
are greater than t, the data slicing can still be collabo-
ratively verified to ensure the integrity and authenticity of
the transmitted data. If collaborative verification fails, fog
node uj compares the hash digest hj received by itself with
the computed hj

′ to locate the location of the fog node with
the wrong data slice. As for the users’ identity information
slicing, the fog nodes undertake the function of relaying
and forwarding to ensure the anonymous transmission of
users identity information. -e k identity information
slices fi

3(uj)(1≤ j≤ k) of user pi are stored on the cor-
responding k fog nodes and transmitted to the sensing
platform together after the encrypted data slices are
successfully verified.

5.6. Secret Recovery and Data Aggregation. -e fog nodes
send the received users’ identity information slices and the
verified data slices to the sensing platform, which first
performs secret recovery:

Mobile Users

Unknown location

Unknown Location

m7
m6

m5

m1

m2

m3 m4

d2

d1

d7
d6

d3 d4
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Figure 2: Location-aware inverse distance weighted ciphertext aggregation protocol.
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Figure 4: Fog nodes’ collaborative data validation.

Security and Communication Networks 7



f
i
c(x) � 

t

j�1
f

i
c uj  

t

L�1,L≠ j

x − uL
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modq(c � 1, 2, 3). (15)

Substituting x � 0 into the above equation, we get

f
i
1(0) � ci1

� E Dimi( ,

f
i
2(0) � ci2

� E Di( ,

f
i
3(0) � pi.

(16)

-e sensing platform recovers the encrypted data ci1 and
ci2 of the user pi and the identity information pi. -en, the
sensing platform uses the received identity information to
achieve the incentive mechanism or performs other nec-
essary system operations. Afterward, using the homomor-
phic encryption property of Paillier, the sensing platform
starts ciphertext aggregation of the received encrypted data
from all users:

D1m1 + D2m2 + · · · + Dnmn←F1 � E D1m1( E D2m2(  · · · E Dnmn( modn
2
,

D1 + D2 + · · · + Dn←F2 � E D1( E D2(  · · · E Dn( modn
2
.

(17)

5.7. Data Decryption and Result Acquisition. -e task ini-
tiator decrypts the aggregation result using the received
private key (μ, λ) and then computes z � Z1/Z2 to obtain the
sample value z of the unknown location:

D1m1 + D2m2 + · · · + Dnmn � L F
λ
1modn

2
  · μmodn � Z1,

D1 + D2 + · · · + Dn � L F
λ
2modn

2
  · μmodn � Z2.

(18)

6. Performance Evaluation

In this section, we first analyze how the spatial ciphertext
aggregation scheme with collaborative verification of fog
nodes achieves the given design goals and then experi-
mentally demonstrate the performance of this scheme in
terms of communication efficiency and computation cost.

6.1. Security Analysis

6.1.1. Data Privacy and Security. In the data collection
phase, the mobile user encrypts the sensing data and
spatial data using the public key sent by the authority
center, and the encrypted data is transmitted to the fog
nodes in the form of data slices. Data verification phase,
fog nodes, or other malicious attackers who intercept the
data are unable to infer the plaintext message mi from the
ciphertext Ci. In the data aggregation phase, the data slices
received by the sensing platform are recovered in ci-
phertext, and the sensing platform performs data aggre-
gation on the received ciphertext data. After data
aggregation, the aggregated results are still stored in the
sensing platform in ciphertext, which only the task ini-
tiator can get by decrypting with private key. And, the
sensing platform cannot get the plaintext data in the
aggregation process. In general, only the task initiator can
get the final result in plaintext during the above process,

while the fog nodes or the sensing platform can only
process the ciphertext. -e security of Paillier homo-
morphic encryption technology ensures that the sensing
data can withstand internal and external privacy threats of
the MCS system.

6.1.2. Data Integrity and Identity Privacy Security. For
mobile users, the identity information and encrypted
sensing data are divided into k slices based on the number
of fog nodes. Each slice is generated based on the corre-
sponding fog node identity, and a suitable recovery
threshold t is set. When the data slice is sent to the cor-
responding fog node, the mobile user generates the cor-
responding hash chain according to the method in Section
5 and sends it to the corresponding fog node together with
the data slices. -erefore, even if a malicious attacker in-
tercepts a part of the data slices, according to the secret
sharing feature in Section 3, as long as the number of
remaining slices is greater than t, the sensing platform is
still able to recover the encrypted data. Although some
malicious attackers intercept the data slices and re-send
forged messages pretending to be legitimate participants,
all fog nodes will collaboratively authenticate based on the
received hash chain, which guarantees the accuracy of the
data source. -e users’ identity information are also stored
in the form of slices on the fog nodes, and a single fog node
cannot know the real identity of the user, less than t fog
nodes also cannot collude to launch the real identity of the
user, and only the sensing platform can recover to get the
users’ identity, to achieve the user identity anonymous
transmission. After the sensing platform recovers the
identity information, it completes the incentive or other
system operations according to the user’s identity. In this
scheme, Shamir secret sharing guarantees the anonymous
transmission of user identity, and combining with hash
chain message authentication guarantees the integrity of
data.
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6.2. Experiment. We performed the simulation in Python
3.8, and the scenarios and related configuration parameters
involved are as follows.

In the simulations, we consider a scenario in which the
task initiator requests the overall air index in a region.We set
the number of mobile users to 10 ∼ 100 with a growth step of
10 and the number of tasks participated by each mobile user
to 10 ∼ 50 with a growth step of 10. Mobile user pi randomly
generates sensing data distributed in [100, 1000], and the
coordinates of the location of each mobile user are set to
[(xi, yi)

����0≤xi ≤ 100, 0≤yi ≤ 100]. -e number of fog nodes
is set to 10 ∼ 100, and the growth step is 30. For Paillier
homomorphic encryption, we set the number of key bits to
32 ∼ 256 bits to meet the security requirements of different
data lengths, respectively, but it will bring some computation
cost accordingly. All system simulations are simulated on a
PC (CPU: Core i5-9400F @ 2.90GHz and RAM: 8GB).

-e performance metrics include the computation cost
of data encryption, data slicing, data recovery and aggre-
gation, and data decryption. -en, we evaluate the impact of
the number of mobile users, the number of fog nodes, the
secret threshold t, the number of tasks per user, and the key
length on the above parts.

6.2.1. Costs of Data Encryption. -e computation cost per
mobile user in the encryption phase as the number of tasks
grows is given in Figure 5 to demonstrate the efficiency of
data submission by mobile users. Since mobile users are
located in a lightweight computing scenario, the key length
of 32 ∼ 256 bits can fully fulfill the data encryption re-
quirements in this scenario, and this scheme can fulfill the
privacy protection requirements of mobile users with a small
increase in computing cost.

To simulate the encryption environment with different
data lengths, we also give the computation cost with different
key lengths. From the figure, we can see that the compu-
tation cost increases as the number of tasks per mobile user
grows, which is because mobile users cannot process mul-
tiple tasks in parallel, and when the number of tasks is too
large, mobile users consume a lot of computation time. At
the same time, with the same number of tasks, the en-
cryption cost varies greatly with different key lengths, so it is
necessary to choose the appropriate number of key bits
according to different encryption environments to fulfill the
security requirements in different scenarios.

6.2.2. Cost of Validation and Aggregation. -e computation
cost of the fog nodes and the sensing platform is demon-
strated in Figure 6. From the figure, it can be seen that the fog
nodes undertake part of the computation tasks of the sensing
platform and reduce the computation cost of the sensing
platform, which is consistent with the design goal of this
scheme.

In Figure 6, the fog nodes take on the task of data
verification, and since each fog node receives data slices
generated by each mobile user based on the identity of
that fog node, the number of slices processed by each fog
node increases as the number of mobile users grows, and

the computation cost increases. And, the growth of the
number of fog nodes will lead to a longer hash chain,
increasing the time for collaborative verification. But the
corresponding secret sharing threshold can also be in-
creased, which can improve the security of sensing data
transmission. We assume that the data is divided into n
slices and the threshold is t≤ n, which means that the
attacker can recover the sensing data by stealing t data
slices, and if n is increased and t is increased accordingly,
the data slices that the attacker needs to steal will increase
accordingly, and the difficulty of stealing will also in-
crease, reducing the risk of sensing data being stolen.
Since the sensing platform takes on the task of data slicing
recovery and ciphertext aggregation, the computation
cost will be higher than fog nodes that only perform
authentication. While increasing the secret recovery
threshold t affects the data recovery time, the number of
mobile users affects the ciphertext aggregation time, and
from the four subplots in Figure 6, we can find that the
computation cost of the sensing platform increases with
the number of mobile users and the threshold.

6.2.3. Data Accuracy. Since this paper combines homo-
morphic encryption with IDW, the additive homomorphic
property is used to compute the sample value of the un-
known location. -e inverse of the distance between each
mobile user and the unknown location is rounded, which
leads to a difference between the calculated results and those
calculated using IDW. -is is the main reason for the error.
So, we use the relative error to express the difference between
the sample values of unknown locations obtained using this
scheme and the real sample values of unknown locations.
-e relative error can well reflect the degree of data reli-
ability, where Zt denotes the sample value of the unknown
location obtained after the tth encryption and aggregation
using this scheme, while Zt′ denotes the sample value of the
unknown location obtained by the tth direct aggregation
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without encryption, δ denotes the relative error, Δ denotes
the accuracy, and the scheme will be run 1000 times to get
the average relative error. -e error in this scheme comes
from the data error caused by rounding the data due to
encryption when the mobile user calculates the spatially
relevant statistical information Di related to its location:

δ �
1
n



n

t�1

Zt − Zt
′

Zt
′




,

Δ � (10δ) × 100%.

(19)

We represent in Figure 7 the accuracy of the data
obtained when different numbers of mobile users are
involved in the task. -e figure shows that the results
obtained using our scheme are in general agreement with
the real values and that our scheme is able to trade-off

privacy security in data transmission and encrypted data
aggregation with a fairly small loss of accuracy.

6.2.4. Cost of Data Decryption. Figure 8 shows the com-
putation cost of the task initiator to obtain the sensed data.
Since the task initiator decrypts the data directly at the
sensing platform using the private key, the key length is the
main factor affecting the decryption time.

Overall, the computation cost paid by mobile users and
task initiators in this scheme is much lower than that of fog
nodes and sensing platform, and mobile users only need to
pay a small computation cost to fulfill their own require-
ments for privacy protection. -erefore, this scheme can
fulfill the requirements of mobile users and task requestors
with limited computation power and achieve lightweight
task participation.
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7. Conclusion

In this paper, we propose a spatial ciphertext aggregation
scheme with collaborative verification of fog nodes. Firstly, a
cloud and fog collaboration architecture is constructed, where
fog nodes are introduced to undertake the functions of data
verification and slice reception, which reduces the computa-
tional cost of the sensing platform. Secondly, a multipath
transmission method of slice data is advanced to realize the
anonymous transmission of user identities. -en, combined
with hash chain authentication, the integrity and authenticity
of the sensing data are ensured. Finally, a privacy-protected
spatial data aggregationmethod is presented.-e interpolation
method is adopted to predict the sample values of unknown
locations in the sensing area, and the Paillier homomorphic
encryption is used to ensure the privacy of the perceived data in
this process. Security analysis and simulation results show that
the solution can protect user privacy and security and reduce
the computational cost of the sensing platform.
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