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(e emergence of edge computing has improved the real time and efficiency of the Industrial Internet of (ings. In order to
achieve safe and efficient data collection and application in the Industrial Internet of (ings, a lot of computing and bandwidth
resources are usually sacrificed. From the perspective of low computing and communication overhead, this paper proposes an
efficient privacy protection layered data aggregation scheme for edge computing assisted IIoT by combining the Chinese Re-
mainder (eorem (CRT), improved Paillier homomorphic algorithm, and hash chain technology (edge computing assisted an
efficient privacy protection layered data aggregation scheme for IIoT, EE-PPDA). In EE-PPDA, first, a layered aggregation
architecture based on edge computing is designed. Edge nodes and cloud are responsible for local aggregation and global
aggregation, respectively, which effectively reduces the amount of data transmission. At the same time, EE-PPDA achieves data
confidentiality through improved Paillier encryption, ensuring that neither attackers nor semitrusted nodes (e.g., edge nodes and
clouds) can know the private data of a single device, and it can resist by simply using hash chains to resist tampering and pollution
attacks ensure data integrity. Second, according to the CRT, the cloud can obtain the fine-grained aggregation results of
subregions from the global aggregation results, thereby providing fine-grained data services. In addition, the EE-PPDA scheme
also supports fault tolerance. Even if some IIoT devices or communication links fail, the cloud can still decrypt incomplete
aggregated ciphertexts and obtain the expected aggregation results. Finally, the performance evaluation shows that the proposed
EE-PPDA scheme has less calculation and communication costs.

1. Introduction

With the increasing popularity of IoT in the industrial field,
IIoT, as an important application of the Internet of(ings in
the industry, has received more and more attention from
researchers. IIoT is dedicated to interconnecting things in
industrial scenarios, such as machines, sensors, and actua-
tors [1], as well as sampling, processing, and applying real-
time data in industrial environments, which promotes the
conversion of traditional industries to smart industries.
Since devices and sensors are usually resource-constrained,
the traditional IIoT architecture integrates cloud computing
models, sending all data collected by local devices to the
cloud for processing and storage to reduce the computing
and storage costs of local devices [2]. However, with the
rapid deployment of IIoT devices, more and more data are

frequently sent to remote clouds, which not only causes huge
communication costs but also brings huge processing and
storage pressure to the cloud. (erefore, it is not practical to
rely solely on the cloud computing model for delay-sensitive
IIoT applications. In this case, the edge computing model is
introduced as a supplement to cloud computing [3] to
achieve efficient local data processing in IIoT; that is, user
terminals can migrate their computing and storage tasks to
the local edge of the network edge node [4], thereby reducing
the processing pressure on the cloud, realizing low-latency
data processing, and significantly reducing communication
overhead.

In IIoT, large amounts of perception data collected by
industrial equipment and regularly transmitted to the cloud
usually contain sensitive information [5, 6]. (erefore, in
recent years, reducing the amount of transmitted data and
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protecting the privacy and security of the data have attracted
a lot of attention. Data aggregation is seen as an effective
method to reduce communication overhead and protect
data privacy. For example, edge nodes can perform aggre-
gation operations on the received data and then deliver a
single aggregation result to the cloud, thereby significantly
reducing the amount of data transmission, and the data
privacy of a single device is leaked [7]. Although data ag-
gregation can achieve a great performance improvement, the
aggregation operation is usually performed by an untrusted
third party, so privacy and security (confidentiality and
integrity) are still threatened. For example, curious entities
(such as edge nodes and clouds) can observe private content
in received data packets.

In order to provide fine-grained data services on the
cloud while protecting data privacy, confidentiality, and
integrity, this paper proposes an efficient privacy protection
layered data aggregation scheme for edge computing assisted
IIoT. (e main contributions are summarized in the fol-
lowing points:

(1) (e first major contribution is the design of a layered
aggregation architecture based on edge computing,
which enables data aggregation to be implemented
on the local edge nodes and the cloud separately,
which significantly reduces the amount of data
transferred from the edge nodes to the cloud.

(2) (e second contribution is that edge nodes use a
simple hash chain mechanism to resist tampering
and pollution attacks, while also preventing the
leakage of individual device privacy information at
semitrusted nodes and resisting eavesdropping at-
tacks on all communication links in the IIoT.

(3) (e third contribution is that the cloud can recover
the aggregate results of all subregions and the entire
region from a single global aggregated ciphertext to
support fine-grained data services. At the same time,
when the IIoT device or transmission channel fails,
the cloud can still decrypt the aggregated ciphertext
smoothly; that is, the proposed scheme supports fault
tolerance.

(is remainder of the article is organized as follows:
Section 2 covers the work of the edge computing and data
aggregation scheme for IIoT. (e system model and ad-
versary model of the proposed privacy protection data ag-
gregation scheme are described in Section 3. In Section 4, we
describe the efficient privacy protection layered data ag-
gregation scheme. Section 5 analyzes the proposed program
in terms of safety and performance, respectively. Section 6
summarizes the full text.

2. Related Work

Recently, many methods to protect cloud/edge system data
security have been proposed, such as certificateless signature
[8] and blockchain [9].(ere are also many schemes that use
homomorphic encryption to achieve secure data aggregation
[10]. For example, Lu et al. [11] designed an efficient and

privacy-protected aggregation scheme in the smart grid. (e
scheme uses a super-increasing sequence to integrate
multidimensional data into a one-dimensional form and
then uses the Paillier algorithm to aggregate the encrypted
data. (is reduction significantly improves communication
efficiency and better meets the real-time requirements of
communication. Chen et al. [12] introduced a novel mul-
tifunctional data aggregation scheme that allows the gateway
to perform multifunctional aggregation, and the control
center can calculate various statistical information (variance,
one-way analysis of variance, etc.) in a privacy-protected
manner and be flexible and provide diversified services
locally. At the same time, by increasing the acceptable noise
to resist the differential attack [13], Li et al. [14] constructed
an effective privacy protection demand response scheme. By
combining homomorphic encryption and key update
technology, the solution can provide privacy protection,
confidentiality, and key update functions. In addition, Li
et al. [15] proposed a privacy protection dual-function ag-
gregation scheme based on lattice encryption technology.
(e data control center in the smart grid can calculate the
mean and variance of all users’ power consumption and
protect user privacy to prevent eavesdropping. Wang et al.
[16] designed an anonymous aggregation scheme for edge-
assisted cloud computing systems. (is scheme reduces
bandwidth consumption by using intermediate fog nodes to
perform homomorphic aggregation and protects identity
privacy through anonymity mechanisms. However, the
above solutions can only achieve privacy protection against
external attackers and cannot prevent privacy leakage caused
by internal threats. For example, a semitrusted or com-
promised cloud control center can obtain individual device
data.

In order to overcome the above shortcomings, in lit-
erature [17], the authors designed a privacy-protected data
aggregation scheme based on untrusted aggregators, which
enables each user to encrypt data with different keys to
prevent the aggregator from infringing on data privacy. In
addition, the scheme also uses differential privacy tech-
nology to resist differential attacks. Ni et al. [18] proposed a
security-enhanced data aggregation scheme based on Paillier
encryption, in which a trapdoor hash function is used to
implement data authentication to protect the confidentiality
and integrity of data and prevent malicious aggregation. In
addition, Chen et al. [19] designed a fault-tolerant data
aggregation scheme using homomorphic Paillier encryption.
(is solution can protect personal user data from attacks
from gateways, control centers, and powerful attackers that
can destroy the control center, while supporting fault tol-
erance. Kamil et al. [20] designed a privacy aggregation
scheme suitable for smart grids based on the elliptic curve
encryption algorithm, which can not only safely resist in-
ternal attacks but also solve a series of security challenges.
Zhang et al. [21] proposed a novel space-time aggregation
scheme, in which the time dimension aggregation is per-
formed on the user side, and the gateway is responsible for
the spatial aggregation of the entire community.(is scheme
realizes privacy protection by resisting internal and external
collusion attacks. However, the above solutions can only
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provide a global aggregation result for the control center and
cannot meet the more fine-grained requirements of the
cloud. For example, the cloud needs to know the aggregation
results of multiple specific subregions.

In order to solve the above problems, Lu et al. [22]
proposed a novel privacy protection subset aggregation
scheme to meet the needs of the control center to obtain
more fine-grained aggregation results. (is scheme divides
the entire user residence into two subsets according to the set
threshold and then obtains the total energy consumption
and the number of users in each subset by using the
composite order group. At the same time, the data privacy of
individual users is protected at the curious gateway and
control center. Lu et al. extended the work in [22] to support
data integrity authentication and proposed a subset aggre-
gation scheme based on data integrity [23]. (is scheme is
based on a novel hash chain construction mechanism to
complete the verification of the integrity of the aggregated
data. Literature [24] proposed a privacy-protected multi-
subset data aggregation scheme, which can protect the
privacy of users while calculating the number of users and
summarizing the total power consumption of each subset.
However, this scheme lacks a verification mechanism to
ensure the integrity of the received data and does not
support fault tolerance. In addition, Knirsch et al. [25]
proposed a fault-tolerant and efficient scheme to aggregate
data on different groups. (e solution is based on CRT,
Shamir’s secret sharing, and Paillier algorithm to formulate a
novel aggregation protocol to support efficient and fault-
tolerant group aggregation with privacy protection, as well
as the dynamic joining and leaving of households. However,
this solution is not fault-tolerant. When any smart meter
fails, it will not be able to recover the global aggregation
result. At the same time, both literatures [25] lack a data
integrity authentication scheme.

(e above schemes can all produce certain privacy
protection data aggregation effects, but there still remain the
following unresolved problems: (1) Data aggregation op-
erations are usually performed by untrusted third parties, so
there are privacy and security risks. While resisting external
attackers, we also need to guard against internal attackers.
(2) (e cloud can recover the aggregate results of all sub-
regions and the entire region from a single global aggregated
ciphertext to support fine-grained data services. (3) When
the IIoT device or transmission channel fails, the cloud can
still decrypt the aggregated ciphertext smoothly; that is, the
proposed scheme supports fault tolerance.

3. Problem Description

3.1. System Model. In the IIoT network scenario based on
edge computing, a layered data aggregation system model is
constructed. (e model includes three layers, sensing layer,
edge layer, and cloud layer, and mainly includes five entities:
IIoT device, edge node (EN), Industrial Cloud (IC), Trusted
Management Authority (TMA), and user. (e detailed re-
lationship between these entities is shown in Figure 1.

In the sensing layer, IIoT devices are divided into
multiple subareas based on geographical distribution. Each

IIoT device has sensing, processing, and communication
functions and is regarded as a data source. (eir main re-
sponsibility is to collect sensing data in designated areas in
real time and periodically forward their encrypted data to the
industrial cloud through edge nodes. (e purpose is to
monitor specific areas and protect the privacy of sensitive
data at the same time.

In edge layer, each subarea is managed by an adjacent
edge node, and the edge node is an intermediate device
between the IIoT device and the cloud. (e edge node is
mainly responsible for two tasks. (e first task is data
authentication: when the edge node receives sensing data
from the IIoT device, in order to ensure the authenticity
and integrity of the data, the edge node will perform
authentication operations on the received data. If the
received data has not been tampered with or is not
contaminated data injected by an active attacker, the edge
node will accept the data; otherwise, it will be deleted. (e
second task is data aggregation: after the edge node
authenticates all the received data, it aggregates all the
valid encrypted data into a number and generates a local
report to send to the industrial cloud, which greatly
reduces the amount of communication between edge
nodes and the cloud while reducing the processing
burden on the cloud.

(e cloud layer contains an IC as the data management
center of the system. IC is responsible for collecting data of
all IIoT devices forwarded through edge nodes and per-
forming global aggregation operations on the received local
aggregated data to track aggregate statistics at any time. At
the same time, IC can provide fine-grained services, that is,
provide users with statistical information of designated
subregions or global regions when they receive their
requests.

As regards the user, for legitimate users, if they need to
know the statistics of a specific subregion or global region,
they can send a request to the cloud. Subsequently,
according to the requirements in the user’s request, the
cloud returns the corresponding statistical information to
the user.

Regarding TMA, in EE-PPDA, it is assumed that a fully
trusted TMA only participates in the system initialization
phase, and its responsibility is to initialize system parameters
and keys and publish public parameters and key distribution
to IIoT devices, edge nodes, and ICs.

3.2. Adversary Model. (is article is mainly concerned with
the security, integrity, and privacy protection in the process
of data generation and transmission. Assuming that the
industrial cloud and edge nodes in the network model are
both “honest and curious” entities, this means that they
honestly implement security protocols but at the same time
remain curious about the device’s sensing data.

In our adversary model, we consider a strong attacker A
whose goal is to perceive as much of the user’s personal
privacy data as possible. “Strong” means that attacker A not
only can listen to all the communication data in our system
model but also can initiate the following attacks:
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A may tamper with the transmitted data for malicious
purposes or directly inject contaminated data. (erefore, the
intermediate edge node should have the ability to detect and
delete erroneous data locally.

A can eavesdrop on all communication channels to steal
the transmitted perception data, which will lead to the
leakage of private information.

In addition, a practical application scenario is also
considered; that is, there is an IIoT device or a communi-
cation channel failure, which may cause the cloud to fail to
decrypt the received aggregated ciphertext.

4. Efficient Privacy Protection Layered Data
Aggregation Scheme

(is section proposes an efficient privacy protection layered
data aggregation scheme for IIoT.(is scheme integrates the
concept of layered aggregation, improved Paillier encryp-
tion, the Chinese remainder theorem, and hash chain
technology to achieve efficient and fine-grained aggregation
statistics decryption without exposing personal privacy and
low-cost integrity authentication. (e scheme mainly in-
cludes four parts: system initialization, data collection and
encryption, local data processing, and global data aggre-
gation and decryption. (e details are as follows.

4.1. System Initialization. First, set two security parameters
(μ, l) in the IIoTsystem, and then TMA randomly selects two
large prime numbers Q1 and Q2; |Q1| � |Q2| � μ. At the
same time, calculate the public and private keys of

homomorphic Paillier encryption (N � Q1Q2, g � 1 + N),
and define a function as L(x) � x − 1/N. Assuming that
there are k subregions in the sensing layer and n sensing
devices in each subregion, TMA selects k relatively prime
positive integersp1, p2, . . . , pk, |pi| � l to calculate coefficient
ai of each subregion. (e process is as follows:

P � 

k

i�1
pi,

Pi �
P

pi

,

Ti ≡ P
−1
i modpi,

ai � Ti · Pi.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(1)

Subsequently, TMA uses a pseudorandom number
generator to generate kn uncorrelated random numbers
s11, . . . s1n, . . . , sk1, . . . , skn , which are assigned to corre-
sponding sensing devices as private keys. At the same time,
the private key s0 of the industrial cloud (IC) is calculated
according to the following equation and sent to the IC:

s0 + 
k

i�1


n

j�1
sij ≡ 0modλ. (2)

In addition, generate a set of pseudorandom numbers
I11, . . . , I1n, . . . , Ik1, . . . , Ikn  to construct a set of hash
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Figure 1: System model.
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chain heads H11,0, . . . , H1n,0, . . . , Hk1,0, . . . , Hkn,0 , and
each hash head is attached with a TMA signature σ.(en it is
sent to the corresponding IIoT sensing devices and edge
nodes. In addition, TMA selects a cyclic group G and two
secure encryption hash functions: h: 0, 1{ }∗ ⟶ Z∗N and
H: 0, 1{ }∗ ⟶ G. Finally, TMA chooses a random number
ki as the shared key between the edge node edgei and IC and
publishes the system public parameters
G, L(x), N, ai, pi: i � 1, 2, . . . k, h, H .

4.2. Data Collection and Encryption.

(1) Collection of industrial data: Each IIoT sensing
device continuously collects real-time sensing data
and periodically sends the collected data to the IC
through the edge node. Suppose that there are k

subregions Ai in the sensing layer, satisfying the
condition Ai ∩Aj � ∅, i � 1, 2, . . . k, i≠ j. Each
subarea Ai is governed by an adjacent edge node

edgei and contains n IIoT sensing devices
IIDij, j � 1, 2, . . . n. At the same time, we assume
that the reporting period of the IIoT sensing device
isΓ � t1, t1, . . . tMAX , and the raw perception data
collected by IIDij at time tτ ∈ Γ is denoted as
mij,τ ∈ ZN.

(2) Sensing data encryption: Because the data collected
by each IIoTsensing device always contains sensitive
and private information, and there are active at-
tackers and eavesdroppers in the communication
channel between the sensing device and edge nodes,
in order to prevent the privacy data of individual
sensing devices from being contaminated or eaves-
dropped by attackers, each sensing device IIDij

needs to perform the following encryption opera-
tions to obtain its ciphertext cij,τ before forwarding
its data mij,τ to the upper edge node:

h tτ( 
Sij ∈ Z

∗
N,

mij,τ′ � mij,τ · ai,

cij,τ � g
mij,τ′

· r
NmodN

2
� (1 + N)

mij,τ′
· h tτ( 

sij ·NmodN
2 ⟶

(1 + N)
m

� 1 + 
m

i�1

m

i
 N

i

� 1 + N · mij,τ′(  · h tτ( 
sij ·NmodN

2
.

(3)

In addition, in order to provide evidence of the integrity
of the received data at the edge node to ensure that the data
has not been tampered with or contaminated by an attacker,
a hash chain with one-way characteristics is used to calculate
the current hash chain value Hij,τ of the ciphertext cij,τ :

Hij,τ � H cij,τ ⊕Hij,τ−1. (4)

Finally, the encrypted sensing report (cij,τ , Hij,τ) is sent
to the upper edge node edgei, waiting for further aggregation
processing.

4.3. Local Data Processing.

(1) When the edge node edgei receives the encrypted
sensing report (cij,τ , Hij,τ) sent by all the sensing
devices in the subarea under its jurisdiction in the
time slot tτ , it first passes the hash chain value Hij,τ in
the inspection report. (e correctness of hash chain
value verifies the integrity of all received data in turn.
(e specific process is as follows: edgei calculates the
hash chain value Hij,τ′ � H(cij,τ)⊕Hij,τ−1 for verifi-
cation based on the ciphertext cij,τ and checks
whether the equation Hij,τ′ � Hij,τ holds. If it is true,
the verification is passed, and edgei receives cij,τ and
stores Hij,τ for the next integrity verification.

(2) When all verified ciphertexts cij,τ , j � 1, 2, . . . n,
are obtained, edgei uses the additive homomorphism
of Paillier encrypted ciphertexts to aggregate all ci-
phertexts without decryption. Get the aggregation
result Ci,τ of subregion Ai under jurisdiction:

Ci,τ � 
n

j�1
cij,τ � 1 + N · 

n

j�1
mij,τ′⎛⎝ ⎞⎠ · h tτ( 

N·
n

j�1sijmodN
2
.

(5)

(3) In order to ensure the integrity of the aggregated
ciphertext Ci,τ of the subarea, edgei calculates the
verification code Hi,τ � H(Ci,τ

����ki) through the
shared secret key ki with the IC and provides veri-
fication evidence for the IC. Finally, edgei sends its
local report (Ci,τ , Hi,τ) to the IC.

4.4. Global Data Aggregation and Decryption.

(1) After the cloud center receives the local reports
(Ci,τ , Hi,τ), 1≤ i≤ k, of k edge nodes, it first verifies
the integrity of the aggregated ciphertext Ci,τ of all
subregions in turn. (e specific process is as follows:
IC based on the previous one Hash chain value Hi,τ−1
calculates Hi,τ′ � H(Ci,τ)⊕Hi,τ−1 to verify whether
the equation Hi,τ′ � Hi,τ is correct. If the equation is
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correct, the verification is passed and the IC accepts
Ci,τ .

(2) In order to simplify the key management of the IC
while enhancing the privacy protection of the in-
dividual perception device data, the system only
allocates a unique key s0 to the IC, so that the IC
cannot directly decrypt the aggregated ciphertext of
each subarea. In order to restore the aggregated
statistical values of the desired subregion, IC must
first aggregate all subregions aggregated ciphertext
through the following calculation to obtain a global
aggregation result Cτ :

Cτ � 
k

i�1
ci,τ � 1 + N · 

k

i�1


n

j�1
mij,τ′⎛⎝ ⎞⎠ · h tτ( 

N· 
k

i�1
n

j�1sij modN
2
.

(6)

Next, IC can decrypt and obtain the statistical value of
each subarea and the global statistical value (e.g., the sum
and the average value) by performing the following steps.

Step 1: IC uses its key s0 to eliminate the term con-
taining h(tτ) in the expression of Cτ and obtain value B

after simplification:

B � Cτ · h tτ( 
s0 ,

� (1 + N)



k

i�1


n

j�1
mij,τ′

· h tτ( 

N· 

k

i�1


n

j�1
sij + s0

⎛⎝ ⎞⎠

modN
2

⟶
s0 + 

k

i�1


n

j�1
sij ≡ 0modλ⇒s0 + 

k

i�1


n

j�1
sij � ϕλ, whereϕεZ∗N

� (1 + N)



k

i�1


n

j�1
mij,τ′

· h tτ( 
N·ϕλmodN

2

� (1 + N)



k

i�1


n

j�1
mij,τ′

modN
2

� 1 + N · 
k

i�1


n

j�1
mij,τ′⎛⎝ ⎞⎠modN

2

(7)

Step 2: According to value B, IC can decrypt to obtain a
pseudoglobal aggregate value W:

W �
(A − 1)

NmodN
2,

� 
k

i�1


n

j�1
mij,τ′

� 
k

i�1
ai 

n

j�1

mij,τ (8)

Step 3: In order to obtain the total aggregation result of
the global area, IC first needs to calculate the aggre-
gation statistics of each subarea. Based on the known
system parameters pi, i � 1, 2, . . . , k, IC can obtain
the statistics and Di,τ of each subarea through the
Chinese remainder theorem:

Dτ′ � WmodP,

Di,τ � 

n

j�1
mij,τ � Dτ′modpi.

(9)

At the same time, the corresponding mean value Ei,τ of
each subregion can also be obtained:

Ei,τ �
Di,τ

n
. (10)

Finally, the global statistics sum Dτ and the corre-
sponding mean value Eτ of k subregions can be obtained:

Dτ � 
k

i�1
Di,τ ,

Eτ �
Dτ

kn
.

(11)
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4.5. Fault Tolerance. Consider a practical scenario. Some
devices in a subarea fail at a certain point in time, and the
edge node cannot receive its report, causing the edge node
and the cloud to receive incomplete aggregation results.
Since the cloud only has one key s0, obtaining incomplete
aggregated ciphertext will cause the above-mentioned de-
cryption process to fail to be successfully performed, and the
cloud will not be able to correctly decrypt the aggregated
ciphertext.

Since each edge node holds n hash chains, these hash
chains are used to verify the sensing reports of n different
devices at different points in time, so edge nodes can find
damage by inspecting unverified hash chain devices. Let
Ai
′ ⊂ Ai denote the collection of faulty equipment, and let Cτ′

denote the incomplete aggregation result received by edgei at
time tτ . In order to obtain information h′(tτ) related to the
devices in the fault set At

′, edgei sends a loss report (At
′, tτ) to

the TMA. Since the TMAmanages the keys of all devices, the
report is received (At

′, tτ), and TMA can use the private key
of the device involved in At

′ to calculate h′(tτ):

h′ tτ(  � h tτ( 
IIDij ∈Ai

′sij
. (12)

(e missing information is returned h′(tτ) to edgei.
After receiving h′(tτ), edgei combines it with Cτ′ to obtain
the decryptable ciphertext Cτ through the following
calculation:

Cτ � Cτ′ · h′ tτ(  � 1 + N · 

IIDij∈Ai/Ai
′

mij,τ′
⎛⎜⎜⎜⎜⎝ ⎞⎟⎟⎟⎟⎠modN

2
. (13)

(en, according to equations (8)–(12), the cloud can still
decrypt the incomplete aggregate ciphertext and obtain the
expected aggregate statistical value.

5. Security and Performance Evaluation

5.1. Security Analysis. According to the attacker model
defined in the problem description, this section will evaluate
the privacy, confidentiality, and integrity of the device-
sensing data.

5.1.1. Confidentiality and Privacy. For confidentiality, the
ciphertext form of the sensing data mij,τ of each device IIDij

is cij,τ � (1 + N · mij,τ′ ) · h(tτ)
sij ·NmodN2. If h(tτ)

sij is
regarded as a random number, the converted ciphertext
form cij,τ can regard cij,τ � (1 + N · mij,τ′ ) · rN

ijmodN2 as the
encryption result of the Paillier algorithm. Similarly, the
aggregation result of subarea Ai and global area A is also a
valid Paillier encryption result. Since the Paillier encryption
algorithm is semantically safe against selective plaintext
attacks [26], EE-PPDA can resist eavesdropping attacks and
ensure the confidentiality of the original sensing data and
aggregated results. At the same time, except that the au-
thorized IC can successfully decrypt the aggregation results
of each subarea and the entire area, other unauthorized
entities (such as edge nodes) cannot obtain the plaintext of
the aggregation results.

For privacy, neither semitrusted aggregators (edge nodes
and cloud) nor eavesdroppers can obtain the perception data
of a single device. When a semitrusted edge node receives all
perception reports from its subarea, it will not be possible for
the edge node to recover any perception data of any IIoT
device because it cannot obtain the decryption private key.
After all the ciphertexts are aggregated, because the aggre-
gated result is semantically secure, the edge node still cannot
infer any real information from the encrypted aggregated
result. For a semitrusted IC, although it can use its private
key s0 to decrypt and read the aggregated plaintext of each
subarea, it cannot observe the sensing data of a single device
from the aggregated plaintext. In addition, based on the
above confidentiality analysis, even if an eavesdropper can
obtain the ciphertext transmitted on all communication
links, it still cannot infer the original sensing data of a single
IIoTdevice. Summarizing the above analysis results, it can be
concluded that the proposed EE-PPDA scheme protects the
privacy of the original data of a single IIoT device.

5.1.2. Integrity. In the transmission link between the IIoT
device and the edge node, an attacker may tamper with the
transmitted data or directly inject polluted data. In order to
ensure the validity of the data received in the edge node, the
hash chain technology is used on the edge node to achieve
integrity authentication. At each transmission time point,
the sensing report (cij,τ , Hij,τ) of each IIoTdevice contains a
new hash chain value, which can be calculated, where it is the
previous hash chain value. Based on the one-way charac-
teristic of the hash chain, it is not feasible for an attacker to
obtain from it, so it is difficult for an attacker to launch a
successful tampering attack. When the edge node receives
the sensing report, if it is verified in the previous time period,
it can effectively verify the integrity of the data through
calculation. If it is equal, it means that it has not been
tampered with or is not the tainted data injected during the
communication.(erefore, EE-PPDA can effectively protect
data integrity to resist malicious attacks by attackers.

5.2. Performance Evaluation. (is section will evaluate the
proposed EE-PPDA scheme from two aspects: the com-
puting overhead of IIoTdevices, edge nodes, and ICs and the
amount of data transmission. IT is compared with three
other schemes: the SEDA scheme proposed in [18], the
LPDA-EC scheme in [27], and the APPA scheme in [28].
(ese three schemes all use the standard Paillier algorithm,
and the ciphertext form is c � gm · rNmodN2. (e simu-
lation experiment runs on a computer configured with Intel
Core i5-8250U@1.60 GHZ CPU, 8 G RAM.

5.2.1. Computational Overhead. Let the symbols CE, CM,
CH, CXOR, Ce, CP, and Cm denote an exponential operation
on Z∗

N2 , a Z∗
N2 multiplication operation, a hash operation, an

XOR operation, and an exponential operation on the cyclic
group G bilinear pairing and multiplication on G, respec-
tively. As compared with the time-consuming bilinear
pairing CP operation, the calculation time of CM, CH, and

Security and Communication Networks 7



CXOR and the operation time after decryption are negligible,
so the computational overhead caused by these operations
can be ignored. Based on the MIRACL and PBC libraries, an
experiment was carried out to estimate the time cost of each
operation, in which parameters μ and G were set to 512 bits
and 160 bits, respectively. From the perspective of compu-
tational complexity, bilinear pairing operations have the
highest computational complexity among these operations,
followed by exponentiation and multiplication. Our ex-
perimental results also confirm this conclusion. (e final
experimental results show that the calculation time of CP is
close to 18.0ms, Ce and CE are about 1.70ms and 1.60ms,
respectively, and smallest Cm is close to 0.07ms.

In Table 1, the computational overheads of the four
schemes at IIoT devices, edge nodes, and IC are listed in
detail. In EE-PPDA, the calculation required for an IIoT
device IIDij to generate a perception report (cij,τ , Hij,τ) is
CE + CM + CH + CXOR, and CE occupies the largest com-
putational cost. (erefore, compared to the amount of
calculation required by the other three schemes, 2CE + 3Ce,
2CE + 3Cm, and 2CE + CM + CH, EE-PPDA reduces the
computational overhead by nearly half on the device side.

At edge nodes, if low-calculation operations (such as
authentication of a single ciphertext) are ignored, the EE-
PPDA, SEDA, and LDPA-EC schemes only need to perform
(n − 1)CM operations with a small amount of calculation. It
can aggregate n ciphertexts, and the APPA scheme requires
(n + 1) times. Due to the low time-consuming operation of
CM, it can be said that the computational costs of these four
schemes at edge nodes are almost the same. At the IC, the

EE-PPDA scheme only needs CH + CE operations to verify
the received reports and decrypt the aggregation results,
which is slightly less than the CE + CM + CH operations
required in the APPA scheme. However, the SEDA and
LDPA-EC schemes require 2CP + 2CE + (n + 2)Ce and
2CP + 2CE operations, respectively, both of which include
time-consuming CP operations. As we all know, the com-
putational cost of CP is significantly higher than operating
CE. (erefore, the EE-PPDA scheme greatly reduces the
computational cost of the IC. Combining the above analysis
results, it can be concluded that the proposed EE-PPDA
scheme achieves lightweight security and privacy protection.

In order to compare the calculation cost more intuitively,
the execution time of the abovemechanism is calculated, and
the curve of the total calculation time as the number of IIoT
devices increases is depicted in Figure 2. Obviously, com-
pared with the other three schemes, the proposed EE-PPDA
scheme significantly reduces the calculation time. Especially
when more IIoTdevices are added, more calculations will be
saved by the EE-PPDA scheme.

5.2.2. Data Transfer Volume. In the EE-PPDA scheme, data
transmission includes two parts: device-to-edge communi-
cation (device-to-EN) and edge-to-IC (EN-to-IC) com-
munication. In the device-to-EN phase, the IIoT device
sends its sensing report (cij,τ , Hij,τ) to the upper edge node
edgei, and the size of the report is Sij � 2048 + 160bits.
(erefore, the total amount of data transmission during
device-to-edge communication is SDF � n · Sij bits. Next, in

Table 1: Computational complexity comparison.

EE-PPDA SEDA [18] LPDA-EC [27] APPA [28]
IIoT device CE + CM + CH + CXOR 2CE + 3Ce 2CE + 3Cm 2CE + CM + CH

EN (n − 1)CM + nCXOR + (n + 1)CH (n − 1)CM + (n + 1)Cm (n − 1)CM + 4Ce (n + 2)(CM + CH)

IC CH + CE 2CP + 2CE + (n + 2)Ce 2CP + 2CE CE + CM + CH
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Figure 2: Computational cost comparison.

8 Security and Communication Networks



the local data processing stage, since each edge node ag-
gregates n ciphertexts into one and generates an aggregate
report (Ci,τ , Hi,τ) and sends it to the IC, the amount of data
transmission from edge node to IC is significantly reduced.
Specifically, the amount of data transfer in the EN-to-IC
phase is reduced from (2048 + 160) · nbits to
SFC � 2048 + 160bits. Figure 3(a) shows the comparison
results of the data transmission volume of the four schemes
in the device-to-edge phase. It is obvious that the proposed
EE-PPDA scheme achieves the slowest growth rate, and
among the four schemes keep the data transfer volume to a
minimum. (is shows that the EE-PPDA scheme effectively
reduces the amount of data communication in the device-to-
edge process. From Figure 3(b), it can be found that the
increase in the number of IIoT devices will not lead to an
increase in the data transmission volume in the EN-to-IC
phase, which is attributed to the aggregation operation of the
edge nodes. At the same time, the EE-PPDA scheme still
achieves the least amount of data transfer among the four
schemes in the EN-to-IC phase. Combining Figures 3(a) and
3(b), it can be seen that EE-PPDA can significantly reduce
communication overhead and bandwidth consumption.

From the above security and performance analysis re-
sults, it can be seen that the proposed EE-PPDA scheme is an
efficient and secure data aggregation scheme. (ese security
and performance advantages are very suitable for actual IIoT
scenarios.

6. Conclusions

(is paper proposes a hierarchical data aggregation
scheme with efficient privacy protection in edge com-
puting assisted IIoT, referred to as EE-PPDA. By
adopting an improved homomorphic Paillier algorithm
and a simple hash chain mechanism, EE-PPDA can
provide effective protection for data privacy,

confidentiality, and integrity at the same time. In par-
ticular, the data privacy of a single device is also protected
in semitrusted edge nodes and the cloud. At the same
time, the CRT-based hierarchical aggregation design
enables the cloud to provide fine-grained data services by
obtaining aggregation results in smaller subregions. Fi-
nally, the experimental results further prove the advan-
tages of the scheme in terms of calculation and
communication costs. In future work, consider inte-
grating data space-time compression, network resource
optimization theory, and machine learning methods into
the solution in this paper to build a more efficient and
smarter data aggregation solution. At the same time, the
hierarchical aggregation scheme proposed in this paper
provides a fault-tolerant mechanism for data loss to
ensure the normal operation of the system. However, data
loss will affect the final data analysis results. How to
reconstruct the lost data can be considered as a future
research direction.
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