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With the rapid development of mobile Internet technology and multihost terminal devices, multipath transmission protocol has
been widely concerned. Among them, multipath TCP (MPTCP) has become a hot research protocol in recent years because of its
good transmission performance and Internet compatibility. Due to the increasing power of Low-Rate Distributed Denial of
Service (LDDoS) attack, the network security situation is becoming increasingly serious. ,e robustness of MPTCP network has
become an urgent performance index to improve. ,erefore, it is very necessary to detect LDDoS abnormal traffic timely and
effectively in the transmission system based on MPTCP. ,is paper tries to use wavelet transform technology to decompose and
reconstruct network traffic and find a detection method of LDDoS abnormal traffic in the MPTCP transmission system. ,e
experimental results show that in the MPTCP transmission system, the signal processing technology based on wavelet transform
can realize the identification of LDDoS abnormal traffic. It indicates a direction worth further exploration for the detection and
defense of the LDDoS attack.

1. Introduction

1.1. Background. With the boom in emerging technologies
such as mobile communication networks and big data,
more and more communication devices are configured
with multiple network interfaces (WiFi, 4G/5G, Bluetooth,
and so on) [1, 2]. In order to adapt to the current rapid
development of communication technology and meet the
actual needs of multihost terminal users, the Internet
Engineering Task Force (IETF) has published multipath
transmission protocols, such as Stream Control Trans-
mission Protocol (SCTP) [3] and multipath TCP (MPTCP)
[4]. In a multipath transmission system, multipath trans-
mission protocols allow the end user to communicate with
the server end-to-end through multiple paths at the same
time, realizing parallel multipath transmission. Compared
with TCP and other single-path transmission protocols,
this improves the throughput of the transmission system
[5]. Applying multipath transmission protocols can achieve
the bandwidth aggregation and load balancing of the
transmission system.

However, in the face of increasingly complex and
severe network security situation, the network security
problem of multipath transmission protocols will be an
urgent challenge [6, 7]. With the continuous expansion of
computer scale and application field, the malicious attack
behavior in the network presents the characteristics of fast
development and diversified attack types, causing im-
measurable great harm to the communication network.
Among them, Denial of Service (DoS) attack [8] has
evolved from Distributed Denial of Service (DDoS) attack
[9, 10] to Low-Rate Distributed Denial of Service (LDDoS)
attack, which poses a great threat to network security.
LDDoS, a new attack type, uses a large number of dummy
computers in the network to attack the target network
concurrently at a low-rate, causing great harm to the
target network in a short time [11]. However, due to the
characteristics of low-rate and distributed, it is difficult to
detect the LDDoS attack due to its strong concealment
[12]. ,erefore, fast and accurate detection of LDDoS
abnormal traffic is one of the preconditions to ensure
network security and effective operation in the multipath
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transmission system. At the same time, we also need to
make a rapid and reasonable response to LDDoS ab-
normal traffic.

A large number of studies have shown that large-scale
network traffic has almost all the characteristics of signals,
such as self-similarity and correlation. Self-similar data
simply have the characteristics of scale invariance and slow
decay of autocorrelation function. In addition, some studies
have found that attack traffic (abnormal traffic) will have a
significant impact on the normal network traffic. ,erefore,
we can regard the network data flow in the multipath
transmission system as a signal and use signal analysis
technology to process and analyze it, trying to find a way to
detect LDDoS abnormal traffic.

1.2. Our Work. In the preliminary work [13], we built a
network topology of the multipath transmission system
through the NS2 (Network Simulator version 2) experi-
mental platform. MPTCP and SCTP are applied in the
multipath transmission system, respectively. Meanwhile,
LDDoS attacks with the same intensity are simulated to
attack MPTCP and SCTP transmission systems. We com-
pared and analyzed throughput, delay, and jitter rate per-
formances of MPTCP and SCTP transmission systems.
,us, we can indirectly compare the robustness of MPTCP
and SCTP against the LDDoS attack. From the perspective of
data scheduling and congestion control, we compared and
analyzed the experimental results. Finally, we came to the
following two conclusions:

(i) According to the multistream feature of SCTP and
the sequential packet delivery mechanism of
MPTCP, the throughput fluctuation of the MPTCP
transmission system is greater than that of the SCTP
transmission system. However, the average
throughput of the MPTCP transmission system is
higher.

(ii) ,e delay and jitter rate of the SCTP transmission
system can always be in a state of frequent fluctu-
ations, while the MPTCP transmission system can
achieve reliable parallel multiplexing, so its stability
is superior to that of the SCTP transmission system.

In conclusion, the MPTCP transmission system is more
robust to LDDoS attacks than the SCTP transmission sys-
tem. In addition, MPTCP has good Internet compatibility
[14], so it has been widely studied and applied in recent
years. Even so, LDDoS attacks can still affect the normal data
transmission of the MPTCP transmission system. It is very
necessary to detect LDDoS attacks quickly and accurately in
network traffic of the MPTCP transmission system.

Combined with the current research status and devel-
opment trend, this paper introduces the wavelet analysis
method into the anomaly detection of LDDoS attacks in the
MPTCP transmission system for the first time. ,e wavelet
analysis method is a time-frequency localization analysis
method with fixed window size. Its shape, time window, and
frequency window can be changed [15]. ,erefore, it has
unique advantages of multiresolution analysis, time-

frequency localization, and fine expression in nonstationary
signal processing [16]. ,e main research work of this paper
is as follows:

(i) In the simulation platform, this paper simulates the
situation of LDDoS attacks on the MPTCP trans-
mission system. According to the self-similarity of
signals, both normal traffic and attack traffic in the
transmission system are treated as signals.

(ii) We use discrete wavelet transform (DWT) method
and Haar wavelet basis to decompose network
traffic signals and extract component sequences of
different frequency ranges. We analyze the data
characteristics of abnormal traffic which are dif-
ferent from normal traffic, so as to realize the
identification of LDDoS abnormal traffic in the
MPTCP transmission system.

(iii) We carry out wavelet reconstruction for the ap-
proximate signals obtained by wavelet decomposi-
tion and calculate the reconstruction error, which is
used to characterize the fitting degree of the original
signal and the reconstructed signal.

,e experimental results show that the signal processing
technology based on wavelet transform (WT) can more
clearly and intuitively observe the changing trend of LDDoS
attacks. ,us, this can realize the identification of LDDoS
abnormal traffic in the MPTCP transmission system and
further improve the robustness of the MPTCP transmission
system against LDDoS attacks.

,e rest of this paper is organized as follows. In section
II, we mainly introduce the research related to MPTCP
security. In section III, we provide a detailed overview of
wavelet transform methods, including the basic concepts
and working principles of WT, DWT, and Haar wavelet. In
section IV, we elaborate and analyze the simulation ex-
periment and experimental results and draw the final
conclusion through experimental comparison. In section V,
we summarize the paper and look forward to the future work
and challenges.

2. Related Work

In recent years, MPTCP has been widely studied and applied
by many researchers in the field of academic research. At
present, the research hotspots of MPTCP are mainly dis-
tributed in congestion control [17, 18], data scheduling [19],
path management [20, 21], and energy consumption
[22, 23]. However, there are relatively few research studies
on MPTCP network security [14].

At present, the research on the security and robustness of
MPTCPmainly focuses on defending against DoS andDDoS
attacks. Chaturvedi and Chand [24] proposed a new op-
portunistic security protocol called Secure Connection
Multipath TCP (SCMTCP).,e protocol generates a unique
authentication key for each new substream in the host and
authenticates them using the session key to protect MPTCP
from DoS attacks. Farooq et al. [25] proposed a port
technology based on MPTCP to mitigate the impact of DoS
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attacks in communication networks. Afzal et al. [26] pro-
posed and implemented an MPTCP-aware connection
tracker, which can effectively detect and prevent DoS attacks.
Demir and Suri [27] proposed an active and robust ex-
tension of the MPTCP transport protocol to mitigate DoS
and DDoS attacks by using a new stream hop.

To sum up, there are many research studies on DoS
attacks and DDoS attacks defense and detection in the
MPTCP transmission system but relatively few research
studies on LDDoS attacks defense and detection. Only a few
studies suggest the need to further improve the robustness of
MPTCP transmission systems against LDDoS attacks. For
example, Cao et al. [28] proposed MPTCP − (La/E2), an
energy-efficient MPTCP solution with LDDoS attack
awareness, to avoid multipath transmission performance
degradation caused by LDDoS attacks. ,erefore, based on
the current research status, we propose to combine the
wavelet analysis method with LDDoS attacks detection to
realize the identification and detection of LDDoS attacks in
the MPTCP transmission system and further improve the
robustness of MPTCP against LDDoS attacks.

3. Overview of Wavelet Transform Method

3.1. Wavelet Transform. WT is a signal processing and
analysis method based on Fourier Transform (FT). Its basic
idea is to represent or approximate a certain signal or
function f(t) by scaling and translating a set of wavelet
functions (basis functions) and to refine the signal step by
step [29]. It can meet the requirements of automatic time-
frequency signal analysis and focus on any details of the
signal [30], which is convenient for observation and analysis.

,e general form of the wavelet function [31] is

ψa,b(t) �
1
��
a

√ ψ
t − b

a
 , a, b ∈ R, (1)

where a represents the expansion factor, b represents the
translation factor, and ψ is known as the basic wavelet or
mother wavelet.

At present, WT can be divided into continuous wavelet
transform (CWT) and DWT. For any function
f(t) ∈ L2(R), the general form of CWT of f(t) is

CWT(a, b) �〈f(t),ψa,b(t)〉 �
1
��
a

√ 
+∞

− ∞
f(t)ψ

t − b

a
 dt,

(2)

where the obtained coefficient CWT(a, b) is called CWT
coefficient.

In CWT, expansion factor a, translation factor b, and time
t are continuous. However, in the process of digital signal
processing, it is often necessary to discretize the wavelet
transform of continuous wavelet [15]. Generally, the ex-
pansion factor and the translation factor are discretized in the
form of power series; let a � a

j
0 and b � ka

j
0b0, where a0 > 1,

k, j ∈ Z. At the same time, generally let a0 � 2 and b0 � 1.
,e general form of DWTcan be obtained by discretization of
expansion factor and translation factor. For any function
f(t) ∈ L2(R), the general form of DWT of f(t) is

ψj,k(t) � 2− (j/2)ψ 2− j
t − k ,

Cj,k � 
+∞

− ∞
f(t)ψj,k(t)dt.

(3)

Among them, the obtained coefficient Cj,k is called DWT
coefficient.

3.2. Discrete Wavelet Transform. Signals are usually com-
posed of low-frequency components and high frequency
components. ,e low-frequency components generally
contain the characteristics of the signal, while the high
frequency components represent the details or differences of
the signal. ,e working principle of DWT for input signal S
is equivalent to filtering the signal with a set of mutual
bandpass filters (low-pass filter and high-pass filter) [16].
,e signal passing through this set of mutual bandpass filters
produces two components. ,e approximate component
signal corresponds to the low-frequency part of the signal,
and the detail component signal corresponds to the high
frequency part of the signal. ,e essence of DWT is to
represent the signal with a series of approximate and detailed
components [32].

In the decomposition process of DWT, the approximate
component signals are continuously decomposed [31]. Each
level is to decompose the approximate component signals of
the upper level into the approximate component signals and
detail component signals of the next level. With each in-
crease in decomposition level, the sampling interval will be
doubled, and the number of sampling points will be reduced
by onefold [33]. After layers of decomposition, the original
signal can be decomposed into many low-frequency com-
ponents so that the changes in the signal can be observed on
a large time scale. For an original signal S, its DWT de-
composition process can be represented by the hierarchical
structure in the following Figure 1 where CD1, CD2, and
CD3 and CA1, CA2, and CA3 represent the detail component
signals and approximate component signals of each layer,
respectively.

In the practical application of DWT, the selection of
wavelet function (wavelet base) and the determination of
decomposition layers are the premise of wavelet analysis.
,ere are many kinds of common wavelet functions, such as
Haar, dbN, symN, and coifN. As for the determination of
decomposition layers, it can continue to be decomposed
theoretically. However, generally it is necessary to determine
the appropriate decomposition layers according to the
characteristics of signals and the needs of users.

3.3. Haar Wavelet. ,ere are many kinds of common
wavelet bases. We usually select Haar wavelet or Daubechies
wavelet as the wavelet bases in the actual digital signal
processing. ,e application of Haar wavelet to wavelet
transform only requires simple addition or subtraction
operation and does not involve multiplication operation, so
the operation speed is fast [34].

Haar wavelet is the simplest of the Daubechies wavelet
family, also known as one order Daubechies wavelet. Haar
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wavelet is orthogonal wavelet with both symmetric and
antisymmetric compact supports. ,e general form of Haar
mother wavelet is

ψ(t) �

1, 0≤ t≤
1
2
,

− 1,
1
2
≤ t≤ 1,

0, other.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(4)

,e general form of Haar father wavelet is

ϕ(x) �
1, 0≤ x≤ 1,

0, other.
 (5)

,en, the Haar wavelet function can be represented by
the father wavelet, as shown in the following formula:

ψ(t) � ϕ(2t) − ϕ(2t − 1). (6)

4. Simulation Experiment and Results Analysis

4.1. Simulation Experiment. In the previous work, we
designed a network transmission model for MPTCP parallel
transmission using NS2 platform. ,e network topology is
shown in Figure 2 [13]. As can be seen from Figure 2, re-
ceiver can realize parallel multipath communication with
sender through three paths (Path A, Path B, and Path C). In
the figure, five puppet computers (Attack0, . . . ,Attack4) can
send LDDoS attack data stream to R0, respectively, to realize
network attack. ,e blue data flow indicates TCP normal
data flow, and the red data flow indicates LDDoS attack data
flow. Table 1 shows the settings of parameters such as the
bandwidth of each path in the MPTCP network transmis-
sion model. All paths use the DropTail queue management
algorithm, and the transfer delay is 25ms. ,e bandwidth of
the path between the puppet machine and the router is 1Mb,
and the bandwidth of other paths is 5Mb.

In order to explore whether WT can identify and detect
LDDoS attack traffic in the MPTCP transmission system, we

adjust some original experimental settings. Based on the
attack principle of LDDoS attacks, the experimental
implementation of LDDoS attacks is mainly to set three
important parameters of attack cycle, attack duration, and
attack rate [35]. Specific parameter settings can be expressed
by the following formula. Among them, the AC represents
the attack cycle, AD indicates the attack duration, and AR
indicates the attack rate. ,e LDDoS attack flow uses a CBR
packet with a constant bit rate, and the packet size is 200
bytes.

LDDoS(AC,AD,AR) � (200ms, 600ms, 1Mbps). (7)

In addition, during the overall 500 seconds running time
of the experiment, we set the puppet machine to attack the
MPTCP transmission system at 100 s, 200 s, 300 s, and 400 s,
respectively, and the attack time lasted for 50 seconds. To
ensure that the attack simulated in the experiment can
achieve the best attack effect, we draw the congestion
window (cwnd) change diagram of theMPTCP transmission
system, as shown in Figure 3. As can be seen from the figure,
the values of cwnd drop rapidly to its initial value when
attacked. And during four periods of attack, the values of
cwnd are always approximately equal to the initial value, that
is, 1. ,is indicates that the LDDoS attack generated by
simulation in the experiment has reached the best attack.

4.2. Results Analysis. ,is part attempts to perform WT
decomposition on the throughput data obtained from the
above simulation experiment. We try to prove that the signal
analysis and processing method based on WT can identify
the LDDoS attack traffic in theMPTCP transmission system.
Based on this, we can further find a signal analysis and
processing method that can successfully detect the LDDoS
attack in the MPTCP transmission system.

If the network traffic signal is decomposed by WT, it is
necessary to select the type of WT, the type of wavelet base,
and the number of decomposition layers. In the process of
digital signal processing, we need to adapt to the application
of computer system binary, so we choose DWT to de-
compose. ,e simple and commonly used Haar wavelet is

S

CD1

CA1

CD2

CA2

CD3

CA3

Figure 1: Hierarchical structure diagram of decomposition process of DWT.
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selected as wavelet base. Generally speaking, in the process of
signal analysis, signal decomposition is roughly decomposed
into 3 or 4 layers. So, the number of decomposition layers in
our wavelet transform experiment is determined to be 3
layers.

,e process of DWT can be roughly divided into signal
decomposition and signal reconstruction. In the signal
decomposition part, we first decompose the original signal

to obtain the signal of level 1 approximate component and
level 1 detail component, as shown in Figure 4. ,en, we
decompose the level 1 approximate component signal to
obtain the level 2 approximate component signal and the
level 2 detail component signal, as shown in Figure 5. Finally,
in the third stage, we decompose the level 2 approximate
component signal to obtain the signal of level 3 approximate
component and level 3 detail component, as shown in
Figure 6. ,e final level 3 approximate component signal is
the approximate signal of the original signal obtained by the
3-layer wavelet decomposition.

,rough comparative analysis of Figures 4–6, we can
find that each level of decomposition is the observation of
the original signal at different time scales. Due to the re-
duction in the number of samples, the time scale is doubled.
So, some details of the signal are gradually amplified. In this
way, we can observe the characteristics of the signal from a
large time scale, which reflects the advantages of multiscale
frequency domain analysis of DWT.

Figure 7 shows the comparison between the original
signal and the approximate signal. As can be seen from
Figure 7, this experiment simulates four LDDoS attacks on
the MPTCP transmission system, and the duration of each

Table 1: Path network parameter setting table of the MPTCP transmission system.

Path Bandwidth (Mb) Transfer delay (ms) Path management algorithm
(Sender, R0,2,4) 5 25 DropTail
(R1,3,5, receiver) 5 25 DropTail
(R0, R1) 5 25 DropTail
(R2, R3) 5 25 DropTail
(R4, R5) 5 25 DropTail
(Attack0,1,2,3,4, R0) 1 25 DropTail
(R1,Null0,1,2,3,4) 1 25 DropTail

Sender ReceiverMultipath transmission
system 

R0

R4

R2

R1

R5

R3

5Mb,25ms
Path A

5Mb,25ms
Path B

5Mb,25ms
Path C

1Mb,25ms1Mb,25ms
Attack0

Attack1

Attack2

Attack3 Attack4 Null4 Null3 Null2
Null1

Null0

Normal flow
LDDoS flow

Figure 2: MPTCP transmission system network topology diagram.
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Figure 3: Congestion window change diagram of the MPTCP
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attack is 50 seconds. When the transmission system is
attacked by LDDoS attacks, the throughput performance of
the system will be greatly reduced. Compared with the
original signal, the approximate signal decomposed by DWT
can more clearly and intuitively see the attack trend and
attack cycle of the LDDoS attack. In addition, we use dif-
ferent wavelet functions to decompose the original signal
and eventually obtain the similar result. For more complex
network traffic signals in real life, the wavelet analysis
method can be used to decompose the complex signals into
simple and clear signals. In this way, we can observe the

slight changes of the signal, which is convenient for us to
effectively extract the characteristic information from the
signal. ,is can lay a foundation for the detection of the
LDDoS abnormal traffic in the next step.

Figure 8 shows the signal process of wavelet recon-
struction. In the part of signal reconstruction, we still use
Haar wavelet function for wavelet reconstruction. Similar to
wavelet decomposition, wavelet reconstruction works by
applying a set of high-pass filter and low-pass filter. ,e
approximate component signals and detail component
signals obtained by wavelet decomposition are reconstructed
gradually through the set of filters. ,e reconstruction se-
quence is reversed in accordance with the sequence shown in
Figure 1; that is, the reconstruction sequence is reversed in
accordance with the sequence of signal decomposition. ,e
final reconstructed signal has the same length and shape as
the original signal.

Figure 9 shows the comparison between the original
signal and the reconstructed signal. As can be seen from
Figure 9, compared with the original signal, the recon-
structed signal is similar to the original signal in terms of
variation trend, amplitude, and peak value. ,is shows that
wavelet reconstruction can reconstruct the original signal
from the recorded data without losing important infor-
mation in the process of transformation and reconstruction.

In addition, we define the variable err as the recon-
struction error. It represents the degree of fitting between the
reconstructed signal and the original signal. Its value can be
calculated by

err � max S − A0


, (8)

where S is the original signal and A0 is the reconstructed
signal after decomposition and reconstruction using DWT.
,e smaller the value is, the better the fitting degree of the
reconstructed signal and the original signal is. ,e err ob-
tained by calculation and solution of the experiment is
1.4211 × 10− 14, indicating that the reconstructed signal fits
the original signal well. ,erefore, the signal processing and
analysis technology based on WT can realize the identifi-
cation of LDDoS abnormal traffic in the MPTCP trans-
mission system and then be applied to the abnormal
detection of network traffic.
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Figure 5: Comparison diagram of the level 1 and level 2 ap-
proximation component signal.
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5. Conclusion and Prospect

In this paper, we simulate the network environment of the
MPTCP transmission system under LDDoS attacks and use
the DWTmethod to decompose and reconstruct the traffic
signal in the transmission system. By comparing the original
signal, the approximate signal, and the reconstructed signal,
we can observe the attack trend, amplitude change, and
attack time of the LDDoS attack more clearly and intuitively,
and the reconstructed signal has a good fitting degree with
the original signal. ,erefore, the analysis of wavelet de-
composition and wavelet reconstruction proves that the
signal processing and analysis method based on WT can
realize the identification and detection of LDDoS abnormal
traffic in the MPTCP transmission system.

,e research results provide a new research idea in
network anomaly monitoring, traffic characteristics detec-
tion, and other aspects. ,us, it can further improve the
robustness of the MPTCP transmission system. In the future
research work, we will use the wavelet coefficient variance
method to solve self-similarity exponent (Hurst) [34] of
network traffic signals on the basis of wavelet decomposition
and reconstruction. Abnormal traffic in the transmission
system can be judged according to the change of Hurst
exponent so as to realize the real-time detection and location
of LDDoS attacks in the MPTCP transmission system [35]

and reduce the occurrence of abnormal traffic missing and
false positives.
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