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Industrial control systems (ICS) are being used for surveillance and controlling numerous industrial process plants in national
critical infrastructures. Supervisory control and data acquisition (SCADA) system is a core component in ICS systems for
continuous monitoring and controlling these process plants. Legacy SCADA systems are working in isolated networks and using
proprietary communication protocols which made them less exposed to cyber threats. In recent times, these ICS systems have
been connected to Internet and corporate networks for data sharing and remote monitoring. (ey are also using open protocols
and operating systems. (is leads to vulnerabilities of the system to cyberattacks. Cybersecurity threats are more prevalent than
ever in ICS systems. (ese attacks may be external or internal. Modbus is a widely deployed communication protocol for SCADA
communications. (ere is no security in design of Modbus protocol, and it is vulnerable to numerous cyberattacks. In this paper,
we worked for False Command Injection attack, False Access Injection attack, and replay attacks on Modbus protocol. Initially, a
real-time SCADA testbed was set up, and we envisaged the impact of these attacks on Modbus protocol data using the testbed. In
this work, we used local area network (LAN) environment only for simulating the attacks. We assumed that the attacks penetrated
the LAN network. We proposed and developed (a) a method to detect replay attacks by incorporating time stamp and sequence
number in Modbus communications and (b) a frame filtering module which will block unauthorized attacks like False Command
Injection and False Access Injection attacks to reach programmable logic controller (PLC). Numbers of attacks were simulated
and the performance of themethod wasmeasured using attack block rate (ABR). It blocked 97% ofmaliciousModbus transactions
or attacks to reach the PLC. It protects SCADA systems from attackers, which is a core component of industrial control systems.
(e solution enhanced the security of SCADA systems with Modbus protocol.

1. Introduction

Industrial control systems are very crucial for automation of
process plants.(ey are used for surveillance and controlling
a plant [1]. (ese systems are in different forms such as
supervisory control and data acquisition (SCADA) systems
and distributed control systems (DCS). SCADA system
contains data acquisition servers, display-monitoring and
controlling clients, historian systems, field instruments, and
programmable logic controllers (PLC) [2]. Figure 1 displays
a typical SCADA system [3]. It contains different levels of
connectivity, systems to differentiate the functionality, and

services provided by them. (e physical parameters such as
pressure, temperature, and pump status will be sensed by
suitable sensors and the electrical signal will be passed to
PLC through input-output cards. (e PLC will collect the
data from IO boards, process the data, and send it to human
machine interface (HMI) through a suitable communication
protocol [4]. In old days, these systems were connected in
local area network (LAN). (ey used mostly proprietary
communication protocols. As technology advances, the
SCADA data is required for other applications like enter-
prise resource planning (ERP), energy management system
(EMS), and so forth.(ese systems are connected to Internet
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for remote monitoring and data sharing. (ese systems are
also connecting to corporate highly interconnected networks
for remote monitoring. (e connectivity provides remote
surveillance but opens the doors for attackers. Hence, these
systems are vulnerable to cyberattacks [5–7]. (ese attacks
may be from internal or external sources.

(ere were a number of incidents reported all over the
world on ICS systems. Some of the examples are Malware
Stuxnet attack on SCADA systems in nuclear plants in Iran
in 2010, attack on MaroochyWater in 2000, and so forth [8].
(e U.S. Department of Homeland Security’s (DHS) In-
dustrial Control Systems Cyber Emergency Response Team
(ICS-CERT) released a number of attacks reported on ICS
system. Every year the attacks are increasing. Even though
there are a number of potential areas of vulnerabilities in
SCADA components, cyberattacks to communication pro-
tocols are a paramount issue [9].

1.1. Modbus Protocol and Vulnerabilities. A SCADA system
uses a suitable communication protocol like Modbus, DNP,
and so forth for bidirectional data transfer between HMI and
PLC [10]. Sensors will sense (measure) the parameters and
PLC will collect data from sensors located in the field. (is
data will be transferred to HMI through a communication
protocol [11]. Modbus is most widely deployed communi-
cation protocol in control and automation industry. Modbus
protocol is an open protocol that was designed in the 1970s
[12]. It is a simple request response message protocol at
application layer. Modbus is available on two varieties:
Modbus Serial and Modbus TCP [13]. (e frame format of
this protocol is shown in Figure 2. It contains two parts: (i)
MBAP Header and (ii) Protocol Data Unit (PDU). (e
header contains the required details for transmission like

slave ID, protocol ID, and length of the frame to determine
the boundaries of the frame. If the physical layer is serial
communication, then the nodes participating in the com-
munication are called server and client. (ey are also called
master and slave, if the physical layer is Ethernet (TCP).
Modbus protocol contains the following important fields
[14]:

(i) Function code
(ii) Starting address of register
(iii) Number of registers

In SCADA communication, data acquisition server or
HMI will have Modbus client component (master) and PLC
will have its pair component, that is, server component
(slave), of Modbus protocol. (e master has to send the
Modbus request to slave device to poll the data. (e slave
device will respond to the request with required response
and send it to the master. If the request is not correct, then
the slave will send exception response to the master.
Function code determines the action to be done at Slave.
Table 1 gives the details of various function codes and their
corresponding actions to be performed. (e table contains
frequently used function codes in our testing. Starting ad-
dress and number of registers communicate to the slave how
many tags/registers are to be polled by the master [13, 14].
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Figure 1: A typical SCADA system architecture [3].

Modbus Header Function Code Starting Address No of registers

7 bytes 2 bytes 2 bytes1 byte

Figure 2: Modbus frame structure [14].
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Modbus protocol was designed without considering
security aspects because ICS systems were isolated from
outside network in earlier days. (ere was no awareness of
cyberattacks when Modbus was designed. Modbus protocol
lacks various security features described as follows [15–17]:

(i) Integrity of Modbus frame is not checking by peer
devices [18, 19]. (e frame can be modified by any
attacker and peer devices cannot identify this
activity.

(ii) (ere is no facility for maintaining confidentiality of
messages. (e Modbus frames will be transferred in
plain text and any Man-in-the-Middle attacker can
sniff the packet and get the frame information.

(iii) It does not support time stamp for the frames. (is
is one of the crucial problems because peer devices
do not know whether the received response is ob-
tained for the recent query (request) or old query.
Any drastic change may happen due to mismatch of
real-time field values.

(iv) Modbus is an open protocol and it had simple frame
formats. A simple Wireshark tool can be used by
attacker to retrieve the information from the
network.

As this protocol lacks above security features like in-
tegrity, confidentiality, and nonrepudiation, the protocol is
more vulnerable to numerous cyberattacks like Man-in-the-
Middle attacks in the form of False Command Injection
(FCI), False Access Injection (FAI), or False Response In-
jection; replay attack; and Denial-of-Service (DoS) attacks
[20–22]. Out of above attacks, we concentrated on False
Command Injection, False Access Injection, and replay
attack in this paper. We demonstrated impact of these at-
tacks and proposed and developed methods to block these
attacks to reach PLC and HMI. We considered only local
area network for simulating the attacks.

1.2. Attacks onModbus Protocol. Modbus protocol has been
suffering from a number of attacks as discussed in Section
1.1. In this research, we worked for False Command In-
jection, False Access Injection, and replay attacks as follows.

1.2.1. Replay Attacks. (e Man-in-the-Middle attacker will
store the Modbus messages and will send these messages to
target nodes, that is, HMI or PLC, after some time

intentionally [23]. As Modbus frame does not have time
stamp field, PLC or HMI cannot differentiate whether the
response was obtained for recent request frame or old frame.
(e response in the frame may be old status of field pa-
rameters, but HMI will process the frame and erroneous
values will be displayed on SCADAmimics. In the same way,
the PLC will process the control command and trigger the
actuators. (is will hamper the operations and may lead to
irreversible loss to human life and economy of nation. (is
attack is very distinctive type that looks like accurate data,
but it contains old status [24, 25].

1.2.2. False Command Injection (FCI) Attack. Attacker can
send erroneous commands to the PLC like stop the valves
while pumping is running, start emergency plant shutdown,
and so forth. (e attacker can send command to PLC which
will disrupt the plant [26]. (e aim is execution of arbitrary
commands to take control.

1.2.3. False Access Injection (FAI) Attack. (e attacker can
send false access commands by sending Modbus requests
with trial-and-error function codes and starting addresses. It
will impose load on the PLC and make it busy. (e attacker
can send wrong Modbus requests at very high frequency.
(e PLC will be busy in processing these requests with
exception responses. It cannot respond to legitimate HMI
commands and requests. (is leads to a DoS attack [27].

1.3. Existing Related Works. A number of research scholars
worked for security issues of ICS/SCADA systems, com-
munication protocol security, and cyber security of indus-
trial control systems. (ey also provided some solutions to
these problems. (e literature survey was conducted in a
logical way. Initially, we conducted survey on importance of
security of communication protocols in industrial control
systems. Next, we described the existing works and shortfalls
of those methods to provide security in communication
protocols. (e next paragraph explains the literature survey
on existing works.

Ghosh and Sampalli [28] emphasized the importance of
security of SCADA systems.(ey provided a classification of
attacks based on security requirements and network pro-
tocol layers. In this paper, they organized security schemes
based on current standards, as well as detection and pre-
vention of attacks. (ey also addressed future challenges in
SCADA system security. (e authors highlighted that those
methods for detection of attacks are more available than
methods for prevention of attacks in literature. From this
paper, we can understand that it requires to work on pre-
vention of cyberattacks.

Priyanga et al. [29] developed a novel hypergraph-based
anomaly detection technique with enhanced principal
component analysis and convolution neural network
(EPCA-HG-CNN) to detect deviant behaviors of such
systems. (is method was useful to detect the attacks not for
prevention of attacks.

Table 1: Various Modbus function codes and their actions on data.

Function code Action to be performed
1 Reading of coils
2 Reading of status registers
3 Reading holding registers
4 Reading of input registers
5 Writing to single coil
6 Writing to single holding register
15 Multiple coils: write
16 Multiple holding registers: write
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Qian et al. [30] proposed a method based on machine
learning techniques where nonparallel hyperplane based
fuzzy classifier was used to detect replay and DoS attacks.
(ey informed that hackers even do not need to tamper any
data for replay attack; the only thing they need to do is to
send the data package eavesdropped from the sensors at
another time. (e package cannot be detected to be false
because there is no time stamp in the protocol used in
SCADA systems and the data are in the right form. (is
method detects only the attacks happening, and it cannot
block the attacks. (e solution did not provide any remedy
for these attacks. Li et al. [31] developed methods that are
capable of distinguishing equipment faults from bona fide
cyberattacks like replay attack.(is method was also used for
detection of replay attacks, not for blocking these attacks.

Yusheng et al. [32] explained about various vulnera-
bilities of Modbus protocol. (ey proposed real-time deep
inspection for Modbus TCP traffic in intrusion detection of
industrial control systems based on Modbus protocol. (eir
method consisted of two modules: rule extraction and deep
inspection. (e first part separates the Modbus TCP packet
into network layer, transport layer, and application layer.
(e second module generated normal and abnormal rules
based on the correlation among those three subparts. (e
deep inspection module was used for continually correlating
the classifications to determine whether the normal or ab-
normal rule currently applied is a false positive. It is not clear
how the rules would be updated over time to detect new
attacks or if the rule extraction module could be susceptible
to manipulation on the sliding window process due to slow-
rate attacks. (e paper presented a method to detect the
attacks again, not for their prevention.

Fovino et al. [33] developed a secure Modbus protocol
based on RSA signature and SHA hash but they did not
verify the protocol specific parameters at controller. (e
frame was transferring in plain text format. (ey did not
address all types of attacks on Modbus protocol. Shahzad
et al. [34, 35] developed cryptographic solution using AES,
RSA, and SHA for achieving security in Modbus protocol
and there was no filtering mechanism. (e authors in [36]
used AES and hashing for securing IEC 60870-5-104 and
Modbus in multicasting polling scenarios. (ey did not
consider integrity of the Modbus frames.

Dudak et al. [37] described enhancement of features of
serial Modbus protocol. (ey developed uBUS protocol by
adding some of the protocol specific features. (ey con-
centrated on features of Modbus protocol instead of security
features and attacks. You and Ge [38] developed Modbus
protocol for building security. Erez andWool [39] developed
anomaly detection in Modbus SCADA control registers. (e
method detects irregular changes in Modbus/TCP SCADA
control register values. Hayes and Khatib [40] enhanced
security in Modbus by using hash-based message authen-
tication codes and stream transmission control protocol.(e
authors presented a new method based on stream trans-
mission control protocol (SCTP) and authentication mes-
sages based on keyed-hash functions (HMAC) in order to
provide a security solution for transactions on Modbus TCP
and to establish a mutual authentication mechanism. In this

case, all the solutions are software-based and do not include
an additional hardware for securing the storage of the secret
keys used.

Jung et al. [41] proposed whitelist for SCADA traffic
using repetitive communication characteristics of the
SCADA system. Kang et al. [42] developed techniques for
preparation of whitelist for firewall of SCADA traffic. (ey
provided the concepts of firewall using whitelist generation
only. Barbosa et al. [43] proposed approach incorporates a
learning phase in which a flow whitelist is learned by
capturing network traffic over a period of time and aggre-
gating it into flows. After the learning phase is complete, any
nonwhitelisted connection observed generates an alarm.(e
evaluation of the approach focuses on two important
whitelist characteristics: size and stability. (e applicability
of the approach is demonstrated using real-world traffic
traces captured at two water treatment plants and at an
electric-gas utility. Serkan et al. [44] studied the FDI attack
and simulated the attack in testbed to change the billing
information in smart grid application. (ey explained how
this attack can be simulated and proposed methods to detect
the attack in the network. (ey proposed monitoring
continuously the ARP and IP changes in the network and
alerting the system. (is method cannot block or stop to
trigger the attack; it will alert the system by critical alarms.

Most of the authors [45–47] worked with testbed using
simulation and smart grid domain only. In another section
of studies, mathematical modeling [48] and graphical the-
oretical approach to the network modeling [49] were used
for the detection of attacks. In the majority of researches on
the security of industrial control systems, no implementa-
tion has been done to a real system. Simulation testbed
cannot reflect actual real-time system. Zhao and Smidts [50]
proposed a two-step hypothesis testing method for detecting
and distinguishing replay attacks from other anomalies. (e
proposedmethod was demonstrated using a steam generator
in a nuclear power plant. (is method is suitable for specific
domain NPP, not a general model.

From the literature review, it was understood that cyber
security of SCADA/ICS systems was a paramount issue in
these days. Modbus protocol is vulnerable to cyberattacks; it
needs to provide secure data transfer in ICS systems through
Modbus protocol. (e existing methods were used to detect
the attacks not for prevention of these attacks. (ey did not
provide a complete solution to address all the security at-
tacks of Modbus protocol. (e FCI, FAI, and replay attacks
were less addressed in the literature. (e existing methods
did not provide end-to-end security in Modbus protocol. In
this paper, we analyzed the impact of False Command In-
jection, False Access Injection, and replay attacks on
Modbus protocol using a real-time testbed. After that, we
proposed and developed a newmethod which would provide
end-to-end security to detect and block these attacks. We
simulated these attacks a number of times and performance
was measured using various metrics. In this work, we
simulated the attacks in LAN environment. We assumed
that the attacks penetrated from outside through Internet
connectivity of IT hardware into the LAN (SCADA net-
work). Hence, these attacks were simulated by connecting
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the systems in local LAN. Hence, this study is limited to LAN
connectivity only. We will work for WAN/Internet in the
near future.

(e rest of the paper is organized as follows: Section 2
describes the testbed and simulation of attacks on testbed.
Section 3 explains the design and development of the
method. Section 4 describes the testing and results of the
research. (e paper is concluded in Section 5.

2. Impact of Cyberattacks on Modbus Protocol

In this section, we described the experimental testbed,
simulation of attacks, and impact of these attacks onModbus
communication.We simulated attacks on a real-time testbed
for analyzing the impact of these attacks on Modbus.

2.1. Testbed Setup. We set up a real-time testbed in our lab
for research. (e testbed was shown in Figure 3. It contains
one SCADA HMI or DAQ Server with Modbus protocol,
one PLC, and one attacker’s PC which was used to simulate
cyberattacks as internal source. (ese systems are connected
in a local LAN switch. We used a Netgear make managed
switch for network connectivity. We also connected a web
server in the same SCADA LAN for providing web interface
of SCADA system.(e web server was connected to Internet
using a public IP address. A laptop was connected to the
Internet and used as external attack simulator. (e details of
the systems are furnished in Table 2. We developed a
SCADA application as shown in Figure 4 for testing. (e
mimic was developed using graphics builder tool of Vijeo
Citect SCADA package which was loaded in SCADA HMI.
(e SCADA package contains Modbus protocol for com-
municating Schneider make M340 PLC. Initially the PLC
was connected directly without gateway PC. (e proposed
module was running in gateway PC which will protect PLC
from the attacks. Detaching the proposed functionality into
separate gateway modules will provide an open and standard
solution which will be used for existing legacy systems and
provides interoperability between multiple manufacturing
vendors.

(e IP address of PLC can be accessed by (1) accessing
host file of SCADA server: IP addresses and domain names
are available in host file of SCADA server system. (is file
lists computer names, IP addresses of SCADA servers, work
stations, PLCs, and alias names for routing within the
network. (2) Web server was connected to Internet to
provide web access and it was connected to SCADA LAN for
updating SCADA values.(e web server contained public IP
address and attacks could access private IP addresses (like
PLC, SCADA server) through accessing this public IP ad-
dress. (3) SCADA systems have been providing remote
access through various tools like remote desktop, AnyDesk,
and so forth. Attacks can access server, PLC using these tools
very easily. Sometimes SCADA systems are distributed
geographically over a large space and RTU/PLCs are con-
necting to SCADA server through GPRS connectivity. At-
tackers can connect to RTU at site and can destroy the
system. Once attacker knows the IP address of PLC by any

method from the methods mentioned above, the system can
be destructed in any manner.

(e SCADA application contained two tanks with water.
(ese two tanks were connected using a pump. If the pump
starts, then the water will transfer from Tank A to Tank
B.We used two Panasonic make level sensors MS-UA11-1 to
measure the tank levels.We developed interlock logic in PLC
like as follows: Whenever destination tank level reaches
90 cm, the pump will stop automatically by logic. (e logic
block will continuously monitor destination tank level and it
compares it with 90 cm value. If the tank level is more than
90 cm, then it will send pump stop command.(e pump will
be in state S0 initially. Whenever the destination tank level is
more than 90 cm, it will be in state S1. (e state diagram was
shown in Figure 5. (e pump will start automatically once
the destination tank reaches zero value. (e pump will start
whenever the destination tank level reaches 90 cm. But the
stop command was sent to pump because of replay attack.
(e solenoids valves are new ASCO make 24VDC
EF8317G35. We used Crompton 0.5HP SP Aquagold 50
Water Pump. (ese transmitters gave 4 to 20mA output
current and connected to Analog Input and Digital Input
modules of PLC. (e start and stop commands of motor
were controlled by PLC through relay contact which is
connected to Digital Output card of PLC.

2.2. Simulation of Attacks. Next, we simulated replay attack,
False Command Injection attack, and False Access Injection
attack on the testbed from attacker’s PC and explained the
procedure in subsequent paragraphs.

2.2.1. Replay Attack. (e Modbus simulator was loaded in
attacker’s PC. We used Ettercap tool to scan the target
devices and bind the MAC address with target IP address
using ARP protocol. Ettercap is a free and open-source
network security tool for simulating Man-in-the-Middle
attacks in the network. It can be used for computer network
protocol analysis and security auditing. Next all messages
between PLC and HMI were routed through this attacker’s
PC. Next, we loaded Wireshark tool to capture the Modbus
packet frames. We stored the frame packets and sent them to
PLC and HMI after some time.

We observed the impact of this attack on fluid transfer
between tanks in the testbed. (e graph in Figure 6 shows

SCADA HMI Attacker′s PC

External Attacker
source

Internet

Web Server
PLC

Gateway PC

LAN Switch

Figure 3: SCADA testbed used for research.
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the normal behavior of pump operations. (is graph was a
trend plot in SCADA package. Whenever destination tank
level reached 90 cm, the HMI sent pump stop command.
Figure 7 displays the effect of replay attack. (e old values of
destination tank level were reported and the pump was
stopped intermediately as per interlock logic running in
PLC.(e destination tank level was reported at HMI as more
than 90 cm and the pump start signal was triggered by HMI;
but this value was not a real-time current value; it was an old
value. But HMI did not differentiate these values and
triggered the command. (e experiment described the effect
of replay attack on Modbus communication.

2.2.2. False Command and Access Injection Attacks.
Next, we simulated False Command Injection by sending
pump stop command, while fluid was transferring between
tanks. Figure 8 shows the graph of the levels of the tanks.
When the data values are correct, the level of Tank A will be
decreasing and Tank B level will be increasing. (e trend of
tank level looks like a ramp signal as shown in this figure.
Next, we simulated False Command Injection to stop the
pump, while fluid was transferring.(en the ramp trend was
stopped suddenly as shown in Figure 9 at 11 : 06 : 28. It
displayed the impact of FCI attack. In this experiment, the
pump was stopped unexpectedly because of simulation of
False Command Injection.

From the above testing, it is concluded that Modbus is
vulnerable to False Command and Access Injection attacks
and replay attacks and it needs to provide a solution for
detection of and blocking these attacks. Section 3 explains
the proposed and developed solution for this problem.

3. Design of Methods

In this section, we describe our proposed and developed
methods for prevention of False Command Injection and
False Access Injection attacks and replay attacks. Initially the
mathematical modeling of the system was presented. Next,
the methodology was proposed and developed.

3.1. Mathematical Modeling

3.1.1. Replay Attacks. In this section, we explain our de-
veloped solution to mitigate and detect replay attacks in
Modbus protocol. Initially we would like to describe the
replay attack in mathematical form. After that, we provide
the actual solution.

Let the Modbus request be MREQ containing PLC slave
ID, function code, start address, and number of registers to
scan.

MREQ � PLC slave ID, function code, start address, number of reg .

(1)

(is request will be initiated by Modbus client module
which will run in SCADA server. SCADA server will poll

DT_TK_L > 90 and
DT_TK_L < 0

DT_TK_L >=0 and
DT_TK_L < 90

DT_TK_L =0

DT_TK_L >=90

S0
(Pump
Stop)

S1
(Pump
Run)

Figure 5: State transition diagram for pump states.

Table 2: Details of testbed in lab.

System Make and
model Specifications IP address Other information

SCADA HMI HP Z420 8GB RAM with Intel
processor 192.168.1.1 Schneider Vijeo Citect SCADAHMI package was

loaded in this system

PLC Schneider
make M340 model 192.168.1.10 PLC logic was written using programming

software, Unity Pro
Attacker’s PC, web server, and
gateway PC HP Z420 4GB RAM with Intel

processor 192.168.1.3 Modbus simulator was loaded

VALVE 1 VALVE 2

VALVE 4

PUMP B

PUMP A

VALVE 3

TANK A TANK B

SUMP TANK

60
30

20

Figure 4: SCADA mimic developed for testing.

Figure 6: Normal operation of SCADA application.
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RTU/PLC using Modbus protocol by sending the above-
mentioned request to it.

Let the Modbus response to this request be MRES con-
taining the following frame structure as shown in Figure 2:

MRES � PLC slave ID, function code, frame length, data value .

(2)

(e PLC/RTU will frame the response to the above
request and send it to DAQ Server. (e DAQ Server will
send Modbus requests to PLC like M1

REQ, M2
REQ, and so

forth.

Mf � M
i
Req, i � 0, 1, 2, 3, 4 . . . . (3)
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Figure 8: Trend on SCADA of Tank B level during normal fluid transfer.
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Figure 9: Impact of FCI attack on level of Tank B.

Figure 7: Replay attack on SCADA operation.

Security and Communication Networks 7



(e PLC will respond to the requests with responses like
M1

RES, M2
RES, and so forth.

Mr � M
i
Res, i � 0, 1, 2, 3, 4 . . . . (4)

(e response will be correct if response for ith query or
request is matched with ith response. (e response is
invalid, if response for ith query is not matched with jth
response.

M
i
Req ⟶

yields
M

i
Res, response is correct, (5)

M
i
Res ⟶

yields
M

j

Res, response is not correct. (6)

Replay attack detects when (6) occurs at peer device. (e
sequence number in Modbus request is not the same as
sequence number in Modbus response.

To detect the replay attack in Modbus protocol, we
included two parameters in the Modbus frame structure:

(a) Sequence number
(b) Time stamp of the frame

We included a sequence number for each and every
Modbus frame. (e sequence number SEQ_NO_TX of
request frame will be copied in response frame by PLC.
Modbus client module at HMI will check the sequence
number in response frame. If SEQ_NO_RX is matching with
one of the SEQ_NO_TX, then it will accept the frame and
send it to next step; otherwise, it will reject. Next, it will
check the time stamp of response frame. (e time difference
between request frame and response frame will be calculated
and if the difference is more than threshold value it will reject
the frame because the response is a delayed frame.

Each and every frame will have a sequence number in the
request frame. (e PLC will copy this number in response
frame. (e sequence number is a numerical number (in-
teger) which ranges from 0 to 255 and again it will start from
0. (e frame will be changed as follows:

MREQ � Seq no,PLC slave ID, function code, start address, number of reg ,

MRES � Seq no,PLC slave ID, function code, frame length, data value .
(7)

(e HMI will check the sequence number of response
frame. If it matches with the sequence number of request
frame, which was sent recently, then it will accept the frame;
otherwise, it will reject it.

Accept frame if SEQ_NO_TXreq� SEQ_NO_RXres,

reject frame if SEQ NO TXreq ≠ SEQ NO RXres.
(8)

(is method may provide some level of checking but this
is not suitable for the following cases:

(a) When multiple requests are sent to PLC without
waiting for responses

(b) When the sequence number in response frame
matches with request frame but it is after “n” iter-
ations of 255 values

We attended to this problem by implementing time stamp
in the frame. Each and every frame will be time-stamped by
PLC and HMI. As we discussed above, Modbus did not
support time stamp of frame. We add an 8-byte time stamp
field to Modbus frame as shown in Figure 10.(is time stamp
field will be used for checking the freshness of Modbus frame.
Generally, Modbus request and responses are periodic in
nature. Once the plant was commissioned, the data blocks
with tags were fixed. (e HMI will poll PLC with fixed
configuration for every periodic scan time. HMI will send
Modbus requests to PLC with periodic time intervals. If replay
attack was launched, then time stamp of the response frame
would be very much lag of present time. (e module will
detect the time gap, reject the frames, and prevent the replay
attacks. (e threshold for checking the delay of time stamps
can be configured by user. (e module will automatically
adjust this threshold value based on traffic conditions.

In our method, the time delay was calculated between
present current time and time stamp of the frame. If the time
delay or duration was more than threshold value, the frame
was declared as old frame and rejected. (e threshold value
depends on scanning or polling interval and number of data
blocks. If data blocks are high, the PLCwill take more time for
execution of request. (e polling interval may be fixed in
some projects, but it may vary and depends on PLC execution
time for each query. For example, in our project, HMI polls
PLC for every 100ms for each data block. (e data block
contains starting address, number of registers, function code,
and slave ID. (e project contains 4 data blocks for scanning.
(en HMI started first data block at 0ms and PLC took 4ms
for execution of request. HMI received response frame at
64ms with 60ms of transmission delay. Next, PLC may wait
for 40ms and initiate next cycle of scanning or may start
polling of next data block immediately to achieve fast data
acquisition. In the second case, the time duration for one cycle
of data blocks is 60ms in our project. But this time duration is
not fixed and it may vary depending on PLC execution time
for every request and transmission delay which depends again
on data traffic in the network. Hence, it is required to select
optimum threshold value for detecting replay attack.

3.1.2. False Command Injection and False Access Injection
Attacks. (e block diagram for mathematical modeling of the
module is shown in Figure 11. Let the input to the frame
filtering module be Modbus Frame Fi. It contains Modbus
function code (FC), start address (SA), and number of reg-
isters (NR) withMBAPHeader. It can be expressed as follows:

Fi � MBAPHeader||FC||SA|NR{ }. (9)
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(e total input to frame filtering module is FIN which is
sequence of Modbus frames Fi. (e number of frames de-
pends on database in HMI and PLC. Let the number of
requests be N. FIN can be expressed as follows:

FIN � F1, F2, F3, . . . FN . (10)

(e module will pass the frame, Fi , if it satisfies the
configuration of the module; otherwise, it will block the
frame. (e output of the frame filtering module is Fo.

Fo � Fi if Fi matches the configuration,

Fo � 0 if Fi does notmatch the configuration.
(11)

(e total output of frame filtering module is FOUT
consisting of Fi or no frame. It can be expressed as follows:

FOUT � F1, 0, 0, F4 . . . FN . (12)

(e performance of the frame filtering module can be
evaluated by measuring frame rejection rate or attack block
rate, which is defined as ratio of number of attacks blocked to
number of attacks generated as shown in the following
equation:

Attack Block Rate(ABR) �
no.of attacks blocked
no.of attacks generated

. (13)

Let the generated attack frames at input of the module be
Fg; let the number of blocked attack frames be Fb; then attack
block rate can be defined as

%ABR �
Fb

Fg

∗ 100. (14)

In this work, we designed a frame filtering module which
will send only authorized commands and Modbus requests
to PLC. (is module will be loaded in a gateway PC. It is
basically a computer system. Instead of connecting to net-
work, PLC will be connected to this PC.(e communication
module of PLC had one RJ45 port for Modbus interface. (e

port was connected to gateway PC LAN port directly with
LAN cable. (e destination IP address of Modbus driver at
SCADA package was assigned with gateway PC. Hence,
instead of connecting to PLC directly, DAQ Server/HMI will
connect to this frame filtering module in gateway PC.
Generally, every PLC will perform configuration with
memory addresses. (e memory contains the starting ad-
dress and number of registers. For example, analog values
will use holding registers. (e memory range of holding
registers contain from 4× 00001 to 4× 05000. (e holding
register address shall be between these limits; otherwise, PLC
returns exception error.

(e flow chart of this module is shown in Figure 12.
(is module has to be configured using a configuration file.
In the configuration of the device, the user has to provide
the IP address of the Master device, port number of the
connection, allowed function codes, and allowed memory
addresses (register addresses). (e module will be in listen
mode to accept the connection from Master device
(connection from DAQ Server/HMI). It will accept the
connection if the IP address is an authorized one. It will
check the IP address in accept socket call with configured
addresses. If the IP address is not matching with any
configured IP address, then the connection will be dropped
or rejected and the socket will be closed. Next it will check
whether the function code is allowed or not. If it is allowed,
then it will check whether the starting address and number
of registers are within the limits of configured memory or
not. If all the parameters are satisfied, then it will pass the
request to PLC; otherwise, the request or command will be
dropped. In this way, it will protect the PLC from un-
authorized or nonconfigured attacks. Modbus has user
configurable and future use function codes. Attacker can
send malicious commands using these function codes; but
the frame filtering module will not accept those commands
and block them. Even the Modbus requests with allowed
parameters will be accepted and all other requests or
commands will be rejected by this module.

HMI
Input Frame (FIN) Output Frame (FOUT)Frame

Filtering
Module

PLC

Figure 11: Mathematical modeling of frame filtering module.

SLAVE ID Function
Code

Starting
Address

No. of
Registers

SLAVE IDTime StampSeq. No Function
Code

Starting
Address
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Figure 10: Modbus frame structure, actual and modified.
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3.2.OpenSolution. Even though the above solution provides
remedy for the attacks, it changed the frame format of
Modbus protocol. Hence, it is not compatible with other
manufacturing vendors. It does not provide interoperability.
We proposed a solution for this problem. Instead of directly
modifying the Modbus frame by DAQ Server or PLC, two
gateway modules were placed between DAQ Server and PLC
as shown in Figure 13. (ese gateway modules will modify
the frame formats. (e gateway at DAQ Server (called
gateway1) will add the two new fields to the actual, original
Modbus frame (F) initiated by DAQ Server. (e modified
frame (F∼) will be sent to gateway2module.(is module will
remove these fields and send the actual Modbus request (F)
to PLC. (en the PLC will frame the response to the request
and send it to gateway2 module. Again, gateway2 module
will add these new two fields and send them to gateway1.
(is gateway1 module will remove the fields and send actual
response to DAQ Server/HMI. (e checking of sequence
number and time stamp will be carried out at gateway1
module and gateway2 module instead of checking at DAQ
server and HMI. In this way, the gateway modules can be
installed in separate PCs and can be easily interfaced with
existing legacy systems and any Modbus compliant PLC or
device. (e gateway2 PC in testbed can be used for this
purpose and another PC is required for gateway PC1.

4. Results, Discussion, and Feature Scope

Initially we run the system with modified Modbus without
any attack and the system was running normally without
any break for 5 hours. Next, we loaded Ettercap tool,

Modbus simulator in attacker’s PC. We used Ettercap tool
for simulating Man-in-the-Middle attack. We sniffed the
Modbus packet using Wireshark tool. Using Ettercap tool,
we scanned the list of IP addresses in the network. We got
IP addresses and MAC addresses of all systems in the
network. (e attacker’s PC used the MAC address from
previous scan with ARP spoofing, which resulted in linking
of attacker’s PC MAC with IP address of HMI/Server. An
Ettercap filter can be used to modify Modbus TCP frame
originating from HMI and destination to PLC to simulated
MITM attack. In our testing, we stored the Modbus re-
quests which are generated by HMI and sent to PLC after
various time intervals like 10ms, 50ms, 100ms, 200ms,
500ms, 1 sec, 5 sec, 10 sec, 30 sec, 1min, 30min, 1 hr, 3 hrs,
and 5 hrs as shown in Figure 14. We simulated 100 requests
for each time interval. (e threshold value was set at
500ms. (e requests received after 500ms were rejected or
dropped by the module. (e HMI accepted the Modbus
requests with time difference between Modbus frame time
stamp and current time being less than 500ms, and the
sequence number matched. From the graph, it was ob-
served that the number of attacks passing through the
module is high near to threshold value and the number of
attacks was less near to origin because the chance of getting
same sequence number at 10ms is less. (e sequence
number is a cyclic integer value; hence, it will take n ∗ tms
time to reset it to zero or restart the sequence again. Here
“n” is number of Modbus requests and “t” is inter-Modbus
request time. (e chance of getting same sequence number
with less time interval is less; hence, the number of attacks
passing through the module is also less.

Start

Reading Configuration Data

Accept the connection

Reject Frame

NO

NO

NO

NO
YES

YES

YES

IP
Address

OK

FC OK?

Configuration
File

Process
the

Frame

Starting
Address+

No of Tags
Allowed

limit?

Figure 12: Flow chart of the frame filtering module.
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We configured the frame filtering module with the
following configuration as shown in Table 3. It allows
Modbus master connections from 4 IP addresses. Each
Master will be allowed only some of the function codes and
memory addresses. After that, we loaded Modbus simulator
in attacker’s PC. (e simulator can be used for simulating
False Command Injection and False Response Injection
attacks. We simulated false commands (False Command
Injection) using the simulator with function code (FC)� 5,
starting address (SA)� 0× 0001, and value� 1 (ON). (e
simulator used IP address of gateway PC as destination IP
address. (e connection was received at gateway PC. (e
frame filtering module (FFM) rejected the connection be-
cause the IP address (192.168.1.6) was not configured in the
module. Next, we simulated the False Command Injection
attacks by binding the HMI IP address which is configured
in module. We used Ettercap tool to bind the IP address to
target device MAC using ARP protocol. (e connection was
accepted by frame filtering module because IP address of the

connection was impersonated by HMI IP address
(192.168.1.3). But the frame was rejected as shown in Table 4
because it was not matching the memory configuration of
frame filtering module.

Hence, the frame filtering module successfully blocked
97% of attacks.(e results can be described as True Negative
Rate of 3% and True Positive Rate of 97%. (e results are
shown in Figure 14 for three iterations. (e frame filtering
module successfully blocked False Command Injection and
False Access Injection attacks to reach the PLC. (e HMI
and PLC were protected from cyberattacks; hence, the in-
dustrial control system was protected from attackers. In this
paper, we worked for three attacks on SCADA systems. In
the future, we will work for other cyberattacks.

Next, we simulated number of attacks with numerous
combinations of function codes and memory addresses. (e
wrong commands were rejected because of mismatch of
configuration. Table 4 displays example of the commands
simulated and output of frame filtering module. (e table
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Figure 14: Graph displaying number of replay attacks passing through the module with 500ms threshold value.

Table 3: Configuration of frame filtering module.

IP address Function code Starting address Number of registers

192.168.1.1
1 0×10000 100
2 0×10000 250
4 0×15000 300

192.168.1.2 1 0×10000 200
4 0× 25000 50

192.168.1.3 1 0× 02001 4000
3 0× 40000 600

192.168.1.4 2 0× 06000 200
3 0× 70000 1250

DAQ Server Gateway1 Gateway2 PLC/
Controller

MODBUS
Request

Manipulated
MODBUS

Request
Frame-F Frame-F~

Figure 13: Open solution using gateway modules.
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displays the reason for rejecting the frame. (e Modbus
request from IP address 192.168.1.2 was accepted, and
the function code and number of registers are within the
limit as per configuration; hence, the request was ac-
cepted. But the Modbus request from system with IP
address 192.168.1.4 was rejected because of configuration
mismatch. For some Modbus requests, the IP address
and FC were allowed, but the memory access area was out
of configured memory; hence, the frame was rejected.
Next, we simulated 100, 150, and 200 False Command
Injection and False Access Injection attacks in three
iterations of each command or request for 10 ms and the
frame filtering module blocked 98, 148, and 197 com-
mands, respectively, as shown in Figure 15. It only
allowed 2, 2, and 3 commands. (e same experiment was
conducted 100 times. (e mean value of allowed com-
mands in total experiment was 3 commands. We cal-
culated Attack Block Rate (ABR) as given in equation
(14). We acquired ABR value of 97%.

4.1. Overhead of the Solution. (is solution provides security
in Modbus protocol for secure data transmission between
DAQ Server/HMI and PLC, but it adds overhead onModbus
frame length and total time duration. (e overhead on
Modbus frame length and total time duration are explained
in the following sections.

4.1.1. Frame length. We included two fields to the original
Modbus frame. (e size of sequence number is 2 bytes; time
stamp is 8 bytes. Total extra size of frame is 10 bytes. (is
extra byte size is constant for any Modbus frame. Table 5
indicates how much overhead will be added in the Modbus
frame for each type of request.

4.1.2. Time Delay in Total Round Trip Time Duration. As this
solution adds processing time for inclusion/deletion of two
extra fields and checking of sequence number and time
frame, there was a delay in round trip time duration. (e
total round trip time duration was calculated by time dif-
ference betweenModbus command triggered at DAQ Server

and Modbus response processed at DAQ Server. We con-
ducted the experiment 100 times with different poll intervals
from DAQ Server. We got 16ms average time delay for
1000ms poll interval. It is 1.6% overhead in total time
duration.

4.2. Comparison of Solution with Existing Related Works.
(e solution was compared with existing related works.
We took references from literature survey and Table 6
describes the differences. Our solution overheads only
1.6% time delay compared to 66% time delay or latency as
per [51]. It adds 4% overhead on frame size, compared to
291% as per [33].

In this work, we used testbed with local area network
(LAN) connectivity and simulated various attacks by as-
suming that these attacks penetrated through WAN or
Internet into LAN. (is study is applicable to internal
attacks only. In the future, we will work for external
attacks.
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Figure 15: Performance of frame filtering module.

Table 5: Overhead of solution on Modbus frame size.

Sl. no. Type of Modbus request % overhead on Modbus frame
1 Reading coils/registers 4
2 Writing coils/registers 77

Table 4: Output of frame filtering module (A: accept, R: reject).

IP address (A/
R)

Function code
(A/R)

Starting address of
registers (A/R)

Number of
registers (A/R) A/R Reason for rejecting the frame

192.168.1.1 (A) 2 (A) 0×10001 (A) 10 (A) A Frame is accepted
192.168.1.2 (A) 5 (A) 0×10005 (A) 1 (A) A Frame is accepted

192.168.1.3 (A) 3 (A) 0× 40200 (A) 500 (R) R Starting address + number of registers crosses the
memory access limit

192.168.1.4 (A) 4 (R) R Function code 4 is not allowed for this master

192.168.1.6 (R) R IP address of master device not matching the list
of configured addresses

192.168.1.1 (A) 4 (A) 0× 30526(R) R (e starting address is out of memory access
192.168.1.3 (A) 5 (A) 0× 00001 1 R (e memory address is not configured
192.168.1.1 (A) 2(A) 0×10010(A) 25(A) A Frame is accepted
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5. Conclusion

Industrial control systems are using open access networks to
leverage efficiency and are more vulnerable to cyberattacks.
Modbus is most widely used communication protocol in
ICS/SCADA systems, which is one of the core components
in Industrial Control Systems. SCADA systems are suffering
from security issues and are more vulnerable to cyberattacks.
In this paper, we developed an integrated framework so-
lution to prevent the main attacks on SCADA systems. In
this framework, we designed a frame filtering module to
protect PLC from unauthorized access attacks like False
Command Injection and False Access Injection attacks. (e
module successfully blocked 97% of these attacks. Hence, it
protected the PLC from FCI and FAI attacks. We also de-
veloped another module in this framework to detect replay
attacks in Modbus protocol. (e total integrated framework
solution was successfully detected and blocked the attacks to
reach PLC and HMI. (e solution enhances the security for
Industrial Control Systems. In this work, we used Local Area
Network only for simulating the attacks. We assumed that
attacks penetrated through Internet into SCADA network.
In the future, we will work for other cyberattacks andWAN/
Internet environment.
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