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Information security is the basis of economic development, information construction, and the protection of people’s and national
interest. In this paper, the performance of reconfigurable intelligent surface (RIS)-assisted mixed dual-hop free-space optical-
radio frequency (FSO-RF) communication systems is studied and analyzed to ensure the safe transmission of information. In this
scheme, it is assumed that the atmospheric turbulence in the fading of the FSO channel follows the exponentiated Weibull
distribution model and the fading of the RF channel follows the Rayleigh distribution model. Based on the mathematical function,
the probability density function and cumulative distribution function of RIS-assisted mixed dual-hop FSO-RF communication
systems are derived. Then, the expression of outage probability and the bit error rate of the system are derived from the channel
statistics. Finally, the analysis results are verified by Monte Carlo simulation, and the effects of different parameters on the system
performance are analyzed. The simulation results show that the atmospheric turbulence parameters, channel distance of FSO,

intensity of atmospheric turbulence, and number of reflectors all affect the system performance.

1. Introduction

The rapid development of Internet and Internet of Things
brings remarkable challenges to information security. It is
necessary to take corresponding measures from the aspects
of information transmission, information storage, and in-
formation interaction to ensure the security of information
[1, 2]. Therefore, the field of information security has
attracted the attention of researchers and scholars and has
achieved a lot of research results [3, 4]. Due to its large
capacity, high transmission security, strong anti-interference
ability, unregulated spectrum, low cost, and flexible instal-
lation, free-space optical (FSO) communication plays an
increasingly important role in today’s communication sys-
tems [5]. However, the performance of FSO links is sig-
nificantly affected by transmission distance, environmental
factors, and misalignment between the transmitter and re-
ceiver [6]. In [7], the outage performance of the FSO
communication system is studied in different environments.
The system performance of atmospheric turbulence under
different probability distribution models is studied in [8-10].

Experimental verification shows that FSO communication is
limited by communication distance, and with the increase in
communication distance, the performance of the system will
significantly decrease. To expand the communication dis-
tance of the FSO communication system, the relaying
technology has been introduced, which combines the tra-
ditional radio frequency (RF) communication and FSO
communication to form a hybrid FSO-RF communication
system. In [11-13], the performance of the FSO/RF hybrid
communication system under amplification and forwarding
(AF) and decoding and forwarding (DF) relay schemes is
studied and the results show that the performance of the
system mainly depends on the FSO link.

Reconfigurable intelligent surfaces (RISs) are a flat
surface integrated by a large number of passive reflector
elements. Due to their low power consumption, high
communication quality, programmable full band response,
simple deployment, and many other advantages, RISs will
become one of the key technologies of 6G [14-16]. In [14],
the construction principle, operation mechanism, devel-
opment prospect, and application scenario of RIS are studied
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in detail. In [17-19], with the assistance of RIS technology,
the performance of the hybrid FSO/RF communication
system has been improved to a certain extent, and with the
increase in the reflector components, the performance of the
system has also been improved.

To accurately describe the fluctuation of light intensity
based on the effective receiving aperture under the tur-
bulence intensity from weak to strong, Barrios et al.
proposed the exponential Weibull (EW) fading model
suitable for the aperture average condition [20]. However,
the outage probability and BER performance of the RIS-
assisted mixed dual-hop FSO-RF communication system
based on the EW turbulence distribution model and the
influence of pointing error and path loss are rarely
reported.

In this paper, for an enterprise scenario, signals are
transmitted through the mixed dual-hop FSO-RF system
and then reflected to the target users by RIS. Then, we in-
vestigate the performance of a mixed dual-hop FSO-RF
system based on RIS technology. Considering atmospheric
turbulence, pointing error, and path loss, not only the ex-
pressions of probability density function (PDF) and cu-
mulative distribution function (CDF) of the channel model
are derived but also the closed-form expression of outage
probability (OP) and the bit error rate (BER) of the system
are given. The simulation results show that with the help of
RIS technology, the performance of a mixed dual-hop FSO-
RF system can be effectively improved.

2. System Model

In this section, we consider a RIS-assisted mixed dual-hop
FSO-RF communication system as shown in Figure 1. A
signal source (S) transmits information to the target user (U)
with the help of relay node (R) and RIS equipped with N
reflectors, and the DF strategy is adopted. The S-R uses FSO
link for communication, and R-RIS and RIS-U communi-
cate with the RF link. First, the RF signal is converted to the
FSO signal at S and data are transmitted to R through the
optical transmitter and optical receiver. Then, the FSO signal
is converted to the RF signal at R and data are transmitted to
U through RIS. In this scheme, it is assumed that the at-
mospheric turbulence in the fading of the FSO channel
follows the EW distribution model and the fading of the RF
channel follows the Rayleigh distribution model.

2.1. FSO Transmission Link. According to the design of the
system model, the signal at S is given by

S(t) = \/P,[9R (1) + B], (1)

where P, represents the transmitted power, B represents the
DC bias, and 9 represents the photoelectric conversion
coefficient. Then, the signal received at R can be expressed as

Ysr = hspRgAS (t) + ngp, (2)
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FIGURE 1: Model diagram of the RIS-assisted mixed dual-hop FSO-
RF communication system.

where R, and A represent photoelectric response and
photoelectric physical area, respectively, and hg represents
random attenuation in the propagation channel. In our
model, Agp includes three factors: path lossh;, pointing error
h,, and atmospheric turbulence h,. g represents the noise
produced by the signal between S and R. In (2), hgy can be
obtained as

hsg = hihgh, (3)

The path loss caused by the absorption and scattering of
the optical signals emitted by the wireless optical commu-
nication system satisfies the Beer-Lambert’s law:

hy = exp (—¢l), (4)

where ¢ is the atmospheric attenuation constant and / is the
distance of the S-R link. In the Kim model, the atmospheric
attenuation  constant is defined as ¢= (13/V)
(2107 x M11)¥"Y), where A represents the wavelength of
light, V' represents the visible distance, and y (V) is a
function of visibility given in [21].

EW can describe channel fading under different atmo-
spheric turbulence intensities. Therefore, the PDF can be
expressed as [22]

e G el G0 G) -

where m, n, and p are parameters related to the scintillation
factor and the mean value of light intensity, respectively, and
they satisfy m >0, n>0, and p >0 [22].

According to the results in [23], the pointing error obeys
Rayleigh distribution, so h, = Aje™ 2"/, where r is the
radial displacement, A, = erf?(v), v = VAI2R Jwy, erf() is
the error function, R,/w;, denotes the beam waist normalized
by the radius of the receiver aperture, and
w, = v/merf (v)wﬁevz/ 2V represents the equivalent beam
waist. Hence, the PDF can be obtained as

2
2
Fn, (%) = E—szE -
Ag

x € [0,Ao], (6)

where & = w,/20, is the ratio of the beam width to the jitter
standard deviation. Using Eq. (4), Eq. (5), and Eq. (6), the
joint PDF can be obtained as
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fuy) =

According to Newton’s general binomial theorem, PDF
can be rewritten as

—1 52 +] n
fa) = oyt ;)CF(I__(Ahp) ) (8)

where C, = mf ! (phy AO)
JL+
At R, we need to convert an optical signal into an
electrical signal through a photoelectric converter, and we
can obtain

andC; = (- 1)'T (m)/T (m - j)

ysé = fthRRgA\/P_SCR(t) + nl (t): (9)

where # represents the photoelectric conversion efficiency.
Hence,

Ysr = ?SRhih;’ (10)

where Vg = n*hfRFA’P¢*/N,. Here, yg represents the
instantaneous signal-to-noise ratio. Under the assumptions
of atmospheric turbulence, pointing error, and path loss, the
PDF of ygy is given by

(o]
2_2/2 nl2
Fra@ =By 7Y CT(B,BY™), (1)
j=0

where B, = 1/2C1y5RE B = 1+ j/ (Aghip\/ysr)"> and B,
=1-& /n Then, the CDF can be expressed as

2B1 £/2 /2 l—eEZ/n,l
B ==2Y Cy" G| Byl g | (12)

j=0 0,B,,—

n

2.2. RF Transmission Main Link. We assume ¢; and y; are
the phases, u represents the path loss coeflicient, d; is the
distance of the R-RIS link, and d, is the distance of the RIS-U
link. Then, the channel gain of the R-RIS link can be
expressed as h; = d;*?a;e” %, and the channel of gain of the
RIS-U link can be expressed as g; = d,“?f;e”/¥i. So, the
signal received by the user can be expressed as

N
JYrRD = VPRZhiVigix+”RD> (13)
i=1

where Py is the average transmitting power at R and ngy;
represents additive white Gaussian noise. According to the

2B, E12.-2,1
I_T;Cj)’ Gy

BJ'V2 |0,Bz,—£2/n Qi (

e I (Y (R CHI I
—= z 3 - = : 7
P (ha,) ) L/(thz)x P A ¥ @

results in [24], v; = p; (¢,)e/% represents the reflection co-
efficient of the i-th reflector, wherep; (¢;) = 1. From [24], we
assume ¢; = @; + y; in order to obtain the maximum signal-
to-noise ratio. Then, y p can be rewritten as

N
YrRD = @Zaiﬁix tHrp
i=1

= \[PREx + ng p.

According to the results in [14], a;; follows the Rayleigh
distribution with a mean value of 7/4 and a variance of
1 — n%/16. Thus, the instantaneous SNR obtained by the user
can be written as

(14)

YrD = Yr DEZ’ (15)

where Ygy = Pr(d;d,) "/N,. The PDF of yg is given by
(21]

1 -1/ +A VxA
fVRD (x) = 2_0,2 <%> exp(_);?)l—l/2<g—xz)~ (16)

The CDF can be obtained as
VI
Q1/2< > \/W) (17)

o

FyRD (Yth)

where Q, (a, b) is the Marcum Q-function [25]. According to
the Gaussian Q-function, we can obtain

Qz(a,b) =Q(a+b) +Q(b-a). (18)

3. System Performance Analysis

3.1. Outage Probability. For the communication system, the
OP is one of the important indicators to measure the
transmission reliability of the communication system, which
can be expressed as the probability that the SNR of the
receiver signal is lower than the threshold value of the set
SNR. Therefore, the OP of this system can be written as

P, = Pr(ysg <y 07 Yr p < Vin)
=1 _(1 - F)’SR (Yth ))(1 - FYRD (Yth))
Combining (12), (17), and (19), the OP can be obtained

(19)

as

n 1-&m,1

(20)

>

|5

QT
=

N———



3.2. Asymptotic Outage Probability Analysis. In order to
observe the influence of different parameters on the system
OP performance, it is necessary to carry out an asymptotic
analysis. In the case of high SNR, the system outage per-
formance is mainly determined by the FSO link. Hence, we
can obtain

PO = Pr(’}/SR < 'yth or YR D < Y[h) = FVSR (Yth)
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According to [26], we have

T (b; - b)T(by + E/m)

n 1-8in1 (1)
2B, | £12,2,1 D)
= 7 Z(:)ijth G2’3 Bthhlo,Bz,—&'z/n
i=
1 & 2 H?Hk
1=1,1

P,=-Ci).C; ).

=0 k=

T(1-b)r(1+&/n

where by € (0, By, —&/n). When j5z — oo, the diversity
order of the system can be expressed as

2
d=- lim log P, = 2min(bk) +£—
p—oo logp 4
(23)
2 2
= min(O, B,, —£> + 5—
n 2

From (23), the asymptotic outage performance of the
system depends on the minimum value of (0, B,, —&/n).

3.3. Exact Bit Error Rate Analysis. BER refers to the per-
centage of error information in the total amount of

B 23273/21152“/2 ) B2
_b1 Z c a2 Z
El1 — nl/2 j4+n,6
n 4
(27) j=0 0,1/2,

We will only consider DBPSK modulation here, so p = 1
and g=1. Combining (17) and (25), Py, can be written

as [25]
1 —A/20% (1 1 A )
Py=——c¢ Fl-——| (27)
2 2V1 + 207 PIN\2 2207 + 40"
4. Numerical Results

According to the expression of OP and BER derived above,
we give the simulation results of the proposed communi-
cation system model and mainly analyze the influence of
different parameter values on the system OP and BER. For
this purpose, the following parameters are assumed:

1+ (22)

Yen
(thlP)n

b 2+E12
— > bl
Ysr

(i)

information in a data transmission process. In the relay
system model designed by us, the bit error rateP, generated
in the FSO link and the bit error rate Py, generated in the RF
link are mainly considered. According to [22], the BER of the
system can be written as

Pgpp = Pgy + Pgy — 2P, Pp,. (24)
According to the results of [27], we can obtain
A
P = e “F(y)dy. 25

The precondition is binary modulation. Combining (12)
and (25), Py, can be written as

=&0am,..,1n (n-812-1),1/2 (1-8n),1/2 (2-8 In),1/2,1

(26)
1/2B,,1/2 (B,+1),-&/2n,1/2 (1-8In)

A=10""km, V=12km, Ry;=1, P, =50, ¢=0.8 A=0.1,
dy=2,d,=2,u=2,and Py =1.

Figure 2 demonstrates the influence of SNR threshold
and channel distance on system outage probability under
different SNRs. It is obvious from Figure 2 that when the
SNR threshold is constant, the OP of the system increases
with the increase in the channel distance. When the channel
distance is constant, the OP of the system increases with the
increase in the SNR threshold. In other words, the setting of
SNR threshold and channel length has a significant impact
on the performance of the communication system.

In Figure 3, the variation curves of the parameters &, m,
n, and p with the system outage probability under different
SNRs are analyzed. According to the curve in the figure, it
can be concluded that when the parameters m, n, and p are
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constant, the outage probability of the system decreases with
the increase in the parameter £. The reason is that the pa-
rameter & is inversely proportional to the jitter standard
deviation, and the larger the pointing error, the lower the
system performance.

Figure 4 illustrates the change in BER under different
SNR conditions and the number of reflectors N for the
considered mixed dual-hop FSO-RF-RIS communication
system. It can also be seen from Figure 4 that the BER of
the system tends to be stable at a high SNR regardless of
the value of N. As the number of reflectors N increases,
the BER of the system decreases. With the assistance of
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FiGure 4: BER with a different number of reflectors.
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Ficure 5: OP with different intensities of atmospheric turbulence.

RIS, the BER of the mixed dual-hop FSO-RF relay
communication system decreases with the increase in the
number of reflectors N.

Figure 5 compares the system outage performance
under different SNR conditions and different atmo-
spheric turbulence intensities. According to the simu-
lation results, when the SNR is constant, the OP of the
system increases with the increase in the atmospheric
turbulence intensity.

5. Conclusion

In this paper, the RIS technology is introduced on the basis of
the mixed dual-hop FSO-RF relay communication system.
Considering pointing error, path loss, and atmospheric



turbulence, PDF and CDF of the composite channel are de-
rived and the OP and BER of the communication system are
obtained by using mathematical function. The simulation
results show that channel distance and SNR threshold are
inversely proportional to system performance. The larger the
pointing error, the lower the system performance. With the
assistance of RIS technology, the BER of the system is sig-
nificantly reduced with the increase in the number of
reflectors N.
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