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+e smart home is now an established area of interest and research that contributes to comfort in modern homes. With the
Internet being an essential part of broad communication in modern life, IoT has allowed homes to go beyond building to
interactive abodes. In many spheres of human life, the IoT has grown exponentially, including monitoring ecological factors,
controlling the home and its appliances, and storing data generated by devices in the house in the cloud. Smart home includes
multiple components, technologies, and devices that generate valuable data for predicting home and environment activities. +is
work presents the design and development of a ubiquitous, cloud-based intelligent home automation system.+e system controls,
monitors, and oversees the security of a home and its environment via an Android mobile application. One module controls and
monitors electrical appliances and environmental factors, while another module oversees the home’s security by detecting motion
and capturing images. Our work uses a camera to capture images of objects triggered by their motion being detected. To avoid false
alarms, we used the concept of machine learning to differentiate between images of regular home occupants and those of an
intruder. +e support vector machine algorithm is proposed in this study to classify the features of the image captured and
determine if it is that of a regular home occupant or an intruder before sending an alarm to the user. +e design of the mobile
application allows a graphical display of the activities in the house. Our work proves that machine learning algorithms can
improve home automation system functionality and enhance home security. +e work’s prototype was implemented using an
ESP8266 board, an ESP32-CAM board, a 5V four-channel relay module, and sensors.

1. Introduction

With the increasing prevalence of burglary and personal
threats to home occupants and property damage, it is crucial
to have an effective system to keep track of security in the
home and environment. +e safety and security of lives and
properties are of great concern and should be prioritized.
+erefore, a home should be equipped with an intelligent
system to monitor remotely, control, and report activities to
the occupant. To achieve security, safety, convenience, and
control of a home, the need arises for an intelligent home
automation system. A smart home is an application of the
Internet of things (IoT) that enables occupants to monitor,
control conveniently, and oversee their home activities from

any location. According to [1], the Internet of things is an
interconnected system that allows electronic devices to
communicate and exchange data through network
connectivity.

Smart home automation systems are therefore integral in
ensuring a high quality of life by monitoring and controlling
the home environment. +e primary aims of a smart home
automation system are safety, such as detecting harmful
gases, fire or home intruders, convenience through remote
monitoring and control of appliances and the physical
environment, and reduction in energy and water con-
sumption. Appliances and devices are networked through
the IoT home hardware technologies of sensors and actu-
ators for communication and automation, offering localized
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or remote home control [2], thereby making the home
intelligent by offering services that involve little human
input or interaction. As an example, through the Internet,
one could control a home from any location, the control
mechanism being delivered through dedicated software or a
mobile application running on a laptop, tablet, PC, or
smartphone [3]. Sensors may be used in the home to
monitor electricity and water usage, detect movement, and
control temperature, humidity, and appliances in the house.
A home populated with sensors generates a lot of readings
and data. However, cloud computing services and machine
learning algorithms have enhanced the smart home’s
functionality. Cloud computing services that benefit home
automation systems are the storage of data, reduced risk of
server outage and data loss, ease and efficiency of interaction
with devices in the home, and automation of routine
services.

Because each house may have several occupants, in-
cluding human beings and animals, many movements will
be detected in the home. +ere must, therefore, be a
mechanism to distinguish between the movement of legit-
imate home occupants and their pets and that of an intruder.
When combined with IoT technologies, a machine learning
algorithm can assist in the detection and differentiation of
movements in the home. Machine learning algorithms
enhance security by differentiating between and classifying
activities in the house. An example is the support vector
machine algorithm, which can distinguish between human
and animal movement in the home.

Analyzing and evaluating data to predict actions and
environmental conditions and optimize automation is
another advantage of using machine learning algorithms in
smart home automation [4]. When the concept of machine
learning is combined with IoT technologies in the design
and development of a smart home automation system, the
system yields exceptionally efficient performance. In this
work, we present an Android mobile application-based
system to control electrical appliances, monitor and
measure environmental factors, movement, and capture
images of possible home intruders. +e system is designed
to be low-cost, flexible, and extensible. +e mobile appli-
cation gives the command to switch OFF or ON any of the
electrical home appliances for efficient use of energy. It
measures the current humidity and temperature in the
home and notifies the user, displays graphical readings of
the home activities, and stores or retrieves the data in or
from the cloud.

+e objectives of this work are as follows:

(1) To develop an Android application for the remote
control of basic electrical appliances, the monitoring
and display of environmental factors in the home
and its surroundings.

(2) To implement a sensor-based automation system for
the detection of movement and intrusion in the
home.

(3) To use a machine learning algorithm for dis-
tinguishing images in the home to avert false alarms
by the security system.

2. Related Literature

Several research articles and existing literature have aimed at
enhancing environmental control, energy management,
home security, and other aspects of smart home automation
systems.Machine learning algorithms have also been applied
in the IoT field for classification, prediction, and analysis.
+is section presents articles in the field of IoT relevant to
smart home automation and the use of machine learning in
intelligent systems.

Govindraj et al. [5] presented a smart home automation
system to replace the conventional home automation system
using IoT technologies. +e proposed system uses an An-
droid application to control and monitor appliances, tem-
perature, motion, and gases in the home environment,
which is carried out via a satellite station and a radio fre-
quency transceiver. Data generated by sensors are stored on
the +ingSpeak cloud platform. A base station provides the
necessary commands for home control. Also, a mobile
application was designed to communicate with the satellite
station, base station, and the cloud server for the overall
control of the home, with a graphical display of sensor
readings.

A voice-controlled home automation system was pro-
posed by Rani et al. [6], which was based on artificial in-
telligence and natural language processing (NLP)
techniques. To control home appliances, voice commands
are issued over a mobile phone and interpreted using the
predefined natural language processing medium.+e system
was only used to control home appliances and not extended
to other aspects of home automation such as control,
monitoring, and detection of environmental conditions,
intruders, motion, etc.

Gladence et al. [7] proposed a client-server-based
mechanism for smart home automation. +e proposed
system uses machine learning algorithms and NLP concepts
to establish interaction between the systems and humans.
+e user issues command to carry out specific tasks such as
controlling home appliances and doors and monitoring
voice bed movement. +e authors also designed a module to
assist persons with disabilities through NLP and artificial
intelligence techniques. Mehmood et al. [8] developed an
object detection mechanism for the control of smart home
appliances, in which the automation system was based on an
object detection algorithm, model view controller archi-
tecture, and cloud of things. +e IoTdevices communicated
with home appliances through the message queuing te-
lemetry transport (MQTT) mode. +is work showed that
object detection algorithms combined with deep learning
algorithms enhance object detection in a smart home
environment.

An intelligent smart home automation system that
carries out tasks based on the user’s emotions was presented
by Jaihar et al. [4] to control lights, sound systems, and other
home devices. Several machine learning algorithms were
combined and used to analyze the user’s needs and the
surrounding conditions to predict actions and minimize
user interaction. +e home appliances are switched ON or
OFF according to the emotion detected by the machine
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learning model. +eir approach enhanced energy efficiency
in the home.

An approach to controlling home appliances based on
intelligent decision-making and analytics was presented by
Majeed et al. [9], which used the support vector machine for
its intelligent decision-making and blockchain technology
for the security of IoT devices. An Android application was
developed for the remote control of home appliances. +e
authors applied a linear kernel for decision-making about
home appliances and their statuses.

A real-time algorithm for monitoring and control of the
home, its environmental conditions, motion sensors, and
electrical appliances was proposed by Khan et al. [10]. Lights
were switched ON or OFF according to the algorithm
generated inferences from the motion sensors.+e proposed
algorithm was also used to monitor the power consumption
of various appliances in the home through theWi-Fi module
and was also applied to create an alarm based on the gas level
in the home.

Detection of unusual energy consumption patterns was
possible in an experiment using two deep neural network
models for a smart home performed by Popa et al. [11]. +e
work used cloud computing services to derive a modular
platform for collecting, aggregating, and storing data in the
smart home environment. +e authors showed that the
suggested machine learning algorithms enhanced smart
home automation by reducing energy consumption.
Machorro-Cano et al. [12] used big data and machine
learning techniques in their proposed energy-saving
mechanism for appliances in a smart home environment.
+e system’s energy efficiency was ensured using the J48
machine learning algorithm and Weka API, using tech-
niques to classify the home energy consumption level by
learning user behavior and consumption patterns. +e
system saved and displayed real-time records and recom-
mendations on energy-saving in the home via the authors’
developed mobile application called HEMS-IoT. Besides
energy-saving, their approach also allowed the system users
to interact with their homes and request the desired IoT
service, addressing home comfort and the safety of both
humans and devices. Along with monitoring energy con-
sumption in the home and sending a regular notification
about it, Singh et al. [13] proposed a smart home automation
system for controlling electrical appliances, doors, and de-
tection of movement in a house. +e system could also send
an alert to the user in response to sensors detecting low levels
of gas in a cylinder or the presence of a human. A prototype
implementation of the system was carried out using an
Arduino Uno board, a Node MCU ESP8266, IR and LDR
sensor modules.

Taiwo et al. [14] proposed a framework for controlling
home appliances such as bulbs, fans, heaters, sockets. +e
proposed framework allows on- and off-site home control
using Bluetooth and Zigbee technologies for communication
and an Android mobile application for issuing commands.
+e communication range was, however, low because of the
proposed Bluetooth technology.

Amachine learning algorithm was proposed as a method
in smart home automation to detect gas leakage, smoke, and

fire in the home by Salhi et al. [15]. +e approach presented
by the authors uses a data flow model and data acquisition
through sensors in the home for analytics and prediction. In
conjunction with the sensed information, the data mining
method was used to detect abnormalities in the air. +eir
approach was aimed at enhancing the safety and protection
of property in smart homes. An Arduino Uno board was
used to aggregate data generated by sensors, and a Raspberry
Pi was used as a machine gateway to receive the sensed
information.

A hybrid home automation system was proposed by
Jabbar et al. [16]. +e system controls electrical appliances
and monitors environmental conditions, motion, and gas
levels in the home, both locally and remotely, via a mobile
application or laptop application. +e authors developed a
prototype for the system, called IoT@HoMe, for which a
NodeMCU was used as a Wi-Fi-based gateway to connect
different sensors in the home. Data generated by the sensors
are uploaded to a cloud server (Adafruit IO) and accessed via
If +is +en +at (IFTTT) on the user’s smartphones or
laptops.

Vaidya et al. [17] proposed an Android application-
based smart home automation system for the elderly. +e
user controls the appliances in a home remotely via voice or
touches commands. +e door monitoring system functions
through face detection by the installed camera. +e system
also incorporates an energy efficiency option through a
module that can analyze the usage of each electrical ap-
pliance. +e light intensity and fan speed can also be
managed to reduce energy consumption in this approach.

Suraj et al. [18] presented a smart home automation
system to sense the status of home appliances and determine
if they are ON orOFF.+e system is based on visual machine
intelligence and discrete sensors as a substitute for sensors in
a smart home. Based on the outcome of the visual moni-
toring, the desired home appliance is switched to the desired
state, and an update is sent to the user about the status
through a designated website.

A smart home metering and automation system were
proposed by Mahmud et al. [19]. +e system monitors,
controls, and observes home appliances and electronic
machines through a designated website. +e system aims to
provide easy monitoring of home appliances and energy
efficiency. An online metering system was also included in
their design for observation of anomalies in the power
distribution of the household and a billing system to en-
hance energy efficiency. Hanumanthaiah et al. [20] proposed
a smart switch home automation system for the remote
control of home appliances. +e power consumption was
monitored through current and voltage sensors linked to a
cloud platform, which provides a notification when the
energy consumption in the home is higher than the
threshold value.

A home security, control, and monitoring system was
proposed by Kundu et al. [21], which monitors environ-
mental conditions such as temperature, humidity, and fire
and controls home appliances via multiple means. Control
and monitoring are put into effect through voice, electrical
switches, and the Internet. Home security involves a
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notification being sent to the user when a home intruder is
detected.+e system is designed for wireless communication
between the user and the home without a location barrier.

An Android-based smart home automation system was
proposed by Rout et al. [22] for the remote observation,
monitoring, and control of home appliances, the physical
environment and intrusion detection via a smartphone,
using cloud computing services for communication. +e
system uses a machine-to-machine (M2M) feature for the
control. A prototype implementation was carried out using a
NodeMCU, an ATMega 16, and ESP8266 IoT hardware.

A bluetooth-based smartphone application for the
control of home devices, doors, and overall home moni-
toring was presented by Saravanan et al. [23]. +eir system
automatically switches off the lights at night, detects gas
leakage or smoke, and controls home appliances. +e system
also locks and unlocks the door in the home automatically
via an authentication module. Communication with the
user’s smartphone and the hardware is via Bluetooth.

A multifunctional system for the remote control and
monitoring of home appliances, environmental conditions,
and detection of movement was proposed by Liao et al. [24].
+e system uses an Android application to control the home
and its appliances viaWi-Fi ormobile-cellular networks.+e
system involves sensors, detectors, and actuators to monitor
and detect motion, gases, temperature, and humidity. Data
generated by sensors in the system were transmitted to a
cloud platform to receive commands and for automatic
control of devices and appliances.

Pujari et al. [25] developed an Android application with
a Firebase database to transmit sensor data, receive com-
mands and automatically control devices in the home.
Automatic control of lights in their system is based on
feedback from the passive infra-red (PIR) and light de-
pendant resistors (LDR) sensors in the home. +e work also
incorporates detection of motion, gas leakage, and envi-
ronmental conditions.

+e services of the +ingSpeak cloud platform are
proposed by Akhtar et al. [26] to automate the control and
monitoring of electrical appliances, water sprinklers, door
locks, and other appliances in the home. +e presented
method also incorporates a reduction in home energy
consumption through automated behavior programmed
into the system using fuzzy logic.

Hoque and Davidson [27] presented a smart home se-
curity system framework, which uses a smart door sensor
with radiofrequency transceivers for communication. +e
user receives an alert about the opening or closing of the
door through an Android application. A prototype was
presented using an Elgoo mega 2560 board, an RF receiver-
transmitter, and Raspberry Pi. +e presented technique did
not cover a wide communication range. A device patching
framework for IoT devices’ security and the network was
presented by Aman et al. [28]. +e system ensures the se-
curity of IoT networks, data, and devices in various appli-
cation areas against malware attacks. An IoT smart home
environment is heterogeneous [29], and the security of
devices must be ensured. Also, energy efficiency in smart
homes involves the transmission of data [30]. +e data

generated must be secured to prevent loss of data. +e
framework in [28] uses a remote attestation for detecting
devices that have been comprised in an IoTenvironment and
traces the source of the malicious activities. Several levels of
security were proposed for achieving a secured network. A
model was also developed to act as access control and cub the
spread of device-to-device malware spread in an IoT
environment.

Durani et al. [31] based their home management system
on IoT technologies and Blynk mobile. +eir work aims to
control devices and multiple sensors in a house through the
Internet. +eir proposed system is designed to operate in
both manual modes, via a phone, and an automatic mode,
via a desktop computer. +e proposed system incorporates
sensors to monitor temperature and humidity and detects a
fire, gas leakage, or intruders in the house.

Garg et al. presented [32] a home automation system for
sensing and maintaining appropriate environmental home
conditions and to provide security from theft or hazard
using sensors and controlling home appliances. It uses a
cloud database to retrieve commands that control the home
over the Internet. +e cloud database is also used to store
time-based parameters from various sensors in the home.

3. Motivation and Conceptualization

Home security and safety are important to human health,
welfare, mental stability, and peace of mind. For instance,
people who have experienced home-intrusion might be
distracted by this concern while away at work and so be less
productive or efficient in their duties, which could, in turn,
affect their health or advancement at work. So, being
reassured that one’s home is secured while he is away would
allow the owner to concentrate on the work at hand. On the
other hand, while the owner is at home, a security system
that alerts the owner of an impending danger would afford
them ample time to alert security agencies and avoid the
worst consequences. Such scenarios have motivated us to
contribute to the smart home automation field of the In-
ternet of +ings. We are, firstly, motivated to design and
develop a system that controls home appliances, monitors
environmental conditions, detects motion, and alerts the
homeowner of an intrusion.

An efficient smart home automation system is described
as a set of methods intended to make a traditional home
intelligent through the use of IoT technologies for enhanced
home security [32], energy efficiency [12], remote control of
home appliances [16, 33], comfort [34], convenience, and
detection of movement in the house [27]. +e second
motivation for this work arises from the issue of false alarms
from a home security system. A home will house several
occupants, both human and animals, usually pets, all of
which would be sensed as moving from time to time, al-
though the nature of the movement may differ. An efficient
home security system should be able to distinguish between
the home occupant(s) and pets and an intruder before an
alert is sent to the user and the alarm is raised. If such a
mechanism is not put in place, the efficiency of the system
will be low. To this end, we are motivated to contribute to
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knowledge in the field of smart home automation by using
machine learning techniques to enhance security in a home
with a system that can differentiate between regular home
occupants and an intruder before an alarm is raised. To
address this issue of differentiation and averting false alarms
in a smart home automation system, we propose the support
vector machine (SVM) learning algorithm for classifying,
learning, and detecting an intruder in a smart home envi-
ronment. +e SVM concept for this study is further de-
scribed in the next subsection.

3.1. Identity Detection in Smart Home Environment. +is
section focuses on using (support vector machine) SVM
machine learning algorithms, which we propose for the
classification and extraction of unique features from an
image captured by the camera in the smart home envi-
ronment.+e classification algorithms will enable the system
to distinguish between occupants and intruders before an
alarm is raised. To achieve this, we propose a support vector
machine to classify our images efficiently. A support vector
machine is defined as a supervised and linear machine
learning algorithm used for classification and regression
problems [35]. SVMs are applicable in text recognition,
handwriting recognition, face detection, motion detection,
image classification, and so on [36, 37]. SVM is a machine
learning algorithm used to classify data that is linearly or
nonlinearly separable. It works by finding the optimal
separating hyperplane that best discriminates the data. +e
support vector machine is fast, accurate, and reliable for
analysis prediction with a small amount of data [38, 39].+is
forms the justification for its use in our study. In our work,
the SVM is used to classify and automatically extract features

from the images to identify persons or objects in the home.
+e unique features considered for the image processing
include features of a human face such as the eye color, shape
of the face, skin color or tone, shape of the nose. In our
chosen home environment, the motion sensor detects
movement and sends a signal to the camera to capture a
picture of the object whose motion was detected. Since there
are many occupants in the home, each with its own unique
features, the machine learning algorithm is used to process
the detected image to ensure its identity before the system
raises a security alarm.

+e support vector machine works by applying a su-
pervised learning algorithm to find the optimal hyperplane
that best separates the feature planes of the labeled data.
Basic mathematical definitions for the binary classifier in
SVM are given as follows:

LetH be a real Hilbert space with the inner product 〈·, ·〉

and induced norm ‖ · ‖. Let Rn be the n-dimensional Eu-
clidean space and ϕ: Rn⟶ H be a mapping. Given a
training dataset

Dk ≔ xi, yi( |xi ∈ R
n
, yi ∈ −1, 1{ } 

k

i�1, (1)

where yi is the label of xi, the functional margin dk is defined
as follows:

dk(x) � 〈ω, ϕ(x)〉 + θ, x ∈ Rn
, (2)

where θ is called the bias term. +e optimal ω and θ for the
given training dataset will yield the optimal hyperplane for
the SVM. To obtain the optimal ω and θ, one has to solve the
following optimization problem [1]:

Minimize: g(ω, θ) �
1
2
||ω||

2
+ C

k

i�1
ξi,

Subject to:

yi ω,ϕ xi(  + θ( ≥ 1 − ξi,

ξi ≥ 0, i � 1, 2, . . . , k,

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(3)

where C> 0 is the regularization parameter, which needs to
be specified a priori.

Alternatively, using the Lagrange multiplier method, the
optimal vector ω is obtained as follows:

ω � 
k

i�1
αiyiϕ xi( ,

subject to: 
k

i�1
αiyi � 0,

⎧⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

(4)

where αi, i � 1, 2, . . . , k are the solution of the Wolfe dual of
the optimization problem (2) [40]. Substituting (3) in (1)
then yields that for a test datum x0,

dk x0(  �〈ω,ϕ x0( 〉 + θ

�  

k

i�1
αiyiϕ xi( , ϕ x0(  + θ

� 
k

i�1
αiyi〈ϕ xi( , ϕ x0( 〉 + θ.

(5)

Let K: Rn × Rn⟶ R be a kernel function defined as
follows:

K xi, xj  �〈ϕ xi( , ϕ xj 〉. (6)

+en, according to (5),
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dk x0(  � 
k

i�1
αiyiK xi, x0(  + θ. (7)

+e SVM is denoted as fk(x0), is defined as follows:

fk x0(  � sgn dk x0( (  �
1 if dk x0( ≥ 0,

−1 if dk x0( < 0.
 (8)

Support vectors are the training data with nonzero α.
+us, by specifying the kernel K and the penalizing coef-
ficient C, we can classify the data. +ere are several kernel
types for classifying data. A commonly used technique for
selecting the optimal kernel and regularization coefficient is
cross-validation [41, 42], which is also applicable in this
work.

4. Overview of the Proposed System

Smart home automation is an application area of IoT for
remote home control, comfortable and healthy living, energy
efficiency, safety, security, and social benefits. IoT technol-
ogies have made it possible for home occupants to remotely
have total control over their homes, appliances, environ-
mental conditions, and activities in their homes and their
surroundings, regardless of the current location of the home
occupant. Several commercial products such as Amazon
Echo, Google Nest Hub,WinkHub2, Samsung Smart+ings,
and Apple HomeKit have been developed, tested, imple-
mented, and used for the intelligent control of a home. As
discussed in Section 2, different approaches have been
proposed and presented in the literature by several re-
searchers. However, interoperability, security of data, data
analytics, security of communication, and the home remain
prominent challenges in smart home automation [43–47].
To address some of these existing challenges in smart home
automation, we present an intelligent home automation
system, which we have named the intelligent home control
and security system (iHOCS). +e next subsection describes
our system and indicates its overall functionality.

4.1. 5e iHOCS System. +e iHOCS system is an IoT-based
intelligent home automation system for controlling basic
home appliances using daily monitoring of environmental
factors around the house and detecting harmful gases and
motion in it. Our iHoCS is designed to contribute to the field
of home automation in IoT by providing comfort, conve-
nience, security, and safety for home occupants. We in-
troduce a system that uses the support vector machine
algorithm as a machine learning tool to classify images
detected from movements in the home, distinguish between
regular occupants or their pets, and an intruder. In our
presented system, the user monitors, controls, and oversees
the house through an Android-based mobile application.
+e iHOCS integrates six modules for its functionality and
presentation: namely, the intelligent device module, the
communication and gateway module, the management and
decision module, the cloud computing module, the

presentation module, and the security module. +ese are
discussed in turn in the subsections that follow.

4.1.1. Intelligent Device Module. +e intelligent module of
the system describes the smart devices that function in the
home, including light bulbs, heaters, a microwave, fans, the
television, air-conditioners, sensors, etc. +e home appli-
ances are integrated with a level of smartness for intelligent
responses when receiving commands. +e sensors are used
for data gathering, monitoring, and detection in the home.
+ey are motion sensors for movement detection, gas,
smoke, and fire detectors; temperature and humidity sensors
for measuring and monitoring environmental factors; and a
smart camera to capture images of an intruder.

4.1.2. Communication and Gateway Module. +is module is
needed for interaction and communication between the
home devices and sensors and the outside world. In a smart
home environment, Gateways allow local and external
networks to connect and communicate with one another.
+e devices and sensors in the home are connected to a
gateway for interaction among themselves and communi-
cation with the user. Our design uses an ESP8266 Wi-Fi
board as the gateway for wider network coverage and ex-
tended communication. +e system connects to the Internet
via this gateway and communicates with all appliances and
devices in the home. +e communication protocols used are
Wi-Fi, which is one of the primary operating standards for
home automation technology, TCP/IP, and HTTPS/IP.

4.1.3. 5e Management and Decision Module. +e iHOCS is
a system that provides safety and security alongside the usual
control of appliances. To strengthen the level of security, the
SVM is used to classify some features in the home before
sending an alert to the user about the detected motion. We
give a scenario wherein the user is far from home, but other
occupants are at home, or the home security has been
switched on at night. In these two situations, movements
would still be detected in the home and its surroundings. A
motion sensor would only detect movement and could then
send an alert to the user. However, these frequent alerts
would most often be false alarms due to the movement of the
legitimate home occupants, which would obviously be an-
noying. +e use of machine learning algorithms enhances
the system to correctly classify images and distinguish
whether there is an intruder in the house or the movements
sensed were those of regular home occupants. +is module
classifies the features of the image captured and analyses it to
notify the user and save the picture of the intruder.

4.1.4. Cloud Computing Module. A smart home involves
applications and portals that offer efficient and cost-effective
solutions to track, connect, and manage anything from any
location and at any time [48]. Our design for the iHOCS
environment includes a DHT11, PIR motion sensor, and
ESP32 camera that generate data at intervals set by the user.
+e generated data need to be stored for monitoring of the
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home, for analysis, and for future prediction. +e cloud
infrastructure is needed for real-time storage of the data,
processing, communication, and monitoring in a smart
home. +erefore, in our work, a cloud computing module is
used to store data generated, display it graphically, and
process it.

4.1.5. Presentation and Control Module. +e presentation
module describes the interface that remotely controls the
home. +rough the mobile application, it allows the user to
select the desired appliance to control or monitor. +e
screens and tabs for carrying out various tasks are designed
in this module, along with the graphical display of output
generated by the sensors in the home. +e iHOCS system
displays temperature and humidity, and output of the PIR
motion sensor on the mobile application screen to allow the
user to see any changes in the status of the home and
surroundings.

4.1.6. System Security Module. +e system security module
ensures that the user has some level of security over the
system. In iHOCS, an authentication mode is used to ensure
that the platform user is the person intended. In the setup of
the mobile application, the user’s profile and configuration
require a unique authentication code, which is sent to the
user’s e-mail address. +e correct authentication code is
required for programming the system to control and
monitor devices and appliances. Without the correct au-
thentication code, the mobile application will not be able to
communicate with the home and control devices.

4.2. Architectural Design. Figure 1 above shows the archi-
tectural design of iHOCS system. As depicted in the ar-
chitectural design, the system includes the user, home
appliances, sensors, aWi-Fi module, and the cloud platform.
+e ESP8266 Wi-Fi module does the dual work of com-
munication and a microcontroller. +is work uses a wireless
mode of communication between the user, the home, and its
devices. +e ESP8266 collects data from the sensors and
relay board and transmits the data over the Internet to the
user. +e user sends and receives commands and infor-
mation to and from home through an Android mobile
application, which in turn communicates with the micro-
controller (ESP8266). +e functional aspects of the system
are home monitoring and control, together with home se-
curity. +e flow of processes and actions in the iHOCS
environment are presented using a flowchart in Figure 2.

+e setup of iHOCS involves electrical sockets and other
basic home appliances to be controlled, such as light bulbs,
television, cooling, and heating apparatus. As stated earlier,
it also measures environmental conditions around the
house. Lastly, it detects movement and captures an image of
the person detected. +e sockets and home appliances are
connected to the relay boardmodule, and the relay module is
connected to the ESP8266 for the Android application to
receive and send commands. A DHT11 sensor is used to
measure the humidity and temperature, and the values are

displayed on the screen of the user’s smartphone. +e home
is enhanced with greater security and safety of the occupants.
A PIR motion sensor is used to detect movement in the
house, and once detected, a notification is generated on the
Android mobile application to keep track of the graphs. +e
SVM does a background check before sending an alert to the
user and ringing the alarm. +e cloud storage embedded
with the mobile application stores all the data generated
from all the sensors. +e sensors are interfaced with the Wi-
Fi module for wireless transmission to the cloud platform via
the mobile application. Steps involved in the operations,
services, communication, and transmission of data in the
iHOCS system are stated in Algorithm 1. Based on the SVM
algorithm, intelligent decisions are taken by the system for
efficient monitoring and security of the home. Abbreviations
used in the algorithm are given in italics below:

EHA: Electrical Home Appliances
HSD: Home sensors and detectors
NC: Network Connectivity
HC: Come control
M: Motion
CS: Cloud storage
HO: Home Occupant
PE: Pet
HP: Home premises
D: Darkness
LDR: Light Dependent Resistor
IM: Image

5. Results and Discussion

As shown in the architectural design, our iHOCS is set up using
IoT hardware and software tools to achieve the desired intel-
ligent home control, monitoring, and security system. We
implemented a prototype of the iHOCS system using the fol-
lowing hardware components: DHT11 sensor, HC-SR501 PIR
motion sensor, ESP8266 Wi-Fi board, 5V four-channel relay
module, breadboards, LEDs, LDR, and an ESP32 camera. A full
description of the components is given below. After successful
registration and configuration of the iHOCS Android mobile
application, the user can perform the following basic functions:

(1) Control of electrical home appliances
(2) Monitor home environmental conditions (temper-

ature and humidity)
(3) Automatic switch lights ON and OFF, based on the

home condition
(4) Detection of movement in the home
(5) Receiving notifications about the home
(6) View graphical data of home sensors.

5.1. DHT11 Sensor. DHT 11 is a temperature and humidity
sensor used for measuring environmental conditions. A
DHT11 has an embedded negative temperature coefficient to
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measure temperature and an 8-bit microcontroller to give
the temperature and humidity output as serial data. +e
sensor is easy to interface with microcontrollers. +e ad-
vantages of a DHT11 sensor are that it is low-cost, small in
size has a high sampling rate and can capture readings
every second. +e DHT11 possesses four pins: the VCC pin
for power supply, data pin for communication between the
sensor and the microcontroller, NC pin not connected, and
the GND pin for connection to the ground. We use the
DHT11 sensor to capture humidity and temperature
readings in the home environment, and the values are
displayed on the user’s smartphone via the Android ap-
plication. Knowing the current humidity and temperature
of the home allows the user to take necessary actions for
comfort.

5.2. HC-SR501 PIR Motion Sensor. An HC-SR501 is a mo-
tion-sensing IoT device used in prototypes with micro-
controllers. It is highly reliable, sensitive, and can function in
an ultralow-voltage operating mode. Other features of this
motion sensor are its wide-range communication and an
easy-to-use interface. It is used to detect a movement by an
intruder and so is applicable in security systems, automatic
garage doors, dryers, automatic washing machines, auto-
matic lighting, and alarm systems. +is PIR motion sensor
has three pins (VCC, output and ground). An in-built
voltage regulator can be easily powered by any DC voltage
between 4.5 and 12 volts. +e HC-SR501 PIR motion sensor
is used in our work mainly to detect unauthorized move-
ment in the home. However, it also sends a signal to the
ESP32-CAM module for capturing the image. +e SVM

algorithm can perform a check to classify the features and
determine if the movement is due to an intruder or not
before the system raises the alarm.

5.3. ESP8266 Wi-Fi Development Board. +e ESP8266 is a
Wi-Fi Internet development with an integrated TCP/IP
protocol stack that enables communication with the Wi-Fi
network. It can also be used to set up a local network of its
own to allow other devices to be connected to it directly. It is
cost-effective with on-board processing and storage capa-
bilities for integration with sensors and other IoT devices.
Version 2.2.0 was used in this work, and it entails an ESP-12s
Wi-Fi module with excellent antenna performance. +e
features are 11 digital input and output pins and analog pins.
Our work uses the ESP8266 as a Wi-Fi module and de-
velopment board for connection with sensors and the 5V
four-channel relay module, which triggers the electrical
appliances.

5.4. 5 V Four-Channel Relay Module. A four-channel relay
module is a board used to control high voltage and high
current loads. It is designed for easy interfacing with a
microcontroller board or sensors. It has 5V relay channels
for switching and isolating components. Each channel of the
relay board has a LED indicator to depict when the relay is
powered ON. +e LED indicators brighten when the re-
spective relay channel is energized. Our work uses a 5V
four-channel relay module to power on LEDs, which serve as
fan, bulb, socket, and an additional unit for an extra
appliance.

Mobile Application
Interfaces

Home Control 
Interface

Ecological Condition
Interface

Home Camera

Sensors

Relay Board Module

Home Appliances

User

Cloud Services

Cloud
Data Storage

Home
Environment

Home
Environment

ESP8266
WiFi Module and

Gateway

Bulb

Cloud
Computing Platform

SocketTelevisionFan

Motion 
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Smart 
Camera

Gas SensorTemp. and 
Humidity sensor

WiFi

Internet

Smartphone

User

Internet

Machine Learning
Algorithm

Sensor
Graphical View

Internet

Figure 1: +e iHOCS architecture.
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5.5. ESP32-CAM. +e ESP32-Cam is a low-cost develop-
ment board with a Wi-Fi camera for image capturing and
video streaming in IoT prototyping. +e ESP32-CAM is a

system on chip module with Wi-Fi and Bluetooth con-
nectivity, camera, micro-SD card connector, and an in-built
PCB antenna.+e ESP32 is used to ensure security in a smart

Start

Connect all
hardware

Configure ESP8266 and
ESP32 Cam boards on Arduino

IDE

Upload codes to the boards

Successful?

Yes

No

Login to the Blynk App

Configure buttons and
widgets for iHOCS

Successful?

Start the Home control and
monitoring interface

No

Yes

Control or
monitor?

Read commands from LDR
and sensors

Is the home bright or dark

Is an abnormal motion
deetected

Capture the image

Read commands from LDR
and sensors

If monitor If control

Send current home status to
iHOCS

Send a notification
and take 

necessary actions

Yes

Yes

Yes

Figure 2: Flowchart of iHOCS.
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home automation prototype. It is used here with an FTDI
programmer because the ESP32-Cam does not have a USB
connector. +erefore, the FTDI is used to upload code
written on the Arduino IDE to the ESP32-CAM module to
receive instructions for the image capturing.

5.6. Software Components. +e control and monitoring of
the home, its devices, appliances, and sensors can only be
carried out through a set of predefined instructions, pro-
cedures, and programs. Our iHOCS system uses specific
software packages to function and communicate properly.
+e major software packages used for the configuration,

coding, design, and development of the iHOCS system are
the Arduino IDE and Blynk software.

5.6.1. Arduino IDE. +e Arduino integrated development
environment is a cross-platform software based on C and
C++ programming languages for Windows, Linux, and
MAC operating systems. +e Arduino IDE is used to de-
velop code that can be uploaded to boards. It is used to
configure microcontroller boards in IoT prototyping. Code
to control home appliances and sensors in iHOCS is written
using the Arduino IDE and uploaded to the ESP8266 and
ESP32-Cam boards.

(1) Begin
(2) Define Nc parameters
(3) Initialize EHA and HSD
(4) Establish and confirm the status of Nc

(5) If Nc � 1
(6) Evaluate the initial state of EHA; ∀EHA ∈ NC

(7) while EHA � n (where n �number of configured home appliances)
(8) Start HC
(9) Else, go to step 4
(10) End if
(11) While Nc&&HC � 1; continue action till the desired state is reached
(12) Evaluate the initial state of HSD; ∀HSD ∈ NC

(13) If HSD � n (where n �number of home sensors and detectors)
(14) Connect iHOCS to the Internet
(15) Acquire sensor data to iHOCS via the ESP8266
(16) Else, go to step 4
(17) For each round do
(18) Get the values for T, H, M and IM

(19) Upload data to CS via iHOCS

(20) Update status of HSDs in iHOCS
(21) Display graphical status of HSDs in iHOCS
(22) Synchronize data to CS
(23) Else, go to step 12
(24) Case 1: (LDR)
(25) if (D� 1) then
(26) Notify the user “It’s DARK, Turn on the LIGHTS”
(27) Else
(28) Notify the user “Its BRIGHT, Turn off the LIGHTS”
(29) break;
(30) Case 2: (PIR Sensor)
(31) If M is detected, then
(32) Notify user via e-mail “TOSIN: Motion detected”
(33) break;
(34) Case 3: (ESP Cam)
(35) If M is detected, capture IM
(36) Notify via iHOCS and apply SVM
(37) If IM ∈ (PE1, PE2, PE3, HO1, HO2, · · · HOn)

(38) Mute alarm
(39) Else,
(40) Raise alarm and send picture to e-mail
(41) end if
(42) User monitors EHA and HSD via iHOCS app
(43) Remotely control the home
(44) End

ALGORITHM 1: Intelligent home control, monitoring, and security algorithm.
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5.6.2. Blynk Application. +e Blynk application is a cross-
platform application that works on both iOS and Android
operating systems. It is an interface builder for the design of
projects in the Internet of +ings and its applications. It is
used to design and develop a mobile application to control
hardware, display, store, and visualize data generated by
sensors. +e Blynk platform comprises three major com-
ponents: the Blynk app to allow individuals to create desired
interfaces for projects using the available widgets; the Blynk
server as a mode of communication between various pieces
of hardware and the smartphone; and the Blynk libraries to
enable communication between the hardware platforms, the
server, and processes of incoming and outgoing commands.
We use the Blynk application to design the graphical user
interface, widgets, and graphical reading interfaces of our
iHOCS system. Our work also uses the cloud computing
services of the Blynk app as a cloud database for the real-time
storage of sensor data and its parameters.

5.7. Results. +is subsection presents a detailed explanation
of the prototype functionality, configuration, and setup of all
the components involved in the design and development of
the iHOCS system. +e training of the dataset for the
machine learning image classification is also presented. +e
iHOCS system controls electrical home appliances (such as
lights, fan, sockets, and one other electrical appliance),
measures environmental conditions in the home (temper-
ature and humidity), monitors movement and captures
images after sensing a motion and sends the picture to the
user via the mobile application on an Andriod-based
smartphone anytime and anywhere. +e code to configure
the boards was written on the Arduino IDE, and after
successful compilation, the programs were uploaded to the
board via a USB cable. During the programming, the home
network credentials were specified, stating the service set
identifier (SSID) and password to have smooth connectivity.
+e authentication code generated during the setup of the
mobile application in Blynk was also specified. An Android-
based smartphone was used to issue commands that switch
appliances OFF or ON. As described in the architecture, data
generated from sensors in the home are acquired, stored in a
cloud database, and displayed on the screen of the mobile
application. +e system has an advantage over previous
works that made use of +ingsSpeak, and other web-based
applications, because the user can visualize the trend of data
right on the mobile application page without having to close
or minimize the home control mobile application.

5.7.1. Image Classification. +e images were processed to
ascertain the validity of the SVM for the classification of
images, as discussed in Section 3. As discussed earlier, the
SVM algorithm supports a small amount of data for effective
performance. Since the home environment in our work does
not involve a large number of people or pets, a training
dataset consisting of images of human beings and animals
(dogs and cats) were downloaded from Kaggle to form the
three classes that were to be differentiated by the algorithm;
namely, human beings, dogs, and cats. +e training dataset

was imported into the MATLAB application of the R2017a
version to determine if the intended SVM model gives the
required and the best accuracy for our intended approach.
We evaluated the performance of the machine learning
algorithms using five-fold cross-validation. +e SVM clas-
sifier determines the intelligent classification of images
captured by the user. +e downloaded dataset contains
twenty images, and for the training, we divided the images
into two main classes (home occupants and intruders). +e
home occupants class contains six images (four persons and
two dogs), while the intruder class contains fourteen images
(five cats, three dogs, and six persons). +is segregation is
justified because we believe intruders might be of a higher
number than home occupants. Also, a pet can be an intruder.
Figure 3 shows the SVM scatter plot alongside the legend.
+e blue color represents the occupant in the scatter plot,
while the red color is used for an intruder. Figure 4 shows the
confusion matrix, and Figure 5 shows the receiver operating
characteristic (ROC) curve with an area under curve (AUC)
value of 0.72619. +e SVM algorithm yielded the best ac-
curacy value of 80.0%, which is higher than other classifiers
we compared with. We compared with K-Nearest neighbor
(KNN) and decision tree classifiers with an accuracy of
70.0% and 65.0%, respectively.

(1) Performance Evaluation Metrics. A dataset contains data
points for each class specified in a training model.+ese data
points might lead to a biased classification if a class is of
higher data points than the other class. For instance, in our
work, we present two classes (home occupants and in-
truders). Suppose the data points of the intruder class are
higher than the occupants’ class. In that case, the algorithm
will be biased towards the intruders’ class if the evaluation is
based on accuracy only. To correctly evaluate the perfor-
mance of our model, we calculate the precision, recall, and
F1-score values of the SVM algorithm and compare them
with KNN and decision tree algorithms. Precision and recall
values are useful in understanding the performance of an
algorithm and the production of results based on the re-
quirements, while the F1-Score provides a standardized
representation of values [49]. Table 1 shows the effectiveness
of the SVM classifier in comparison with other classifiers
using the precision, recall, and F1-score metrics.

Precision: Precision is defined as the fraction of relevant
instances among the retrieved instances. It is also referred to
as positive predictive values. In other words, precision is the
percentage of the positive predictions that the model rightly
made. Precision is calculated as follows:

Precision �
True Positives(TP)

True Positives(TP) + False Positives (FP)
.

(9)

Recall means the percentage of actual positive predictions
that were rightly classified. Recall is calculated as follows:

Recall �
True Positives (TP)

True Positives(TP) + FalseNegatives(FN)
.

(10)
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F1-Score: F1-Score is a measure of the accuracy of a test.
It is calculated from the precision and recall of a test.+e F1-
Score metric takes the precision and recall values to provide
a standardized value representation. F1-Score is calculated as
follows:

F1−Score �
2 × Precision × Recall
Precision + Recall

. (11)

5.7.2. Prototype Implementation. +e prototype imple-
mentation integrates an ESP32-CAM board, an FDTI serial
converter, breadboards to link the various hardware com-
ponents to each other, an HC-SR501 PIR sensor, a DHT11
temperature, and humidity sensor, several jumper cables, an
Arduino board, LEDs, resistors (10k, 1k and 220 ohms),
NPN transistor, and 5V four-channel relay module. Jumper
cables (male to male, female to female, male to female) were
used to establish links on the breadboards for communi-
cation between the respective hardware components and
also direct communication between the components. +e
ESP8266 served as both the Wi-Fi module and the micro-
controller. It connects the home appliances (represented by
LEDs) wirelessly and sensors to the Internet and connects
the various hardware components to a gateway (micro-
controller). +e output units of the 5V four-channel relay
board were connected to the specified pins of the ESP8266
board, amd the DHT11 and PIR motion sensors were also
connected to the microcontroller board using the appro-
priate jumper cables and pins. Different LEDs were used to
indicate our electrical appliances (bulb, fan, socket, and an
outlet for additional home appliances). +e lights of the
LEDs turn ON or OFF as specified by the command from the
smartphone. Figure 6(a) shows the command to switch ON
all four appliances in the home, while Figure 6(b) shows the
corresponding lights from the LEDs. In Figures 7(a) and
7(b), three appliances were switched ON, and one appliance
was turned OFF.

+e values of the temperature and humidity sensed
around the home are displayed on the mobile application
screen, as shown in Figures 8(a) and 8(b). +e mobile ap-
plication is designed to capture a reading from the DHT11
sensor every five seconds and display these. +e cloud
computing service and real-time cloud database rendered
through the Blynk platform allow the DHT11 to gather the
temperature and humidity values of the home and display
them as a graphical output on the interface of the iHOCS
application. Figure 8(a) shows the minimized graphical
sensor readings on the screen, while Figure 8(b) shows the
full screen of the graphical display of the readings.

As explained earlier, the iHOCS system also ensures the
safety and security of the home. +e ESP32-CAM board and
a PIR motion sensor are used for prototyping the system’s
home security module. +e motion sensor is used to detect
movement in the house, while the ESP32-CAM is used to
capture images of the object, person or animal captured.+e
motion sensor captures movements and sends a notification
to the user via the mobile application (Figure 9(a)); a real-
time graphical display of the motion sensor values is also
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displayed alongside the temperature and humidity values
(Figures 8(a) and 8(b)). Figure 9(a) depicts the notification
sent to the user about a motion sensed in the home premises
before capturing the image. Although our system auto-
matically saves all images of the person responsible for the
movement, our system is also enhanced by being designed to
allow the user to capture the image of the person imme-
diately so that the user may act proactively. +e user may, if
inside the premises, thus decide to ignore the notification or,
if outside, would have an immediate view of the situation at
home. Figure 9(b) depicted the captured image of the person
in the house when the motion sensor sensed the movement.
+e ESP2-CAM has a light that makes it possible for it to
capture an image even when it is dark.

+e proposed system performs multiple functions of
home control and energy conservation. Figure 10 shows the
intelligent response from the environment to the switch on
of the light. +e system assists in conserving energy by
sending a reminder notification to either turn OFF the light
when it is bright or turn ON the light when it is dark. +is

enhances energy conservation and management in the
home.

As noted with smart home automation systems, the
system also gives convenience in allowing remote control of
the home from any location. +us, the home can be
monitored and controlled remotely from any location.
Monitoring of environmental conditions is also needed
around the home for safety. For instance, if an older person,
a handicapped, or a young one, is left at home, the user can
monitor the temperature of the home from his remote lo-
cation and assist the person at home to switch ON or OFF
the fan or heater in the home to give the desired temperature.
+is promotes healthy living.

An added advantage of iHOCS is the security of the
home and the proposed SVM algorithm for user notifica-
tions. With the aid of an SVM algorithm, false alarms and
unnecessary notifications would be averted. +ough all
images sensed by the system would still be captured for
future reference, the user will only be notified when the
system classifies the image as that of an intruder.

Table 1: Result metrics.

Model Accuracy % TP% FP% FN% Precision Recall F1-Score
SVM 80 66.7 14.3 33.3 0.823 0.667 0.737
KNN 65 50.0 28.6 50.0 0.636 0.5 0.56
Complex decision tree 65 33.3 21.4 66.7 0.609 0.333 0.431

(a) (b)

Figure 6: (a) All appliances ON. (b) Corresponding light indicators.
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(a) (b)

Figure 7: (a) +ree appliances ON. (b) Corresponding three LED indicators ON.

(a) (b)

Figure 8: (a) In-app graphical readings. (b) Full screen of graphical readings.
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6. Conclusion

+is work has presented an intelligent home automation
system based on IoT technologies, cloud computing, and a
machine learning algorithm. +e home automation system
allows remote and local control of the home via an Android-
based mobile application. +e system controls electrical
home appliances, monitors environmental conditions
through temperature, humidity, and light sensors, and en-
sures home security through a motion sensor and an IoT
camera. +e system makes intelligent decisions to auto-
matically turn ON or OFF lights and allow the user to view a
picture of the person captured by the camera and decide
whether to save it.+e system is scalable, and the application
allows additional appliances with an extra configured point,
simply named outlet in our work. Also, the mobile appli-
cation uses a real-time cloud database to record data
gathered. It also displays the trend of the readings graphi-
cally on the screen of the mobile application. +ese data can
be analyzed and used for future prediction.+e next phase of
the work will be to use a dataset of several real-life images
captured by the camera from the system or sourced from
relevant datasets in the field of home automation and train a
machine learning algorithm to classify them so that the
system could differentiate between an intruder and the home
occupants. Also, we plan to enhance the system such that the
user will only receive captured images of an intruder, and
other captured images will be saved in real-time into the

(a) (b)

Figure 9: (a) Movement notification. (b) Captured image.

Figure 10: Intelligent home response.

Security and Communication Networks 15



cloud-based database of the system. +is will remove the
limitation on the encumbrance of a load of images on the
mobile application. In addition, machine learning will also
be used to enhance the PIR sensor’s performance to dif-
ferentiate between an animal, the occupant, and an intruder.
+is will reduce the notification from the PIR sensor to the
user. +e machine learning algorithm will also be applied to
classify detected images to work with several occupants and
a larger data set of intruders.

As a future direction, we plan to broaden our horizons to
integrate machine learning into a mobile application to
classify images captured by the camera and notify the user
about the exact identity of the captured object. Also, we
intend to extend the mobile application to function on the
iOS platform. +e approach presented in this work can also
be applied to security systems in large communities like
smart cities, office areas, hotels, malls, and university en-
vironments to enhance the security system of the specific
environment. It is also believed that with machine learning,
prediction is made easy. Machine learning can also be ap-
plied to the environmental module of smart home auto-
mation to predict weather and home conditions [50].
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