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The development of Internet and network applications has brought the development of encrypted communication technology.
But on this basis, malicious traﬃc also uses encryption to avoid traditional security protection and detection. Traditional security
protection and detection methods cannot accurately detect encrypted malicious traﬃc. In recent years, the rise of artiﬁcial
intelligence allows us to use machine learning and deep learning methods to detect encrypted malicious traﬃc without decryption,
and the detection results are very accurate. At present, the research on malicious encrypted traﬃc detection mainly focuses on the
characteristics’ analysis of encrypted traﬃc and the selection of machine learning algorithms. In this paper, a method combining
natural language processing and machine learning is proposed; that is, a detection method based on TF-IDF is proposed to build a
detection model. In the process of data preprocessing, this method introduces the natural language processing method, namely,
the TF-IDF model, to extract data information, obtain the importance of keywords, and then reconstruct the characteristics of
data. The detection method based on the TF-IDF model does not need to analyze each ﬁeld of the data set. Compared with the
general machine learning data preprocessing method, that is, data encoding processing, the experimental results show that using
natural language processing technology to preprocess data can eﬀectively improve the accuracy of detection. Gradient boosting
classiﬁer, random forest classiﬁer, AdaBoost classiﬁer, and the ensemble model based on these three classiﬁers are, respectively,
used in the construction of the later models. At the same time, CNN neural network in deep learning is also used for training, and
CNN can eﬀectively extract data information. Under the condition that the input data of the classiﬁer and neural network are
consistent, through the comparison and analysis of various methods, the accuracy of the one-dimensional convolutional network
based on CNN is slightly higher than that of the classiﬁer based on machine learning.

1. Introduction
Related principles and methods of plaintext transmission
put forward higher requirements for the security of the
service system, and it is an inevitable trend for Internet
applications to move towards the era of comprehensive
encryption [1, 2]. In recent years, the rapid increase in
encrypted communications has changed the threat patterns, and many traditional methods based on conventional
rules are no longer as eﬀective as they once were. As more
and more enterprises go digital, a large number of services
and applications are adopting encryption as their primary
means of information protection. According to NetMarketShare, the percentage of encrypted web traﬃc was already over 90% in October 2019. However, in the case that

encrypted access can guarantee communication security,
the vast majority of network devices is powerless against
network attacks, malware, and other malicious encrypted
traﬃc. A large number of malware, ransomware, proxies,
remote control tools, etc., use encryption methods to avoid
security protection and detection. Common security
products will release unrecognized and undetectable traﬃc,
such as Trojan, ransomware, downloaders [3], and other
types of malicious software or code. In order to avoid
security products and human detection, encryption is often
used to disguise or hide attack behavior. Samples of
malicious families that use rebound technology to bypass
security devices also frequently switch back domain names
and IPs and encrypt communications. The attack chain is
usually divided into several steps, such as information

2
collection, intrusion control, achievement expansion, and
battleﬁeld cleaning. The stage of the attacker can be clearly
understood through staged analysis and display of events in
the traﬃc. Therefore, it is imperative to encrypt malicious
traﬃc detection.
In recent years, the detection of encrypted malicious
traﬃc has been the focus of attention in the ﬁeld of
network security. At present, there are two mainstream
attack detection methods: detection after decryption and
detection without decryption. The industry gateway devices mainly use the method of decrypting traﬃc to detect
the attack behavior, but this solution method will consume a lot of resources, the cost is very high, also it violates
the original intention of encryption, and the decryption
process will be strictly limited by the laws and regulations
related to privacy protection. Considering the protection
of user privacy, detection methods that do not require
decryption of traﬃc are becoming an industry of concern.
Researchers are usually only allowed to observe network
encrypted traﬃc (port 443), without decryption, by using
existing data resources and standard encrypted traﬃc for
analysis [4]. For example, the method based on statistical
learning can be detected without decryption, but its detection accuracy is not high, and it cannot guarantee the
correct detection of most malicious traﬃc. With the development of machine learning and deep learning in recent years, detection methods based on artiﬁcial
intelligence have become active [5]. The methods based on
machine learning or deep learning can achieve high accuracy without decryption and through some processing
means.
Through many veriﬁcations, artiﬁcial intelligence used in
encryption traﬃc security detection is a very good auxiliary
means. Shengbang Security Sustainable Threat Detection
and Traceability System (RayEye), based on an artiﬁcial
intelligence engine, can analyze the full network traﬃc in
real time. Combined with threat intelligence data and
network behavior analysis technology, it can detect suspicious behaviors in depth, help to clearly grasp the attack
chain stage and success probability of the attacker, and
provide customers with malicious encryption attack traﬃc
detection solutions.
Although the detection methods based on machine
learning and deep learning do not need to decrypt the
encrypted data, they still need to analyze the traﬃc data ﬁelds
and extract the features. Based on traditional detection
methods that cannot detect encryption ﬂow and machine
learning methods that need to expend energy problems such
as feature extraction, this paper proposes machine learning,
deep learning, and natural language processing to detect
malicious traﬃc encryption methods, the combination uses
the text classiﬁcation[6] method to represent encrypted
traﬃc, so it does not need to decrypt the data, does not need
to care about the meaning of the ﬁeld of the traﬃc data itself,
and does not lose the data information of the encrypted
traﬃc. This detection method not only is applicable to
encrypted malicious traﬃc detection but also can be used for
other related detections, such as malicious code detection. It
has strong generalization and high accuracy. In the later
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model improvement, it is not necessary to rigidly extract the
information of encrypted traﬃc data.

2. Materials and Methods
This paper uses the TF-IDF model to calculate the TF-IDF
value of each keyword in the traﬃc packet and does not carry
out segmentation operations on the traﬃc packet [7]. TFIDF model converts qualitative data in traﬃc packets into
quantitative data and then carries out training and detection
through various classiﬁers. The following table shows the
general situation of each classiﬁer used in this paper.
2.1. TF-IDF. TF-IDF (Term Frequency-Inverse Document
Frequency) is a normally used weighting technique for
message retrieval and keyword extraction [8]. The TF-IDF
model is used to calculate the TF value and IDF value of a
word. If a term appears frequently in a document of a class, it
is a good representation of the text of that class. Such terms
should be given high weight and selected as feature terms for
that class of text to distinguish it from other class documents.
But only using word frequency cannot eﬀectively ﬁlter
modal words or some meaningless words. IF-IDF model
introduces IDF value on the basis of word frequency. TFIDF is a statistical approach, which is used to calculate the
signiﬁcance of a word to a document in a document set or a
corpus. The importance of a word increases in a direct
proportion with the number of times it arises in the document but decreases in an inverse proportion with the
frequency of its occurrence in the corpus [9]. The main idea
of TF-IDF is that if a certain word or phrase appears in one
article with a high TF frequency and rarely appears in other
articles, that is, IDF is low, then it is considered that this
word or phrase has a good ability to distinguish categories
and is suitable for classiﬁcation.
TF represents word frequency, that is, the frequency of
keywords appearing in the text. Vectorization of text data is
to take the occurrence frequency of each word in the text as
the characteristic of the text [10], and IDF value is used to
correct the word frequency vector represented by TF value
only.
IDF stands for reverse ﬁle frequency: its size is inversely
proportional to the common degree of a word; that is, if a
word is included in multiple ﬁles of a corpus, then the IDF
value of the word is small. The IDF is a measure of the
general importance of a word. The IDF of a particular term
can be obtained by dividing the total number of ﬁles by the
number of ﬁles containing the term and then taking the
logarithm of the resulting quotient [11].
IDF solution formula is as follows:
IDF(x) � log

N
,
N(x)

(1)

where N represents the total number of Chinese texts in the
corpus and N(x) represents the total number of texts
containing the word x in the corpus.
However, there are usually some extreme cases; for
example, when a rare word does not exist in the corpus,
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N(x) value is 0, the above calculation formula will not be
valid. Therefore, the IDF calculation formula is smoothed as
follows:
IDF(x) � log

N+1
+ 1.
N(x) + 1

(2)

Therefore, the IDF value can also be correctly calculated
in the above cases. Finally, the TF value and lDF value of the
word are multiplied to obtain the TF-IDF value of the word.
The greater the value of the word TF-IDF, the higher the
importance of the word to the article. The advantage of the
TF-IDF algorithm is simple and fast, and the result is more
in line with the actual situation. For traﬃc data, TF-IDF will
not cause the loss of data information and can better extract
keywords to transform data information.
2.2. Detection Method. Gradient boosting belongs to the
boosting series algorithm of ensemble learning [10]. Gradient boosting boosts the combination of weak classiﬁers.
Diﬀerent from the AdaBoost algorithm, gradient boosting
selects the direction of gradient descent in iteration to ensure
the best ﬁnal result [12, 13]. Gradient boosting generates a
number of weak learners, each of which takes the negative
gradient as the error measurement index of the previous
round of basic learners. The goal is to ﬁt the negative gradient of the loss function of the previous cumulative model
so that the cumulative model loss after adding the weak
learner can be reduced in the direction of the negative
gradient. Gradient boosting, compared with AdaBoost, can
use any loss function (as long as the loss function is continuously diﬀerentiable), so some relatively robust loss
functions can be applied, making the model more robust in
noise resistance.
Random forest is a more advanced algorithm based on a
decision tree (default CART tree), which also belongs to the
category of ensemble learning. Random forest is composed
of multiple decision trees, and decision trees do not inﬂuence each other. The random forest algorithm allows the
decision tree to construct a forest randomly. After each
round, each decision tree gets its own result, and the ﬁnal
result is determined by voting. The category with the highest
number of votes is taken as the output result of the random
forest [8, 14]. The introduction of randomness makes the
random forest not easy to fall into overﬁtting. And it has
good antinoise ability. Random forest can process data with
high dimensions, that is, a large number of features, and it
does not need to make feature selection. It has strong
adaptability to data sets: it can process both discrete and
continuous data, and the data sets do not need
normalization.
AdaBoost algorithm belongs to boosting series of ensemble learning algorithms, which is composed of multiple
weak learners and adjusts the network by giving learners
diﬀerent weights each time. Its adaptability lies in that the
weight of the misclassiﬁed sample (the corresponding weight
of the sample) of the previous weak classiﬁer will be
strengthened, and the weight of the correctly classiﬁed
sample will be reduced at the same time. The sample with

updated weight will be used to train the next new weak
classiﬁer again. Finally, the linear weighted sum shows that
the base learner with a small error rate has a larger weight,
while the base learner with a large error rate has a smaller
weight [15]. In each round of training, a new weak classiﬁer
is trained with the population (sample population) to
generate new sample weights and the power of the weak
classiﬁer, and the iteration continues until it reaches the
predetermined error rate or the speciﬁed maximum number
of iterations. AdaBoost uses exponential loss, which has a
weakness that it is very sensitive to outlier points, so
AdaBoost is better than gradient boosting.
Convolutional Neural Networks (CNN) [14] is a deeply
structured feedforward neural network that includes convolutional computation and is mostly used in graphics
processing [16]. It is one of the representative algorithms of
deep learning [17, 18]. CNN usually includes data input
layer, convolution calculation layer, ReLU activation layer,
pooling layer, and full connection layer. CNN obtains key
information mainly through continuous extraction of feature information. Compared with a machine learning algorithm, CNN can extract key information more eﬀectively,
and the number of parameters is small without careful
parameter adjustment. We only need to randomly assign a
weight w and a bias term b to each neuron during initialization. In the training process, these two parameters will be
continuously revised to the best quality, so as to minimize
the error of the model. However, this will correspondingly
increase the amount of calculation, and the model training
time will also increase due to the increase in the amount of
calculation.
2.3. TF-IDF-Based Detection Method. Encrypted traﬃc
messages typically contain ﬁelds such as IP address, port
number, MAC address, triple handshake protocol, and
various protocols. Some of these ﬁelds may directly aﬀect the
training eﬀect of the subsequent model, while some ﬁelds
may be redundant information for model training, which
requires us to reserve professional network security
knowledge in advance to analyze malicious traﬃc data, and
the size, length, and ﬁeld of each traﬃc data in the data set
are diﬀerent. After the encryption traﬃc data analysis is
completed, the encrypted data are extracted by ﬁeld features.
The general machine learning method is to uniformly encode the input traﬃc data into digital form. After some
feature engineering work is done on the data, the data are
input to the classiﬁcation model for training detection, but
this method will have the problem of information loss more
or less, which may make the obtained detection accuracy fail
to meet the requirements. For the problem that traﬃc data
are not easy to be processed, a detection method combining
TF-IDF model in natural language processing with machine
learning or deep learning is proposed. This method does not
require us to consider and analyze the meaning of packets
and details in speciﬁc ﬁelds, and extract relevant features of
data for coding. That is to say, the TF-IDF model is used to
reconstruct the data set, extract the text information of the
data set, rebuild the new features, and represent the ﬁelds in
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the form of vectorization when processing the data set.
Using the TF-IDF model to transform traﬃc text will not
have missing information. Moreover, better results can be
obtained without further data processing. Because the data
are kept in the TF-IDF model to analyze the important
degree of each keyword and dealing with each keyword,
instead of the need for human to deal with the analysis of
data, therefore, the TF-IDF-based malicious traﬃc detection
method can not only be used for encryption detection, but
also can be applied to relevant detection that requires the use
of professional technology to extract data information, such
as malicious code detection.
In this paper, based on the TF-IDF model, the speciﬁc
process of information text extraction and feature reconstruction for encrypted traﬃc data set is shown in Figure 1.
As can be seen from the ﬁgure, there are altogether 3000
pieces of encrypted traﬃc data in the experiment, and each
piece of data is diﬀerent in size, length, and ﬁeld, but most
of them contain text information such as transmission
address, handshake information, and TCP protocol. In the
experiment, a total of 906,069 keywords were obtained after
the text was directly extracted from the TF-IDF model and
transformed into features. The TF-IDF algorithm will
calculate the TF-IDF value for each keyword. After each
piece of data conversion, the original text content is
converted to the corresponding keyword TF-IDF value to
represent. After the conversion of the source encrypted
data set, the resulting data set is a sparse matrix with the
size of 3000 × 906069.
At the same time, the source encrypted traﬃc data set is
transformed into digital text representation by thermal
coding processing and then input into the classiﬁcation
model for training detection as a comparative experiment.
One-Hot Encoding, also known as one-bit eﬀective coding,
mainly uses the bit status register to encode the states. Each
state has its own independent register bit, and only one is
eﬀective at any time. Unique thermal coding uses 0 and 1 to
represent some parameters and N-bit status register to
encode N states. One-Hot Encoding can deal with discontinuous numerical features. It also expands the features to
some extent.
After the encrypted traﬃc data set is processed by the
TF-IDF model, the new data set obtained is input to each
machine learning classiﬁer and the convolutional neural
network. Each classiﬁer and convolutional neural network
were trained and tested, respectively. The overall process of
malicious encryption traﬃc detection method and experiment is shown in Figure 2.
In this paper, gradient boosting classiﬁer, random forest
classiﬁer, and AdaBoost classiﬁer are adopted, respectively,
for training and detection, and the experimental results
show that the detection results obtained by random forest
classiﬁer are better. The random forest itself is a kind of
integrated learning method, and the results are obtained by
voting. Therefore, based on this idea, this paper uses the
ensemble learning method to combine multiple classiﬁers to
form the ensemble model. Ensemble learning is to combine
the above multiple weak supervised models in order to
obtain a better and more comprehensive strong supervised
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model. The underlying idea of ensemble learning is that even
if a weak classiﬁer gets a wrong prediction, other weak
classiﬁers can correct the error back. It is a meta-algorithm
that combines several machine learning techniques into a
prediction model to reduce bagging and increase or improve
the prediction stack. In the experiment, gradient boosting
classiﬁer, random forest classiﬁer, and AdaBoost classiﬁer
were adopted, and XGBoost classiﬁer was combined with
ensemble training. XGBoost has the characteristics of fast
speed, good eﬀect, and large-scale data processing, and
XGBoost is an integrated learning framework with high
accuracy, which is an eﬃcient implementation of the GB
algorithm. The ﬁnal output of the ensemble learning model
also adopts a voting scheme. The experimental results show
that ensemble learning is better than single classiﬁer
training.
There are two options for convolutional neural networks:
one is two-dimensional convolution, and the other is onedimensional convolution based on eigenvectors [11, 19, 20].
The two-dimensional convolution ﬁrst reconstructs the eigenvectors into single-channel matrices of the same size and
then carries out the two-dimensional convolution. The experiment uses a variety of schemes from classical network
structure (AlexNet, etc.) to specially designed network
structure. However, in the course of the experiment, the
following two points were found:
(1) When a simple network structure is adopted, its
convergence speed is very fast [21], and it can achieve
a very good eﬀect on the training set (the accuracy
rate tends to be close to 1), but the performance eﬀect
on the test set is very poor (the accuracy rate is less
than 0.5), that is, the phenomenon of overﬁtting.
After trying the processing methods including but
not limited to dimension reduction, regularization,
and simpliﬁed network, they cannot get better
improvement.
(2) When a complex network structure is used, the
convergence speed is slower, and even there are
many iterations (more than 30 times), while the
accuracy rate remains unchanged. The results obtained on the training set are similar to those obtained on the test set. However, the performance
eﬀect is generally poor compared with the ensemble
learning scheme of machine learning (the accuracy
rate is about 0.7).
Therefore, the two-dimensional convolution scheme is
ﬁnally abandoned and one-dimensional convolution is
adopted.
The encrypted traﬃc data are converted through the TFIDF model, and the output is a sparse matrix with the size of
3000 × 906069. For each classiﬁer of machine learning,
including the ensemble learning model, there is no need to
carry out a lot of computational ﬁttings, so most machine
learning algorithms are not limited to the size of the data set,
and the general memory can meet the requirements.
However, for the convolutional neural network, because
each layer of the CNN network needs a lot of calculation, if
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0.000000 192. 168. 32. 88 → 193. 104. 215. 6. . .
…
0.000000 192. 168. 211. 158 → 83. 136. 254. . . .
0.000000 192. 168. 223. 125 → 185. 166. 128. . . .
0.000000 192. 168. 121. 72 → 203. 208. 40. 1. . .
0.000000 192. 168. 37. 60 → 203. 208. 41. 97 . . .
0.000000 192. 168. 57. 165 → 199. 255. 27. 1. . .

TF-IDF transformation
…
1 TF (192): N (192)/SUM
192

2 IDF (192): log N + 1/N (192) + 1
3 192: TF (192)∗IDF (192)

0.10454519907574703

…

Refactoring features
0.03757850471372443
0.017870790596428838
0.017863124310444987
0.07349226826094495
0.10454519907574703
0.10454519907574703

..

3000 × 906069

..

(0, 815390)
(0, 354883)
(0, 903350)
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(0, 759307)
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(2399, 774772)
(2399, 774761)
(2399, 855118)
(2399, 787750)
(2399, 786641)

0.007719874437118173
0.028594328112202725
0.028594328112202725
0.03708029515038004
0.011625981788500392
0.013418652701634073

Figure 1: TF-IDF model is used to extract text information and reconstruct features from data sets.

the amount of data is too large, the general memory cannot
meet the demand, and the training time will be greatly
improved. Therefore, the feature dimension reduction
method must be used to reduce the dimension of the data
set. In this paper, Truncated SVD [22] method is used to
carry out characteristic dimension reduction of data. Using
Truncated SVD, the original feature matrix with size
(number of texts and number of terms) is transformed into a
new feature matrix with size (number of texts and number of
topics). It is very suitable for data dimensionality reduction
in the later stage of the TF-IDF model. The convolutional
neural network structure in this paper consists of 13 layers,
including the convolutional layer, the activation layer, the
pooling layer, the dropout layer, the ﬂatten layer, and the
dense layer. Dropout layer is added to network results to
prevent model overﬁtting. Add the ﬂatten layer to convert
multidimensional data to one-dimensional data. Finally,
according to feature combination, the dense layer is added to

classify, which greatly reduces the inﬂuence of feature position on classiﬁcation.
2.4. Parameter Selection. For the ensemble learning model, it
is mainly to adjust the parameters of each classiﬁer. For the
AdaBoost classiﬁer in the ensemble model, it is mainly the
decision tree classiﬁer. Because this paper is dichotomous
and the data sample is small, set max_depth to 2 and the rest
to the default. Then set the maximum number of iterations
of the weak learner, n_estimators, to 500. For the random
forest classiﬁer, the number of subtrees is set to 500, and the
experiment shows that the eﬀect is counterproductive when
n_estimators are greater than 500. Gradient boosting classiﬁer and XGBoost classiﬁer are both using the default
parameters. For a convolutional neural network, it is mainly
about the design of iteration times and network structure. In
the convolutional neural network, the convolutional layer of
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Figure 2: After the input of the training data, the results were
obtained by training the data through ensemble learning and CNN,
respectively.

the ﬁrst few layers has a small proportion of the number of
parameters, but a large proportion of the computational
amount. The fully connected layer behind the network is just
the opposite. Most CNN networks have this feature.
Therefore, we should focus on the convolutional layer when
carrying out computational acceleration optimization; when
optimizing parameters and trimming weights, the focus
should be on the full connection layer.

3. Results and Discussion
3.1. Data. This data set is derived from the malware and
normal software collected from February to June 2020,
which are operated by the sky dome sandbox of QiAnXin
Technology Research Institute and ﬁltered and generated
by collecting the traﬃc generated. The malicious traﬃc
deﬁned in this data set is the encrypted traﬃc generated by
malware (all of type exe), and the white traﬃc is the
encrypted traﬃc generated by normal software (all of type
exe). The traﬃc content is TLS/SSL packets generated by
port 443. The black sample in the training set is the
encrypted traﬃc of malware captured from February 2020
to May 2020, and the black sample in the test set is the
encrypted traﬃc of malware captured in June 2020. All the
white samples are normal software-encrypted traﬃc captured in 2020.
The experiment has a total of 3000 data packets, including 1500 black and white data, respectively. The experiment adopts data of 28 parts; namely, 2400 black and
white data are selected as training data and 600 black and
white data are selected as test data. Since the data set is a
PCAP packet, the packet should be parsed ﬁrst. In this
experiment, Wireshark software was used to analyze the data
packets. Wireshark software includes the command-line tool
tshark, which can extract the desired PCAP packets by
command. After analyzing PCAP data packets, data cleaning
is required. Data cleaning is mainly to ensure that the

collected data have a positive impact on the model. Any
wrong data in the data set may have a great impact on the
model construction process and the performance of the
model.
When the encrypted traﬃc data set is large, there may
be duplicate data, so we need to delete duplicate data and
keep only one data. For the data set in this paper, there is
basically no problem of data duplication. However, in the
process of data conversion, it is inevitable that a small part
of data will be wrongly copied, resulting in data duplication. This paper uses the method of matching the content of
the malicious traﬃc ﬁeld to deduplication. The parsed,
deduplicated data ﬁles are then organized as DataFrame,
marked with black and white labels, and shuﬄed out of
sample order. Among them, the malicious traﬃc sample
data are marked as 1, and the benign traﬃc sample data are
marked as 0.
3.2. Assessment. In this paper, confusion matrix, accuracy,
ROC curve, and AUC value were used to evaluate the experimental results. An obfuscation matrix is used to visually
display the classiﬁcation situation, and the detection results
can be visually displayed for binary classiﬁcation problem
such as encrypted malicious traﬃc detection. The speciﬁc
deﬁnition of the confusion matrix is shown in Table 1.
As shown in the table, TP indicates that the predicted
value of the model is a benign sample, and the actual value is
also a benign sample. FP indicates that the predicted value of
the model is a benign sample, while the actual value is a
malicious sample. FN indicates that the predicted value of
the model is malicious samples, while the actual value is
benign samples. TN indicates that the predicted value of the
model is malicious traﬃc and the actual value is also
malicious traﬃc. Accuracy, ROC curves, and AUC values are
calculated on the basis of the confusion matrix.
On the basis of the confusion matrix, it can be extended
to accuracy, which is our most common evaluation index,
and it is easy to understand, namely, the number of samples
divided by all the samples. Generally speaking, the higher the
accuracy, the better the classiﬁer. The accuracy calculation
formula is as follows:
ACC �

TP + TN
,
P+N

(3)

ACC represents the proportion of all correctly judged results
of the model to the total observed values, where P + N
represents the total number of use cases. TP and TN are the
number of correctly classiﬁed samples.
Receiver Operating Characteristic (ROC) is a curve
drawn on a two-dimensional plane, whose abscissa is the
false positive rate (FPR) and the ordinate is the true positive
rate (TPR). For a classiﬁer, we can get a TPR and FPR point
pair based on its performance on the test sample. Thus, this
classiﬁer can be mapped to a point on the ROC plane. By
adjusting the threshold used by the classiﬁer, we can get a
curve that goes through (0, 0) and (1, 1), which is the ROC
curve of the classiﬁer. The calculation formulas of abscissa
and ordinate are as follows:
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Table 1: General situation of each classiﬁer.

Data processing method

Classiﬁer
Gradient boosting
Random forest
AdaBoost
Ensemble learning
CNN

TF-IDF
TF-IDF + SVD

FPR �

FP
,
Nall

Characteristics
Slight time, a bit poor result
Long time, a bit good result

(4)

TP
TPR �
.
Pall
In the formula, Nall represent the total number of
negative samples and Pall represent the total number of
positive samples. An example of ROC curve is shown in
Figure 3,
Curves A and B in the ﬁgure represent the two classiﬁcation models, respectively. It can be judged from the
ﬁgure that the model represented by curve B performs
better than model A. Meanwhile, the value of AUC is
equal to the area of the graph under the ROC curve.
Generally, the larger the AUC value is, the better the
model eﬀect is. In Figure 3, the AUC of model A is smaller
than that of model B, so the realization eﬀect of model B is
better.
3.3. Experimental Results. After extracting keywords and
reconstructing data sets from the TF-IDF model, gradient
boosting classiﬁer, random forest classiﬁer, AdaBoost
classiﬁer, and classiﬁer integrated with multiple classiﬁers are trained, respectively. Then, after the feature
dimension reduction of the reconstructed data set, onedimensional convolution CNN was input for training
detection. At the same time, the source encrypted traﬃc
data set uses One-Hot Encoding and then is input to the
above classiﬁer and CNN network training and detection.
The accuracy and AUC values of the trainer and the
convolutional neural network model obtained from the
above experiments when testing the input test data are
shown in Table 2.
It can be seen from Table 3 that, in the case of the same
selected classiﬁer and network structure, the encrypted
malicious traﬃc detection method based on TF-IDF is
signiﬁcantly better than the detection method based on OneHot Encoding. When the input data are all processed by the
TF-IDF model, the detection eﬀect of ensemble learning is
better than that of other single classiﬁers. The detection eﬀect
of the convolutional neural network is better than that of the
machine learning-based classiﬁer, but the diﬀerence is not
signiﬁcant.
Table 4 shows the training time of each classiﬁer. It can
be seen from the table that the training time of the data
processed by the TF-IDF model is signiﬁcantly longer, and
the more complex the network structure is, the more the
training time is needed. Because ensemble learning is

B
A

TPR

FPR

Figure 3: ROC curve diagram.

composed of many other classiﬁers, its training time will also
increase signiﬁcantly. Because of its complex network
structure and a large amount of computation, the training
time of CNN will also increase.
The confusion matrix obtained by TF-IDF based on the
ensemble learning detection method is shown in Figure 4.
After model training, 600 pieces of test data were input,
among which 240 pieces of data were correctly predicted as
benign samples and 317 pieces of data were correctly predicted as malicious traﬃc.
The ROC curve and AUC value obtained by the detection method based on TF-IDF-based ensemble learning
are shown in Figure 5:
According to the ROC curve, the detection eﬀect of the
model is good, and the AUC value also reaches 0.929.
Because CNN has a better capability of feature extraction, its performance is better than ensemble learning. After
the test, batch_size was set as 1000, and epoch was set as 30.
In the 25th iteration, the model accuracy and loss changed
little and tended to converge. Experimental results show that
increasing the number of iterations will lead to a decrease in
the performance of the model on the test set, and there is a
tendency of slight overﬁtting. The changes in accuracy and
loss values of its training set and test set are shown in
Figure 6.
As shown in the ﬁgure, the accuracy rate of the training
set tends to 1, showing a tendency of overﬁtting, but the
accuracy rate of the test set tends to 0.933, and the eﬀect is
beyond reproach. Compared with the classiﬁer based on
machine learning, the training time of convolutional neural
network is greatly increased, and it has certain requirements
on the size of the data set.
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Table 2: Confusion matrix deﬁnition.
Actual category

Predicted class

True (1)
True positive (TP)
False negative (FN)

True (1)
False (0)

False (0)
False positive (FP)
True negative (TN)

Table 3: The detection accuracy and AUC value obtained by diﬀerent methods.
Detection method
Gradient boosting
Random forest
AdaBoost
Ensemble learning
CNN

Accuracy (TF-IDF)
0.880
0.922
0.918
0.931
0.933

Accuracy (encoding)
0.487
0.492
0.497
0.492
Huge

AUC
0.873
0.918
0.918
0.929
∗

Table 4: Training time of each classiﬁer.
Detection method
Gradient boosting
Random forest
AdaBoost
Ensemble learning
CNN

Training time (TF-IDF) (s)
46
83
578
3537
752

Training time (encoding)
0.4 s
6.5 s
3.3 s
11.27 s
Huge
1

0

240

26

1

17

317

True label

0

Predicted label

Figure 4: The confusion matrix of experimental results of ensemble learning.
1.0
0.8
0.6
0.4
0.2
0.0
0.0

0.2

0.4

0.6
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AUC = 0.929

Figure 5: The ROC curve and AUC value of the experimental results of ensemble learning are obtained.
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Figure 6: Loss value and accuracy value of CNN’s experimental
results.

4. Conclusions
Traditional detection methods, such as pattern matching, are
diﬃcult to deal with encrypted traﬃc data. With the development of machine learning and deep learning, the
problem of encrypting data can be easily solved. At present,
the detection of malicious encrypted traﬃc mostly adopts
the method of machine learning. Although the detection
method based on machine learning does not need to decrypt the encrypted traﬃc and is fast, it requires professionals to analyze and process the traﬃc data, which costs
manpower and time. And the proposed detection method is
based on the TF-IDF model, because the TF-IDF model
does not care about the speciﬁc meaning of the data set, it
replaces keywords in the source data with numbers that are
calculated by their importance, so the detection method
based on TF-IDF model not only applies to the malicious
traﬃc detection but also can be used in other ﬁelds related
detection, such as malicious code detection. It has strong
generalization and accuracy. If the classiﬁer model or
neural network is adjusted and changed in the later stage, it
is not necessary to limit the processing of the data set and
information extraction. However, the detection method
based on TF-IDF does not cover a comprehensive ﬁeld,
because the TF-IDF model simply measures the importance of a word by “word frequency,” which is not comprehensive enough. Sometimes, important words may not
appear many times in some data sets. In addition, the TFIDF algorithm cannot reﬂect the position information of
words. The words appearing in the ﬁrst position and the
words appearing in the second position are regarded as
having the same importance, which is not accurate, and this
should be taken into account in the case of diﬀerent data
sets.
The feature vectors reconstructed by the TF-IDF model
are very sparse. This directly results in the resulting new data
set being several times larger than the source data set. As the
amount of data increases, memory consumption increases,
leading to a signiﬁcant increase in training time. For

machine learning algorithms, the eﬀect of data set size is less
than that of neural network. For the convolutional neural
network, due to its large amount of computation and limited
by the size of the data set, there is still room for improvement
in the early feature engineering processing. The experiment
tried to compress the matrix, but it backﬁred. The following
work will be improved from matrix compression, feature
extraction, feature selection, and other aspects. With the
further expansion of the size of the data set, if the Truncated
SVD dimension reduction method cannot improve the efﬁciency of model construction without having a small impact on the accuracy of model recognition, then other
schemes need to be reconsidered. Therefore, in the case of
insuﬃcient hardware conditions, the encrypted malicious
traﬃc detection method based on the TF-IDF model is more
suitable to use the classiﬁer based on machine learning.
Although the integrated learning model in machine learning
is slightly inferior to the CNN in deep learning, the machine
learning algorithm does not need to deal with the sparse
matrix generated by the TF-IDF model and can retain the
source data information to the maximum extent, with an
accuracy rate of 0.93. Although the classiﬁer based on ensemble learning has relatively high accuracy, the classiﬁer
based on ensemble learning has a disadvantage compared
with a single classiﬁer, which is signiﬁcantly longer training
time. In the case of abundant hardware resources, CNN has
obvious advantages regardless of whether the sparse matrix
is compressed [23–26].
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