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Software-defined networking is an evolving network architecture beheading the traditional network architecture focusing its
disadvantages in a limited perspective. A couple of decades before, programming and networking were viewed as different
domains which today with the lights of SDN bridging themselves together.'is is to overcome the existing challenges faced by the
networking domain and an attempt to propose cost-efficient effective and feasible solutions. Changes to the existing network
architecture are inevitable considering the volume of connected devices and the data being held together. SDN introduces a
decoupled architecture and brings customization within the network making it easy to configure, manage, and troubleshoot. 'is
paper focuses on the evolving network architecture, the software-defined networking. Unlike a generic view on the evolving
network, which makes work as a review, this work addresses various perspectives of the architecture leaving it an intermediate
work in between the review of the literature and implementation, contributing towards factors like the design, programmability,
security, security behaviors, and security lapses. 'is paper also analyses various weak points of the architecture and evolves the
attack vectors in each plane leaving a conclusion to further progress towards identifying the impacts of the attacks and proposing
mitigation strategies.

1. Introduction

With the increased requirements, the connected devices over
a period of time suffocates in executing its operations as
intended. Being many reasons stated for this condition,
listing a few proven causes as such the volume of data, the
exponential increase in connected devices, and the need for
high-speed processing of data. In addition to all these op-
erational factors, security is being one of the highlighted
reasons throughout this scenario as it voids any mitigation
proposals in the recent past [1].

'is paper addresses the existing architecture of the
connected devices and the recent developments held over

the past decade to mitigate the suffocation. Focusing on the
recent developments, there are various exciting proposals, in
which this paper addresses one of the proposals which is
software-defined networking (SDN). In the domain of
networks, the SDN approach is considered as another
trending endeavor to address the existing challenges faced in
the traditional connected devices [2].

As it is one of the evolving architectures, various flaws
were identified in the due course and were made open to the
research forums to come up with mitigation methods. 'ese
flaws again focus on various operations within the network
models. To be more precise in achieving both quantitative
and qualitative progress in the work, this work funnels down
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after its discussion on traditional network architecture and
SDN architecture into the security aspects. As there is al-
ready adequate proven research on the security aspects of
traditional network architecture, this paper limits itself to
focusing on the security aspects of SDN architecture. Further
funneling down, within the security aspects of SDN archi-
tecture, this work concentrates on identifying and
addressing the security problems on the grounds of the
application layer in the architecture [3].

'us, this work concludes by bringing in a spotlight on
one of the key security issues in the trending SDN
architecture over the past decade leaving scope for further
research on mitigating the issue. 'is key security issue is
unique to the SDN architecture as it is a possibility because
of the architecture’s decoupled approach in dealing with the
systems and its feasibility to support programmability
features. 'e flow of this paper is structured as stated in
Figure 1. It starts from introducing the evolving network
architecture and its efficiency towards network program-
mability followed by its various security issues and factors
within the SDN architecture and diving towards the vital
part of this work and analyzing the security issues, its types,
and impact. 'is paper in its final part concludes by leaving
progressive pathway for other researchers to move forward
and propose various solutions to mitigate the addressed
security issue effectively.

2. Evolving Architecture: In the Perspective of
Design and Programmability

'ere are two deviant points that have to be made clearer
while discussing and understanding the evolving network
architecture. 'is section will walk through and help to gain
crystal clear insights on the two aspects of evolving network
architectural design. While thinking out of the box from the
existing traditional network architectural (Banjar et al. [4])
design, the main focus could be to overcome the problems
which are currently experienced such as exponential growth
of the connected devices, the volume of data it generates, and
the capacity of the devices to manage the overwhelming data
which successively could be categorized within quality of
service, load balancing, resource management, and Sse-
curity.'ere are various international standards, proprietary
protocols, and algorithms implemented in the existing
network architecture to overcome the above-stated issues
[5]. 'ey, at one point, execute or function as anticipated
overcoming the problems. However, in another dimension
or perspective, they further make the network architecture
more complex.

'e networking domain, a couple of decades ago, was in
a similar situation but for a different problem. 'e depletion
of IPv4 addresses leads to the design of IPv6 protocol. Even
though the problem was well mitigated by proposing the
most secured and scalable IPv6 addressing scheme, it stills
raises challenges in completely adopting IPv6 and aborting
IPv4 [6]. It took over the next decade after the solution being
proposed on a problem to effectively implement in the real-
time operations not completely but at least to a wide level.
'is experience is kept in consideration while new scopes

were defined to the current problems or issues being faced in
the network architecture.

To overcome the complexity of the existing network
architecture, a new approach is proposed, which is the
network programmability. 'is is a feature that allows or
supports programmability within a network helping to
overcome resource management issues, security, and so on
by programming and virtualizing [7] the network. So far
before this concept, programmability and virtualization are
supported within the network architecture at a limited scale.
If they are already available, the difference is it was already
available but not customizable. 'is statement helps to
clarify a commonmyth that programming and virtualization
are new concepts. Network programmability comes with a
combination of various entities like the architectures, the
protocols, support towards multiple programming lan-
guages and scripts, web coding tools, and the application
programming interfaces. 'ese entities help in a different
order at different levels within the network to establish
communication within the network devices in a compara-
tively simple way to the existing traditional network ar-
chitecture [8].

'e protocols like OpenFlow are used in network pro-
gramming where it places itself as an intermediate between
the programs and the forwarding devices to establish
communication. Similar to the protocols, network pro-
gramming also supports multiple programming languages
and scripts like C, C++, Java, and Python. Along with these
supportable resources, the network programming is also
enriched with the web interface called REST application
programming interface and with a collection of library
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Figure 1: Diagrammatic representation of the work.
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resources, the JAVA API (ARC). 'ese entities add a strong
core to network programming leveraging it to subdue the
existing legacy traditional network architecture.

On addressing the capacity of overpowered network
programming ability which exhibits a completely different
face of a network domain, the other deviant is also equally
placed amongst the interest of an infinite research com-
munity, which is software-defined networking. 'e history
of software-defined networking leaves traces and tracks of
various attempts which were made in over 30 years since
now in overcoming the issues and complexity of traditional
network architecture design. Various projects like GeoPlex
[9] an initiative of ATandTand Supranet Transaction Server
[10] from Ericson in the early 2000’s are evidences of the
traces and tracks.

Software-defined networking could be reckoned as a
further enhancement of the network programming, which is
intended to facilitate the network with software programs
more efficiently. 'e statement “efficiently” is deliberately
stated here because of the approach of software-defined
networking’s decoupled architecture. Software-defined
networking architecture decouples the root of traditional
network architecture [11], the control, and the data plane.

Even though various attempts were made in the past, the
term software-defined networking was coined in the late
2000s and supported by open network foundation [12] since
2011. ONF is an international consortium led by a group of
over 200 companies as members to formulate standards and
make the new approach more viable. Similar to ONF is the
Open Day Light which also focuses on ensuring various
common industry standards [13]. Talking about the stan-
dards, OpenFlow is a standard proposed by ONF which
helps in establishing communication between the data and
the control plane. Open Stack is another software platform
that focuses on cloud computing to facilitate infrastructure
services as and when required [14, 15].

Figure 2 clearly states the decoupled architecture. 'e
forwarding devices are separated from the controlling de-
vices in the architecture facilitating an eagle-eye view and
control over the network. 'e software-defined networking
architecture works with the physical devices disassociated
from the controller [16]. 'e physical devices, like switches
in the network, are only forwarding devices that would
predominantly reduce the complexity of resource utilization
and controllability of the network.

'e controller, as its name states, would control the
network by sending instructions to all the forwarding de-
vices based on the updated topology view and the commands
executed by the applications which are customized as per the
network sitting over the controller. 'e main purpose of the
controller would be to initially configure the network,
manage the network, and monitor and troubleshoot the
network if required [17]. 'e API’s help in communicating
between the controller and the data plane, in this case, is
OpenFlow and marked as Southbound API.

'ese intended operations of the controller like con-
figuring, managing, and monitoring would be automated
using customized programming features by the applications
sitting above the controller in the application plane. 'e

communication between the application and the controller
is marked as northbound API. However, compared with the
standards established within the Southbound API’s, the
Northbound APIs still lag behind and are more vendor-
specific APIs.

By stating the architecture of software-defined net-
working and the capabilities of network programming
marking with the existing traditional networking architec-
ture, this paper has clarified the two deviant points cate-
gorizing the evolving network architecture. In the upcoming
sections, the security aspects are discussed with adequate
merits [18].

3. Evolving Architecture: In the Perspective of
Security, Behavior, and Lapses

Being in the position of evolving network architecture, the
SDN architecture brings in various advantages compared
with the traditional networking architecture. As discussed in
the previous section, the decoupled design itself is an added
advantage in the aspect of security [19]. Because of its
decoupled design, the controller places itself in a dominant
position having an eagles-eye view over the network and able
to control the flow of data. Controlling the data flow includes
various factors of operating a network including inspecting
the packets entering the network and balancing the load
within the forwarding devices.

'is centralized control point of SDN architecture allows
to effectively respond to security flaws within the network
comparing to the traditional network architecture. Focusing
on security becomes a very important point irrespective of
the size of the network, the volume of data being handled
within the network, and so on. In a generic perspective, a
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Figure 2: SDN architecture.
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network’s capabilities would be measured based on its
resilience, redundancy, availability, scalability, resource
utilization, and so on. However, all these metrics will be void
if the network is vulnerable to attacks [20]. 'is brings the
importance to analyze the behavior and lapses with respect
to security measures within the SDN architecture.

'is evolving architecture has centralized control, which
could be an advantage in responding to any vulnerabilities.
In the same way, the network as a whole is controlled in a
central architecture, and an attack on the centralized con-
trollers would in no time bring out the network. In this case,
the advantage of SDN architecture on all aspects compared
with the traditional networking architecture itself becomes a
weak point in the perspective of security [21]. To understand
the infrastructure more precisely in the aspect of security,
the behavior of the architecture in the view of handling data
within the networks needs in-depth view [22].

In SDN architecture, the packet when ingresses towards
the interface matches with the forwarding device’s flow table.
When a successful match is found in the flow table, based on
the information related to the path of the destination, the
packets will flow through the network. When there is no
match in the flow table with the ingress packets, they will be
tagged with a “packet-in” message and will be forwarded to
the control plane. 'e controller, based on its information
received through the customized applications and the
protocols, will forward the packets to the network by
updating the forwarding devices’ flow tables in the data
plane. 'is behavior of SDN architecture is the advantage
that overcomes the traditional network architecture by its
efficient data flow within the forwarding planes.

'is brings in the valid point deliberately showing
multiple points within the SDN architecture where the
decision of data movement depends on [23]. 'ese are
classified as different scenarios so that the lapse of the ar-
chitecture in the aspect of security or, in other words, the
weak points and vulnerabilities could be identified. To
further address the security vulnerabilities within the ar-
chitecture and to pave the way for future scope of this work
entropy-based algorithms [24], machine-learning ap-
proaches and genetic algorithms [25] could be considered
within the architecture.

SDN security scenario classified in Table 1 helps to
understand the lapses within the SDN architectures all hi-
erarchical levels in a briefer overview. In the study by Casado
et al. [26], looking in-depth within each plane could pave a
path to discuss and analyze various weak points which could
be distinguished as subweak points within the different
planes. Not only the weak points but also the attacks could be
analyzed and determined if the lapses are identified. As this
paper purposes to address the SDN architecture’s security
aspects and paves a pathway to address the security issues,
this part skips the in-depth analysis of the weak points
within each plane [27, 28].

Based on the above analysis relating to the architecture of
the evolving SDN architecture, its design, programmability,
behavior, and lapses, it is clearly visible that each hierarchical
planes are vulnerable and are exposed to attacks which in-
turn potentially reduces the overall efficiency of the

architecture [29]. In the next section, the above-briefed
scenario is taken, and the possibilities of attacks and its types
are discussed concluding the work opening to future re-
search contributions in mitigating the attacks and enhancing
the evolving network architecture.

4. Evolving Architecture: Possibilities of
Attacks, Types, Outcomes, and Analysis

'e views from various existing literatures depict the current
situation of the evolving network architecture. After con-
sidering the facts from the various research literatures,
continuous assessments are done thoroughly in this work
reckoning the architecture of software-defined networking
architecture, and weak points were identified in all the hi-
erarchical levels of the architecture. Continuously
addressing the weak points does not constitute that SDN
architecture is inefficient. [30]. 'e weak points and other
discussions are majorly focused on the security aspects of the
network and not the potential network operations and
functions. Comparing to the traditional network architec-
ture, the evolving SDN architecture overcomes the existing
problems more efficiently. 'e need here is to enhance the
security flaws to make the network more productive and
secured [31].

In the earlier section, the identified weak points are
further analyzed to look out for the possibilities of attacks,
their type, and the impact that they could cause on the
efficient functioning of the network. As stated during the
beginning of this work, this part of the work remains the
vital part discussing precisely the attacks, their types, and the
impact they could cause to the entire network paving a path
to further analyze each and every type of attack stated and
work further to propose mitigation strategies to each type of
attacks [32, 33].

In today’s scenario, where attacks are peeking in a sky
rate, the pandemic situations around the globe [34] also
provide more flexible endurance for the attackers to succeed.
A couple of years ago, today’s situations like working from
home and accessing cloud storage were not considered as an
aspect within the infrastructure. [35]. 'is obviously forces
the organizations to increase their budgets in infrastructures
and its security. 'is proportionally increases the chances of
the existing network architectures to move towards evolving
network architecture irrespective of its size, being an en-
terprise, data centers, SoHo networks, and so on.

Keeping this current situation in mind, this work
progresses in categorizing various types of attacks focused
on this evolving network architecture. 'e categorization is
done based on the reviews of the existing literature that
addressing the types of attacks [36]. Based on the reviews, all
the possible attacks in the evolving architecture are matched
with the above-stated identified weak points in the archi-
tecture, and the following types or branches are arranged.
'ey are arranged into six categories such as (1) Access
Problems, (2) Data Outflow, (3) Denial of Service Attacks
and Distributed Denial of Service attacks, (4) Data Alter-
ations, (5) Misconfigurations, and (6) Malicious Applica-
tions which are the overall categories [37].
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'ese above categorized attacks are specific and could
potentially make software-defined networking architecture
vulnerable; however, the vulnerabilities are not limited to the
above-stated attacks alone. Further adding values and
contributing towards the work, fewmore possible attacks are
listed here including compromising admin credentials,
network manipulation, and man-in-the-middle attacks
which might lead to activities like capturing the packets and
analyzing the packets for enhanced attacks, session-related
attacks, compromised applications, and the APIs. An op-
timized design [38] is vital to mitigate these categorized and
noncategorized attacks.

If and in case the evolving network architecture fails to
take appropriate security mitigation methods focusing on
the above-stated attacks [39], the networks are very viable
and easy to get exposed to these attack vectors. Based on the
categorized and discussed attack types, to further analyze the
outcome of these attacks, they are further placed over the
architectures’ weak points identified in the earlier section.

'e SDN attack analysis described in Table 2 gives a
detailed view on the overall analysis of the types of attacks,
their impact, and the outcome within the SDN architecture.
With a clear view of the weak points placed at different
positions within an SDN architecture, it would now be a
comparatively convenient approach to further classify and
move out to proceed with various methods of mitigation.
Various algorithms [40] at different levels for different
purposes could be considered in enhancing the security
within the architecture. Considering the intensity of these
diversified attackmethods and their scopes, more automated
and advanced technologies like artificial neural network [41]
approach could also be considered in effectively mitigating

the weak points. 'is paper with above classifications made
would help diverse technology researchers to showcase their
skillset [42] in mitigation approach.

5. Conclusion

'is work concludes after the analysis of various types of
attacks, classifying them based on the architectural levels of
SDN gives a broader view to understand and move forward
in mitigating the attacks, thus making a unique represen-
tation.'is work also underlines the attacks and their impact
on the evolving network architecture that the SDN archi-
tecture is exposed to various attacks and those attacks are
similar to the legacy networking architecture. 'is again
places the research at the starting point of the problemwhere
the evolving SDN architecture is also vulnerable to the attack
vectors to which the traditional network architecture is
exposed too. As a fact of analysis and thorough literature
studies, it is an unfortunate yes until the first point making
the statement “exposed to similar threats” true. However,
that does not mean that the whole research towards the
evolving network architecture is forced to come back to a
point where it started because, even though both these ar-
chitectures are exposed to similar kinds of attack vectors,
and the evolving architecture, SDN always has an upper
hand advantage in mitigating these attacks. 'e decoupled
architecture of SDN is its advantage adding along with the
programmability and interoperability features. 'e disad-
vantage of this evolving network architecture will exist if it
fails to take appropriate security mitigation methods fo-
cusing on the above-stated and discussed attacks. To con-
clude the work, furthermore research works should focus on

Table 2: SDN attack analysis focusing on each level.

SDN architecture Attacks vectors on each level of the SDN architecture

Data plane ⁃ 'e data flow within the network could be forged and redirected
⁃ Manipulating session maintenance between the devices

Control plane
⁃ SDN services could be denied to the network causing a denial of service/distributed denial of service

⁃ Compromised network topology information
⁃ 'e network could be manipulated because of its centralized and distributed controller attributes

Application plane ⁃ Legitimate applications could be compromised and manipulated
⁃ Misconfigurations within the legitimate applications

Combination of all
planes

⁃ Majority of the attacks could be initiated using compromised trusted networks causing distributed denial of
service

⁃ Sniffing the packets to gain network information
Interfaces ⁃ Exploiting the application programming interface

Table 1: SDN security scenario.

Possible security weak points Reason to classify weak points

Flow table—data plane
'e flow table in the forwarding devices, if compromised, will mislead the ingress and egress data flow in
the network and could cause vital damage irrespective of how scalable, resilient, redundant, and efficient a

network is.

Controller—control plane
'e controller, as addressed earlier, being the central authority could cause a high impact over the flow of
the network if compromised (in this case, we are discussing more focused on a single controller scenario;

however, an SDN architecture could support distributed controllers within a network).
Applications—application
plane 'e applications which are customized for the network could lead to a devastating result if compromised.
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identifying the operation of attacks in each attack vector
focusing on the various planes and proposing an effective
mitigation solution.
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