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(e traditional malicious uniform resource locator (URL) detectionmethod excessively relies on thematching rules formulated by
the network security personnel, which is hard to fully express the text information of the URL. (us, an improved multilayer
recurrent convolutional neural network model based on the YOLO algorithm is proposed to detect malicious URL in this paper.
First, single characters are mapped to dense vectors using word embedding, and the dense vectors are participated in the training
process of the whole model according to the structural characteristics of the URL in the method. (en, the CSPDarknet neural
network model based on the improved YOLO algorithm is proposed to extract features of the URL. Finally, the extracted features
are used to evaluate malicious URL by the bidirectional LSTM recurrent neural network algorithm. In order to verify the validity
of the algorithm, a total of 200,000 URLs are collected, including 100,000 normal URLs labeled “good” and 100,000 malicious
URLs labeled “bad”. (e experimental results show that the method detects malicious URLs more quickly and effectively and has
high accuracy, high recall rate, and high accuracy compared with Text-RCNN, BRNN, and other models.

1. Introduction

With the rapid development of Internet technology, network
crime is becoming more and more serious, which brings
heavy losses for personal network privacy and property
security [1]. However, mixing well-known URLs with
malicious URLs to cause user confusion and achieve in-
trusion attacks on the host is one of the most common attack
methods. At present, malicious URLs are detected by using
rule matching and the black-and-white list [2, 3]. But these
methods are excessively dependent on the knowledge
breadth of security personnel, which increases the possibility
of false blocking of malicious URLs. Moreover, when these
detection models are used to detect fishing URL of unknown
attack types, there will be a great probability of false blocking
or missed blocking.

To solve these problems, scholars at home and abroad have
done a lot of research studies. Anwar et al. [2] and Li et al. [4]
proposed a method combining linear and nonlinear spatial
transformation for URL recognition and detection.(emethod
significantly improves the accuracy of URL recognition and

detection using a support vector machine and neural network.
Vu et al. [5] proposed a new cost-sensitive classifier to detect
malicious URLs in large enterprise networks. (e method
classifies the input URL into benign, unknown, and malicious
and uses the cost matrix to select the most relevant features and
to control the model misclassification. It can effectively reduce
the false detection rate of the malicious URL. Yang et al. [6]
proposed a URL feature representation method based on
malicious keywords. (e method uses a convolutional gated
recurrent unit (GRU) neural network to replace the feature
collection of the original pooling layer in the time dimension,
which obtains a high-precision result. Yuan et al. [7] proposed a
parallel neural joint model algorithm for analyzing and
detecting malicious URL. (e semantic features and text fea-
tures are combined by merging parallel joint neural network
and independent recurrent neural network in the algorithm,
which can improve the detection accuracy of the fishing URL of
unknown attack types. Yang et al. [8] proposed a multidi-
mensional feature detection method for malicious URLs based
on deep reinforcement learning. (e method first extracts the
sequence features of a given URL, classifies them quickly
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through deep learning, and fuses the statistical features, the web
page code features, and the web page text features into mul-
tidimensional features for detection, which can obtain higher
detection accuracy of the malicious URL. Wang et al. [9]
proposed a bidirectional LSTM algorithm based on convolu-
tional neural network and independent recurrent neural net-
work. (e algorithm extracts the feature information of
malicious URL binary file and uses theWord2Vec algorithm to
train URL word vector characteristics and extract URL static
vocabulary features, which can improve the detection accuracy
of the malicious URLs. Chen et al. [10] proposed a multifeature
information fusion-based identification algorithm in a complex
environment, which achieves a better effect.

(ese methods are difficult to find the appropriate vector
space to represent a single character in the process of URL
numerical expression because of the randomness of the
composition characters of URL strings, which results in low
recognition accuracy of the malicious URL. A malicious
URL detection model based on the combination of multi-
layer convolutional neural network and bidirectional re-
current neural network is proposed in the paper. First, the
separated characters and the special characters are filtered by
the model according to the structural characteristics of the
URL. (en, the model unifies the lengths of all URL
characters, intercepting the longer URL and filling the
shorter URL with zero. By participating in the training of the
neural network model through the word embedding layer,
each character in the URL can be mapped into a dense vector
in the embedding space, so each URL can be represented as a
two-dimensional tensor. Next, the improved continuous
multilayer convolutional neural network, which is based on
the CSPDarknet neural network in the YOLOmodel, is used
for feature extraction. (e convolution layer in the network
uses a one-dimensional convolutional neural network to
extract the local context in the sequence. Finally, the results
of feature extraction are input into the bidirectional re-
current neural network, and the network detects malicious
URLs in positive and negative directions.

(e main contributions of the paper are summarized as
follows:

(1) CSPDarknet network model of the YOLO algorithm
is improved by the one-dimensional convolutional
neural network, which is used for feature extraction
of URL sequence

(2) bidirectional recurrent neural network is used to
process the URL sequence after feature extraction

(3) (e translation invariance of the one-dimensional
convolutional neural network is combined with the
sequence sensitivity of RNN

(e remainder of the paper is organized as follows.
Section 2 introduces the character statistics and encoding
of URL. Section 3 introduces how to combine convolu-
tional neural networks and recurrent neural networks
and proposes an improved multilayer convolutional re-
current neural network model based on the YOLO al-
gorithm. Section 4 carries out simulation experiments
and data analysis and verifies the advancement of this

method through comparative experiments. Section 5
summarizes the conclusions.

2. URL Data Preprocessing

2.1. URL String Preprocessing. (e research in this article
mainly uses the Windows system, and it is unnecessary to
match a case for any URL, so the uppercase letters in the
URL can be transformed into lowercase. (e smallest
granularity, character, is selected as the smallest processing
unit. Based on the statistics of the frequency of various
characters in a large number of positive and negative
datasets, this article deletes the low-frequency special
characters to ensure that each URL provides the most useful
information as much as possible while reducing the com-
plexity of the URLs. (is paper collects more than 400,000
URLs and counts the frequency of characters in each URL.
(e results are shown in Figure 1.(e abscissa represents the
index of the character, and the ordinate represents the
frequency of character occurrences. It can be seen from
Figure 1 that the occurrence frequency of characters after the
45th index is very low, so the characters after the 45th index
can be deleted from the URL, and the influence on the
feature information in the URL can be ignored. At this point,
the length of each URL is mostly inconsistent, so the length
of each URL needs to be standardized.(is article counts the
length of each URL in the dataset and finds that the average
length is 48 characters. (erefore, all URLs in the dataset are
uniformly processed into 48 characters in length. (e long
part is truncated, and the short part is filled with zero to
ensure that each URL has the same length.

2.2. Character Encoding. URL can be regarded as a series of
text sequences, but as most machine learning algorithms, the
deep learning model cannot directly receive the original text
sequence as input, and it can only process numerical tensor.
(erefore, how to encode the information contained in the
URL as a numerical expression is an important prerequisite
for model recognition and detection. At present, the com-
mon coding methods are based on N-gram [11], one-hot
[12], and word embedding methods [13]. N-gram is a word
segmentation method that does not preserve text order. It is
often processed in shallow natural language, while URL
detection depends on text order. One-hot encoding usually
maps the text sequence to a high-dimensional sparse tensor.
(is method cannot calculate the similarity between tensors,
and it is easy to fall into high-dimensional disaster in the
actual neural network training. However, there is a certain
similarity among malicious URLs in many cases. In order to
solve these problems, this paper uses the word embedding
method, which can integrate more information into lower
dimensions. (is paper compares the one-hot word vector
with the word embedding vector, as shown in Figure 2. In
Figure 2, each row of squares represents a character vector,
and each square with different colors represents different
values. For instance, the one-hot word vector associates each
character with a unique integer index i and converts this
integer index into a binary character vector with length M.
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(is character vector only has the value of the i-th index of 1,
and the rest are 0. In the word embedding vector, each
square represents different values. (erefore, the word
embedding vector can fully express more information in
lower dimensions than the one-hot word vector.

In order to obtain the embedding space model that maps
characters to dense vectors, this paper uses the embedding
layer to learn word embedding and to participate in the
training process of the entire neural network model. In the
process of model training, the weight parameters of the
embedding layer are adjusted through the reverse trans-
mission of the entire network.With the gradual convergence
of the whole network model, the embedding space model of
character mapping to vector will also tend to be stable, so
that the obtained embedding space structure can facilitate
the use of downstream neural network models.

3. Malicious URL Detection Model Based on
Improved Multilayer Recurrent
Convolutional Neural Network

3.1. Convolutional Neural Network. In recent years, the
neural network has achieved a major breakthrough in the
field of machine vision. One of the important reasons is the
emergence of the convolutional neural network, which
enables the neural network to perform convolution opera-
tion on images and extract information features from part of
images [14]. At the same time, one-dimensional convolu-
tional neural networks also perform extremely well in se-
quence processing, such as speech recognition and machine
translation. (is paper will realize malicious URL detection,
which also depends on the character sequence. (erefore,
this paper uses one-dimensional convolutional neural net-
work to process the character vector of URL so as to achieve
feature extraction. (e working principle of one-dimen-
sional convolutional neural networks is shown in Figure 3.

Figure 3 is a two-dimensional numerical tensor formed
by character-level vectorization of a single URL.(e window

sliding on this tensor will extract the surrounding feature
blocks at the location, and then each block does a tensor
product with the same weight matrix (or called convolution
kernel). Reusing multiple different convolution kernels will
form multiple sets of vectors, and the one-dimensional
convolution operation is completed by spatial reorganiza-
tion of all vectors.

3.2. Bidirectional Recurrent Neural Network. A recurrent
neutral network (RNN) has an additional information
memory function in its hidden layer compared with the full
connection layer. (e input of the hidden layer at each time
step includes not only the input of the current time step but
also the output of the previous time step hidden layer [15].
(is is conducive to information interaction between neural
units in the same layer and realizes the memory function of
past information. (e method of RNN processing sequence
is to traverse every element of all sequences and save a state,
respectively. (e output of the current event step is used as
the state input of the next time step to form a neural network
with an internal loop.(e RNN-specific network structure is
shown in Figure 4.

In Figure 4, Xt represents the input layer at the t-th time
step, Ot represents the output value at the t-th time step, and
St represents the state value at the t-th time step.U,W, andV
represent weight matrices. (e output value Ot is calculated
in equation (1), and the state value St is calculated in
equation (2).

Ot � g VSt( , (1)

St � f UXt + WSt−1( , (2)

where g represents the activation function of neurons in the
output layer and f represents the activation function of
neurons in the hidden layer.

(eoretically, RNN can remember all the information
that it traversed many time steps before. But practically, it is
impossible to learn such long-term dependence because of
the gradient disappearance problem. (erefore, this paper
uses long short-term memory (LSTM) to build the neural
network model. In essence, LSTM is a variant network of
RNN. It adds a method to carry information across multiple
time steps. To be specific, it allows information traversed by
past time steps to reenter the network at future time steps, so
as to solve the problem of gradient disappearance [16]. (e
unit structure of the LSTM neural network is shown in
Figure 5, which consists of forgetting gate, LSTM unit state,
input gate, and output gate.

In Figure 5, xt represents the input vector at time t, ht

represents the hidden state at time t, and ct represents the
LSTM unit state at time t. (e forgetting gate receives the
hidden state ht−1 at the previous time and the input vector xt

at the current time and transmits them to the Sigmoid
function. (e range of the output value ft is [0, 1]. If the
output value is close to 0, it means information forgotten,
and if it is close to 1, it means information retention.
(erefore, the forgetting gate determines the abandonment
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and retention of information. (e calculation process of the
output value ft of the forgetting gate is as follows:

ft � Sigmoid Wf · ht−1, xt  + bf , (3)

where Wf and bf, respectively, represent the weight and bias
in the forgetting gate.

(e input gate receives the hidden state ht−1 at the
previous moment and the input vector xt at the current
moment. (ey are transmitted to the Sigmoid function and
the Tanh function simultaneously. (e range of output value
it of the Sigmoid function is [0, 1]. (e closer the output
value is to 0, the less important the information is, and the
closer the output value is to 1, the more important the
information is. (e range of output value ct

′ of the Tanh
function is [–1, 1], which is used to output a new candidate
vector. (en, the output values of the Sigmoid function and
the Tanh function are multiplied, so that the output value of
the Sigmoid function can determine which information is
important in the candidate vector output by the Tanh
function and can be saved. (e calculation processes of the
Sigmoid function output value it and the Tanh function
output value ct

′ are shown in equations (4) and (5),
respectively:

it � Sigmoid Wi · ht−1, xt  + bi( , (4)

ct
′ � Tan h Wc · ht−1, xt  + bc( , (5)

where Wi and bi, respectively, represent the weight and bias
of the Sigmoid function in the input gate and Wc and bc

represent the weight and bias of the Tanh function in the
input gate, respectively.

(e LSTM unit state receives the unit state ct−1 at the
previous time, multiplies it with the output value ft of the
forgetting gate, and then adds the output value of the input
gate to get the cell state ct at the current time, so as to update
the unit state in the LSTM neural network. (e calculation
formula of ct is as follows:

ct � ft · ct−1 + it · ct
′. (6)

(e output gate receives the hidden state ht−1 at the
previous moment and the input vector xt at the current
moment and transfers them to the Sigmoid function. At the
same time, the obtained LSTM unit state ct is transferred to

the Tanh function. (en, the output value of the Sigmoid
function is multiplied by the output value of the Tanh
function to obtain the hidden state ht at the current moment.
(e calculation process of ht is as follows:

ht � Sigmoid Ws · ht−1, xt  + bs(  × Tanh ct( , (7)

where Ws and bs, respectively, represent the weight and bias
of the Sigmoid function in the output gate.

Malicious URL detection is strictly dependent on
character order, and LSTM recurrent neural networks are
processed in a single forward sequence. (erefore, this ar-
ticle, in order to further explore the relationship between the
future state and the past state, adopts the bidirectional re-
current neural network, which is processed in a front-to-
back and back-to-front direction, respectively [17]. Finally,
the processing results of the two are combined to achieve
more comprehensive data mining. (e implementation
structure of bidirectional recurrent neural network is shown
in Figure 6, which is mainly composed of the input layer,
hidden layer, and output layer.

In Figure 6, the first column represents the input layer of
the bidirectional recurrent neural network, and the middle
two columns represent the forward hidden state and the
reverse hidden state, respectively. (eir calculation formulas
are shown as follows:

Ft � ϕ XtW
F
xh + Ft−1W

F
hh + b

F
h , (8)

Bt � ϕ XtW
B
xh + Bt+1W

B
hh + b

B
h , (9)

where ϕ represents the activation function of the hidden
layer, Xt represents the input at time t, h represents the
number of positive and negative hidden units, WF

xh and WF
hh

represent positive weights, WB
xh and WB

hh represent negative
weights, and bF

h and bB
h represent positive bias and negative

bias, respectively. (en, the forward hidden state Ft is
connected with the reverse hidden state Bt obtained above so
as to obtain the hidden state H, and then the hidden state H
is input to the output layer Ot. (e calculation process is
shown as follows:

Ot � HtWhq + bq, (10)

where Ht represents the hidden state at time t, q represents
the number of output units, Whq represents the weight from
hidden unit to output, and bq represents the output bias.

3.3. 0e Establishment of Malicious URL Detection Network
Model. Inspired by the YOLO algorithm, this paper applies
the CSPDarknet neural network model to extract the feature
of character vectors. (e YOLO algorithm is used for image
target detection. It realizes high-precision and high-effi-
ciency real-time detection. (is article is based on the
YOLOv4 algorithm to realize the malicious URL detection of
the multilayer convolutional recurrent neural network
model. (e YOLOv4 algorithm is mainly composed of three
network components: Backbone, Neck, and Head [18]. (e
Neck network component is mainly used to generate feature
pyramids in image target detection and identify targets of
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different sizes by detecting zoom tensors of different scales.
(e Head network component is mainly used for the final
anchoring of image target detection while generating target
category probability, target score, and the position vector of
the bounding box. CSPDarknet is mainly used to extract rich
feature information from the image. It integrates the feature
information into the feature map from top to bottom and
gradually reduces the size. When using the CSPDarknet
network to extract features of the URL numerical tensor, it
can downsample the high-dimensional URL tensor to a low-
dimensional space, which improves the detection speed of
the model. Moreover, this paper uses a one-dimensional
convolutional neural network to process sequence tensor in
the CSPDarknet network. When the CSPDarknet network
learns a certain local feature on the URL sequence, because a
one-dimensional convolutional neural network has trans-
lation invariance, it can identify this local feature at any
position on any URL. When dealing with each URL, this
paper first uses word embedding to carry out numerical
vectorization with characters as the smallest unit to obtain a
two-dimensional tensor.(en, the CSPDarknet network can
be improved and applied to the preprocessing step of re-
current neural network processing sequence front-end, so as
to integrate the information after feature extraction of the
convolutional neural network, and the bidirectional LSTM is
used to identify malicious URLs. (e whole network
structure is shown in Figure 7.

In Figure 7, the model first receives the URL through
word embedding processing for character-level vectoriza-
tion to form a two-dimensional digital tensor. Each square in
the tensor represents a character vector.(e two dimensions
of this two-dimensional tensor, respectively, represent the
character length of the URL and the space vector of each
character. However, when processing multiple URLs, a

dimension is added to represent the number of URLs.
(erefore, word embedding can convert the URLs into a
three-dimensional tensor. (en, the CSPDarknet network
framework, which is mainly composed of CBM, ResUnit,
and CSPn, is used to extract the features of this three-di-
mensional tensor. (e CBM component is composed of a
one-dimensional convolutional neural network, batch
normalization, and Mish activation function. (e one-di-
mensional convolutional neural network can process the
three-dimensional tensor obtained by the URL after word
embedding. Moreover, the size of the convolution kernel of
this one-dimensional convolutional neural network is 3, and
the stride is 1. Batch standardization is to standardize not
only the input layer but also the input (before activation
function) of each intermediate layer. It is conducive to
gradient propagation [19]. (e Mish activation function is
shown in equation (11), and its shape is similar to the ReLU
activation function. However, the Mish activation function
also allows relatively small negative gradient inflow in the
case of negative values.(eMish activation function ensures
that the positive value is unbounded and avoids the phe-
nomenon of saturation.

Mish(x) � x · Tan h ln 1 + e
x

( ( . (11)

Network component ResUnit indicates residual con-
nection after two CBM operations. (e residual connection
solves the problem of gradient disappearance [20]. Its
principle is to take the output of the previous layer as the
input of the latter layer, so as to create a shortcut to let
information directly enter the deep network, which effec-
tively avoids the problems of gradient disappearance and
gradient explosion.(e calculation of CSPn components has
two processing directions.(e first processing direction is to
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Figure 6: Structure diagram of bidirectional recurrent neural network.
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calculate the input value through the CBM network. (e
calculated results are connected by n times residuals, and the
connected results are then calculated through the CBM
network. (e second processing direction is to calculate the
input value through the CBM network. But the calculated
results will be connected to the results of the first processing
direction and output. After extracting feature information
by the multilayer convolutional neural network, the ob-
tained feature sequence tensor is processed by a bidirectional
LSTM recurrent neural network, and the detection is per-
formed in two directions: front to back and back to front.
(en, the two tensors processed in two directions are spliced
into a three-dimensional tensor, which is then expanded to a
one-dimensional tensor. Finally, the output of the whole
model is realized through the dense layer and the Sigmoid
activation function. (is paper stipulates that the closer the
output of the model is to “1,” the URL is labeled as “good”,
the closer the output of the model is to “0,” the URL is
labeled as “bad”.

4. Experiment Results and Analysis

(is article collected 200,000 URLs, including 100,000
normal URLs labeled as “good” and 100,000 malicious URLs
labeled as “bad”. (is article randomly selected 90,000
normal URLs and 90,000 malicious URLs as training
datasets, and the remaining 10,000 normal URLs and 10,000
malicious URLs are treated as test datasets. Twenty per-
centage of the training dataset is selected as the validation
dataset in the process of model training.

In this paper, we use the embedding layer to learn
character embedding and participate in the training process
of the whole neural network model. (erefore, each char-
acter of URL can learn the unique spatial vector represen-
tation in the convergence process of the whole network
model. After experiments, in order to analyze the character
vector more clearly, the URL character vector is reduced to a
three-dimensional space through the PAC algorithm, as

shown in Figure 8. Each color in the figure represents a
different character. Although the dimensionality is reduced,
it can still be seen that the number charactered from “0” to
“9” are more concentrated, the alphabetic characters from
“a” to “z” are more concentrated, and the division between
digital characters and alphabetic characters is more obvious.
It can also be concluded from the actual URL that most of
the feature information in the URL is represented by letters,
and numbers are usually used to represent parameters.
(erefore, it can be considered that the character vector
obtained by model training has a good effect and provides a
good foundation for the following feature extraction and
malicious detection.

(is article uses 25 URLs for training in small batches per
round, with a maximum of 20 rounds. At the same time, in
order to avoid the occurrence of overfitting, a callback
function is added when training the model, and the
checkpoint of the model is set and terminated early. If the
target indicators monitored during the training process are
no longer improved within the specified 20 rounds, the
training can be terminated in advance, and the model weight
can be saved. (e accuracy and loss values of the model are
shown in Figures 9(a) and 9(b), respectively. (e red curve
represents the accuracy and loss values of the training
dataset, and the blue curve represents the accuracy and loss
values of the validation dataset. It can be seen from the
figures that, with the increase of training iterations, the
training accuracy and loss values tend to converge, and the
accuracy and loss values of the validation dataset are con-
sistent with the training data. It indicates that the model can
effectively identify malicious URLs.

In order to prove the advancement of the malicious URL
identification method proposed in this paper, comparative
experiments are carried out among the Darknet network
model based on YOLOv3, the traditional bidirectional re-
current neural network, the traditional recurrent neural
network, the RCNN neural network, and the neural network
based on the full connection layer. Figures 10(a) and 10(b)
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are the training process of the Darknet network model based
on YOLOv3. With the increase of the number of training
iterations, the accuracy of the training dataset and the
validation dataset are gradually increased. At the same time,
the loss value of the training dataset and the validation
dataset are gradually reduced. (e final accuracy can be
stabilized at about 94%, and the loss value can be stabilized at
about 0.19. It can be seen that the training results of the
Darknet network model based on YOLOv3 and the
CSPDarknet network model based on YOLOv4 are similar.

Figures 11(a) and 11(b) are based on the traditional bidi-
rectional recurrent neural network training process. It can be
seen that the accuracy of the validation dataset is higher than
that of the training dataset at the beginning stage, and the loss
value of the validation dataset is lower than that of the training
dataset. However, with the increase of iterations, the accuracy of
the validation dataset is gradually lower than that of the training
dataset, and the loss value of the validation dataset is gradually

higher than that of the training dataset. (ese indicate that
overfitting occurred in the later stage of the model training, and
the generalization ability of the model is reduced.

Figures 12(a) and 12(b) are neural network model
training process based on RCNN. It can be seen from the two
figures that the whole model no longer improves in the ninth
iteration of training, that is, it tends to be convergent and
stable. (e accuracy of the validation dataset is stable at
about 92%, and the loss value is stable at about 0.22. It can be
also concluded that the RCNN model begins to appear
overfitting in the fourth iteration.

Figures 13(a) and 13(b) are neural network model
training process based on RNN. It can be seen from these
two figures that while the accuracy and loss values of the
training dataset gradually converge, the accuracy and loss
values of the validation dataset also gradually converge, but
the model is unstable during the convergence process. It can
be concluded from the convergence results that the accuracy
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Figure 11: Training process of BRNN model: (a) accuracy of model training and (b) loss values of model training.
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Figure 12: Training process of RCNN model: (a) accuracy of model training and (b) loss values of model training.
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Figure 10: Training process of Darknet model: (a) accuracy of model training and (b) loss values of model training.
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of the validation dataset is no more than 90%, and the
minimum loss value is no less than 0.32.

Figures 14(a) and 14(b) are neural network models based
on fully connected layers. It can be seen from the two figures
that the training effect of the model no longer improves at
the tenth iteration. In addition, the model is serious over-
fitting. (e accuracy of the validation data set is about 86%,
and the loss value is about 0.33. However, it is still at an
unstable state. (e effect of the model is extremely worse
than the other five types of models.

It can be seen from the comparative analysis of Figures 9
and 14 that, in the whole training process, if we take the loss
value reduced to 0.2 as the standard, the loss value of the two
models, namely, the improved model based on CSPDarknet
network in YOLOv4 and the improved model based on Dar-
knet network in YOLOv3, will drop roughly the same. But if we
take the accuracy increased to 94% as the standard, the im-
proved model based on CSPDarknet has been completed in the
10th iteration, and the improved model based on Darknet is
completed after the 17th iteration. (erefore, the improved
model based on CSPDarknet has a faster convergence rate, and
the accuracy is slightly higher than the improved model based
on Darknet. (e traditional bidirectional recurrent neural
network model, the RCNN model, and the network model
based on the full connection layer exist overfitting phenomena,
and the severity of overfitting increases sequentially. Although
there is no overfitting phenomenon based on the traditional
recurrent neural networkmodel, the recognition accuracy of the
model is low, and there is a large fluctuation in the convergence
process. If the sixmodels are sorted according to the accuracy of
the validation data set, then they are ranked from high to low as
follows: the CSPDarknet networkmodel based on YOLOv4, the
Darknet network model based on YOLOv3, the traditional
bidirectional recurrent neural network, the RCNN neural
network, the traditional recurrent neural network, and the
neural network based on the full connection layer.

(e abovementioned trained models are used in the test
dataset. (e test dataset contains 10,000 normal URLs and

10,000 malicious URLs. (e evaluation results are shown in
Figure 15.

Figure 15 shows the performance of the six models in a
dataset of 20,000 URLs. Obviously, the improved model
based on CSPDarknet and the improved model based on
Darknet have higher recognition accuracy and lower loss
value. At the same time, since the activation function used in
the output layer of the models is sigmoid, the difference in
the loss value function is not large, and the accuracy of the
improvedmodel based on CSPDarknet is greater than that of
the improved model based on Darknet. It is considered that
the improved model based on CSPDarknet is slightly better
than that based on Darknet. Finally, it can be seen that the
accuracy and loss values of the other four models on the test
dataset are worse than those of the improved multilayer
convolutional recurrent neural network model proposed in
this paper.

At the same time, if the RNNmodel is compared with the
network model based on the full connection layer, we can
conclude that the detection of malicious URL is dependent
on the character sequence, and the relationship between the
context characters in the URL can be found based on RNN,
thus improving the accuracy of the model. If the RNNmodel
is compared with the BRNNmodel, we can conclude that the
bidirectional recurrent neural network can process the URL
sequence in two directions: front to back and back to front.
By combining the relationship between the future sequence
and the past sequence at the current time step, the accuracy
of the model is further improved. If the RCNN model is
compared with the BRNN model, we can conclude that
when the one-dimensional convolutional neural network is
combined with the bidirectional recurrent neural network,
the convolutional neural network can first extract the feature
information in the URL and then hand it to the bidirectional
recurrent neural network, which can effectively improve the
recognition accuracy.

In order to better evaluate the superiority of each model
in identifying malicious URLs, this paper selects precision,
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Figure 13: Training process of the RNN model: (a) accuracy of model training and (b) loss values of model training.

10 Security and Communication Networks



recall, F1-value, and AUC value as the evaluation parameters
of the model. For the convenience of the following de-
scription, it is now assumed that the positive samples rep-
resent normal URLs and the negative samples represent
malicious URLs. (e precision represents the probability of
actually being a positive sample in all predicted positive
samples. (e recall rate represents the probability of being
predicted as a positive sample in the actual positive sample.
(e F1 value takes both precision and recall rate into ac-
count, allowing both to reach the maximum of the equi-
librium. As shown in Figures 16(a) and 16(b), the precision-
recall curve (P-R curve) and ROC curve based on the im-
proved multilayer convolution recurrent neural network
model are given, respectively.

As it is shown in Figure 16(a), the abscissa of the P-R
curve represents the recall rate, and the ordinate represents
the accuracy. With the increase of the recall rate of the

model, more and more actual positive samples will be
predicted as positive samples, while the model still has high
accuracy. As it is shown in Figure 16(b), the abscissa of the
ROC curve represents the proportion of false-positive
samples to actual negative samples, and the ordinate rep-
resents the recall rate. When the proportion of false-positive
samples predicted by the model decreases gradually, the
model still has a high recall rate. It can be concluded that the
improved multilayer convolutional recurrent neural net-
work model proposed in this paper has the best classification
effect and recognition ability. Finally, we, respectively, cal-
culate the accuracy, recall rate, precision, F1-value, and AUC
value of the six models under the test dataset. (e results are
shown in Figure 17.

It can be seen from Figure 17 that the improved mul-
tilayer convolutional recurrent neural network model is
superior to the other five recognition models in accuracy,
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recall rate, precision, F1 value, and AUC value. (erefore, it
can be concluded that the method proposed in this paper has
higher recognition accuracy and better generalization ability
than other existing malicious URL recognition models.

5. Conclusions

Malicious URL identification and detection are two of the
important maintenance methods in maintaining network in-
formation security. (e traditional malicious URL detection
methods unduly rely on similarity matching rules, and the
information of URL text is lost after numerical vectorization,
which together makes it difficult to identify the context rela-
tionship of URL, and there are misjudgments and omissions.
(erefore, this paper proposes an improved multilayer con-
volutional recurrent neural network model to detect malicious
URLs. First, the model uses word embedding to participate in

the training process of the entire neural networkmodel, and the
obtained word embedding space can vectorize the input URL
text at the character level. (en, a single URL can be trans-
formed into a two-dimensional tensor, and the feature ex-
traction is carried out based on the multilayer convolutional
neural network model improved by the YOLO algorithm. Fi-
nally, the extracted feature tensor is input into the bidirectional
LSTM neural network for malicious URL recognition and
detection, and the discriminant results are output. (e exper-
imental results show that when the embedding layer is used to
participate in the training process of the entire model, the
obtained embedding space has a relatively close relationship
between the character vectors and at the same time has good
representation ability. (e CSPDarknet network improved
based on the YOLO algorithm can effectively extract the fea-
tures of the URL two-dimensional numerical tensor. At the
same time, through the multilayer convolutional neural net-
work, it can reduce the dimensionality of the URL numerical
tensor and reduce the complexity of the model. (e bidirec-
tional LSTM recurrent neural network is used to process the
convolution numerical tensor, which can effectively find the
relationship between the contexts in the URL and further
improve the detection accuracy of malicious URL.(rough the
evaluation of the model, it can be concluded that the improved
multilayer convolution recurrent neural network model pro-
posed in this paper can effectively improve the detection effi-
ciency and recognition accuracy of malicious URLs by network
security personnel and ensure the information security of
network users. It also has a good prospect in the field of network
security maintenance. However, since this paper adopts the
truncated method to standardize the length of all URLs, it is
inevitable to lose some information when facing a longer URL.
(erefore, in the process of URL text vectorization, how to
avoid missing information still has certain research value.

Data Availability

(e data used to support the findings of this study are
available at https://github.com/faizann24/Using-machine-
learning-to-detect-malicious-URLs.
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