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Misinformation has brought great challenges to the government and network media in social networks. To clarify the influences of
behaviors of the network media, government, and netizen on misinformation propagation, a large number of influence pa-
rameters are proposed for the three participants. (en, a tripartite evolutionary game model for misinformation propagation is
constructed. According to the proposed game model, the expected payoffs of three participants are analyzed when they adopt
different strategies. (e evolutionary stabilities of the game model are also analyzed theoretically. Finally, the impacts of different
parameters on expected payoffs of three participants are analyzed experimentally. Meanwhile, coping strategies of three par-
ticipants under different conditions are given.(e experimental results show that the proposed tripartite evolutionary gamemodel
can properly describe the influence of network media, government, and netizen on misinformation propagation.

1. Introduction

In social networks, misinformation propagation may bring
adverse impacts on society or individuals who used the
networks. Many researchers have found some effective ways
to characterize the law of misinformation propagation and
to further control misinformation propagation. To detect
misinformation with a limited budget in online social
networks, Zhang et al. [1] proposed two algorithms with
minimum monitors. On real networks, their methods
showed effective performance. To stop misinformation
propagating to online social networks, Pham et al. [2]
designed a PR-DAG algorithm to maximize misinformation
restriction in the networks. Tan et al. [3] introduced an
activation increment based on nodes’ different statuses.(ey
further proposed a strategy of minimizing activation in-
crements to find the important nodes, which can be used to
limit the information propagation. Based on the rumor
characteristics in social networks, Liu et al. [4] distinguished
users into four compartments and further built a novel
rumor spreading model. According to their theoretical

results, one can select proper measures to control rumor
propagation in the networks. Shrivastava et al. [5] built a
system of differential equations to describe misinformation
propagation among groups.(ey validated their model from
theoretical and experimental aspects. Wang et al. [6] studied
an energy propagation model of rumors on multiple social
networks. (ey found effective rumor mitigation strategies
by various model parameters on the networks. To clarify the
relationship between misinformation and debunking in-
formation, Jiang et al. [7] proposed a novel RSD (rumor-
spreading-debunking) model. (eir model obtained the
scope, scale, and popularity about rumor spreading. Man-
ouchehri et al. [8] proposed some techniques to generate
required samples. (ey further found top-k nodes to min-
imize the impact of misinformation in social networks.
Wang et al. [9] designed an optimal strategy of community
seeds to reduce misinformation propagation and added it
into their triggering model. (eir method obtained better
performance than all baseline models. Zareie and Sakellariou
[10] summarized some methods about minimizing misin-
formation propagation. (erefore, misinformation
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propagation and control models can help researchers to
design misinformation governance strategy in social
networks.

Some scholars have integrated various influence factors
into their methods to block misinformation propagation.
Aswani et al. [11] investigated misinformation propagation
factors by their experience in social media. (ey found that
tweet sentiment, tweet polarity, network attributes, etc.,
influence misinformation propagation. Glenski et al. [12]
investigated large amounts of news in social media. (ey
found that spreading behaviors of trusted news source and
suspicious news source are very different, such as diffusion
rates, users’ annual incomes, and educations. To identify
potential misinformation propagators in social networks,
Kar et al. [13] screened out eleven related factors from a large
number of users and tweets. (ey further established a
combined classification algorithm, which fused bioinspired
algorithms with K-means method. (eir findings presented
that their proposed algorithm is able to identify propagators
of the networks. Based on the sociological properties, psy-
chological features, and persuasion theories, Chen et al. [14]
studied the impact of persuasion strategies on the process of
misinformation post-propagation in social networks. (ey
found that pathos strategies are suitable persuasion strate-
gies for misinformation propagation. Based on the topic of
COVID-19 in Twitter, Shahi et al. [15] studied misinfor-
mation contents, authors, and diffusion. (ey found the
three parts of influence misinformation propagation in
social media. Considering that information propagation
leads to the asynchronous process of initial opinion for-
mation, Liu and Rong [16] introduced multiple impact
factors including online communication, network topology,
propagation rate, and repost rate, into their opinion dy-
namic model for public opinion misinformation. (ey
found that compulsively deleting comments and timely
exposing misinformation benefit the control of negative
opinion. On the Internet of battlefield things (IoBT) system,
Abuzainab and Saad [17] proposed a mean-field gamemodel
with multiclass agents. (e experimental results showed that
their model effectively suppressed misinformation propa-
gation. Wang et al. [18] summarized the properties of
misinformation propagation on published papers with
health misinformation. (ey found that scholars adopted
various methods including content analysis, co-citation
analysis, and network analysis. (us, a reasonable selection
of parameters can help to establish good misinformation
suppression models in social networks.

In recent, more and more researchers have studied the
information propagation dynamics with evolutionary game
methods. Xiao et al. [19] combined user multidimensional
attributes, evolutionary games, and SIR epidemic model.
(ey proposed a new propagation dynamic model with an
evolutionary game. Based on their model, they analyzed the
multisource information propagation and the complexity of
user interaction behaviors. Li et al. [20] combined hetero-
geneous mean-field and evolutionary games and proposed a
hot spot propagation model. (ey further analyzed the
relationships between the users’ desire to participate in hot
spot and the infection rate of information propagation

model. Wang et al. [21] proposed a tripartite evolutionary
game model. (ey analyzed the equilibrium conditions of
stakeholder’s behavior strategies. (ey also studied man-
agement strategies and key intervention points of public
opinion. Fei et al. [22] proposed an opinion dynamic model
by evolutionary game theory. (ey analyzed the relation-
ships of user behaviors, preferences, and ratings in this game
model. To better understand information propagation scope
and dynamic characteristics, Yang et al. [23] proposed an
information propagation model with an evolutionary game.
(ey further analyzed relationships between two pieces of
competitive information. On the live streaming e-commerce
networks, Lv et al. [24] proposed an information propa-
gation game model with incentive mechanism. (ey further
analyzed the relationships between rewards and live
streaming information propagation based on the game
model. (erefore, evolutionary games can better reveal the
laws of information propagation in social networks.

In the field of misinformation spreading, Zhang et al.
[25] investigated the propagation of conspiracy information
and scientific information, respectively. In their experi-
ments, they found that conspiracy information tends to
propagate in a multigenerational branching process and
science information tends to propagate in a breadth-first
manner. To effectively constrain malicious actions in large-
scale MANETs,Wang et al. [26] proposed a trust cooperative
stimulation model based on the evolutionary gamemethods.
(ey further found an optimum strategy through their
model. Xiao et al. [27] proposed an evolutionary gamemodel
to analyze the dynamics of rumor propagation. (eir model
considered anti-rumor information to find the reasons that
users have spread rumors. To deal with the diversity and
complexity of data in rumor communication, Xiao et al. [28]
proposed a group behavior model for rumor and anti-ru-
mor. Considering the conflict and symbiotic relationships
between rumor and anti-rumor, they integrated user-
influenced rumor with anti-rumor based on the evolutionary
game theory and representation learning methods. Askar-
izadeh et al. [29] proposed an evolutionary game model to
reveal the relationships between rumor propagation and
users’ decision control. Askarizadeh et al. [30] also proposed
a soft rumor control model to avoid rumor spreading. (ey
further analyzed the relationships between rumor and anti-
rumor spreaders based on the evolutionary game model.
Consequently, evolutionary game models are useful to find
misinformation (rumor) propagation and control rules.

Under multiple factors and circumstances, some
scholars have analyzed their relationships based on the
evolutionary game methods. Zhang et al. [31] introduced a
reputation mechanism into evolutionary game theory and
solved negative influences caused by malicious users. (ey
further analyzed the relationships between current reputa-
tion and instant incentives based on the game model. In
backscatter-assisted RF-powered cognitive networks, some
secondary transmitters (STs) may choose different trans-
mission services. Gao et al. [32] proposed an evolutionary
game to analyze the relationship between the access point
and service adaptation of the STs. To reveal the dynamic
evolution of intervention policies, Alam et al. [33] combined
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some network topologies’ social feedbacks, behavioral re-
sponses, and viral propagation into one framework. (ey
analyzed the relationships among the game payoff, epidemic
dynamics, and individual health statuses in social networks.
To investigate the influences of node attitudes on infor-
mation propagation, Huang et al. [34] used the evolutionary
game method to build an information propagation model.
(ey further analyzed relationships between positive and
negative attitudes of nodes. Michael et al. [35] analyzed the
trust game based on the previous work. (ey introduced
“delays” and “memories” in the process of information
propagation.(ey also found that information explained the
trust and trustworthiness among users clearly and reason-
ably. Considering that “deceitful pricing for acquaintances”
has received extensive public attention on e-commerce
platforms, Wu et al. [36] proposed a tripartite evolutionary
game model concerning consumers, government, and
platforms. (eir model provided reasonable selection
schemes for the three participants. It concludes that the
evolution analysis of information propagation need to be
combined with the evolutionary game theory, network
structures, individual features, etc., in social networks.

However, there are few results fusing misinformation
propagation and tripartite evolutionary game methods. (is
study aims to establish a new tripartite evolutionary game
model for misinformation propagation. (ree players in-
cluding network media, government, and netizen are con-
sidered in the tripartite evolutionary game model. (e
mutual influences of the players will be analyzed both
theoretically and experimentally.

(e rest of the study is arranged as follows. In Section 2, a
tripartite evolutionary game model for misinformation
propagation is described. (e model construction, players’
payoffs, and analysis of evolutionary stable strategies are
presented in this section. In Section 3, some experiments
under different parameters are made. Finally, the results are
summarized; and some directions are proposed in the future.

2. Tripartite Evolutionary Game Model for
Misinformation Propagation

2.1. Description of the Tripartite Evolutionary Game Model
and the Players’ Payoffs for Misinformation Propagation.
In social networks, network media, government, and
netizen play an important role in the process of misin-
formation propagation. (e three participants recipro-
cally influence the networks, affecting the trends of
misinformation propagation. (e tripartite evolutionary
game provides an effective way to analyze the impacts of
participant behaviors on misinformation propagation. In
the game, the three players are network media, govern-
ment, and netizen, and their strategies are
(M1, M2), (G1, G2), and (N1, N2). Each player only
chooses a strategy without knowledge of the actual choices
made by the other players. For the network media, M1 and
M2 represent the strategies of “promoting misinformation
propagation” (such as extensive report) and “blocking

misinformation propagation” (such as selective report),
respectively. For the government, G1 and G2 denote the
strategies of “supervision” and “non-supervision,” re-
spectively. For the netizen, N1 and N2 represent the
strategy of “spread” and “non-spread” media information.
(erefore, the game strategies are (M1, G1, N1),

(M1, G1, N2), (M1, G2, N1), (M1, G2, N2), (M2, G1, N1),

(M2, G1, N2), (M2, G2, N1), and (M2, G2, N2), and their
corresponding payoffs are denoted by (PFM111, PFG111,

PFN111), (PFM112, PFG112, PFN112), (PFM121,PFG121, PFN121),
(PFM122, PFG122, PFN122), (PFM211, PFG211, PFN211), (PFM212,

PFG212, PFN212), (PFM221, PFG221,PFN221), and (PFM222,

PFG222, PFN222), respectively.
To quantitatively analyze the benefits of three players,

which are correlated with misinformation propagation
under each game strategy in more detail, the descriptions of
parameters for the network media, government, and netizen
are displayed in Tables 1–3, respectively.

According to the above terminologies and symbols, the
payoff matrix of the tripartite evolutionary game is shown in
Table 4, and the game tree of the tripartite evolutionary
game, shown in Figure 1, is established to intuitively express
the game among network media, government, and netizen.
In the game tree, the circles in the front three rows represent
the game players and the lines drawn from the players
represent the strategies made by the players. (e top circle
represents that the network media select the information
about some network misinformation and has two choices:
promoting misinformation and blocking misinformation.
(e circles in the second row represent that the government
selects the misinformation from the network media and may
choose one of two strategies: supervision and non-super-
vision. In the third row, the circles represent that the netizen
selects the misinformation from the network media and
government and may choose to spread or not to spread the
information. At the bottom of the game tree, the circles are
terminal nodes of the game, which hold the benefits of three
players to reach the corresponding terminals when they have
chosen different strategies.

In the game process, it assumes that each player seeks to
maximize its own benefit. According to the parameters of the
network media, government, and netizen, the payoffs of the
three players under different strategies are as follows:

PFM111 � IM0+IM1 − CM1 − FM1,

PFG111 � IG0+IG1 − CG,

PFN111 � IN0 − CN − FN1,

PFM112 � IM0+IM1 − CM1 − FM1 − FM3,

PFG112 � IG0+IG1 − CG + BG1,

PFN112 � IN0+IN3 − LN,

PFM121 � IM0+IM1 − CM1+BM1,

PFG121 � IG0+IG2 − LG1,

PFN121 � IN0+IN1 − CN,

PFM122 � IM0+IM1 − CM1,

PFG122 � IG0+IG2 − LG1 − FG1,

Security and Communication Networks 3



Table 1: Parameters of the network media.

Parameters Descriptions of the parameters for the network media
IM0 (e initial income from the advertisements, netizen resource, etc.

IM1
(e income from the increasing advertisements, click rate, new netizen, popularity, etc., of the network media, when network

media choose M1
IM2 (e profit from the government attention, netizen approval, etc., when the network media choose M2
CM1 (e cost from manpower, material resources, etc., of the network media, when the network media choose M1
CM2 (e cost from manpower, material resources, etc., of the network media, when the network media choose M2
BM1 (e bonus brought from netizen when the network media, government, and netizen choose M1, G2, and N1, respectively
BM2 (e bonus brought from netizen when the network media, government, and netizen choose M2, G2, and N1, respectively

LM (e loss from the decreasing advertisements, click rate, netizen, popularity, etc., of the network media, when the network
media choose M2

FM1 (e fine from the government choosing G1 when the network media choose M1
FM2 (e fine from the government choosing G1 when the network media choose M2 (FM2 < FM1)

FM3
(e fine from the netizen who no longer trusts or follows the network media, when the network media, government, and

netizen choose M1, G1, and N2, respectively

FM4
(e fine from the netizen who no longer trusts or follows the network media, when the network media, government, and

netizen choose M2, G1, and N2, respectively

Table 2: Parameters of the government.

Parameters Descriptions of the parameters for the government
IG0 (e initial income from the power of government image, credibility, etc.

IG1
(e profit from the increasing power of government image, credibility, etc., and the security and stability of cyberspace, when

the government chooses G1

IG2
(e profit from the increasing tax of the network media, increasing public service advertisements, etc., when the government

chooses G2 (IG2 < IG1 < IG0)
CG (e cost from manpower, material resources, etc., when the government chooses G1

LG1
(e loss from the damage of the government image power, credibility, even unstable, and disharmonious cyberspace, when

the network media choose M1 and the government chooses G2

LG2
(e loss from the damage of the government image power, credibility, even unstable, and disharmonious cyberspace, when

the network media choose M2 and the government chooses G2 (LG2 < LG1)

BG1
(e bonus from the netizen who trusts the government and chooses non-spread media misinformation, when the network

media choose M1 and the government chooses G1

BG2
(e bonus from the netizen who trusts the government and chooses non-spread media misinformation, when the network

media choose M2 and the government chooses G1 (BG2 <BG1)

FG1
(e fine from the netizen who distrusts the government and chooses non-spread media misinformation, when the network

media choose M1 and the government chooses G2

FG2
(e fine from the netizen who distrusts the government and chooses non-spread media misinformation, when the network

media choose M2 and the government chooses G2 (FG2 < FG1)

Table 3: Parameters of the netizen.

Parameters Descriptions of the parameters for the netizen
IN0 (e initial income from the netizen who have increasing attention, influence, etc.

IN1
(e profit from the increasing attention, influence, etc., when the networkmedia, government, and netizen chooseM1,G2, and

N1, respectively

IN2
(e profit from the increasing attention, influence, etc., when the networkmedia, government, and netizen chooseM2,G2, and

N1, respectively
IN3 (e profit from stable and harmonious cyberspace, etc., when the netizen chooses N2

CN (e cost from manpower, material resources, time, etc., when the netizen collects and organizes misinformation, and chooses
N1

LN (e loss from decreasing attention, followers, etc., when the netizen chooses N2
FN1 (e fine from the government when the network media, government, and netizen choose M1, G1, and N1, respectively
FN2 (e fine from the government when the network media, government, and netizen choose M2, G1, and N1, respectively.

Table 4: Payoff matrix of the tripartite evolutionary game.

Game strategies Incomes
(M1, G1, N1) (PFM111, PFG111, PFN111)

(M1, G1, N2) (PFM112, PFG112, PFN112)

(M1, G2, N1) (PFM121, PFG121,PFN121),
(M1, G2, N2) (PFM122, PFG122, PFN122)

(M2, G1, N1) (PFM211, PFG211, PFN211)

(M2, G1, N2) (PFM212, PFG212, PFN212)

(M2, G2, N1) (PFM221, PFG221, PFN221)

(M2, G2, N2) (PFM222, PFG222, PFN222)
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PFN122 � IN0+IN3 − LN,

PFM211 � IM0+IM2 − CM2 − LM − FM2,

PFG211 � IG0+IG1 − CG,

PFN211 � IN0 − CN − FN2,

PFM212 � IM0+IM2 − CM2 − LM − FM2 − FM4,

PFG212 � IG0+IG1 − CG + BG2,

PFN212 � IN0+IN3 − LN,

PFM221 � IM0+IM2 − CM2+BM2 − LM,

PFG221 � IG0+IG2 − LG2,

PFN221 � IN0+IN2 − CN,

PFM222 � IM0+IM2 − CM2 − LM,

PFG222 � IG0+IG2 − LG2 − FG2,

PFN222 � IN0+IN3 − CN − LN.

(1)

Let x, y, and z be the function of time t. If the network
media, government, and netizen, respectively, choose the
strategies M1, G1, and N1, then their probabilities are
correspondingly x, y, and z; if the network media, gov-
ernment, and netizen, respectively, choose the strategies M2,
G2, and N2, then their probabilities are correspondingly
1 − x, 1 − y, and 1 − z. Next, the expected payoffs of the
network media, government, and netizen will be analyzed as
follows.

If the network media choose the strategy M1, the ex-
pected payoff of the network media in this case, denoted by
EM1, is as follows:

EM1 � yzPFM111 + y(1 − z)PFM112 +(1 − y)zPFM121 +(1 − y)(1 − z)PFM122

� yz IM0 + IM1 − CM1 − FM1(  + y(1 − z) IM0 + IM1 − CM1 − FM1 − FM3( 

+(1 − y)z IM0 + IM1 − CM1 + BM1(  +(1 − y)(1 − z) IM0 + IM1 − CM1( ,

� yz FM3 − BM1(  − y FM1 + FM3(  + zBM1 + IM0 + IM1 − CM1.

(2)

If the network media choose the strategy M2, the ex-
pected payoff of the network media in this case, denoted by
EM2, is as follows:

M1 M2

Network media

Government

Netizen

G1 G2 G1 G2

N1 N2 N1 N2 N1 N2 N1 N2

PFN111

PFG111

PFM111

PFN112

PFG112

PFM112

PFN121

PFG121

PFM121

PFN122

PFG122

PFM122

PFN211

PFG211

PFM211

PFN212

PFG212

PFM212

PFN222

PFG222

PFM222

PFN221

PFG221

PFM221

Figure 1: Game tree of the tripartite evolutionary game.
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EM2 � yzPFM211 + y(1 − z)PFM212 +(1 − y)zPFM221 +(1 − y)(1 − z)PFM222

� yz IM0+IM2 − CM2 − LM − FM2(  + y(1 − z) IM0+IM2 − CM2 − LM − FM2 − FM4( 

+(1 − y)z IM0+IM2 − CM2+BM2 − LM(  +(1 − y)(1 − z) IM0+IM2 − CM2 − LM( 

� yz FM4 − BM2(  − y FM2+FM4(  + zBM2+IM0+IM2 − CM2 − LM.

(3)

For the mixed strategy of the network media, the ex-
pected payoff of the network media, denoted by EM, is as
follows:

EM � xEM1 +(1 − x)EM2

� xyzPFM111 + xy(1 − z)PFM112 + x(1 − y)zPFM121 + x(1 − y)(1 − z)PFM122

+(1 − x)yzPFM211 +(1 − x)y(1 − y)PFM212 +(1 − x)(1 − y)zPFM221 +(1 − x)(1 − y)(1 − z)PFM222

� xyz FM3 − FM4 − BM1+BM2(  − xy FM1 − FM2+FM3 − FM4(  + xz BM1 − BM2(  + yz FM4 − BM2( 

+ x IM1 − IM2 − CM1+CM2 + LM(  − y FM2+FM4(  + zBM2+IM0+IM2 − CM2 − LM.

(4)

If the government chooses the strategy G1, the expected
payoff of the network media in this case, denoted by EG1, is
as follows:

EG1 � xzPFG111 + x(1 − z)PFG112 +(1 − x)zPFG211 +(1 − x)(1 − z)PFG212

� xz IG0+IG1 − CG(  + x(1 − z) IG0+IG1 − CG + BG1(  +(1 − x)z IG0+IG1 − CG( 

+(1 − x)(1 − z) IG0+IG1 − CG + BG2( 

� − xz BG1 − BG2(  + x BG1 − BG2(  − z IG0+IG1 − CG + BG2(  + 2IG0+2IG1 − 2CG + BG2( .

(5)

If the government chooses the strategy G2, the expected
payoff of the government in this case, denoted by EG2, is as
follows:

EG2 � xzPFG121 + x(1 − z)PFG122 +(1 − x)zPFG221 +(1 − x)(1 − z)PFG222

� xz IG0 + IG2 − LG1(  + x(1 − z) IG0 + IG2 − LG1 − FG1(  +(1 − x)z IG0 + IG2 − LG2( 

+(1 − x)(1 − z) IG0 + IG2 − LG2 − FG2( 

� xz FG1 − FG2(  − x FG1 − FG2 + LG1 − LG2(  + zFG2 + IG0 + IG2 − LG2 − FG2.

(6)

For the mixed strategy of the government, the ex-
pected payoff of the government, denoted by EG, is as
follows:
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EG � yEG1 +(1 − y)EG2 � xyzPFG111 + xy(1 − z)PFG112 +(1 − x)yzPFG211 +(1 − x)y(1 − z)PFG212

+ x(1 − y)zPFG121 + x(1 − y)(1 − z)PFG122 +(1 − x)(1 − y)zPFG221 +(1 − x)(1 − y)(1 − z)PFG222

� − xyz BG1 − BG2 + FG1 − FG2(  + xy BG1 − BG2 + FG1 − FG2 + LG1 − LG2(  + xz FG1 − FG2( 

− yz IG0 + IG1 + IG2 − CG + FG2(  − x FG1 − FG2 + LG1 − LG2( 

+ y IG0 + 2IG1 − IG2 + BG2 − 2CG + LG2 + FG2(  + zFG2 + IG0 + IG2 − LG2 − FG2.

(7)

If the netizen chooses the strategy N1, the expected
payoff of the netizen in this case, denoted by EN1, is as
follows:

EN1 � xyPFN111 + x(1 − y)PFN121 +(1 − x)yPFN211 +(1 − x)(1 − y)PFN221

� xy IN0 − CN − FN1(  + x(1 − y) IN0 + IN1 − CN(  +(1 − x)y IN0 − CN − FN2(  +(1 − x)(1 − y) IN0 + IN2 − CN( 

� − xy IN1 − IN2 + FN1(  + x IN1 − IN2(  − y IN2 + FN2(  + IN0 + IN2 − CN.

(8)

If the netizen chooses the strategy N2, the expected
payoff of the netizen in this case, denoted by EN2, is as
follows:

EN2 � xyPFN112 + x(1 − y)PFN122 +(1 − x)yPFN212 +(1 − x)(1 − y)PFN222

� xy IN0 + IN3 − LN(  + x(1 − y) IN0 + IN3 − LN(  +(1 − x)y IN0 + IN3 − LN( 

+(1 − x)(1 − y) IN0 + IN3 − CN − LN( 

� − xyCN + xCN + yCN + IN0 + IN3 − CN − LN.

(9)

For the mixed strategy of the netizen, the expected payoff
of the netizen, denoted by EN, is as follows:

EN � zEN1 +(1 − z)EN2

� xyzPFN111 + x(1 − y)zPFN121 +(1 − x)yzPFN211 +(1 − x)(1 − y)zPFN221 + xy(1 − z)PFN112

+ x(1 − y)(1 − z)PFN122 +(1 − x)y(1 − z)PFN212 +(1 − x)(1 − y)(1 − z)PFN222

� − xyz IN1 − IN2 + FN1 − CN(  − xyCN + xz IN1 − IN2 − CN(  − yz IN2 + FN2 + CN( 

+ xCN + yCN + z IN2 − IN3 + LN(  + IN0 + IN3 − CN − LN.

(10)

2.2. .eoretical Analysis of Evolutionary Stable Strategies.
To ensure the harmonious and stable development of the
network society, to promote the sustainable development
of the network media, and to protect the legitimate rights
of the netizen, the network media, government, and

netizen should fulfill their responsibilities to reduce the
probabilities of propagating misinformation. By the ex-
pected payoffs of the network media, government, and
netizen, their evolutionary replication dynamic equations
are as follows:

Security and Communication Networks 7



f(x) �
dx

dt
� x EM1 − EM(  � x(1 − x) EM1 − EM2( 

� x(1 − x) yzPFM111 + y(1 − z)PFM112 +(1 − y)zPFM121 +(1 − y)(1 − z)PFM122 − yzPFM211

− y(1 − z)PFM212 − (1 − y)zPFM221 − (1 − y)(1 − z)PFM222

� x(1 − x) yz FM3 − FM4 − BM1 + BM2(  − y FM1 − FM2 + FM3 − FM4(  + z BM1 − BM2( 

+ IM1 − IM2 − CM1 + CM2 + LM,

(11)

g(y) �
dy

dt
� y EG1 − EG(  � y(1 − y) EG1 − EG2( 

� y(1 − y) xzPFG111 + x(1 − z)PFG112 +(1 − x)zPFG211 +(1 − x)(1 − z)PFG212

− xzPFG121 − x(1 − z)PFG122 − (1 − x)zPFG221 − (1 − x)(1 − z)PFG222

� y(1 − y) − xz BG1 − BG2 + FG1 − FG2(  + x BG1 − BG2 + FG1 − FG2 + LG1 − LG2( 

− z IG0 + IG1 − CG + BG2 + FG2(  + IG0 + 2IG1 − IG2 − 2CG + BG2 + LG2 + FG2( ,

(12)

h(z) �
dz

dt
� z EN1 − EN(  � z(1 − z) EN1 − EN2( 

� z(1 − z) xyPFN111 + x(1 − y)PFN121 +(1 − x)yPFN211 +(1 − x)(1 − y)PFN221 − xyPFN112

− x(1 − y)PFN122 − (1 − x)yPFN212 − (1 − x)(1 − y)PFN222

� z(1 − z) − xy IN1 − IN2 + FN1 + CN(  + x IN1 − IN2 − CN(  − y IN2 + FN2 + CN(  + IN2 − IN3 + LN .

(13)

(en, the tripartite evolutionary stabilities of the repli-
cation dynamic equations (11)–(13) can be analyzed by the
following Jacobian matrix:

J(x,y,z) �

fx fy fz

gx gy gz

hx hy hz

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
, (14)

where the elements of J(x,y,z) are as follows.

fx � (1 − 2x) yzPFM111 + y(1 − z)PFM112 +(1 − y)zPFM121 +(1 − y)(1 − z)PFM122 − yzPFM211

− y(1 − z)PFM212 − (1 − y)zPFM221 − (1 − y)(1 − z)PFM222

� (1 − 2x) yz FM3 − FM4 − BM1+BM2(  − y FM1 − FM2+FM3 − FM4(  + z BM1 − BM2(  + IM1

− IM2 − CM1+CM2 + LM,

fy � x(1 − x) zPFM111 +(1 − z)PFM112 − zPFM121 − (1 − z)PFM122 − zPFM211 − (1 − z)PFM212 + zPFM221 +(1 − z)PFM222 

� x(1 − x) z FM3 − FM4 − BM1+BM2(  − FM1 − FM2+FM3 − FM4(  ,

fz � x(1 − x) yPFM111 − yPFM112 +(1 − y)PFM121 − (1 − y)PFM122 − yPFM211 + yPFM212 − (1 − y)PFM221 +(1 − y)PFM222 

� x(1 − x) y FM3 − FM4 − BM1+BM2(  + BM1 − BM2(  ,

gx � y(1 − y) zPFG111 +(1 − z)PFG112 − zPFG211 − (1 − z)PFG212 − zPFG121 − (1 − z)PFG122 + zPFG221 +(1 − z)PFG222 

� y(1 − y) − z BG1 − BG2 + FG1 − FG2(  + BG1 − BG2 + FG1 − FG2 + LG1 − LG2(  ,

gy � (1 − 2y) xzPFG111 + x(1 − z)PFG112 +(1 − x)zPFG211 +(1 − x)(1 − z)PFG212 − xzPFG121

− x(1 − z)PFG122 − (1 − x)zPFG221 − (1 − x)(1 − z)PFG222

� (1 − 2y) − xz BG1 − BG2 + FG1 − FG2(  + x BG1 − BG2 + FG1 − FG2 + LG1 − LG2( 

− z IG0 + IG1 − CG + BG2 + FG2(  + IG0 + 2IG1 − IG2 − 2CG + BG2 + LG2 + FG2( ,

gz � y(1 − y) xPFG111 − xPFG112 +(1 − x)PFG211 − (1 − x)PFG212 − xPFG121 + xPFG122 − (1 − x)PFG221 +(1 − x)PFG222 
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� y(1 − y) − x BG1 − BG2 + FG1 − FG2(  − IG0 + IG1 − CG + BG2 + FG2(  ,

hx � z(1 − z) yPFN111 +(1 − y)PFN121 − yPFN211 − (1 − y)PFN221 − yPFN112 − (1 − y)PFN122 + yPFN212 +(1 − y)PFN222 

� z(1 − z) − y IN1 − IN2 + FN1 + CN(  + IN1 − IN2 − CN(  − y IN2 + FN2 + CN(  ,

hy � z(1 − z) xPFN111 − xPFN121 +(1 − x)PFN211 − (1 − x)PFN221 − xPFN112 + xPFN122 − (1 − x)PFN212 +(1 − x)PFN222 

� z(1 − z) − x IN1 − IN2 + FN1 + CN(  − IN2 + FN2 + CN(  ,

hz � (1 − 2z) xyPFN111 + x(1 − y)PFN121 +(1 − x)yPFN211 +(1 − x)(1 − y)PFN221

− xyPFN112 − x(1 − y)PFN122 − (1 − x)yPFN212 − (1 − x)(1 − y)PFN222

� (1 − 2z) − xy IN1 − IN2 + FN1 + CN(  + x IN1 − IN2 − CN(  − y IN2 + FN2 + CN(  + IN2 − IN3 + LN .

(15)

Let f(x) � 0, f(y) � 0, and f(z) � 0. (en, it can ob-
tain ten equilibrium points: P1(0, 0, 0), P2(0, 0, 1),
P3(0, 1, 0), P4(0, 1, 1), P5(1, 0, 0), P6(1, 0, 1), P7(1, 1, 0),
P8(1, 1, 1), P9(− (IG0 +2IG1 − IG2 − 2CG + BG2+LG2+

FG2)/(BG1 − BG2 +FG1 − FG2+LG1 − LG2), (IM1 − IM2−

CM1+CM2 + LM)/(FM1 − FM2+FM3 − FM4), 0), and P10
((IG1 − IG2+LG2 − CG)/(LG2 − LG1), (BM1 − BM2 +IM1−

IM2 − CM1+CM2 + LM)/(BM1− BM2+FM1 − FM2), 1).
Let the equilibrium solution domain of the tripartite

evolutionary game be D � (x, y, x)|0≤x≤ 1, 0≤

y≤ 1, 0≤ z≤ 1}. Based on the definitions of IG1 and CG,
IG1 >CG is reasonable and explicable. Because IG0 > IG2,
BG1 >BG2, FG1 > FG2, and LG1 > LG2, we have
− (IG0+2IG1 − IG2 − 2CG + BG2+LG2+FG2)/(BG1 − BG2
+FG1 − FG2+LG1 − LG2)< 0. (en, P9 is not in D. Since the
loss of the government is always larger than the cost of the

government choosing G1 when the network media choose
M1 and the government chooses the strategy G2, there are
IG1 − IG2+LG1 − CG and (IG1 − IG2+LG2 − CG)/(LG2
− LG1) > 1. (en, P10 is not in D. Hence, for the ten
equilibrium points, only P1, P2, P3, P4, P5, P6, P7, and P8 are
in D.

Let diag(a1, a2, . . . , a3) be a diagonal matrix. For a
matrix A, let detA and tr(A) represent the determinant and
trace of the matrix, respectively. For each equilibrium point
Pi(xi, yi, zi), if detJ(xi,yi,zi)

> 0 and trJ(xi,yi,zi)
< 0, the equi-

librium point Pi(xi, yi, zi) is evolutionary stable; if
detJ(xi,yi,zi)

< 0 or trJ(xi,yi,zi)
> 0, the equilibrium point

Pi(xi, yi, zi) is not evolutionary stable. (us, the asymptotic
stabilities from P1 to P8 are analyzed as follows.

For the equilibrium point P1(0, 0, 0), we have

J(0,0,0) � diag PFM122 − PFM222,PFG212 − PFG222, PFN221 − PFN222( . (16)

(en, detJ(0,0,0) � (PFM122 − PFM222) (PFG212 − PFG222)

(PFN221 − PFN222), trJ(0,0,0) � PFM122 − PFM222+ PFG212 −

PFG222 + PFN221 − PFN222. For PFM122 − PFM222, PFG212
− PFG222, and PFN221 − PFN222, if they are all positive or
negative, then we have detA> 0 and trA> 0, or detA< 0
and trA< 0, and so the equilibrium point P1(0, 0, 0) is not
evolutionary stable; if one of them is positive, and two
others are negative, then there exist two cases: (1) when
the sum of absolute values of two negative items is larger
than the positive one, we have detA> 0 and trA> 0, and
then, the equilibrium point P1(0, 0, 0) is evolutionary

stable, and (2) when the sum of absolute values of two
negative items is less than the positive one, we have
detA> 0 and trA> 0, and then, the equilibrium point
P1(0, 0, 0) is not evolutionary stable; if one of them is
negative, and two others are positive, we have detA> 0,
and then, the equilibrium point P1(0, 0, 0) is not evolu-
tionary stable.

For the equilibrium points P2(0, 0, 1), P3(0, 1, 0),
P4(0, 1, 1), P5(1, 0, 0), P6(1, 0, 1), P7(1, 1, 0), and P8(1, 1, 1),
we have the following:

J(0,0,1) � diag PFM121 − PFM221,PFG211 − PFG221, PFN222 − PFN221( ,

J(0,1,0) � diag PFM112 − PFM212,PFG222 − PFG212, PFN211 − PFN212( ,

J(0,1,1) � diag PFM111 − PFM211,PFG221 − PFG211, PFN212 − PFN211( ,

J(1,0,0) � diag PFM222 − PFM122,PFG112 − PFG122, PFN121 − PFN122( ,
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J(1,0,1) � diag PFM221 − PFM121, PFG111 − PFG121, PFN122 − PFN121( ,

J(1,1,0) � diag PFM212 − PFM112, PFG122 − PFG112, PFN112 − PFN111( ,

J(1,1,1) � diag PFM211 − PFM111, PFG121 − PFG111, PFN112 − PFN111( .

(17)

Similar to the above discussion of the equilibrium point
P1(0, 0, 0), the stabilities of the remaining equilibrium
points are as follows. For [PFM121 − PFM221,

PFG211 − PFG221and PFN222 − PFN221], [PFM112 − PFM212,

PFG222 − PFG212and PFN211 − PFN212], [PFM111 − PFM211,

PFG221 − PFG211and PFN212 − PFN211], [PFM222 − PFM122,

PFG112 − PFG122and PFN121 − PFN122], [PFM221 − PFM121,

PFG111 − PFG121and PFN122 − PFN121], [PFM212 − PFM112,

PFG122 − PFG112and PFN112 − PFN111], and [PFM211−

PFM111,PFG121 − PFG111and PFN112 − PFN111], if they (the
items in a symbol “[]”) are all positive or negative, then the
equilibrium points P2(0, 0, 1), P3(0, 1, 0), P4(0, 1, 1),
P5(1, 0, 0), P6(1, 0, 1), P7(1, 1, 0), and P8(1, 1, 1) are not
evolutionary stable; if one of them is positive and two others
are negative, then P2(0, 0, 1), P3(0, 1, 0), P4(0, 1, 1),
P5(1, 0, 0), P6(1, 0, 1), P7(1, 1, 0), and P8(1, 1, 1) are evo-
lutionary stable while the sum of absolute values of two
negative items is larger than the positive one and are not
evolutionary stable while the sum of absolute values of two
negative items is less than the positive one; and if one of
them is negative, and two others are positive, then the
equilibrium points P2(0, 0, 1), P3(0, 1, 0), P4(0, 1, 1),
P5(1, 0, 0), P6(1, 0, 1), P7(1, 1, 0), and P8(1, 1, 1) are not
evolutionary stable.

3. Experiment

To facilitate the quantification of parameters on the
tripartite evolutionary game model, we exploit the same
value functions and decision (probability) weighting
functions [36] to characterize (initial) incomes, costs,
profits, bonuses, losses, fines, and decision probabilities.
To simplify the following experiments, the (initial) in-
comes, bonus, and profits are measured by the value
function:

V(x) �
x − U0( 

θ
, x≥U0,

− λ U0 − x( 
β
, x<U0,

⎧⎪⎨

⎪⎩
(18)

where β � 0.88, θ � 0.88, λ � 2; U0 ∈ [− 1, 1] is the reference
point.

(e costs, losses, and fines in the game are characterized
by the value function:

Z(x) �
δ x − U1( 

ϕ
, x≥U1,

− U1 − x( 
σ
, x<U1,

⎧⎨

⎩ (19)

where δ � 2,ϕ � 0.98, σ � 0.98; U1 ∈ [0, 1] is the reference
point.

(e decision probabilities choosing the strategies M1,
G1, and N1 in the game are calculated by the decision
(probability) weighting function:

π(ϵ) �
ϵΓ

ϵΓ +(1 − ϵ)Γ 
1/Γ, (20)

where Γ � 0.75.
In the following experiments, for the reference point U0

(U1, respectively), we randomly generate 50 data, which
satisfied the uniform distribution in [− 1, 1] ([0, 1], respec-
tively), and take their average value as the reference point.
When one influence parameter is considered, other pa-
rameters are set as follows: (1) the decision probabilities are
set as 0.5; (2) the values of initial incomes, bonuses, and
profits are set as 0; and (3) the values of costs, losses, and
fines are set as 0.5.

Next, the expected payoffs of the network media, gov-
ernment, and netizen for misinformation propagation in the
tripartite evolutionary game model are discussed based on
the decision probabilities, (initial) incomes, profits, bonuses,
costs, losses, and fines, respectively. In Figure 2, the expected
payoffs of the network media, government, and netizen for
misinformation propagation change with the values of de-
cision probabilities, i.e., x, y, and z in [0, 1], respectively.
When we analyze parameter x (resp. y or z), we generated 50
random numbers x (resp. y or z), which satisfy the uniform
distribution in [0, 1], and the rest of the other parameters
remain unchanged according to the default settings.

It shows that the expected payoffs EM and EG increase
when the probabilities of choosing M1 and G1 rise, re-
spectively. However, the expected payoff EN decreases when
the probabilities of choosing N1 increase. (ese results show
that if the decision probabilities of the network media and
government that they, respectively, choose the “promoting
misinformation” and “supervision” strategies increase, their
payoffs rise continuously. On the contrary, the payoff of the
netizen drops quickly, while the decision probability of
choosing the “spread” strategy increases.

In Figure 3, the expected payoffs of the network media
for misinformation propagation change with (initial) in-
comes, profits, bonuses, costs, losses, and fines, respectively.
(e values of IM0, IM1, IM2, BM1, and BM2 belong to
[− 1, 1]. (e values of CM1, CM2, LM, FM1, FM2, FM3, and
FM4 belong to [0, 1]. (e experimental results show that as
the values of IM0, IM1, IM2, BM1, and BM2 increase, the
expected payoff EM increases; and as the values of CM1,
CM2, LM, FM1, FM2, FM3, and FM4 increase, the expected
payoff slowly decreases. It also shows that the lower the value
of IM0 is, the lower the expected payoff is; the lower the
values of LM and CM1 are, the higher the expected payoffs
are. (is phenomenon means that to increase the expected
payoff of network media, it is necessary to increase the initial
income. In particular, to improve the expected payoff of
network media, when the network media choose M2, the
network media can increase the advertisements, click rate,
netizen, and popularity. When the network media choose
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M1, the network media can decrease the cost from man-
power, material resources, etc.

In Figure 4, the expected payoffs of the government for
misinformation propagation change with (initial) incomes,
profits, bonuses, costs, losses, and fines, respectively. (e
values of IG0, IG1, IG2, BG1, and BG2 belong to [− 1, 1]. (e
values of CG, LG1, LG2, FG1, and FG2 belong to [0, 1]. (e
experimental results show that as the values of IG0, IG1, IG2,
BG1, and BG2 increase, the expected payoffs steadily go up,
whereas the values of CG, LG1, LG2, FG1, and FG2 increase,
expected payoffs continuously decrease. (ey also show that
the lower the value of IG0 is, the lower the expected payoff is;
and the lower the value of CG is, the higher the expected
payoff is. It concludes that if the government intends to
increase its expected payoff, when the government chooses
G1, it can increase the initial income; and if the government

chooses G2, it can decrease the cost from manpower, ma-
terial resources, etc.

In Figure 5, the expected payoffs of the netizen for
misinformation propagation change with (initial) incomes,
profits, costs, losses, and fines, respectively. (e values of
IN0, IN1, IN2, and IN3 belong to [− 1, 1]. (e values of CN,
LN, FN1, and FN2 belong to [0, 1]. (e experimental results
show that as the values of IN0, IN1, IN2, and IN3 increase, the
expected payoffs increase; and as the values of CN, LN, FN1,
and FN2 increase, the expected payoffs quickly reduce. (e
results also show that the lower the value of IN0 is, the lower
the expected payoff is; the lower the values of CN and LN are,
the higher the expected payoffs are. (is phenomenon
means that if the netizen wants to promote the expected
payoff of the netizen, the netizen can increase the initial
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income. (at is, if the netizen expects to increase its
expected payoff, when the netizen chooses N1, it can
decrease the cost from manpower, material resources, etc.
When the netizen chooses N2, it can increase the at-
tention, followers, etc.

Based on the above discussion, the expected payoffs of
the players in the proposed tripartite evolutionary game
model for misinformation propagation are influenced by
different parameters including (initial) incomes, profits,
bonuses, costs, losses, and fines. If one player intends to
increase its expected payoff, then it can choose a proper
strategy and can select various measures to change the values
of different parameters, maximizing the expected payoff of
the player.

4. Conclusion

(is study established a tripartite evolutionary game model
for misinformation propagation. (is model considered
three players, i.e., network media, government, and netizen.
Various parameters, such as (initial) incomes, profits, bo-
nuses, costs, losses, and fines, are proposed for three players.
(e expected payoffs of the players are derived in detail. By
evolutionary replication dynamic equations, the evolu-
tionary stable strategies for the proposed model are proved
theoretically. Finally, some experiments are made to find the
influences of different parameters on the proposed game
model. To increase the expected payoffs of network media,
government, and netizen, if the networkmedia, government,
and netizen choose “promoting misinformation,” “non-
supervision,” and “spread,” respectively, the network media,
government, and netizen can decrease manpower, material
resources, and so on. If the network media choose “blocking
misinformation propagation,” the network media can in-
crease the advertisements, click rate, netizen, and popularity.
If the government chooses “supervision,” it can increase the
initial income. If the netizen chooses “non-spread,” it can
increase the attention, followers, etc. In future, the experi-
ments of the tripartite evolutionary game model on real
misinformation dataset and the new evolutionary game
model for misinformation propagation are both worthy of
study carefully.
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