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Nowadays, the attack and defense of malware have presented asymmetric characteristic threats, which has disrupted the pace of
IoT research. Traditional detection and family classification methods based on feature extraction, as well as the classical machine
learning algorithms, have been afflicted with the problems of high time consuming and unbalanced numbers of malware samples.
-is paper designs a universal and effective Multiscale Attention Adaptive Module called MSAAM that can combine local and
global feature information. It can automatically adjust the arrangement and proportion of channel and spatial submodules by
auxiliary classifiers according to actual tasks. -e traditional CliqueNet uses a circular feedback structure to improve the
DenseNet, optimizes the information flow in a deep network, enhances the utilization of its parameters, and uses a multiscale
strategy to prevent a sharp increase of its parameters. As a result, it shows a good effect in the study of image classification. By
replacing the attention module in the traditional CliqueNet with the designed MSAAM, we present a new method to process the
produced gray-scale images converted from the malware and thus get better results in malware processing. -e improved
CliqueNet runs on the benchmark datasets of MalImg and Microsoft’s BIG 2015 to verify our presented method. After validation
on the experimental benchmark datasets, the detection accuracy reaches 99.8%, while the family classification accuracy reaches
99.2% and 98.2% on the above two datasets, respectively. -e presented method can solve the problem of unbalanced samples in
malware family classification and is also effective against obfuscation attacks.

1. Introduction

Malware refers to a computer code that is written or set up
deliberately to pose a threat or potential threat to a network
or system. Malware families consist of crypto miners, vi-
ruses, ransomware, worms, and spyware, whose purposes
are mainly an illegal gathering of information, obstruction of
services, or espionage. Nowadays, the popularization of IoT,
5G, and cloud computing increases not only the number and
types of malware, but also their threat scope and targets. -e
McAfee Labs 2021 -reats Report [1] states that Q3 and Q4
of 2020 averaged 588 and 648 malware-related security is-
sues per minute. -e two-quarters increased by 169 (40%)
and 60 (10%) per minute, respectively, compared to the last
quarter. From the third quarter to the fourth quarter, Office
malware surged by 199%. Attackers only need to focus on

one vulnerability to achieve their goals, but defenders need
to patch all vulnerabilities in time to ensure IoTsecurity.-is
asymmetry is the difficulty faced by malware processing
research. And with the increasing application fields affected
by malware [2–4], the pressure on IoT security research
increases dramatically. Although cybersecurity research
continues to grapple with malware threats, malware de-
velopers continue to develop new ways to bypass the existing
defenses.

Traditional malware processing techniques include static
analysis and dynamic analysis. Static analysis means inter-
cepting and analyzing the features such as opcodes, system
calls, and Application Programming Interfaces (APIs) from
the entire software without executing it. A new malware
identification system is proposed according to the frequency
of opcodes in portable executable files [5]. -e API call
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sequence can represent the target’s actions and then be used
to classify the malware families [6]. Based on API intimacy
analysis, their system selects the graphmethod to analyze the
network process and can detect Android malware with high
efficiency and precision [7]. -e dynamic analysis method
enables and controls the running behavior of the target in a
closed environment to intercept the behavior characteristics
of the target, such as registry modification, system call, file
operation, and so on. From five-minute API activities,
features are input to a CNN for malware family differen-
tiation [8]. Obfuscated malware is flagged with hooks placed
in the system to calculate the time length consumed by the
kernel and users [9]. Several feature sets are configured for
dynamic malware analysis by extracting features from API
calls, and statistical inference is applied to find a set of
feature sets that can correctly characterize samples [10].
Nevertheless, both styles of analysis implicit their disad-
vantages. It is difficult for static analysis with disassembly as
the main method to solve the malware that uses various
obfuscation techniques for complex reverse engineering.
Dynamic analysis has the risk of affecting the system due to
the need to actually enable the target. -e disassembly
technology used in static analysis and the controllable en-
vironment required for dynamic analysis of actual activation
of target require a large amount of relevant prior profes-
sional knowledge. In addition, they require a lot of time.

-e spread of machine learning actively drives research
in malware detection and family classification [11–14]. But
malware defense relying on classic machine learning still has
its shortcomings. -eir essence lies in feature engineering
involving a wide range of fields. Once attackers understand
the characteristics of the technology used, they can easily
avoid detection.

-e deep learning algorithm imitates the learning pro-
cess of the brain by establishing an artificial neural network
with a hierarchical structure and realizing artificial intelli-
gence in a computing system.-e outstanding advantages of
deep learning are the ability to adapt to the rules of a large
amount of data, to extract and filter the input information
layer by layer, and to have the ability to learn from mistakes.
Due to its powerful feature learning capabilities, many
studies have applied deep learning to malware identification
[15]. Malware family with imbalanced data is optimized by
scheme using convolutional neural network (CNN) and Bat
algorithm [16]. Screening the advantages of deep learning
architecture and visualization is done to achieve robust and
intelligent zero-day malware detection in a big data envi-
ronment using a hybrid approach of two basic analytics and
image processing [17]. In addition, deep learning is widely
used for countering malware [18, 19].

In this paper, a new malware processing approach is
presented based on Multiscale Attention Adaptive Module
(MSAAM) and CliqueNet. -e CliqueNet optimizes the
information flow in a deep network with a cyclic feedback
structure, improves the utilization of parameters in the
network, and uses a multiscale strategy to prevent the ex-
plosive growth of parameters. MSAAM can combine local
and global multiscale feature information in the spatial
domain and can automatically adjust the arrangement and

proportion of channel and spatial attention submodules by
auxiliary classifiers according to actual tasks. -is method
improves the problem of unbalanced samples of malware
family classification while reducing feature engineering and
is also effective for obfuscation attacks.

1.1. Contributions of +is Study. Multiscale Attention
Adaptive Module (MSAAM) which is a new and general
module is designed to optimize the expression of CNNs. It
contains two parts which are Improved Efficient Channel
Attention (IECA) and Multiscale Spatial Attention (MSA),
respectively. -e proposed MSAAM can automatically ad-
just the arrangement and proportion of channel and spatial
attention submodules by auxiliary classifiers according to
actual tasks. Adopting a multiscale strategy combined with
Depthwise Convolution and the original spatial attention
block of the Convolutional Block Attention Module
(CBAM), this study constructs a new attention mechanism
called Multiscale Spatial Attention (MSA) that can combine
the key information of the local and global attention.

For the first time, we study malware detection and family
classification using CliqueNet to expand the information
flow and implement feature filtering that in turn enhances
the expression of malware processing research.

Without complex feature engineering, our model has
good performance on MalImg and BIG 2015 datasets. It
deals effectively with the unbalanced samples of malware
family classification, and it can also resist malware obfus-
cation attacks.

-e remaining work: Section 2 explores research con-
nected with the model and the method of gray-scale imaging
of malware. Section 3 presents our proposed method and
introduces MSAAM. Section 4 tests application of this study.
Section 5 generalizes our research. Section 6 discusses the
limitations of this paper and proposes plans.

2. Related Work

2.1. Malware Visualization. Malware visualization has been
an effective technique in malware research in recent years.
Nataraj et al. [20] did not focus on the invisible features of
malware detection, but a method to detect malware based on
visible components is proposed. Transform every byte in the
PE file into a pixel with a value in the range of [0, 255] to
convert the malware into a visible gray-scale image. -ey
extracted wavelet decomposition-based GIST features from
gray-scale images for malware detection. After the con-
version, the gray-scale images of malware are visually dif-
ferent for diverse malware families. And as shown in
Figure 1, this diversity also lies in benign and malware. And
after converting the malware PE file into a gray-scale image,
the slight modification made by the malware author to the
binary file in the new variant cannot affect the overall
structure of the malware gray-scale image. -is visualization
technique is very effective in detecting malware and its
variants. Nowadays, the visualization of malware images has
become a routine method. Venkatraman et al. [21] proposed
and studied the application of image-based hybrid methods
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and deep learning architecture to achieve effective malware
family classification. Based on image texture similarity, a file-
independent deep learning malware family classification
method was proposed [22]. Verma et al. [23] demonstrate
the idea of using texture analysis to process malware
executables. -is obfuscated and unbalanced malware
discrimination technique combines first-order features
extracted on the visualized malware and second-order sta-
tistical texture features computed on a gray-scale cooccur-
rence matrix (GLCM).

However, although these methods solve the problem of
code confusion to a certain extent, most of them are based on
texture similarity. -ey require high computational cost
feature engineering to extract the complex texture features
of malware images (GLCM, Speed-Up Robust Features
(SURF), Generalized Search Trees (GIST), Scale-Invariant
Feature Transform (SIFT), and Local Binary Pattern (LBP)).
When dealing with rapidly iterative malware, they consume
a lot of time and are not conducive to processing large
datasets. -erefore, reducing the cost of feature engineering
and directly using original gray-scale images of malware are
the key directions we need to consider. In addition, [24]
points out the difficulties faced by texture similarity analysis
at this stage. Texture similarity-based analysis is challenging
to apply to real-world scenarios with complex malware
families, and there are still many practical problems in
solving code obfuscation techniques. But [24] considers only
the most basic convolutional neural networks in the analysis.
We refer to the ideas given in [20] to change target software
into gray-scale images. -e malware detection and family
classification system combined withMSAAM and CliqueNet
is used to directly process the original malware gray-scale
images to reduce feature engineering and improve efficiency.
-rough the more robust feature representation capabilities
of the new CNNs and the new attention module, the
problem that texture similarity analysis is difficult to apply to
real-world scenarios with complex malware families is
improved.

2.2. Attention Mechanism. Attention mechanisms origi-
nating from vision research not only are a focus of recent
natural language processing [25–27] but have also been
carried forward to research in the image domain [28–30]. It
shows strong staying power in the direction of deep learning
by imitating the human visual system’s attention to im-
portant features and eliminating irrelevant information.

After SENet [31] demonstrated that attention can strengthen
neural network expressive ability by screening significant
information areas, the attention mechanism became a
conventional means to improve the feature representation of
CNNs. -e gray-scale images converted from the malware
were put into the malware analysis network combining CNN
and SENet [32]. By using max and average pooling methods
to aggregate features, then creating a network structure
combining channel and spatial attention mechanisms,
CBAM [33] laid the foundation for the current development
of a convolutional neural network attention mechanism.
Besides, some other works use adjusted attention blocks to
enhance the efficiency of CNNs [34, 35].

After that, the development of the attention module is
divided into two aspects: lightweight structure and enhanced
feature aggregation. In terms of structural lightweight,
ECANet [36] modified SENet based on the idea of light-
weight and not reducing the dimensionality, obtaining high
efficiency but fewer parameters. In ADCM [37], dropout is
integrated into CBAM. We used ECANet and Depthwise
Convolution to improve CBAM by the idea of a lightweight
and then proposed a new general lightweight convolutional
neural network attention module DEAM [38]. Afterward,
the DEAM and DenseNet are used to build an effective
malware detection and family classification scheme. Some
attention modules improved according to the idea of light-
weight pay too much attention to the computational effi-
ciency, resulting in the severe lack of feature information used
to calculate the attention map, and can not achieve satis-
factory results in the vast and complex task model. As a result,
their scope of application can only be limited to small task
models.

In terms of feature aggregation enhancement, Chen
et al., who are dedicated to dynamic scene deblurring re-
search, designed an attention module AAM [39] that can
autonomously adjust the position of submodules. Coor-
dattention [40] uses two 1D convolutions with different
orientations to aggregate feature information of different
dimensions, which enables spatial location information to be
embedded into channel attention. -e lightweight network
using Coordattention can pay attention in a larger region.
Multiscale strategies that have performed well in the field of
target detection and semantic segmentation are also
regarded as an excellent method to improve the feature
aggregation effect of the attention mechanism [41–43].
Although the pursuit of feature aggregation will improve the
effect of attention mechanisms, sometimes it will

Malware samples
(Adialer.C)

Malware samples
(Agent.FYI)

Malware samples
(Ramnit)

Benign samples

Figure 1: Malware image samples belonging to different families of various malware datasets.
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significantly increase the computational cost, which is not
suitable for small networks. In particular, the self-attention
module developed based on the idea of self-attention
mechanism, such as transformer [44], realizes the global
reference of each pixel-level prediction, which has great
requirements for hardware. Users of small task models often
do not have the hardware requirements to use self-attention.
At present, some researchers have begun to develop local
self-attention in order to reduce the hardware requirements
of self-attention mechanism.

Due to the good results shown by DEAM [38], here we
use a multiscale strategy to create an effective spatial at-
tention mechanism based on the overall framework of
DEAM. -e auxiliary classifier is used to automatically
adjust the arrangement and proportion of the channel and
spatial attention submodules. Multiscale Attention Adaptive
Module (MSAAM) which is a new and general module is
designed.

2.3. Development of the CNNs. -e emergence of
convolutional neural networks (CNNs) has brought rapid
development to extensive computer vision fields. For
strengthening the performance of CNNs, the exploration of
network architecture has always been part of the research of
CNNs. -e original convolutional neural network LeNet
[45] consists of five layers. VGGNet [46] has 19 layers and
proves that its final performance can be influenced by in-
creasing its depth. GoogLeNet [47] has 22 layers and proves
the width is another crucial factor in determining model
representation. -e three aspects of depth, width, and
cardinality have gradually become the most critical factors in
determining network architecture. -e scale of CNNS has
also been increasing with the deepening of exploration.
However, the blindly enlarged deep network will make it
difficult for the latter layer to obtain gradient information
from the previous layer, resulting in the problem of gradient
disappearance and parameter redundancy [48]. -e emer-
gence of this problem restricts the development of the net-
work architecture in terms of depth, width, and cardinality.

Some experts have explored new paths from the con-
stantly enlarged differences in network architecture, and
they have moved towards the exploration of connection
modes. ResNet [49] introduces a bypass path so that the top-
level network can obtain information from the bottom-level
network, strengthens the correlation of the gradients be-
tween the network layers, and alleviates the problem of
gradient disappearance. It also simplifies network training.
After ResNet has shown excellent performance in computer
vision orientation, the bypass path is considered to be a key
factor to facilitate the work of training these deep networks
and solving the problem of gradient disappearance. Den-
seNet [50] further deepens the idea of ResNet, applying the
bypass path to entirety, realizing complex connection, and
exploiting the potential of the network through feature
reuse. A class-balanced loss is added to the last layer of the
DenseNet model for classification for sample imbalanced
malware, and this loss is reweighted [51]. But as the dense
connection path in DenseNet increases linearly, its

parameters will increase sharply. Compared with DenseNet,
CliqueNet [52] uses a cyclic feedback structure to further
optimize feature flow in deep networks and improve the
utilization of parameters in the network. And it also in-
troduces a multiscale feature strategy on the model output to
avoid the problem of a sharp increase in parameters in
DenseNet.

But as the model continues to expand in the network
architecture and connection mode, the hardware burden it
brings to researchers also increases dramatically. If re-
searchers want to make a better choice between model
performance and requirements, building a general en-
hancement module in a deep learning model has more room
for development than accumulating more nonlinear layers.
-erefore, in this paper, new malware processing model is
constructed by combining MSAAM and CliqueNet.

3. Proposed Methodology

Our proposed model is composed of CliqueNet and Mul-
tiscale Attention Adaptive Module (MSAAM). We obtain
CliqueNet suitable for the proposed model based on Cli-
queNet-S0. Multiscale Spatial Attention (MSA) and Im-
proved Effective Channel Attention (IECA) are two
important submodules that make up MSAAM. First, the
framework of our proposed malware processing method is
described. After that, the architecture of CliqueNet is in-
troduced. Finally, we show our proposed MSAAM and
describe MSA.

3.1.MethodOverview. Figure 2 depicts the whole framework
of our malware detection and family classification approach.
-e proposed malware processing model uses MSAAM and
CliqueNet to automatically extract features at various levels
of abstraction from gray-scale images of malware. -ese
features can express the image comprehensively and clearly,
and the extracted features are used to train the model. -is
model can directly process the original malware gray-scale
images to reduce feature engineering and improve efficiency.

-e following describes the process that the incoming
malware samples go through to process them. First, the
input malware executable file samples are turned into gray-
scale images using the same method as Nataraj et al. [20].
-e converted gray-scale images are sent to the trained
malware detection model combining MSAAM and Cli-
queNet to effectively identify benign software and malware.
After distinguishing benign software and malware, the
malicious samples are sent to the trained malware family
classification model combining MSAAM and CliqueNet to
effectively identify the family to which each malware
belongs.

3.2. Structure of theCliqueNet. To maximize the information
flow between layers and solve the problem of a sharp in-
crease in parameters in DenseNet, CliqueNet [52] was
created. -e most prominent feature of CliqueNet is the use
of a cyclic feedback structure with spatial attention effects, so
that the model not only has a forward propagation part, but
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also optimizes the feature map of the previous level based on
the output of the next level. -erefore, we can utilize the
feature map output in the convolution repeatedly. -e
modified feature map will consider more important infor-
mation. Moreover, for avoiding the increased hardware
requirements and redundant parameters caused by the
explosive growth of parameters in DenseNet, CliqueNet
introduces a multiscale feature strategy on the model output.
Figure 3 depicts the basic functional module of CliqueNet.

CliqueBlock is the part of CliqueNet that implements the
loop feedback structure, as shown in Figure 3. It can be
divided into stage-I updated forward and stage-II updated
backward. Stage-I is like DenseNet’s forward densely con-
nected propagation; the input of each layer will contain the
refined feature information of all previous layers. Stage-II
realizes the reverse refinement of the model. -e input of
each convolution operation not only includes the final re-
sults of all previously updated layers, but also includes the
output feature maps of the subsequent levels. In each step of
the stage-II update, the last few feature maps are used to
refine relatively earliest feature information, because final
feature maps contain relatively higher-level visual infor-
mation. In this way, the cyclic feedback structure realizes the
refinement of the feature maps of each level to achieve the
effect of spatial attention. For i-th layer and k-th stage in
stage-II, the alternately updated expression is

X
(k)
i � g 

l<i
Wli ∗X

(k)
l + 

m> i

Wmi ∗X
(k−1)
m

⎛⎝ ⎞⎠, (1)

where k≥ 2, k denotes the number of stages, and two stages
complete a loop. W∗X means that the convolution kernel
performs convolution operation on the input feature map,
and g is nonlinear activation function.

To solve the problem of the sharp increase of parameters
in DenseNet, CliqueNet adopts a multiscale feature strategy

in the overall structure, as shown in Figure 3. -e output of
each CliqueBlock consists of two parts. One part is the
combination of the output of each layer after reverse refining
is called transit_feature, and the other is the combination of
input layer and output of each layer after reverse refining is
called block_feature.-e transit_feature is transmitted to the
next CliqueBlock through the transition with the attention
mechanism. -e block_feature is compressed into a feature
vector after global average pooling. Since only the output of
stage-II of each CliqueBlock will be used as the input of the
next CliqueBlock, the dimension of the feature map of
CliqueBlock will not increase super linearly, which has the
advantages of parameter amount and calculation amount.
And there is no need to use a bottleneck structure like
DenseNet to prevent parameter explosion. So the basic
structure of CliqueBlock in CliqueNet is BN+ReLU +3∗ 3
Conv +Dropout.

We obtain CliqueNet in our method by adapting Cli-
queNet-S0. Table 1 describes the details of our CliqueNet
and CliqueNet-S0 parameters.

3.3. Multiscale Attention Adaptive Module. Here, our pur-
pose is to apply attention block to enhance the effect of
malware gray-scale images detection and family classifica-
tion. For this reason, MSAAM aims to further strengthen the
feature extraction capabilities of CliqueNet. -e novelty of
MSAAM is that it can combine local and global multiscale
key information in the spatial domain and can automatically
adjust the arrangement and proportion of channel and
spatial attention submodules by auxiliary classifiers
according to actual tasks to obtain better feature expression
ability.

-e proposed MSAAM inherits the overall design of
CMBA [33], and its construction can be divided into two
parts: Improved Efficient Channel Attention (IECA) which

Executable file
samples

Benign
samples

Malicious
samples

Malware gray-scale
image dataset

Classification modelDetection model

Apply the images to
CliqueNet with MSAAM

(Multi classification)

Apply the images to
CliqueNet with MSAAM

(Binary classification)

Family 1Gray-scale
images

Gray-scale image
dataset

Family 2 Family n

Figure 2: Malware processing method flowchart.
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is from [38] and Multiscale Spatial Attention (MSA).
Figure 4 shows the overall framework of MSAAM. We use
an adaptive method in the comprehensive framework
to automatically adjust the arrangement and propor-
tion of the channel and spatial attention submodules.
We define the input feature map for MSAAM as
M ∈ RC×H×W. A one-dimensional channel attention
map MC ∈ RC×1×1 is obtained by IECA in MSAAM, which
can highlight essential feature information in the channel
dimension of the feature map. -e three-dimensional local
space attentionmap MS1 ∈ RC×H×W and the two-dimensional
global space attention map MS2 ∈ R1×H×W of the feature map
are calculated byMSA.-e three-dimensional space attention
map MS ∈ RC×H×W is obtained by combining the local and
global multiscale key information to highlight more mean-
ingful spatial feature information. Different channel and

spatial attention submodule placements in different actual
scenes will make the attention mechanism exert different
levels of effects.

In this study, we apply learnable matrices to allow the
module to adaptively select the placement of attention
submodules suitable for the current scene, as well as the
proportion of channel and spatial attention submodules that
affect the results. -e learnable matrices W1, W2 ∈ RC×H×W

are auxiliary classifiers used to implement the adaptive
permutation selection method. We set W1 � 0 means all
elements in W1 are 0, W1 � 1 means all elements in W1 are 1,
and W2 also has the same setting. -e serial placement of
channel and space attention submodules is the special case of
W2 � 0, and the parallel placement of channel and space
attention submodules is the special case of W1 � 0. -e
calculation process of MSAAM:

Table 1: -e details of our CliqueNet and CliqueNet-S0 parameters. -e two numbers in CliqueBlock represent the number of con-
volutional filters in the block and the number of convolutional layers in the block.

Layers Our CliqueNet CliqueNet-S0
Convolution 7∗ 7 conv, 32, stride 1 7∗ 7 conv, 64, stride 2
Pooling 2∗ 2 max pool, stride 2 3∗ 3 max pool, stride 2
CliqueBlock (1) 36∗ 4

36∗ 5Transition 1∗ 1 conv
2∗ 2 ave pool, stride 2

CliqueBlock (2) 36∗ 4
64∗ 6Transition 1∗ 1 conv

2∗ 2 ave pool, stride 2
CliqueBlock (3) 36∗ 4

100∗ 6Transition 1∗ 1 conv
2∗ 2 ave pool, stride 2

CliqueBlock (4) 36∗ 4 80∗ 6

CliqueBlock

CliqueNet
transit_feature

CliqueBlock

stage-I

0 1 2 3 4 1 2 3 4

stage-II

Input
Feature

CliqueBlock

Global PoolGlobal Pool

Output
Feature

block_feature

Global Pool

CliqueBlockTransition Transition

Figure 3: Basic functional modules of CliqueNet [52] and CliqueBlock.
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M′ � MS MC(M) ⊗M( ⊗MC(M)⊗M⊗W1

+ MC(M)⊗M⊗MS(M)⊗W2,
(2)

where ⊗ denotes elementwise multiplication, + denotes
element summation, and M′ denotes the output feature
map.

3.3.1. Multiscale Spatial Attention. Differing from the
channel attention, the spatial one emphasizes the spatial
features. -e spatial one computes the likelihood of spatial
feature information on the feature map to highlight more
meaningful spatial feature information. -is study uses a
multiscale strategy combined with the spatial attention
mechanism of CBAM [33] and Depthwise Convolution to
construct a new spatial attention mechanism MSA that can
combine the critical information on local attention and
global attention, as shown in Figure 5. By collecting feature
information on multiple scales, multiscale feature extraction
and feature fusion can significantly enhance the information
aggregation ability and expand the receptive field of the
model. Since spatial information is more fragmented than
channel information, more feature information is lost when
aggregating. And these two strategies need to consider the
application cost when using, so using them on spatial at-
tention can lead to better optimization.

Depthwise Convolution uses convolution and Sigmoid
functions on each channel to obtain a spatial attention map
without dimensionality reduction. Compared with the
spatial attention mechanism in CMBA that uses the max and
average pools to compress information, it can obtain better
spatial information. However, since Depthwise Convolution
is a separate operation for each channel, it focuses on the
local spatial information relationships within different re-
gions of the feature map. After visualizing the gray-scale
image, the operation of Depthwise Convolution on a single
channel of the featuremap will divide the image into regions,
and the obtained relationship is only the local information
relationship in each region. Just using Depthwise Convo-
lution lacks a vision of the global information relationship of

the feature map. Figure 6 depicts the visualization of the
local and global information relationship of the feature map.
-erefore, considering the multiscale strategy, fusion of the
key information of local attention extracted by Depthwise
Convolution and the key information of global attention
extracted by the spatial attention mechanism in CMBA can
better pay attention to the spatial information of the features.

In MSA, Depthwise Convolution is applied to the input
feature map M ∈ RC×H×W, and the Sigmoid function is used
for the output feature descriptor F2 ∈ RC×H×W to obtain a
three-dimensional local spatial attentionmapMS1 ∈ RC×H×W.
-e max pool and average pool compression are used for the
input feature map M ∈ RC×H×W. -ese two spatial feature
descriptors (FS

avgandFS
max) indicate the average pool space

information and the max pool space information, respec-
tively. A 7∗ 7 Conv and the Sigmoid function are used for the
feature descriptor F3 ∈ R2×H×W obtained after the two spatial
context descriptors are spliced to bring a 2D global spatial
attention map MS2 ∈ R1×H×W. Finally, this attention adds the
three-dimensional local space attention map MS1 ∈ RC×H×W

and the two-dimensional global space attention map
MS2 ∈ R1×H×W element by element to get the three-dimen-
sional space attentionmapMS ∈ RC×H×W.W3, W4 ∈ RC×H×W

are learnable matrices used to determine the proportion of
local key information and global key information. -e cal-
culation formula of MSA is as follows:

MS(M) � σ(DepthwiseConv2D(M))⊗W3

+ σ conv7×7
F

S
avg; F

S
max   ⊗W4

MS(M) � MS1 ⊗W3 + MS2 ⊗W4,

(3)

where DepthwiseConv2D denotes Depthwise Convolution,
and [; ] denotes tensor splicing.

4. Experiments and Analysis

4.1. Experimental Setting and Datasets. We use MalImg [20]
and Microsoft’s BIG 2015 to assess the proposed approach.
Tables 2 and 3 give a detailed introduction of the two
benchmark datasets. -e MalImg dataset, consisting of 25

Multi-scale attention adaptive module

IECA

IECA

MSA

MSA

parallel
connection

Series
connection

W2

W1

Input
Feature

M

Output
Feature

M’

S.t. 0≤W1,W2≤1
W2=1-W1

Figure 4: -e overall architecture of MSAAM.
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Figure 6: Convolutional receptive field gray-scale images visualization.
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Table 2: Sample distribution of MalImg dataset.

No. Family Number of samples No. Family Number of samples
1 Adialer.C 122 14 Lolyda.AA2 184
2 Agent.FYI 116 15 Lolyda.AA3 123
3 Allaple.A 2949 16 Lolyda.AT 159
4 Allaple.L 1591 17 Malex.gen!J 136
5 Alueron.gen!J 198 18 Obfuscator.AD 142
6 Autorun.K 106 19 Rbot!gen 158
7 C2LOP.gen!g 200 20 Skintrim.N 80
8 C2LOP.P 146 21 Swizzor.gen!E 128
9 Dialplatform.B 177 22 Swizzor.gen!I 132
10 Dontovo.A 162 23 VB.AT 408
11 Fakerean 381 24 Wintrim.BX 97
12 Instantaccess 431 25 Yuner.A 800
13 Lolyda.AA1 213 9339
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malware families and 9339 malware samples in total, is a
massive and unbalanced malware dataset. -e BIG 2015
dataset contains 21741 malware samples, consisting of 9
malware families. -e training set contains 10868 samples
and the test set has 10873 ones. -e test set of the BIG 2015
dataset, however, did not give the corresponding label. -us
this paper only uses the training set part. -e bytes files
containing the original hexadecimal code of the files in the
dataset are used to generate gray-scale images of the
malware.

To classify malware families, we directly use the MalImg
and BIG 2015 as the evaluation benchmark. For the malware
detection part, we randomly selected a total of 1087 malware
samples out of the 34 malware families contained in the
MalImg and BIG 2015 datasets. Using the filtered malicious
samples and an equal number of benign samples to create a
new malware detection dataset, it contains rich malware
families to ensure the experimental scalability.

To effectively evaluate the performance of our model, the
dataset splits into three parts where the data is used for
training, validation, and test at a ratio of 6 : 2 : 2. Moreover,
to abate errors, we repeat every experiment 5 times. Our
experiment uses the Adam optimizer and catego-
rical_crossentropy, the batch size is 16, and the learning rate
is 0.0005. -e environment equipment is as follows: Win-
dows 10, Intel(R) Core (TM) i7-1165G7 CPU @ 2.80GHz
2.80GHz and NVIDIA GeForce GTX 1060. -e proposed
malware processing method is built on the Python frame-
work and the tensorflow2.3 framework.

Malware loses different degrees of information when it
converts to gray-scale images of different sizes. However, an
immense gray-scale image size will have high requirements
on the physical equipment and will bring a huge burden to
the training of the model. In [24], the effects of image sizes
on malware family classification based on texture feature
analysis are experimentally verified. To balance performance
and cost, and to guarantee the validity of the experiment, we
adjust the gray-scale image size of the model input to
256∗ 256, which is recommended in [24].

-e N∗N confusion matrix is used to calculate four
types of indicators in order to examine our proposed model
for detecting malware. -ese indicators are as follows: ac-
curacy, precision, recall, and F1 score. -e accuracy rate used
alone can only show the expressive ability at the macro level
and cannot sensitively reflect the prediction level of the class
with a small number of samples. Precision reflects howmany
of all the samples marked as positive are expressed correctly.
Recall reflects the ability of the model to identify the target.
F1 score determines the accuracy and robustness of the
model. For the two-class detection task, we directly obtain

these values. For the multiclass family classification task, we
will enumerate three metrics for each family in detail. Fi-
nally, the indicators of each family are combined to calculate
macro-precision, macro-recall, and macro-F1.

Indicators other than accuracy are calculated as follows:

Precision �
TP

TP + FP
,

Recall �
TP

TP + FN
,

F1 �
2∗ Precision∗Recall
Precision + Recall

,

(4)

where TP is the target sample expressed as positive, FP is the
target sample expressed as negative, and FN is the nontarget
sample expressed as negative.

4.2. Performance of Detecting Malware. Table 4 shows the
results in a 2∗ 2 confusion matrix. Our accuracy, precision,
recall, and F1 score on malware dataset are 99.8%, 99.8%,
99.8%, and 99.8%, respectively. For the test set with a total
number of samples of 421, only one benign sample was
classified incorrectly. After validation on the experimental
malware detection dataset, our model can effectively dis-
tinguish between benign software and malicious software.
Table 5 demonstrates that our model outperforms existing
methods in detection ability.

4.3. Performance of Classifying Family

4.3.1. MalImg Dataset. -e 25∗ 25 confusion matrix on
Figures 7 and 8 illustrates our classifying results of the
proposed method and CliqueNet on MalImg dataset. Our
accuracy, precision, recall, and F1 score on the MalImg are
99.2%, 98.0%, 97.9%, and 97.9%, respectively. Without
MSAAM on MalImg dataset, the sequential metrics are
98.6%, 96.7%, 96.3%, and 96.5%, respectively. Table 6 il-
lustrates the comparison results on the MalImg dataset.
After validation on the experimental MalImg dataset, our
model is equivalent to [23, 51] in precision, recall, and F1
score, but it surpasses these two tasks in terms of accuracy.
Compared with other work, our model has achieved a
comprehensive surpass in all four evaluation indicators.
Table 7 shows the influence of our model on families with
smaller samples in two datasets. It achieved F1 scores of
100%, 100%, and 87.5% on Skintrim.N, Wintrim.BX, and
Simda families, respectively. -ese show that our model can
effectively complete the classification of malware families

Table 3: Sample distribution of BIG 2015 dataset.

No. Family Number of samples No. Family Number of samples
1 Ramnit 1541 6 Tracur 751
2 Lollipop 2478 7 Kelihos_ver1 398
3 Kelihos_ver3 2942 8 Obfuscator.ACY 1228
4 Vundo 475 9 Gatak 1013
5 Simda 42 10868

Security and Communication Networks 9



and is robust to the problem of imbalance in the classifi-
cation of malware families. Compared with CliqueNet
without MSAAM, it proves that the proposed MSAAM can
strengthen the attention to the characteristics of malware.
Compared with our previous work [38] and Clique-
Net +DEAM, it proves that MSAAM improves the per-
formance of the attention module based on the DEAM.

-e comparison between Figures 7 and 8 illustrates that
the classification difficulties of the MalImg dataset are
concentrated on two families. -ey are Swizzor.gen!E and
Swizzor.gen!I, respectively. -e addition of MSAAM has
greatly improved the classification effect on these two key

families, while the classification effect on other families has
also been slightly improved. MSAAM raises the F1 score of
Swizzor.gen!E from 71.7% to 84.6% and raises the F1 score of
Swizzor.gen!I from 69.2% to 80.0%. -is reflects that our
proposed MSAAM effectively improves the feature ex-
pression ability of CNN. And for the entire network ar-
chitecture of deep learning, the addition of MSAAM will
hardly bring about an increase in computational con-
sumption.-ere are many samples processed by obfuscation
techniques in theMalImg data set. Ourmodel achieves 100%
classification on 17 out of 25 families. -e families using the
packaging technology UPX which makes them

Table 4: Our classification performance on malware dataset.

Malware Benign Precision Recall F1 score
Malware 204 0 0.995 1 0.998
Benign 1 216 1 0.995 0.998
Macro 0.998 0.998 0.998

Table 5: -e comparison of the binary classification effect between our model and others.

Models Accuracy (%)
RF [5] 97.0
Garćıa and DeCastro-Garćıa [10] 99.4
TELM [12] 99.7
SVM [13] 98.5
Zhang et al. [18] 95.1
CRNN [19] 96.2
DenseNet +DEAM [38] 99.3
Hemalatha et al. [51] 97.6
Proposed method 99.8
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Figure 7: Multiclassification performance of proposed method on MalImg.
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indistinguishable from each other in similar structures in
this dataset are Yuner.A, Rbot!gen, Malex.gen!J, VB.AT, and
Autorun.K. But our method reaches a 100% classification
accuracy in Yuner.A, VB.AT, Autorun.K, and Rbot!gens,
and the F1 score on Malex.gen!J is 98.1%. Allaple uses
random keys in the code part to encrypt in several layers, but
ourmodel makes a perfect distinction between Allaple.A and
Allaple.L. Lolyda.AA1 and Lolyda.AA3 belong to the same
family variants and are also made a perfect distinction. All
these prove that our model is effective for the classification of
obfuscated malware.

4.3.2. BIG 2015 Dataset. -e 9∗ 9 confusion matrix on
Figures 9 and 10 illustrates the classification results of the
proposed method and CliqueNet on BIG 2015 dataset. -e
accuracy, precision, recall, and F1 score of our model on BIG
2015 dataset are 98.2%, 96.6%, 96.3%, and 96.4%, respec-
tively. -e accuracy, precision, recall and F1 score of Cli-
queNet without MSAAM on BIG 2015 dataset are 97.6%,
96.8%, 94.6%, and 95.5%, respectively. After the addition of
MSAAM, the evaluation indicators other than precision
have been improved.-e comparison between Figures 9 and
10 illustrates that MSAAM improves the classification
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Figure 8: Multiclassification performance of CliqueNet on the MalImg dataset.

Table 6: Comparative analysis of proposed method with others on MalImg.

Models Accuracy (%) Precision (%) Recall (%) F1 score (%)
Cui et al. [15] 94.5 94.6 94.5 94.5
Vinayakumar et al. [17] 96.3 96.3 96.2 96.2
Venkatraman et al. [21] 96.3 91.8 91.5 91.6
Gibert et al. [22] 98.5 95.8 96.6 95.8
Verma et al. [23] 98.5 98.0 98.0 98.0
Densenet +DEAM [38] 98.5 96.9 96.6 96.7
Hemalatha et al. [51] 98.2 97.8 97.9 97.9
CliqueNet 98.6 96.7 96.3 96.5
CliqueNet +DEAM 98.8 97.1 96.8 97.0
Proposed method 99.2 98.0 97.9 97.9

Table 7: Influence of our model on families with smaller samples in two datasets.

Family Number of samples Accuracy (%) Precision (%) Recall (%) F1 score (%)

MalImg Skintrim.N 80 100 100 100 100
Wintrim.BX 97 100 100 100 100

Big 2015 Simda 42 87.5 87.5 87.5 87.5
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performance on multiple families. Table 8 shows a com-
parative analysis of the proposed method and others on the
BIG 2015. Our approach outperforms other works in
malware family classification.

5. Conclusion

An efficient malware processing method is presented by
using the newly designed universal and effective Multiscale
Attention Adaptive Module (MSAAM) and CliqueNet.
MSAAM can combine local and global multiscale feature
information in the spatial domain and can automatically

adjust the arrangement and proportion of channel and
spatial attention submodules by auxiliary classifiers
according to actual tasks. -is method can directly process
the gray-scale images of malware, reducing the feature
engineering and improving the problem of unbalanced
samples of malware family classification. It is also reliable
and effective for obfuscation attacks. After validation on the
experimental benchmark datasets, the proposed MSAAM
attention module combining adaptive and multiscale strat-
egies achieves the optimization of DEAM attention module in
performance. -e proposed method can effectively handle
malware security issues.
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Figure 10: Multiclassification performance of CliqueNet on BIG 2015.

Table 8: Comparative analysis of proposed method with others on BIG 2015.

Models Accuracy (%) Precision (%) Recall (%) F1 score (%)
ACNN [16] 96.0 95.4 88.3 89.7
Gibert et al. [22] 97.5 94.0
DenseNet +DEAM [38] 97.3 95.3 95.4 95.4
CliqueNet 97.6 96.8 94.6 95.5
Proposed method 98.2 96.6 96.3 96.4
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6. Discussion

-e proposed method does not perfectly solve the problem
that texture similarity-based analysis is difficult to apply to
real-world scenarios with complex malware families. In
order to deepen the research on the effectiveness and uni-
versality of detecting malware, we will work on the deep-
ening of feature engineering and the development of better
attention modules.We also plan to optimize the information
flow in this network by adding adjustments between dif-
ferent layers of the CliqueNet. -e confrontation with code
obfuscation technology is also a direction that needs to be
studied in the future.
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-e BIG 2015 dataset can be obtained from https://www.
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