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Nowadays, continuous monitoring of a patient’s healthcare data has become a critical factor in human well-being. However,
with the rapid advancement of wireless technology, doctors and healthcare professionals can monitor the patient’s
healthcare data in real time. But to access the confidential patient’s data which is transferred through the open wireless
medium, the secure transmission plays an important role. In this work, the privacy and the anonymity of the end-users
(patient/doctor) are preserved using an anonymous blockchain-based authentication scheme. Moreover, in this work
initially, mutual authentication is performed between the end-users, followed by encryption and decryption of confidential
data. In addition, to avoid reauthentication of the patient again during the movement of a patient from one doctor to
another, a transfer authentication protocol is performed between the doctors which enhances performance analysis. The
security analysis section illustrates the withstanding capability of the proposed work against various vulnerable attacks.
Finally, performance investigation of the proposed work reveals a reduction in computational and communication costs

when compared to existing related works.

1. Introduction

Wireless body network [1], also referred to as body sensor
network, is a network connecting various nodes such as
electronic sensors and actuators, which can be wearable or
embedded in a fixed position on the body or under the pores
of the skin. Wireless body area network (WBAN) technology
was first developed based on the knowledge of wireless
personal area network (WPAN) in 1995 to communicate
around the human body. It took nearly six years to develop
the technology known as “BAN,” which refers to commu-
nication that occurs entirely within, on, or around the
human body [2].

WBAN networks can be used in remote health moni-
toring, medicine, multimedia, sports, military, and a variety
of other fields. Extending this technology into different fields
can help with the exchange of information between people

or between machines and people. Wireless body network
initial applications are mainly in the healthcare sector [3].
The health parameters of the patients suffering from severe
diseases such as asthma, heart attack, diabetes, etc., are
monitored continuously. WBAN technology gateways en-
able wearable computing devices to connect over long
distances. By using these gateway devices, the computing
devices which are on the surface or inside the human body
can be connected to the Internet. In this way, doctors can
access patient data from anywhere and at any time via the
Internet, regardless of the patient’s or doctor’s location.
The WBAN device can be used to communicate with the
hospital to alert them when the parameters in the patient’s
body vary and require assistance from the hospital. The data
collected by using the computing devices of the WBAN
system plays a key role in the treatment of the patient. So a
high quality of data is required to ensure an accurate
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decision. Moreover, if a large volume of data is generated by
the system, then it is necessary to manage and maintain this
data securely. In addition, various standards like Bluetooth,
Wi-fi, Zigbee, and so on are used for data exchange [4]. In
this case, the system must be scalable, efficiently migrate
between networks, and provide seamless connectivity.

Consumers are expecting low costs health monitoring
systems with high-level functionalities. This is satisfied by
WBAN system implementations as they are cost-optimized.
But, the WBAN system’s performance should be reliable
even though they are cost-optimized. Moreover, the wireless
links should be strong enough to accurately calibrate the
measurements, even when the system is switched off/
switched on. This shows the consistency of the system.

Since the data is transferred over an open communi-
cation channel, security and privacy in the system are critical
and appropriate action should be taken to protect data from
reaching unauthorized users. The data collected from each
patient should be transferred to the doctor’s end, without
mixing up with other patients’ data which is to be ensured.
WBAN security requires authentication, confidentiality,
integrity, data update, availability, and security management
[5-7]. The IEEE 802.15.6, which is the most recent WBAN
standard, attempts to afford security in WBAN, even though
it has numerous security issues.

As the number of patients increases daily, continuous
monitoring of patients’ health is difficult, because patients
rely entirely on doctors and other healthcare professionals,
making it impossible to process all of the data at once. Even
though WBAN technology helps in processing a large
amount of data, security plays a key role during continuous
health monitoring of patients and the processing of data. A
patient’s health can be also monitored by installing sensors
inside the body or on the outer surface of the patient’s body.
Physiological parameters such as oxygen level, blood pres-
sure, pulse, ECG, etc. are recorded and this data is trans-
mitted to the doctor or the nursing staff who monitors the
patient’s health. During transmission of data from the pa-
tients to the doctor or vice versa, the information content
should not be modified. Therefore security plays an im-
portant role. The data must be encrypted during trans-
mission and decrypted at the receiver end for proper
diagnosis and medication [8]. Various data collected from
different patients from different areas are stored in the
database, and this database must be regulated by authen-
tication. The authenticated exchange of information reduces
the potential for data abuse.

The collected data can be intelligently monitored using
the Internet of things (IoT). Due to technological ad-
vancements, doctors’ data now faces new security and
privacy risks. The data collected may contain highly sensitive
medical information. The information sent by the doctor/
patient is easily intercepted and captured by adversaries due
to insecure network connections. To address the afore-
mentioned security threats, this paper introduces a physi-
cally secure blockchain-based lightweight privacy-
preserving anonymous authentication scheme for WBAN.
Initially, mutual authentication occurs between the patient
and the doctor in the proposed framework. Finally, patients

Security and Communication Networks

are given a unique token to prove their authenticity. When a
patient moves to a different doctor in a different location,
frequent authentication for verifying the patient’s identity
consumes more computation and communication overhead,
affecting system performance. As a result, to avoid frequent
authentication and to reduce computation and communi-
cation overhead, a transfer authentication protocol is pro-
posed in this work. Furthermore, the blockchain [9] is used
to keep track of patient parameters and user authentication
information and to maintain the doctor’s trustworthiness.
The research work’s main contribution is as follows.

(i) To propose a privacy-preserving blockchain-based
lightweight mutual authentication scheme for both
the patient and doctor.

(ii) To perform encryption and decryption of confi-
dential data (i.e., biotic statistics data of patient and
medical prescription of doctor) to ensure
confidentiality.

(iii) To propose a transfer authentication protocol by
sharing the identity code of the patient to the new
doctor. Hence, there is no need for the new doctor
to reauthenticate the patient once again.

(iv) To develop a conditional tracking mechanism for
the end-users (doctors/patients) by the medical
network. Thus, the medical network will revoke the
misbehaving or compromised end-users from the
network.

The rest of the research is organized accordingly. The
review of relevant work is provided in Section 2. Preliminary
steps and system models are discussed in Section 3. Section 4
describes the proposed framework. The security analysis of
the proposed framework is explained in Section 5. Section 6
discusses the effectiveness of the proposed scheme in terms
of performance. The concluding tasks are presented in
Section 7.

2. Related Works

The smart physical sensors accumulate and progress sen-
sitive data from the patient body. The security, reliability,
and trustworthiness of sensitive data collected and processed
by smart physical sensors are critical as they are related to the
welfare of human beings. Some of the related works related
to the security of WBAN are discussed as follows. Liu et al.
[10] proposed a scheme based on the certificateless signa-
ture. The anonymity of the end-user is preserved by the
network manager. However, this scheme suffers from a lack
of traceability of confidential information. Ibrahim et al. [11]
proposed a scheme where the anonymity of the patient’s
sensor is preserved. In this work, mutual authentication
takes place between the end-users in a secured way. How-
ever, the confidentiality of the user data is not preserved.
Zhao et al. [12] proposed a healthcare oriented block-
chain scheme. In this scheme, blockchain is used for pre-
serving the patient’s data. Though blockchain is considered a
public network, there may be a possibility of attackers
gaining access to confidential data. But, here the data is
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stored in the form of a public address and it is difficult for an
attacker to corrupt the data. Moreover, the scheme is suitable
for storing a large volume of information. However, there is
no transfer authentication protocol followed for the transfer
of confidential information of the patients from one doctor
to another doctor. Thus the computational complexity in-
creases in this scheme. Debiao et al. [13] proved the pos-
sibility of impersonation attacks in the existing anonymous
authentication schemes. The security provided by this
scheme is high enough to withstand impersonation attacks.
But the confidentiality and traceability of the confidential
data are not addressed in this scheme.

Li et al. [14] proposed an unlinkable, confidentiality
preserving authentication scheme for WBAN users. The
patient’s authenticated data is collected by the sensor nodes
and they are transmitted to the required end-users anon-
ymously. Though confidentiality and anonymity are pre-
served, the computational cost for authenticating the
patients is high. Moreover, the patients need to be au-
thenticated again when they move to the new doctors. Thus
the performance analysis of the scheme is degraded. Li et al.
[15] proposed a more secure authentication scheme based on
a single round method to avoid the drawbacks in Liu et al.
[10]. Security analysis is performed based on both informal
and formal methods. Though the communication cost is
reduced in this scheme, it does not provide traceability of
patients’ confidential data. Luo et al. [16] proposed a new
privacy protector scheme for an IoT-based healthcare en-
vironment. A new type of coding method named Slepain-
Wolf is used in this scheme. To prevent data loss, the self-
repairing protocol is employed in this scheme. However,
truly speaking the confidential data loss cannot be com-
promised. The summary of related works is tabulated in
Table 1.

Shen et al. [17] proposed cloud-based authentication
protocol for healthcare applications. Since the storage of data
forms a key factor, a large volume of data can be stored only
with the help of cloud-aided system. Since the storage of
confidential data takes place in the cloud, the scheme is
vulnerable to different types of security threats. Li et al. [18]
proposed an authentication scheme based on IoT. This
scheme can withstand replay attacks and message modifi-
cation attacks. However, there is no transfer authentication
protocol. Deebak et al. [19] proposed a scheme based on
hash-based RFID. However, the scheme is vulnerable to
several security threats. Alzahrani et al. [20] proposed an
effective, safe, and anonymous WBAN valid key agreement
protocol. Though the privacy of the user is preserved in this
work, it lacks the confidentiality of the information trans-
ferred. Jabeen et al. [21] proposed a scheme for the pro-
tection of data based on a genetic algorithm. But the
complexity of the algorithm leads to an increase in the
computational cost analysis. Rehman et al. [22] proposed an
authentication protocol based on a reliable base node. A
three-level topology is used for the key agreement scheme.
This protocol is free from several attacks like compromise
attacks and impersonation attacks. Amjad et al. [23] pro-
posed a work based on an optimization problem. A gamma
distribution function is used to continuously monitor the

health conditions of the patients. The energy optimization
algorithm is used to preserve the energy consumption
during the transfer of data in the form of packets. This
algorithm does not deal with the relative authentication or
the security of data during transmission. Kumar et al. [24]
proposed an efficient scheme based on trust assessment
without encryption techniques. Moreover, trust evaluator,
attack-resistant features are incorporated in this work. In
addition, trust is developed on the data received from the
sensor and the efficiency obtained through this work is
noteworthy. Lara et al. [25] proposed a Two-Party Au-
thentication scheme. Here public keys are generated based
on ECC. Since ECC is used, the computational cost for
executing this scheme is notable. Though the performance
analysis of this work is notable, the end-users need to be
authenticated every time. Ning et al. [26] proposed a
monitoring mechanism for the patients based on 5G
technology. Moreover, a cost-efficient monitoring mecha-
nism for the patients located in the home is embarked. The
basic security features like authentication and privacy are
not focused on in this work. Kumar and Chand [27] pro-
posed a scheme based on cloud computing. This work
mainly focused on the large resource allocation for the data
received from the patients. Since the sensors used in the
patients are resource-limited, they cannot store a large
amount of information. Hence an efficient protocol is
designed in this work. But this scheme suffers from privacy
leakage and security threats. Guo et al. [28] proposed a
homomorphic cryptosystem architecture. This work is
mainly focused on the real-time health monitoring of the
patients. Moreover, the Diffie-Hellman key exchange pro-
tocol is used to ensure security. But mutual authentication
between the end-users is not provided in this work.

3. System Overview

The basic concept regarding the system model architecture
and bilinear pairing is explained in the succeeding section.

3.1. System Model Architecture. A brief view regarding the
proposed system model architecture and transfer authentica-
tion protocol is depicted in Figures 1 and 2, respectively. The
system model is unique. In this model, there are three main
entities, namely, medical network, data sensor regulator, and
end-users (doctor/patient). The role of each entity is unique in
nature. The medical network acts as the centralized trusted
third party network and it is responsible for the initial offline
registration of both patients and doctors. Moreover, it provides
the required credentials to the end-users. The role of data
sensor regulator is not only to collect the sensitive data from the
patients but also to store the data, providing the data to the
doctors in an encrypted way. In addition, reauthentication is
not required in our proposed system as blockchain is utilized to
store the confidential data of the patient.

3.1.1. Medical Network (MN). MN is considered as the
fully trusted authority. It is responsible for the generation of
public parameters, initialization of the system, registration of
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TaBLE 1: Summary of different existing works.

Existing works Pub}l;c:rtlon Techniques Drawbacks
Liu et al. [10] 2014 Certificateless signature scheme Lack of traceability of confidential information
Ibrahim et al. [11] 2016 Anonymity Presegﬁ;g)rn of the patient’s Confidentiality of the user data is not preserved
Zhao et al. [12] 2016 Healthcare oriented blockchain scheme No transfer authentication protocol
Debiao et al. [13] 2017 Authentication with provable security for Confidentiality and traceability of the confidential data
WBAN are not addressed
Li et al, [14] 2017 Unlinkable, cor}ﬁdgntlahty preserving Computational cost for agthentlcatlng the patients is
authentication scheme high
Li et al. [15] 2017 Single round method scheme for BAN Lacks traceability of patient’s confidential data
Luo et al. [16] 2018 Privacy protector scheme for [oT-based Confidential data loss
healthcare
Shen et al. [17] 2018 Cloud-based auﬁil:ltzltllcc:rt;on protocol for Vulnerable to different types of security threats
Li et al. [18] 2018 RFID based authentication Message eavesdropping and tag forgery attack
][)19]1) eebak et al. 2019 RFID authentication based on hash Denial of service and data forgery attack
Alzahrani et al. 2020 Anonymous WBAN valid key agreement It lacks confidentiality of the information transferred
[20] scheme
Jabeen et al. [21] 2020 Genetic algorithm based scheme Increase in the computational cost analysis
Rehman et al. [22] 2020 Authentication scheme based on reliable Several atta.cks like compromise attack and
base node impersonation attack
Amjad et al. [23] 2020 Optimization scheme for WBAN Relative authentlca'Flo.n o the security of data during
transmission is not discussed
Kumar et al. [24] 2021 Trust assessment lethout encryption Complexity increases due to trust evaluator
techniques
Lara et al. [25] 2021 Two-party authentication scheme The end-users need to be authenticated every time
Ning et al. [26] 2021 Edge computing 5G scheme Authentication and privacy are not focused
EL;rJnar and Chand 2021 Cloud computing scheme for WBAN Privacy leakage and security threats
Guo et al. [28] 2021 Homomorphic cryptosystem scheme Mutual authentication between the end-users is not
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FIGURE 2: Transfer authentication protocol of proposed scheme.

the end-users, and the key generation for the end-users.
Initially, all the end-users should register in the trusted MN
by giving their confidential credentials. Once the registration
is successfully performed, the MN issues the required
credentials to the authenticated end-users.

3.1.2. Data Sensor Regulator. Normally, the patient is
provided with two types of sensors. The sensors may be
present on the surface of the body or may be implanted
inside the body. The information or the data collected from
these sensors are transmitted through the data sensor reg-
ulator to the required doctor through the open wireless
medium. The data sensor regulator is designed to perform
the communication and computation efficiently. Moreover,
it is provided with random access memory (RAM) for data
storage. The data collected from the MN and the required
internal data of the patient are retained in the data sensor
regulator. In addition, the regulator has the capability of
storing the data in an encrypted way which prevents the
intruder from accessing the original content of the data.

3.1.3. End-Users. The end-users may be either the doctor or
the patient. The MN provides the required keys and cre-
dentials to the authenticated end-users. In addition, the keys
generated by the end-users are used for mutual authenti-
cation between them. Moreover, the biotic statistics of the
patient and the confidential medical prescription of the
doctors are encrypted and securely transferred with the help
of these keys which prevents illegal injection of data from the
intruder.

3.2. Bilinear Pairing. Let G,, G, and G, be the cyclically
multiplicative groups of order g.The generators of the groups
Qx and G.y are represented as g, and gy respectively. The
isomorphism V for these groups is represented as

V(g,) = g« The bilinear map e: G, x G, — G, satisfies
the following properties.

Bilinearity: e(gk, gy)=e(9w 9., 9« € G&g, €G,
and Vx,y € Z

Nondegeneracy: e(g,, g,) # 15,
Computability: the bilinear map e: G, xG, — G,
and isomorphism V are computable

4. Proposed System

In this work, blockchain-based anonymous authentication
for WBAN is proposed. Initially, mutual authentication
takes place between the patient and the doctor in an
anonymous way. Initially patient and the doctor should
perform offline registration with the medical network
(MN). The MN preserves the private information of the
patients and doctors in a secured manner. Moreover, MN
maintains a tracking list that contains the real and dummy
identity of the doctors and patients. In case of any dispute,
MN will revoke the particular patient or doctor from the
network with the help of the tracking list. In this work, MN
is linked with the blockchain network along with the doc-
tors. Once the initial registration of the doctors and patients
with MN is completed, MN issues the required identity
code (IC) and dummy identities to the end-users (doctors
and patients). Based on the IC, the doctors will authenticate
the patients using the distributed ledger of the blockchain
network. So, if the intruder tries to acquaint with any se-
curity threats, the same will be reflected in the distributed
ledger. MN reports the change in the block hash value and
the particular end-user (intruder) is revoked from the
network. In the suggested scheme, once the mutual au-
thentication process is completed between the doctors and
patients, transfer authentication protocol takes place be-
tween the doctors. For instance, if the patient moves from
one doctor to another doctor, there is no need for the current



new doctor to authenticate the patient once again. The re-
quired authentication parameters of the patient are trans-
ferred between the previous and the current doctor. Thus,
the performance analysis of this work is well esteemed.

4.1. System Initialization. Initial registration is performed by
the medical network offline. Both the doctors and patients
should initially register in the medical networks by pro-
viding their required credentials like ID proof, mobile
number, etc. through offline mode. The MN chooses two
random numbers s,t as its master key and private key such
that s,f €eZ}. Based on these keys, the public key and the
conditional parameter are generated by MN. The public
key is represented as PU, = g-** and the conditional
parameters are represented as A, = g/**'. Moreover, the
secure one-way hash function is given by H (-). Finally, the
MN  broadcasts the  system  parameters  as
(Gx’ Gy’ H’ €9 9Gx> gy’ PUMN)'

4.2. End-User Registration. Initially, both the patient and the
doctor should perform offline registration with MN by
providing their credentials.

(1) The MN picks random numbers a;,7, y;, ¥, € Z
such that the public key is calculated as PU ,, gx
In addition, session key for the patient is calculated
from the public key of the doctor as §,, = = PUp,.
Moreover, the decryptlon key for the pat1ent is
provided by MN as = gx

(2) The dummy identity of the patient is calculated as
DI,, = g™ . Moreover, MN also calculates g, ; =
gt+§5 +J’z X = g‘(J’1+J’2) Y = g5+J’1 2
Z= gyz 7Ri=g-, S=g5 and T, =g.. These
parameters are provided to the patient and doctors.

(3) In addition, the identity code for each patient is
generated by MN as IC(t) = Y., u;v;/n where u; is
the identity value generated by MN for the patient. v;
is the identity value of the patient given by the patient
to MN. n is the number of patients in the network.

(4) The IC and DI, are concatenated and kept in the
blockchain network. In addition, IC is encrypted and
broadcasted to the remaining M N in the system. So,
whenever updation occurs in IC, the MN also up-
dates its data list.

(5) MN maintains a tracking list for the tpatlent as
(PU 4 TR pa> DI,,), where =gy . This
tracking list is used to revoke the mlsbehavmg pa-
tient from the WBAN by MN.

(6) Similarly, MN chooses a random number for b; and
d; as its master key and private key for the doctor
and computes the session secret keys S, = gx and
Sp. = PUY,
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(7) Moreover, MN calculates the pubhc key for the
doctor as PUp, = gy and PUp, = gy In addition,
decryption key for the doctor is o gy/d' and

t~d,
conditional parameter A = gx

(8) The dummy identity and the tracking identity of
the doctor are calculated as DI, = g‘; "+ and TR,
gy . MN maintains the tracking list for the
doctor as (DIp, TRp, PUp). The tracking list is
used to revoke the misbehaving doctor from the
WBAN.

4.3. Patient’s Key Generation. Mutual authentication
should take place between patients and doctors before the
start of transferring the authenticated data. The data
sensor regulator of the patient selects q; = g, as the short
time public key, where 0. is the short time private key such
that 6; € Z7 and j<p. Then the patient’s data sensor
regulator chooses four random numbers (y;, py, Y5 > y) €
Z, and computes Dy, @), J,, and i, where

@ =y + 20. @ RH1+I43 V4 3. = RI/‘3+P‘4.S.‘41+I42_P‘4 and
@2 — R}‘»ﬁ'ﬂs !Jz: S#2+I44/Tﬂ3+l44 ! !

4.4. Patient’s Certificate Generation. The patient’s data
sensor regulator calculates the dummy parameters
0y =0, -y, 0, =0, — p3, 05 = 0, + , and acceptor key as
Ak = H (g, 4 IT, IS,1X1 2,12,12;]1Zlq).  Moreover,
the certificate for the patient is generated as

erp = (0; 4l AKIG; 12, 10, 13,105 I X1V ]| 2). Then the data
sensor  regulator  calculates  zz = H(cer,,) and
yy= (cerpallzzllTS) where TS represents the current time
stamp.

4.5. Patient’s Signature Generation. To preserve the integrity
of the information, patlent S data sgnsor regulator generates
the signature as sig,, = gx Plie) . Finally, the message is
generated and sent to the doctor as

mess,, = (DIl q;llyylsig,a)-

4.6. Patient’s Certificate Verification. Moreover, from the
received message, the doctor checks the validity of the time
stamp to avoid reply attack. If the timing value is less than
the mutually agreed timing delay between the doctor and the
patient, then the doctor accepts the message, else rejects it.
Then, the doctor computes the parameters T1,81,®1,®2’,
and @, such that T =g, %X, S| =Yx Z, @1 Y><—
RQO*BZ*,%) @2—R3 23®03?*,ad®3_ By—0,~ zs

/ T 30 . Finally, doctor computes the doctor’s acceptor key as
Ak = H (p, T IS/IXI @121 ]1X1Z]l 9,). T Akr = Ak,
then the acceptor key of the patient is accepted by the doctor,
else rejected.

Proof of correctness
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T)=piaxX

— g;ﬂ’l*')’z x g;(yﬁyz) — g; — T1
S;=YxZ

— gi*'}"l_)’z X gzz_}’l — gi — Sl

@1' — ngo_az‘a3

_ R[f1+26}-—(0]—;43)—6j+y4

— R.‘fs*/‘% S.‘lh THy—Hy ( 1)

| RO i
@ =
1 Ta3 _BZ

1

RPI‘I +20,~(9; *Hs)*(eﬁm)_ Sfj +11y~(0-11,)

T‘19j+/44_(91_”3)

Uitz —Hy Qlla Ty
RO
M3 Ty
Tl

=g,

4.7.  Patient’s e(sigpa>q;
H (DI

-Gy "“)) =e(gy> g,), then the message is accepted by the
doctor and the doctor considers the patient as the au-
thenticated patient. After confirming the patient, the doctor
performs the diagnosis for the patient.

Proof of correctness

. H(DI,, ) o, H(DI,
e(Slgpa,qj-gy( P)> =e(31gpa,gy’-gy( ")>
_e(g}lc/H(DIPG)+9j’g§j+H(D1Pu)> (2)

Signature  Verification. If

= ¢(9 9y)-

Only if the signature and certificate are verified by the
doctor, the patient is considered as the authenticated user
and the doctor can get the required biotic statistics (BS) from
the patient. If any one of the verification processes fails, then
the patient is considered as an illegal user.

4.8. Doctor’s Authentication. Here, the patient checks the
authenticity of the doctor. Before sending the BS to the
doctor, the patient should anonymously authenticate the

doctor. Therefore, the doctor generates an anonymous
competitor key as Cop =H (e(g,,g,)|DIpl|lPUp) and
generates the certificate as cer, = (DI, ||PUR|ITS|| Ap). The
competitor key and certificate are sent to the patient’s data
sensor regulator. Initially, the TS value is checked by the
patient. If the timing value is acceptable, then the patient’s
data sensor regulator checks e(DI.Ap, A;) = e(g,, gy)-
Proof of correctness

e(DIp.Ap, Ay) = e( g% g%, gi™)

e(gjc+tag;15/$+t) (3)
e(9. 9x)-

Then the patient’s data sensor regulator calculates the
patient competitor key as Co,, = H(e(DIp.Ap, A))
IDILIIPUR). If Co,, = Cop, then the patient considers the
doctor as the legitimate user and send his/her biotic
statistics.

4.9. Confidentiality. To maintain confidentiality, the medical
prescription (MP) of the doctor and the biotic statistics (BS)
of the patient are encrypted using elliptic curve cryptography
(ECC) encryption algorithm.

4.9.1. Encryption by the Patient. Initially a random number
is chosen by the patient as /; and the patient computes the
cipher text as Cl,, = (BSIIPUPaIITPa)GBH(e(gy,gy)l’).
Therefore, the decrypted message can be calculated as
(BSIPU ,|IT,,) = CI,,@H (e(g,, g,)").

4.9.2. Decryption by the Doctor. Once the cipher text is
received by the doctor, he performs the decryption operation
as CI ,,@H (e(PU p, och) = (BSIPU ,lIT )

Proof of correctness

H(e(1Us, ') = (g}, ("))
= H(e(g,9;)) (4

= H<e<9y’gy)li>'

4.9.3. Encryption by the Doctor. Similarly, the medical
prescription (MP) of the doctor should be sent in an
encrypted way. Initially a random number is chosen by the
doctor as [; and he computes the cipher text as
CI, = (MP|PUL|Tp)@H (e(g,,g,)"). The decrypted
message can be calculated as (MP|PUR|Tp)
CI, = ®H (e(g,, 9,)").



4.9.4. Decryption by the Patient. Once the cipher text is
received by the patient, he performs the decryption oper-
ation as CIDGBH(e(PUpa,ﬁ ) = (MP|PUITp).

Proof of correctness
H(e(rU ) = 1 (62 (51
lfas)) O

= H(e(g,9,)").

4.10. Transfer Authentication. In the current scenario, when
the patient moves from one doctor to another doctor in
another region for medical diagnosis, the new doctor in
another region needs to authenticate the patient once again.
But in the proposed scheme, transfer authentication is
performed between the previous doctor and the current
doctor. The previous doctor sends the IC of the particular
patient to the current doctor. If the IC #0, then the cor-
responding patient is considered as the authenticated patient
and he will be accepted to get the service from the current
doctor. Moreover, if IC #0 then the previous doctor pro-
vides the BS of the corresponding patient and other required
information. Hence, it is not required for the current doctor
to authenticate the IC again. The following steps are exe-
cuted as follows.

1) ’Ihe previous doctor chooses a random number x €

» and generates tw? transfer keys TK, and TK,,

xH (DI, 1C

w?lere TK, = SD1 and TK, = PUDJr1 These
transfer keys arie sent to the current doctor. More-
over, PUp = gy and PUp,, = gy represent the
public key of the previous and current doctor, re-
spectively. Moreover, the transfer key TK, is sent to

the particular patient.

(2) Then the current doctor picks a random number ¢ €
Zy asits private key and computes the transfer keys
as TKD = gy and TK,, = gi. Here, TK}, is kept as
secret by the current doctor and TK p,1 is given to the
particular patient.

(3) Moreover, the current doctor generates the session
transfer keys as TKﬁ =TK; 41 and TKy, = TK;.
TKp. Here,d;,, € Z is the prrvate key of the current
doctor. The current doctor generates the new session
key as SN, = e(g,, TKg,).

(4) Hence, by receiving the transfer keys TK, and TK, |
from the previous and current doctor, the patient

computes atient’s  transfer keys as
o, 78

TK,, = TK and TK,,, =TK,, TKp,,

respectlvely

(5) Finally, the patient calculates the patient’s new
session key.

(6) SN, = e(TK51,9,). If SNp =8N, , then the
current doctor accepts the particular patient’s data
and the transfer authentication task is accomplished.

Proof of correctness
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d.. .xH (DI Ic) gx)
d;a;d,,y.xH (DI, | IC).g;>

(
(

= e<gx,g§l a2 (D1, 11€) gy)
(

(6)

;LH(DIP I IC)~TKD,1)

5. Security Analysis

The various possible security attacks and the security fea-
tures provided by the suggested scheme are explained in this
section.

5.1. Resistance to Impersonation Attack. In order to perform
impersonation attack and to find the secret parameters of the
authorized doctor/patient, the attacker should pretend to act
like an authorized doctor/patient. The certificate for the
patient is  calculated as cer, = (p; dIIAkIIq] 125l
01110, o NIX| Y|l Z). To find the values of X,Y, and Z, the
randomly chosen numbers y;, ¥, and the secret key of MN
such as s should be known by the adversary. Since the
numbers y,; and y, are random, the values of X, Y, and Z are
also random which is difficult to find due to ECDLP and the
secret key of MN is also difficult to find by an adversary.
Similarly, the certificate of the doctor is calculated as
cery =((DIp|PULITS| Ap ). Here, Ay is calculated from
the doctor s private key and MN private key, where
Ap = gx % Since the private keys are secret and are known
only to MN, it is difficult for an intruder to find the values of
Ap and to forge the certificate. Moreover, a unique identity
code is generated by MN for each authorized patient and it
is stored in the blockchain network. Any change in the
identity code will be reflected in the succeeding blocks in the
blockchain. So, the miners in the network will remove the
particular unauthenticated patient (adversary) from the
network.

5.2. Resistance to Fake Message Attack. To send fake message,
adversary should create a bogus message similar to the
original real message as mess,,, = (DIpllq;llyyl sig,, ). Here
DI, is calculated from the secret keys of M N and patient, so
it is difficult for an adversary to find the value of DI,
Moreover, the value of yy involves X,Y, and Z. As the
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values of X,Y, and Z are calculated based on the random
numbers y, and y,, it is difficult to find yy due to ECDLP.
To find the values of y, and y, , there is a complexity of
O[fY?*Wlog w] where /w! represents number of patients
registered in the network.

5.3. Resistance to Message Alteration Attack. To perform
message alteration/modification attack, the adversary should
decrypt the data sent by the authenticated doctor or the
authenticated patient. In order to perform the decryption
operation, the adversary should have a knowledge regarding
the decryption keys of patient/doctor. But these decryption
keys (oc,p) are provided by the MN during the initial
offline registration of doctor and patient in a secure way.
Moreover, to calculate the decryption keys, the private key of
the doctor (d;) and the private key of the patient (g;)
provided by the MN should be known to the adversary. In
addition, during the authentication process, signature is

) UVH(DI )40, . 5 .
generated as sig,, = g« P, which involves short-life
private key 6, and dummy identity DI, of the patient which
are hard to trace. Hence, it is difficult for an adversary to
undergo message alteration attack.

5.4. Conditional Privacy Preservation. In this proposed
scheme, the doctor and the patient use anonymous certif-
icate and signature to hide their real original identity. Only
the dummy identity of the end-user is used during the
mutual authentication process. So, even though the adver-
sary finds the dummy identity of the end-users, it is a
challenging phenomenon for an adversary to trace the real
identity. Moreover, if the end-users are compromised, then
by using the tracking list, the M N revokes the compromised
end-users from the network. Thus in this proposed scheme,
conditional privacy is preserved.

5.5. Resistance to Repudiation Attack. In this suggested
scheme, the end-users cannot repudiate once the informa-
tion is received. Here, the doctor sends the MP to the
authenticated patient and the patient sends the BS to the
authenticated doctor. The MP is sent in the form of cipher
text CI, = (MP||PUp|ITp)®H (e(g,, g,)") by including the
tracking parameter. So, in case of any dispute due to wrong
prescription of the doctor, the MN can track the doctor
from the doctor’s tracking parameter list. Similarly, the BS of
the patient is sent in the form of cipher text
CI,, = (BS|PUL|T ,,)¢H (e(g,, g,)") to the doctor. So, if
any wrong information/data is sent by the patient, then the
MN can easily track the patient based on the patient’s
tracking parameter list. So, the end-users cannot repudiate.

5.6. Resistance to Reply Attack. In the reply attack, the ad-
versary wants to capture the message within a specific time
interval, modify/create the message, and send it to the end-
users. But in the proposed scheme, timestamps (TS) are
attached to the anonymous message. Due to the presence of
the TS, the adversary cannot perform the message

modification/creation in the given stipulated time. Thus, the
proposed scheme is resistant to reply attack.

5.7. Unlinkabijlity. The data sensor regulator of the patient
selects q; = gy as the short time public key, where 0; is the
short time private key such that ; € Z7 and j < p. Short-life
private keys are used for the certificate and signature gen-
eration. The validity of these private keys is only for a short
duration. So, once the verification process is completed, the
validity of these keys get expired. Therefore, there is an
unlinkability existing in the generation of the certificates.
Hence, an adversary cannot link the two certificates gen-
erated by the same end-users.

5.8. Man-in-Middle Attack. The proposed work is resistant
to man-in-middle (MM) attack. During the exchange of
information, the patient sends their biotic statistics (BS) to
the doctor in the form of cipher text by including the
timestamp. Similarly, the doctor sends the medical pre-
scription (MP) in an encrypted way by attaching the
timestamp. In our work, if the intruder tries to capture the
BS/MP, only a zero knowledge is obtained from the ex-
changed data. Moreover, if the intruder sends the new fake
data in place of original data, because of the presence of
timestamp, the data will be received with a delay and hence it
is not accepted. Hence MM attack is not possible.

6. Performance Analysis

The performance analysis of the suggested scheme is ana-
lyzed in terms of computational complexity and commu-
nication cost.

6.1. Computational Complexity. Computational complexity
of the proposed scheme is compared with the relative
existing schemes like Liu et al. [29], Zhao [30], Hu et al., [31]
and Al-Riyami and Paterson [32]. Computational com-
plexity is analyzed in terms of cryptographic functions like
T,, Ty T, and T,,. Here, T, T}, T,, and T , are the rep-
resentations used for one point multiplication, one point
hash function, exponential function, and bilinear pairing
operation. Moreover, cryptographic operations are imple-
mented with core i7 processor having 8 GB RAM using PBC
library [33]. In addition, the platform used for the execution
process is Cygwin [34]. The time required for the execution
ofT,, T, T, and Tp is 0.7 ms, 2.6 ms, 0.6 ms, and 1.72 ms,
respectively. Here ‘ms’ represents milliseconds. Table 2
shows the computational cost for different schemes in
terms of certificate and verification cost. Generally the time
required for the hashing operation and pairing operation is
higher when compared to other operations. In our suggested
scheme, only two pairing operations and one hashing op-
eration are required for verifying the signature and certif-
icate of single patient/doctor, whereas Liu et al. [29] scheme
requires three pairing and three hashing operations. Zhao
[30] scheme requires three pairing and eleven hashing
operations. Hu et al. [31] scheme requires four pairing and
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TaBLE 2: Computational cost for different schemes.

Schemes Verification cost for single certificate and single signature ~ Verification cost for n certificates and n signatures

Liu et al. 3T, +3T), + 3T, 3nT, +3nT), + 30T,

Zhao et al. 9T, + 11T, + 3T, onT,, + 11nT), + 3nT,

Hu et al. 2T, + 6T +4T, (n+ 1T, +6nT), +4nT,,

Riyami et al.
Proposed (patient)
Proposed (doctor)

T+4T,+T, +T,
2T, + Ty + T, + 2T,
2T, + Ty

nTy +4nT, +nT, + 0T,
(n+ DT, + nTy + 0Ty, + 20T,
(n+1)T, +nTy

six hashing operations. Similarly, Al-Riyami and Paterson
[32] scheme require four pairing operations and one hashing
operation. The suggested scheme consumes less computa-
tional cost when compared to the existing related schemes.
The verification cost for the single patient is 12.12 ms and the
verification cost for the single doctor is 6.02 ms whereas the
related schemes like [29-32] take 15.03ms, 23.84ms,
40.03 ms, and 12.84 ms, respectively. Verification cost for
single certificate and single signature in the suggested work
for the patient and the doctor patient is

2T, + Ty +T,, + 2T, and 2T, +T), respectively. In a
nutshell, only two pairing functions and one hashing
function required verifying a single certificate and single
signature. If n number of end-users is taken into consid-
eration, proposed work consumes (n+1)T, pairing and
nT);, hashing operation.

The graphical representation of the computational cost
for the different schemes with respect to patients and doctors
is shown in Figures 3 and 4, respectively. It is clearly ob-
served that the proposed scheme consumes only 209.91 ms
and 38.51 ms for the verification of 20 certificates and 20
signatures for the patients and doctors, respectively. As a
result, within the stipulated time, proposed scheme can
verify the certificate and signature significantly. The verifi-
cation cost for the existing related schemes is higher than
260 ms for the verification of signature and certificate for the
same number of end-users. Thus the verification cost is very
low when compared to the related existing works.

6.2. Communication Cost. The communication cost of the
proposed work is compared with existing works, namely, Liu
et al. [29], Zhao [30], Hu et al. [31], and Al-Riyami and
Paterson [32]. This section deals with the cost incurred
during the exchange of information between the doctors and
patients. As per Liu et al. [29] scheme, the number of bits
required for single message is 3840 bits. Zhao [30] scheme
requires 2112 bits for transferring a single message. Hu [31]
and Al-Riyami and Paterson [32] schemes require 2496 bits
and 1536 bits, respectively. Thus when compared to the
existing schemes, the suggested scheme consumes less
communication cost which improves the efficiency of the
proposed scheme. In this work, type A elliptic curve is used
for the calculation of the communication cost. Table 3 shows
the communication cost for different schemes. The bit size
for the parameters used in the groups G,, G, and G, is 160
bits. Moreover, the bit size of the elements belonging to Z* is
160 bits, time stamp’s bit size is 32 bits, and the bit size of
hash function’s output is 160 bits. In the proposed scheme,
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2500 -

2000 ~

1500

Verification time in (ms)

1000 ~

500 +
0
20 40 60 80 100
Total number of Patients
[] Liuctal [ Riyami ctal.
[ Huctal [ Proposed (Patient)
Il Zhao ctal

F1Gure 3: Computational cost for different schemes with respect to
patients.
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20 40 60 80 100
Total number of Patients

[ Liuetal [ Riyami et al.
I Huetal [ Proposed (Doctor)
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FiGUREe 4: Computational cost for different schemes with respect to
doctors.

the cipher text for the patient and the doctor is calculated as
= (BS|PULIT,, )@H(e(gy, gy) /) and CI, = (MP||P
UDIITD)EBH (e(gy gx) /). Moreover, time stamp is used
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TaBLE 3: Communication cost for different schemes.

Schemes Number of bits for single message Number of bits for n messages
Liu et al. 3840 3840 n
Zhao et al. 2112 2112 n
Hu et al. 2496 2496 n
Riyami et al. 1536 1536 n
Proposed scheme 1344 1344 n
4000 can be effectively deployed in the hospitals for monitoring

Communication cost in bits

Huetal.  Zhaoetal

Liuetal.

Riyamiet  Proposed
al. scheme

Different Schemes

Ficure 5: Communication cost for different schemes.

during the mutual authentication between the doctor and
patient and it consumes 64 bits. M P and BS are the elements
belonging to Z; and they totally consume 320 bits. PU ,,,
T, PUp, and T}, are the elements in the groups and they
totally consume 640 bits. The output of the two hash
functions consumes 320 bits. So totally, 1344 bits are re-
quired as the communication cost for the proposed scheme.
Figure 5 shows the pictorial representation of the com-
munication cost for different schemes. From Figure 5, it is
clear that the proposed work consumes less bit size when
compared to the related works.

7. Conclusion

In this work, an efficient blockchain-based lightweight
mutual anonymous authentication protocol for the end-
users (patients and doctors) is proposed. The proposed work
can be practically deployed between the patients and doctors
in hospitals. Here, the encryption of both BS data of the
patient and the confidential MP of the doctor is performed to
preserve confidentiality. Only the authenticated end-user
can decrypt the data. In addition, the certificate and sig-
nature verification signifies the message’s integrity. More-
over, the suggested scheme can withstand several security
threats. Further, transfer authentication protocol helps to
avoid the reauthentication of the patient again, when they
move to the new doctor which reduces the communication
and computational cost significantly. Since blockchain is
used, there is a continuous tracking of data, as they are
stored in the distributed ledger. As a result, there is no
tampering/modification of data. Thus, the proposed scheme

the patient’s data.

The main advantage of the proposed scheme is to pre-
serve the confidentiality, integrity, and security of the
transferred data. However, the scheme is limited to the
inclusion of biometric authentication. Future work direction
can be extended to cloud-assisted blockchain-based schemes
to enhance the storage of large volumes of confidential
information, not only enhancing the data storage by using
the cloud-assisted blockchain, but also enhancing the
monitoring process of the patient’s data. Moreover, fine
tuning method can be incorporated to enhance the data
quality. Furthermore, high-level requirements are down-
converted into low level requirements for the doctors to
improve the efficiency.
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