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In recent years, Homomorphic Encryption (HE) has shown the possibility of securely running a computation arbitrarily without
performing the data decryption. Many authors have shown Somewhat Homomorphic Encryption (SHE) or Fully Homomorphic
Encryption (FHE) schemes implemented practically on both the addition and multiplication operations for SHE. +e recent
methods for implementing the FHE methods completely depend on arbitrarily reducing the time taken to perform the encrypted
multiplication operation to increase the computation power required by SHE methods. +is paper aims to accelerate the en-
cryption primitives in an integer-based SHE based on the duration between each data transmission from the sensor and data
packaging method. If the number of sensors increases exponentially in an edge device environment, the signals have to be
encrypted faster in a packed mode in the edge environment and transferred to the cloud without a loss in data.+e presented SHE
method reduces the time taken for encryption based on the input number from the sensor and invariably increases the per-
formance of the edge device. +is advantage also helps the deploying healthcare application obtain end-to-end privacy in
transmitting sensitive patient data.

1. Introduction

+e ecosystem required for the Internet of +ings (IoT) is
growing exponentially because of the large-scale availability
of low-cost sensors, actuators, microprocessors, and high-
speed Internet infrastructure. +ese devices can be inte-
grated seamlessly for gathering data from the required
environment, depending on the application. +e collected
data have to be processed and monitored continuously for
effective implementation. +e healthcare industry is one of
the largest revenue-generating sectors in India with a market

share of 133 billion USD by 2022 [1]. +e continuous
monitoring of hospitalized patients and a timely prediction
of complications that arise from disease leads to early re-
covery and reduces patient hospital stay. Apart from in-
creased revenue, the reduced hospital stay of the patient will
translate into less strain in the current healthcare infra-
structure as well as saving the patient lives through the early
detection of diseases.

With the established Internet framework, multiple
sensor devices integrated with individual patients transmit
their vital information through the network in the Edge
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Computing (EC) [2–4] environment before processing
critical information in cloud computing. In this current
scenario, the transmitted data from the device will be
transferred insecurely through wife networks and then to the
centrally located servers. +ere is a possibility of altering the
patient details and vital signs through hacking. +ey are
transmitted through the nonsecured integrated IoT devices
to cloud computing for further processing. In this scenario,
the patient will be misdiagnosed, which also leads to further
complications. +is type of problem can be solved by adding
a layer of security before transmitting the patient’s vital signs
into the cloud server for further processing and timely
prediction. +e time is taken to encrypt the patient data,
send the encrypted data, process the encrypted data, and
transmit urgent messages in case of emergency to the
healthcare provider as early as possible. Another scenario is
the number of patients increased by 100-fold from the
average number of available beds at any particular time also
leads to network congestion or bottleneck in transmitting
the data through IoT devices. +is paper explains a new
method using Fully Homomorphic Encryption with reduced
encryption time before transmitting data when compared to
the MORE or POREmethod. Also, this newmethod helps in
the elimination of bottleneck problems. Even with the in-
crease in data, the time required for processing in the Edge
Computing environment is less before sending the data to
the cloud environment on a priority basis. +e computation
method increased the performance in the edge environment
by carrying a data prediction in Edge Computing and storing
and analyzing data in the cloud [5–8].

+is paper focuses on the security issues required while
transmitting data from edge devices into a cloud server. We
specifically concentrate on preserving the privacy of patients’
information and enhancing the security of transmitted data
by encrypting them with a modified lightweight algorithm
based on Somewhat Homomorphic Encryption-Ring
Learning with Error. +is presents a new way to securely
encrypt IoT sensor signal value based on the frequency of
transmitting the signal to the edge environment. Depending
on the encryption function selected, the edge device will
require less computing space and time to encrypt and
transmit the data to the cloud server. Table 1 presents the list
of abbreviations used in this paper to help readers to have a
better understanding.

2. Motivation

+e healthcare system delivers a quality of service to the
people whenever and wherever they need to increase the
quality of life and decrease the mortality rate. Healthcare in
public life is mainly due to the advanced need to stay healthy
and contribute to the economy for a long period. +e health
and lifestyle do not match at all period.

Chronic diseases are noncommunicable diseases that
increase due to changes in the lifestyle of people. For in-
stance, dramatic changes in food quality, mainly an increase
in fast food, excess weight gain, work stress, alcohol, and so
on, are the main reasons for chronic diseases. As per the
World Health Organization (WHO) report, it increases the

mortality rate. Hypertension [9] is one of the chronic
conditions in which blood pressure increases in the arteries
also called High Blood Pressure (HBP). HBP does not
usually cause symptoms, but it leads to a major risk influence
in heart failure, kidney failure, heart attack, artery disease,
and so on. +e systolic and diastolic are the two measure-
ments expressed to measure blood pressure. +e systolic
pressures are within the range of 100–130mmHg and for
diastolic 60–80mmHg.+e BP is at or above 130/80, or 140/
90mmHg is diagnosed to be hypertension. It is further
classified into primary and secondary hypertension. +e
HBP is classified into gestational hypertension, preexisting
hypertension, and preeclampsia during pregnancy. It is
essential to monitor pregnant women continuously because
hypertension causes globally 16% of maternal death
approximately.

+e secure send and storing of personal data without
being compromised play a major role in protecting the
privacy of the patient [10–12].+e patient’s health records or
diagnosis stored over the cloud-based server need to be
accessed by any physician at any time without being
compromised or transferred securely.

In general, Figure 1 depicts the IoT-based fog computing
healthcare monitoring system with security consisting of
three steps. First, the patient’s health data, especially blood
pressure data, are collected by placing IoT smart matches.
+e collected data are sent to fog computing through
wireless networks such as Bluetooth, Wi-Fi, and WiMAX.
Second, fog is an extension of the cloud for the analysis of
data where we use mobile in the place of fog to perform the
security operation. +e Homomorphic Encryption tech-
nique is carried out in fog computing. +ird, the secured
data are stored in the cloud subsystem.

If a patient is getting treatment from multiple hospitals,
the patient’s records are converted into Electronic Health
Record (EHR) to be used anywhere at any time for future
reference. +e way of converting patients’ medical records
into electronic format has been implemented throughout the
world with the sole purpose of available patient records
accessed throughout the world at any point in time. +e
converted medical records were stored in the local server
maintained by the institution or in the cloud for easy access
anywhere in the world, with the availability of new sensors

Table 1: List of abbreviations used.
SHE Somewhat Homomorphic Encryption
FHE Fully Homomorphic Encryption
HE Homomorphic Encryption
IoT Internet of +ings
USD United States Dollar
EC Edge Computing
WHO World Health Organization
HBP High Blood Pressure
MORE Matrix Operation and Randomization Encryption
TTP Trusted +ird Party
EHR Electronic Health Record
ECG Electrocardiogram
SHA Secure Hash Algorithm
RLwE Ring Learning with Errors
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which can be integrated with the patient to monitor their
health in real-time and store it in a server or cloud-based
system. In case of emergency, integration of the entire tool
alerts the medical crew; accurate and timely treatment at the
hospital was carried out seamlessly in a matter of minutes.
+e systematic collection of that information is static and
dynamic. +e static contains the patient’s personal infor-
mation such as name, age, and gender that need not be
changed, while dynamic information contains the streaming
information generated by sensors which are changed from
time to time.

In the combination of the Internet of +ings, big data
analytics, and cloud computing, the patient is continuously
monitored, and disease is predicted using ensemble
methods. +en the proposed method is to securely store
patient data and analyze them without requiring personal
information. +e next step is to process the stored data and
diagnose based on disease symptoms.+e final step is to alert
the required medical personnel without compromising
patient privacy.+is paper only concentrates on security and
privacy for the IoT healthcare data and patient information
stored in EHR.

+e remainder of the paper is organized as follows:
Section 2 describes the relevant works as a literature survey,
and Section 3 introduces Fully Homomorphic Encryption.
Later Section 4 describes the experimental setup and dis-
cusses in detail the results obtained. Finally, Section 5
concludes with a summary of the work and provides future
work directions.

3. Literature Survey

In order to reduce the delays inferred by cloud computing,
Fan et al. [13] proposed fog-cloud computing to increase
efficiency. +e authors also addressed the security and
privacy challenges using ciphertext policy-attribute-based
encryption. Hariss et al. [14] designed a MORE (Matrix
Operation and Randomization Encryption) approach Ho-
momorphic Encryption to provide privacy for real-world
applications. Sanchez-Guerrero et al. [15] proposed a novel
adaptive extended Merkle tree structure to provide privacy
to extremely sensitive information stored in EHR. However,
all these schemes were applied to already existing stored
data, not streaming data.

Pham et al. [7] proposed a smart home healthcare service
for the elders who are staying alone using various IoTsensors
as a real-time application in a cloud environment. +e
authors also developed a robot assistant using the gradient
boosting decision tree algorithm to find the activities of the
body. A cloud-based system is proposed [16] to control and
monitor the H1N1 virus. Doctors upload the patients’
treatment information in the Amazon EC2 service for future
reference in this system. To diagnose Chikungunya, Sood
and Mahajan [17] designed a fog-assisted cloud-based sys-
tem in which users are continuously monitored to collect
information stored in the cloud and analyzed in Edge
Computing. With the advancement of IoT, Rani et al. [18]
also diagnosed Chikungunya and stored patients’ infor-
mation in the cloud. Mobile environment jointly merged
with cloud computing to monitor ECG pattern of the pa-
tients in mobile designed by Zhang et al. [19].+e system has
the details of patients such as name, identification number,
gender, age, medical record, and ECG report. However, all
these systems fail to meet security measures to prevent user’s
sensitive health-related data from unauthorized access.

Using the condition-based methodology, Verma and
Sood [20] developed a cloud-centric diagnostic system to
predict the possible disease in users using medical devices
and sensors [21]. +e user’s personal information and their
diagnosed diseases were stored and analyzed in the cloud.
Here, Trusted +ird Party (TTP) provides security to the
users’ information, but it can be hacked easily with the
public key. Hossain and Muhammed [22] proposed a
framework for monitoring Electrocardiogram (ECG) of
disabled and older people. +e monitoring information is
gathered at the cloud platform to be accessed everywhere at
the cost needed. Watermarking and signal enhancement
techniques are used to secure the data on the client side.

In case medical treatment is done for the patient in a
remote network-constrained environment, the medical data
have to be transferred securely, and only relevant infor-
mation can be accessed by authorized users such as
healthcare providers. +e secure encryption and transmis-
sion of data without any loss is also a vital part of security.
+e data from the sensors will be transmitted to the local
edge device; the device further encrypts the data using a
public key. +e batch process of encryption is done using a
new algorithm to encrypt to form the ciphertext whose final
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Figure 1: A conceptual framework of IoT-based fog computing healthcare system.
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size is larger than the original text size. If a hacker accesses
the secure data, the data can only be viewed as a random
number and is not possible to decrypt without a secure
private key.

+e FHE encrypted data transmitted through the edge
device will perform the error estimation of the transmitted
data. +e final data analytics in the cloud server can be
performed without any decryption for processing the final
output. If the processed data breaches a certain threshold set
by the healthcare provider, an immediate alert message will
be delivered to the corresponding physician for further
diagnosis.

4. Fully Homomorphic Encryption (FHE)

In the FHE method, the security key generated for en-
cryption consists of both private key and public key for
secure encryption. +e general steps in the process involve
four steps such as generation of the encrypted key (sym-
metric or asymmetric), encryption of data into ciphertext,
decryption of the ciphertext using a private key, and eval-
uation of the transmitted data. In the symmetric encryption
method, the general public key will be used for both en-
cryption and decryption of data. +e asymmetric encryption
method is done using a general public key, while the de-
cryption is done using a secure private key.+e final text will
be processed in an encrypted ciphertext without decrypting
the original message sent by the sensors. In order to evaluate
the robustness of the encryption method, the final processed
ciphertext will be decrypted using the private key, and the
plain final processed results will be displayed.

Fully Homomorphic Encryption technique encrypts the
patient’s input information to produce the ciphertext without
knowing any information about the plaintext, which matches
the operation performed on plaintext. Homomorphic En-
cryption is said to be FHE when it satisfies both properties of
addition andmultiplication.+e basic properties are as follows:

For addition,

Enck(a) + Enck(b) modX � Enck([a + b]modX) 

· mod(X).
(1)

For multiplication,

Enck(a)∗Enck(b) modX � Enck([a∗ b]modX) 

· mod(X).
(2)

+e mobile IoT device where the encryption occurs
should protect the patient’s real identity from public view, as
well as in case of an emergency; authorized users can ef-
fectively trace the patient using the mobile edge device. +e
identity can also be morphed by adding a randomly gen-
erated pseudonym to the user, but this will further increase
the computational cost for each random generation of
names in resource-constrained IoT encrypted terminals.

4.1.Concept andProposedModel. +emajor drawback of the
FHE is the size of the encrypted ciphertext and the minimum
storage space required in the cloud server, which is directly

related to the performance of the analysis. For an FHE to be
fully realizable in the real application with high security, the
encrypted file size should be reduced, and the time taken for
encryption should be appreciably reduced with the increase
in the number of connected sensors. FHE scheme imple-
mented in a low-level language and using a parallel pro-
cessor reduces the edge domain’s encryption time. +ese are
packed to a certain extent and implemented using Somewhat
Homomorphic Encryption. +e edge device also performs
the threshold comparison with the encrypted data without
knowing the raw transmitted data, and the result will be a
simple yes or no. +e basic point in privacy is preserving
encrypted data by evaluating some ideal properties such as
accuracy, no reversibility, diversity, revocability, random-
ness, and performance.

+e Edge Computing devices, if implemented properly,
will have less latency and stringent quality of service re-
quirements. Figure 2 presents the architecture of polynomic
Homomorphic Encryption in the healthcare system. +e
main idea is to bring the core cloud computing to mobile
devices, connected sensor devices, and actuators. Most of the
edge devices will be on the move. +erefore, the transmitted
signal should not get retransmitted or duplicated in another
edge node. +is will further lead to memory constraints in
the cloud computing storage.

+e proposed model will strip the sensor data into a
simple number with comma-separated phrases and fill them
into a linear algebraic expression. Each polynomial will be
added with a simple operator, and the idea is to shorten the
sent polynomial into a manageable packet size. +e original
data will be added to the final text for further processing.

+e network connection between the sensor terminals
and the edge device is where most of the attacks can take
place. +e transmitted data from the sensor can be attacked
by Eavesdropping, Sybil attack, sleep deprivation attack, and
aman in themiddle attack.+e data are transmitted between
the sensor and edge devices using SHA message verification
techniques. +e medical sensor signals have to be routed
through a trusted secure network channel. Another way to
prevent the attack is to add a new layer of security to the
transmitted signal in the edge device before transmitting
through the cloud network. One such type of protection
requires less time to encrypt the continuous signal trans-
mitted by the sensor into an encrypted signal using a public
key provided by the user within a fewmilliseconds.+en, the
encrypted signal is transferred to the cloud for further
processing. +e advantage of Fully Homomorphic En-
cryption is that the data need not be decrypted for pro-
cessing; only if the signal value exceeds a certain threshold,
will the authorized user receive the alert text message, in-
cluding the physician in charge. +e data will be decrypted
by the authorized user using a private key provided by the
medical institution. +e physician has access only if it is
decrypted by the user.

5. Preliminaries

In this section, we review our associated cryptographic
schemes and mathematical concepts.
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5.1. Homomorphism. Assume that G∗ is a cyclic multipli-
cative group and G and G′ are two cyclic additive groups of a
prime order. Let kernel K(f ) be a kind of function from G

⟶ G′ and a and b belong to G. φ is mapping from
G/K⟶ G′, which satisfies the following properties:

(i) φ is well-defined: if f(a) is equal to f(b), then
φ(ka) � φ(kb). ka� kb if and only if ab− 1 ∈ k.+en,
f(a∗ b− 1) � e′.

(ii) φ is one-one function: let φ(ka) � φ(kb).

f(a)Δ[f(b)]
− 1

� e
− 1

,

f(a)Δf b
− 1

  � e
− 1

,

f a∗ b
− 1

  � e
− 1

,

ab
− 1 ∈ k,

ka � kb.

(3)

(iii) φ is onto function: for every a which belongs to G

and x ∈ G′, f(a) � x ; then,φ(ka) � x.
(iv) φ is homomorphism: let ka, kb ∈ G/k; thenφ(ka⊗

kb) � φ(k(a∗ b)).

5.2. Secret Sharing Scheme. A secret sharing scheme divides
the secret k into x shares with a y+1 share that is unable to
reconstruct. Based on Lagrange’s theorem, the order of any
subgroup H of a finite group G divides the order of G.

5.2.1. Secret Construction Phase

Step 1: assign a polynomial function f(z) with degree s,
in which all coefficients belong to Z.
Step 2: compute the share xi � f(i)(modN) for i� 1, 2,
3, ..., n.

Step 3: user publishes a list of n shares like
(x1, x2, . . . ..xn) and each xi is circulated among
patients.

5.2.2. Secret Reconstruction Phase

Step 1: any y+1 share (xn1
, xn2

, . . . , xnt+1
) can be able to

reconstruct the secret k.
Step 2: Compute x � f(0) � 

nt+1
i�n1

xi(
nt+1
j�n1

yj/yj − yi

(modN).

+e encryption method can compute the average,
standard deviation, and regression coefficient of the pre-
diction without performing any decryption algorithm. +e
method of Ring Learning with Errors (RLwE) from Peikert
and Regev [23] has some assumptions described in the
following. +e ring (ri)�Zp(x)/f(x); the ring has n degree of
polynomials with coefficient in Zp; the assumption is that all
the polynomial numbers of samples are of the same form
with a random number and error number. +e ciphertext is
equivalent to the noise present in the error distribution
instead of a uniform number.+e polynomial f(x) chosen for
the operation is xn+1, with n having a power of two.+e ring
elements after multiplication will have lesser than L2 norm
multiplication of the component, which is basic polynomial
multiplication, and the addition is componentwise coeffi-
cient addition.+e error distribution is of the Gaussian form
D with ε> 0 based on the probability density function. +e
multiplication function performed on the ring Zp will only
increase the size of the ciphertext by a small amount and
reduced time. +e time, size of the key, and ciphertext are
computed using MATLAB software before implementing in
the edge devices environment.

5.3. Somewhat Homomorphic Encryption Algorithm.
SHE�Enc (keygen, encryption, addition, multiplication,
and decryption).

Smart watch

Patient’s Health Information
(Plaintext)

1. Dynamic Key 
Generation K

2. Permuted Plaintext

3. Permuted Plaintext 
Divided into m Elements

4. Polynomial Operation

M ← f (x) = xη + 1

5. Block Encryption

Homomorphic Encryption

KMK-1

Ciphertext

Cloud

Figure 2: Architecture of polynomic Homomorphic Encryption in the healthcare system.
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Step 1. Create the asymmetric encryption keygen (public
and private key).

+e parameter for key generation is based on a polyno-
mial function f(x) � xn + 1, where n has a power of two.+e
modulus s is a prime number that is related by modulus (2n).
+en, s variable defines the ring parameter
ri � mod(Zp(x)/f(x)) described earlier. +e Gaussian
functions have a discrete error value given by ε � (D(Zp), ε1)

with the standard deviation.+e discrete GaussianD> 0; then
only the multiplication method will work. +ey have to be
chosen based on the hidden security parameter K. +e ring
element will define the secret key (pv.K) with a uniform
random element. An additional error term will be added to
the key. +e public key (pub.K) contains the less random
element and an error term to be available for encryption by
the edge device. Pub.K � mod(number∗ key + mod(t)∗ ε)
and pv.K � mod(number∗ ε − pub.K). +e private key is
provided with the authorized person, whereas the public key
for encryption is available on the edge device for encryption
protocol.

Step 2. Encrypt the plain data into a secure ciphertext using
a public key and private key.

+e message or continuous number will be encrypted
based on the degree of the polynomial (n) with a continuous
or a particular text message. In general, the computation of
the normal text (norm) or number into an encrypted ci-
phertext contains all the elements belonging to the general
variable.

Cp � a0 ∗ x + t∗x + norm a1(  + mod(t)∗x. (4)

Step 3. Packet the additional data into a smaller ciphertext
for easy transmission.

+e packets from the edge device will be split into easy
modules after encryption based on mod(t) value. If the
degree of the polynomial is larger, then the encryption time
is also more. Depending on the encryption device, the public
key will be selected based on the available RAM in the edge
device for easy encryption and transmission time. +e
complexity increases with the increase in the number of
devices connected to a single edge device.

Step 4. Process the encrypted text for finding the critical
threshold for the patient transmitted data.

+e decryption of the whole normal text or number can
be performed with the appropriate error value added to the
public key, which is also a part of a private key generation.
+e decryption method with less error is achieved by the
RLwE method. In general, the decrypted text which will be
computed for mod(t) is given by

decrypt text � 
δ

0
CpiPv.Ki + number ∈ Zx. (5)

+e number in the decryption key will be based on the
preprogrammed packaged size of the ciphertext encrypted in
the edge device.

Step 5. If the threshold for the sensor is breached, alert the
user and transfer encrypted data for cloud transfer ahead of
the data packet. Additional functional methods are designed
in the edge device, such that after the encryption of the
number, the device will perform a simple logical operation.
If the encrypted number of the ciphertexts exceeds a certain
threshold value, an alarm text will be delivered to the patient
and the attending physician as an added advantage.

Step 6. Process the sent data in the cloud without decryp-
tion, and if a critical condition is breached, alert the medical
team immediately. +e data pack sends to the server in a
sequential time because of the large volume of the data
transmission to the cloud server. +e timing of the device
will be adjusted based on the encryption timing required for
sending the data.+e low-cost sensor module will not have a
facility to store the large volume of transmitting signal.
+erefore, the storage, encryption, and timely delivery have
to be taken care of by the edge device attached to the sensor
module. Even if the network availability is not there, the
device will store a certain value for a certain period and
upload them when the connection is established with the
cloud server.

+e advantage of the current method is that the trans-
mitted data will be sent in packets and reassembled in the
cloud storage device for further processing.

6. Implementation

+e biological signal-like ECG device was mimicked using a
random signal generator in the MATLAB environment. +e
signal from the generator is stored in a series of column
values for every 30 seconds before sending it to an en-
cryption algorithm. Similarly, in the edge environment, the
sensor data will be processed in a batch mode every
30 seconds before the encryption algorithm processes the
incoming message. Each column value will be encrypted
based on the number size sent from the sensor. For example,
suppose the temperature and pressure sensor are attached to
the patient. In that case, a single bit temperature and
pressure value will be taken at every 2-minute interval,
whereas the ECG-like signal will be transmitted for every
second from the patient. +e encryption text size will vary at
the Edge Computing device depending on the monitoring
sensor. +erefore, the size of the number sent for encryption
is given by toy (2), medium (128), or large numbers (1024).
+e function for encryption is defined in MATLAB for easy
software implementation, and later it can be converted into a
basic C code for edge device implementation. +e current
simulation for Somewhat Fully Homomorphic Encryption
with RLwE was implemented for simple cases with three
different scenarios in Intel Core 2 Duo machine at 1.6GHz
with 16GB RAM, which were performed to analyze the
encryption time and size in the edge environment before
transmitting to a cloud server. +e size of the encryption
along with the public key also plays a vital role in the
performance of the edge device to process the incoming
values continuously without any delay.
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7. Results and Discussion

+e algorithm helps to solve the time taken and the com-
putation necessary for the edge device to handle many
sensors from each patient in a shorter period of time to
encrypt the message without affecting the performance of
the system.+e code should safeguard from a certain type of
attack against the vulnerabilities posed by the FHE code.
One way is to implement the secure wireless connection
from the sensor module to the edge device module with
SHA1 hashes to verify the integrity of the received signal
from the wireless module. +e current paper explains the
time required to perform the encryption in edge device
based on the numbers and text received from the various
sensor modules.

8. Encryption Time of Text and Numbers

+e encrypted text and values at various levels are based on
the received text size and the time available at the edge node
to perform the required encryption operation. In the case of
numbers, the sum and product of the two can be directly
encrypted from the available space without any delay. If the
text message is sent from the sensor, then the text has to be
converted into a number first before performing the en-
cryption operation. Such conversion will save the time re-
quired for encryption at the edge interface. +e encryption
performed using a public key at the edge device will have to
separate the encryption timing based on the received value as
well as the integrity of the incoming number or text. +e
encryption of a smaller number will require less time to
process; the encryption based on n number of prime
numbers chosen indicates that the mod(t) should be greater
than the length of the received signal.+e initial parameters s
and n also need to be smaller for resource constraint edge
device or based on the time interval at which the signal is
transferred from the sensor (e.g., temperature sensor and
pressure sensor) attached to the patient. +e physiological
signals like ECG have to be monitored continuously for any
variation in the patient’s heart rate, which is critical for
monitoring patient health. +e larger signal will have to be
packed in a certain order for easy processing at the edge
environment. +e addition operation of the encryption
performed much faster, even for the larger size of the
number. +e multiplication of the prime number polyno-
mial in the encryption takes a larger time to convert and
encrypt. +e idea here is to choose the multiplication factor
based on the size of the text and the degree of a polynomial
the edge device will select based on the incoming signal. +is
will be a trade-off in the edge device performance versus the
selection of appropriate encryption for each received signal
from the sensor module.

9. Implementing Numbers Packaging in
Edge Device

Here, we propose converting the incoming signal into a
separate column for easy conversion of signals into a useful
number. First, the ciphertext encrypted with a smaller text

will be placed separately with a sensor number in the cloud
server, and the larger number will be encrypted into multiple
files for easy transfer. For example, the encrypted size of the
ciphertext based on the incoming package will have a
separate number selected during the private key generation.
+e selected number will add a single value at the appro-
priate interval for performing the decryption mechanism.
+e ciphertext sends from the edge device will have a unique
number that will match the private key based on the size of
the ciphertext received.

10. Decryption and Comparison of
Encrypted Text

+e ciphertext sent from the edge device after performing
the specific encryption depends on the degree of polynomial
selected for encryption based on the size of the packed
number. In a Fully Homomorphic Encryption system, the
received signals can be operated without performing any
decryption algorithm. For example, the average value of the
temperature sensor from the encrypted message can be
calculated in the cloud server without performing any de-
cryption of the real data. If the threshold is breached in the
server, an alert message would be delivered from the cloud
platform for a list of authorized users. If the decoding of data
has to be performed, it will be performed only with the
patient consent that possesses the authorized key. +e de-
cryption of the encoded message was based on the size of the
packed number sent and the duration of the value received
by the edge platform.+e personal information and sensitive
patient details will be saved using bitwise encryption rather
than packed encryption as described previously. +e sen-
sitive data requires more encryption power than the packed
encryption performed for fast encryption of the sensor
readings.

To avoid the issue of large bit size key, the prime number
was chosen for the public key to determine the size and the
time required for the encryption of the number and the text
is also converted into a random number before performing
an encryption mechanism. +e two ring elements were used
for both the public key and the ciphertext encryption, and
the whole method was performed in a single degree re-
duction during the multiplication operation of the en-
cryption step. +e developed method was implemented in
MATLAB based on the message space modulus t and power
of the prime number factor n dimension; the ciphertext
degree for each type of encryption method is shown in
Table 2. +e time required for encryption using a public key
and a private key in general is based on the text size chosen
based on packet size (tiny, medium, and large). +e public
encryption key required for performing individual addition
and multiplication based on the general public key is
evaluated to assess the efficiency of the multiplication en-
cryption mechanism. From the calculated result, it is evident
that the addition requires less time than the multiplication of
prime numbers. +e calculation also shows the maximum
time required for performing simple encryption if the
complexity of the ciphertext size increases. +e encrypted
size of the public key size increases with the degree of the
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ciphertext to perform the operation. +e algorithm helps to
solve the time taken and the computation necessary for the
edge device to handle in a shorter period of time to encrypt
the message to the server without affecting the performance
of the system.+e code should safeguard from a certain type
of attack against the vulnerabilities posed by the FHE code.
+e code implemented by the SHE based on the new al-
gorithm is lightweight more suited for the encryption at the
edge device itself for preserving the privacy of the patient.

For Somewhat Homomorphic Encryption (SHE), the
RLwEmethod using the parameters given in the algorithm is
implemented in MATLAB. +e time and size are taken for
key encryption along with addition and multiplication
operation performed during encryption operation.

11. Experimental Results

+e experiment has been accomplished to evaluate the
proposed model using different instances with four different
models such as k-Nearest Neighbor (k-NN), Näıve Bayes
(NB), Support Vector Machine (SVM), and Decision Tree
(DT).

+e specificity analyzed between the proposed model
and four different models is presented in Figure 3 for clear

understanding. From the figure, it is noted that the proposed
method outperforms the existing baselines.

It is observed from Figure 4 that the total time taken to
encrypt 2000 records is less than others. Although, it in-
creases gradually when there are more numbers of records in
the input dataset.

It is noted from Figure 5 that the response time taken by
the proposed model is less when compared with other
existing baseline models.

Table 2: Encryption operation time and size for various message spaces.

Message space (mod(t)) n (ciphertext degree)
Encryption operation time Encrypted size

Pub. key ms Pv. key ms Add. ms Mult. ms Pub. key KB Ciphertext KB
2 512 (1) 25 57 <1 <1 12 24

4096 (4) 210 520 2 150 386 781
8192 (10) 425 1410 7 860 2256 4526

128 1024 (1) 55 112 <1 <1 29 60
4096 (4) 225 610 4 160 490 975
8192 (10) 448 1654 7 1140 5534 11052

1024 1024 (1) 52 108 <1 <1 35 69
4096 (4) 225 620 4 214 535 1091
8192 (10) 455 1825 9 554 6010 12105
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Figure 5: Analysis of response time.
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Figure 4: Time taken to encrypt attributes.
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12. Conclusions

In the current paper, we proposed a modified LWrE method
based on Somewhat Homomorphic Encryption, which can
be practically applied to a medical-oriented sensor device
that requires confidentially protecting patient information.
+is method helps to solve the problem by systematically
monitoring patient health in real-time without divulging
sensitive data. +e proposed work provides a secure key that
the patient can only authorize to decrypt the original raw
data from the sensor attached to the patient. +e encryption
performed in the MATLAB software helps to emulate a real
device scenario and helps to fine-tune the operation required
for the particular type of sensor and the number of pack-
aging methods required for efficient operation of the edge
device time. +e encryption scheme can be programmed
based on the number of sensors attached to the particular
edge environment by estimating the number of times a
device transmits data to the edge device. In the future, the
proposed approach will be enhanced to meet the require-
ments of time-sensitive applications. Also, the proposed
SHE shall be considered for the Federated Learning appli-
cations for ensuring better security.
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