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With the rapid development of hacker technology, network security issues have become increasingly serious. UploadingWebShell
is one of the most common attack methods used by network intruders. WebShell escape technology is changing with each passing
day, and the traditional method based on feature matching is difficult to accurately detect. In order to detect WebShell more
accurately and mitigate the threat caused byWebShell attacks, a WebShell detection method combining bidirectional GRU (gated
recurrent unit) and attention mechanism is proposed for the first time. First, the sample is preprocessed to remove useless
information such as annotations.-en, the sample is divided into a series of words, the word2vec model is used to obtain the word
vector, and finally, the word vector is input into the network for prediction. According to the experimental results, compared with
peer methods, the method in this study performs better in performance indicators such as accuracy rate, recall rate, and F1 value.
-e model not only detects the PHP-type WebShell but also has a good performance on the WebShell written in JSP, ASPX, or
ASP languages. -e detection accuracy of PHP-type, JSP-type, and ASP-type WebShell reached 99.36%, 99.23%, and 99.87%,
respectively, and the recall rate was 98.6%, 99.13%, and 99.56%, respectively.

1. Introduction

-e development and popularization of network informa-
tion technology have injected new vitality into modern
society. Today, the Internet has played an important role in
all aspects of life, greatly facilitating our lives. However, the
Internet is a double-edged sword. While facilitating life, it
also provides new criminal methods to lawbreakers. In re-
cent years, illegal cyberattacks have become more frequent.
Cyberattacks can affect personal privacy and even threaten
national security. According to the “2020 China Internet
Network Security Report” [1] issued by the National
Computer Network Emergency Technology Coordination
Center of China in 2020, the number of server IPs controlled
by Trojan horses or bots in China reached 65,865 and in-
dependent host reached up to 8,560,434, the number is
terrifying. Nearly 100,000 web pages have been tampered
with, including nearly 500 government websites. In 2020,

more than 50,000 websites were tested for implanting
WebShell, including 256 government websites. -e network
security situation is severe. It is urgent to raise citizens’
awareness of network security and develop network security
technology.

Among many network attack methods, uploading
WebShell is especially favoured by attackers. WebShell is a
web page backdoor written in a web programming language.
Commonly used languages include PHP, JSP, ASPX, etc. It is
flexible and efficient, and its concealed features make it
appear very frequently during intrusions. In the process of
network intrusion, the attacker first checks the website
system to find out the vulnerabilities that may be valuable,
including SQL injection [2], weak password, arbitrary file
upload, arbitrary code execution, and remote file inclusion
[3]. Further, through these vulnerabilities, an attacker can
upload WebShell. -rough WebShell, attackers can collect
information, manipulate databases, edit files, execute system
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commands, and elevate permissions to provide protection
for further intranet intrusions [4]. WebShell plays an im-
portant role for intruders. If the WebShell uploaded by the
intruder can be accurately detected and cleared in time, the
network security can be largely guaranteed.

WebShell is written in the same language as normal web
page files, with little difference from normal files.-e current
methods of detectingWebShell can be roughly classified into
two categories, namely, dynamic detection and static de-
tection. Dynamic detection can further determine whether
the file is WebShell by monitoring network traffic or using
HOOK technology [5] to observe the behaviour of the file.
-is type of method has high false positives and is incon-
venient to implement. Static detection mainly recognizes
text without running the text by collecting statistical features
of the text, analyzing log information, and constructing a
feature database. -is type of method has a high accuracy
rate, but it is difficult to detect unknown samples. In order to
further improve the accuracy of the detection algorithm, the
ability to detect unknown samples is improved. We propose
a detection method based on bidirectional GRU and at-
tention mechanism. Firstly, the meaningless content such as
annotation information is removed in the sample. -en,
segment the sample to get a series of words. Next, the words
are vectorized and input into the network for detection.
Experiments show that this method can accurately detect
WebShell and has higher accuracy and recall rate compared
with other methods.

-e main contributions of this study are as follows:

(1) For the first time, the bidirectional GRU network and
attention mechanism are used to detect malicious
WebShell code.

(2) -e method proposed in this study can effectively
detect the WebShell of multiple languages such as
PHP, ASP, and Java, rather than a single one.

(3) -e experimental results show that it surpasses the
previous research in performance indicators such as
recall rate, accuracy rate, precision, and F1 value.

(4) -ere is no need to convert the sample into inter-
mediate code, and the original text is directly used
for detection, which is lighter than the previous
method.

In the next section, we review some related research and
outline the motivation of our research. In Section 3, we will
introduce our model in detail. -e experiment and result
analysis are in Section 4. Next is a brief application scenario
description. Finally, we summarize our work in Section 5.

2. Related Works

Researchers have done some research to detect WebShell. In
terms of traditional static detection, Yong [6] et al. proposed
a php-WebShell detection method that combines FastText
[7] and RF (random forest) algorithms. On the one hand, it
collects statistical characteristics such as the longest word
length, information entropy, coincidence index, feature
value, and blacklist function of the text. On the other hand,

the sample code is converted into an opcode sequence
through VLD [8], and the FastText model is used for
modelling. -en, the two types of features are combined and
input to the random forest algorithm for detection. -e
experimental results show that their method obtains a high
accuracy rate, but the processing process of the method is
complicated, and it is not easy to apply the method to
WebShell written in other types of languages. You et al.
proposed a php-WebShell detection method of NB-opcode
[4]. After converting the PHP code into opcode, the bag-of-
words model and the TF-IDF (term frequency-inverse
document frequency) algorithm are used to select high-
frequency and distinguishable words. In the experiment, the
SVM (support vector machine), random forest algorithm
and NB-opcode algorithm, NB-opcode are compared to
achieve the best performance. Its accuracy, F1 value, and
recall rate all exceed 97%, but the method proposed in this
paper is not easy to be used to detect webshells written in
other languages, and recall rate and accuracy rate can be
further improved. Zhang et al. proposed a combined model
that can identify PHP- and JSP-type WebShell in 2020 [9].
First, the samples are classified according to the type of
writing language, the WebShell classified as PHP type ex-
tracts the abstract syntax tree structure, and WebShell
classified as JSP type extracts the bytecode. -e TF-IDF and
word2vec are used to vectorize the abstract syntax tree and
byte information. Finally, neural networks, XGBoost (eX-
treme gradient boosting) [10], RF and SVM classification
algorithms, the XGBoost algorithm are compared to achieve
the best results. Onan proposed multiple classifier systems
for web page classification [11], and four different feature
selections and four different ensemble learning methods are
used based on four different base learners. -e results show
that bagging and random subspace ensemble methods and
correlation-based and consistency-based feature selection
methods are used to obtain better results in terms of ac-
curacy rates. Designing a Webshell detection model can also
refer to this web page classification model.

In terms of dynamic detection, Wang et al. proposed a
high-speed network-based WebShell detection scheme [12],
which can realize WebShell detection and traceability by
capturing and analyzing network traffic and matching with
known signatures. However, during the pilot deployment in a
real network environment, this solution has many false posi-
tives and its generalization ability needs to be improved.
-rough the above analysis, the traditional static detection and
dynamic detection research methods are mainly used to detect
PHP WebShell, while other types of WebShells are less
researched. On the one hand, the traditional method of de-
tection has a high false alarm rate and the accuracy rate can be
further improved. On the other hand, traditional detection
methods are mostly based on the characteristics of known
samples, and the detection ability of new samples is very weak.

Deep learning technology has been applied in many
fields such as image recognition, machine translation,
sentiment analysis [13], text classification [14], and spam
detection [15] and has achieved very good performance.
Xian proposed a WebShell recognition method based on
CNN (convolutional neural network) [16]. By obtaining the
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opcode of the PHP sample, the opcode sequence is converted
into a byte stream and further converted into a 2D image.
-e experimental results show that this method of con-
verting codes into images and then using convolutional
neural networks for classification is very effective. -e ac-
curacy of this method exceeds 96%. Zhou proposed a scheme
based on RNN (recurrent neural network) [17], which uses a
two-layer GRU structure and uses TF-IDF to extract 200
keywords for training and judgment. -e experimental
results show that the scheme has higher accuracy than
support vector machines and CNN. Onan proposed an
effective sarcasm identification framework on social media
data [18] using three-layer stacked bidirectional LSTM to
identify sarcastic text documents. -e experimental results
show the presented model yields promising results with a
classification accuracy of 95.30%. Solutions based on deep
learning can achieve better accuracy and recall rates than
traditional machine learning methods and have the ability to
identify new samples. In recent years, the attention mech-
anism [19] has been used in the field of text classification and
achieved good results. -e attention mechanism can assign
important information with heavier weights while irrelevant
information will be assigned a lower weight, which can
further improve the accuracy of text classification.

-e WebShell can be seen as a sequence, which is very
suitable for processing with RNN. We can design RNN-
based detection models. In view of this, this study proposes a
WebShell detection method based on the deep learning
algorithm, which can accurately identify multiple types of
WebShell.

3. Model Architecture

-e overall structure of the detection model designed in this
study is shown in Figure 1, which includes sample pre-
processing, word vectorization, bidirectional GRU layer,
attention layer, and fully connected layer.

3.1. Sample Preprocessing. -e raw sample script contains a
lot of comment information, which does not contain actual
semantic information. First, the comment information in
the code was removed according to the programming
syntax. -en, word segmentation is performed, and the
sample is segmented according to the symbol list “<|(|)|
[|]|”|’|<|>|; |�|/|?|$|#|@|,|.|{|}|!|-|:|%”. When one of these
characters is encountered, a split is done. -e word seg-
mentation result of a WebShell sample is shown in Figure 2:

After the word segmentation is performed according to
the above rules, the number of words contained in the
sample after the word segmentation is not the same. To
complete the training and detection, the number of words in
the sample needs to be unified. -e method of unifying the
number of words will be described in Section 4.

3.2. Word Vectorization. -e text vectorized representation
method is divided into discrete representation and dis-
tributed representation. Discrete representation easily leads
to problems such as data sparseness and loss of semantic

information. One-hot and bag-of-words models (BOW) are
two typical discrete representation methods. One-hot uses a
sparse matrix to vectorize a set of words. When the number
of words is large, the dimension of the one-hot vector is huge
and this method cannot retain semantic information. BOW
assumes that for a document, information such as word
order and word meaning is ignored, and each word is
regarded as independent and does not depend on the ap-
pearance of other words. -e vector dimension generated by
this method is consistent with the number of words. When
the corpus increases, the vector dimension will inevitably be
large and sparse, and the method cannot retain semantic
information. Word2Vec [20] is a distributed representation
method. -e training results not only consider contextual
information but also that the vector is dense and the di-
mensions can be set according to actual needs. Word2Vec is
a shallow neural network model. -ere are CBOW (con-
tinuous bag-of-words) and skip-gram models, as shown in
Figures 3 and 4, respectively.

CBOWmodel is a three-layer neural network that inputs
known context information and outputs predictions for the
current word. -e CBOW model performs one-hot
encoding on the input words, then sums them through a
hidden layer, and finally calculates the generation proba-
bility of each word through the activation function softmax.
By training the network, the overall probability of word
generation in the corpus is maximized, and the weight
matrix of the neural network obtained at this time is the
word vector result. -e skip-gram model is the opposite of
the CBOWmodel. Skip-grammodel predicts the probability
of surrounding words by inputting a known word. -is
article chooses the CBOW model to train word vectors.

3.3. Bidirectional GRU Layer. RNN is composed of an input
layer, a hidden layer, and an output layer. -e structure is
shown in Figure 5.

At time t, the input of the network is xt, the state of the
hidden layer is st, and the output is ot. -e state st at time t is
not only related to the output at time t but also related to the
state of the hidden layer at the previous time. At t� 1, the
calculation of formulas (1)–(3) is performed, s0 is generally 0,
and W, U, and V are the weight matrices shared at each time
step, which are randomly initialized and then trained. x1 is
the input at t1, s1 is the hidden layer state at t1, and o1 is the
output at t1.

h1 � Ux1 + Ws0, (1)

s1 � f h1( , (2)

o1 � g Vs1( . (3)

When the time is t, the expansion of RNN is as shown in
the following formulas:

ht � Uxt + Wst−1, (4)

st � f ht( , (5)
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ot � g Vst( . (6)

Among them, f and g are activation functions, ht is the
hidden state at time t, st-1 is the cell state at time t−1, st is the
cell state at time t, and ot is the output at time t.

RNNworks well when processing sequence problem, but
the problem of gradient disappearance or gradient explosion
is prone to occur during the training process. LSTM [21]
(long short-term memory) is a special RNN for long-term
information-dependent learning, and it has been widely
used in sequence problems. Compared with the ordinary
RNN structural unit containing only a single tanh activation
layer, the LSTM cell structural unit is more complex. It
contains input gates, output gates, and forget gates. It
transmits the long-term memory information of the cell
through a channel, effectively reducing the risk of dis-
appearing and exploding gradients. As a variant of LSTM,
GRU [22] has a structure as shown in Figure 6.

GRUmerges the input gate and forget gate in LSTM into
one update gate and merges the unit state with the hidden

state. -e calculation formula for the output ht of the hidden
node of the GRU unit at time t is shown in the following
equation:

ht � 1 − zt( ∗ ht−1 + zt ∗ h
∗
t . (7)

Here, zt represents the value of the update gate, ht−1 is the
value of the information retained by the previous unit, and
h∗t is the newmemory information of the current node. It can
be seen from formula (7), there are update gate controls, in
which information in the past is forgotten and in which
information in the current node is retained. -e larger the
value of zt, the more past information will be forgotten and
the more current state information will be remembered. -e
calculation formulas of zt, h∗t , and rt are as shown in the
following formulas:

zt � σ WzXt + Uzht−1( , (8)

rt � σ Wrxt + Urht−1( , (9)

Raw sample

preprocessing

Processed sample

vectorization

Word vector

sigmoid Result

Fully connected layer
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Attention
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.

Figure 1: -e structure of the detection model.
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Figure 2: Word segmentation demonstration.
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Figure 4: Skip-gram model.
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h
∗
t � ∅ Whxt + rt ∗ Urht−1(  , (10)

where σ is the sigmod activation function, ∅ is the tanh
activation function, xt is the input of the unit at time t, and W

andU are the weight matrices that need to be trained. rt is the
reset gate. Compared with LSTM, GRU has a simpler
structure and fewer training parameters. -e method in this
study chooses GRU as the basic unit.

-e context in the sample has strong semantic con-
nections. For example, in a WebShell sample, a certain part
of the code may be harmless when it appears alone, but it is
harmful when it appears in combination. Some normal
samples, in order to achieve specific functions, also use part
of the code commonly used inWebShell, if the context is not
considered globally, it may cause the sample to be falsely
reported. In order to better retain the information in the
code and improve the accuracy of detection, this article uses
a bidirectional GRU structure, as shown in Figure 7.

As shown in the figure, at time t, the output of the hidden
node is determined by the two GRUs in opposite directions.
-e calculation formulas are as follows:

ht
→

� GRU ht−1
→

, xt( ,

ht
←

� GRU ht−1
←

, xt( ,

ht � Wtht
→

+ Utht
←

+ bt.

(11)

Among them, ht→ is the state of forward GRU input, ht←
is the state of reverse output, W and U are trainable weight
matrices, and b is the bias term.

3.4. Attention Layer. -e attention mechanism was first
introduced to the task of machine translation [23] and has
now become an important concept in the field of neural
networks. In the field of AI (artificial intelligence), the at-
tention mechanism has become an important part of the
neural network structure and has a wide range of applica-
tions in the fields of natural language processing, statistical
learning, speech, and computers [24]. In this study, the
attention layer uses the “feed-forward” attention mechanism
[25], which is a concise attention mechanism that does not
require query variables. -e formula is described as follows:

zt � a ht( 

� tanh Wht + b( ,

αt � softmax zt( θ,

c � 
T

t�1
αtht.

(12)

Among them, ht is the output state of the hidden layer at
time t and a is a trainable function related to ht.-e perceptron
model is often used for training, and tanh is the activation
function. -e attention weight zt at each moment is obtained
through perceptron training. Further, normalized by the
softmax function, the sum of each weight is made as 1, the
standardized attention weight αt is obtained, and finally, each
attention weight and the corresponding input weighted sum
are used to obtain the new hidden layer state. In the new state,
important information is strengthened and unimportant in-
formation is weakened.

3.5. Fully Connected Layer. As shown in Figure 1, the fully
connected layer is a three-layer network that functions as a
classifier. After the sample is vectorized, the bidirectional GRU
layer and the attention layer are processed to obtain a set of
abstract features, which are input to the fully connected net-
work. During training, the network optimizes the loss function
and adjusts the weight of the network to achieve the mapping
between features and results. Compared with the sigmoid and
tanh activation functions, the Relu activation [26] function
used in network training has the advantages of less calculation
and the gradient is not easy to disappear. At the same time, the
Relu function will make the value of some neurons become
zero, reducing the mutual dependence between parameters. To
a certain extent, the occurrence of over-fitting problems is
alleviated. -e method in this study uses the Relu activation
function between the first layer and the second layer and
second-third layers of the fully connected layer, and the cal-
culation result of the third layer is input to a sigmoid function to
obtain the predicted probability.

4. Experiment

4.1. Experimental Environment Setup. -e computer hard-
ware used in the experiment is listed in Table 1.

-e Python language is used to implement the method in
this article, and the visual studio code software is used to
write the code. In the experiment, the genism [27] library
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was used to obtain sample word vectors, and tensorflow [28]
and keras [29] were used to implement and train the network
model. Table 2 lists the software version information and
brief description.

4.2. Dataset. -e samples in the experiment consist of
WebShell samples and normal samples. WebShell samples
are collected through GitHub and normal samples are
collected from some open-source project files. Table 3 lists
the main sample sources.

By deduplicating the collected samples, 4059 WebShell
samples are obtained, including 2500 PHP files, 730 JSP files,
and 829 ASPX and ASP files. -e main sources of normal
samples are open-source projects. For example, the normal
sources of PHP-type samples are WordPress, joomla,
DedeCMS, and drupal. -ere are a total of 19281 normal
samples, including 10,000 PHP files, 4420 JSP files, and 4861
ASPX andASP files. In the experimental part, we first apply the
method to the detection of PHP-type samples. -e ratio of the
training set to the validation set is 4:1.-e training set contains
2000 WebShell samples and 8000 normal samples, and the
remaining 500 WebShell samples and 2000 normal files are
used as the verification set. For the JSP-type detection ex-
periment, 500 WebShell samples and 4000 normal samples are
selected to form the training set, and the remaining 230
WebShell samples and 420 normal samples are selected to form
the verification set. In the ASPX- and APS-type detection
experiments, 600 WebShell samples and 3,500 normal samples
constitute the training set, and the remaining 229 WebShell
and 1361 normal samples are used as the validation set.

4.3. Evaluation Criteria. In the experiment, WebShell
samples are marked as positive samples and normal files are
marked as negative samples.

-e detection of WebShell scripts is a two-class problem.
In order to objectively evaluate the effect of the proposed
method, the accuracy, precision, recall, and F1 value [30] are

selected as performance indicators. -e confusion matrix is
listed in Table 4.

When the true value of the sample is WebShell and the
algorithm judgment result is also WebShell, it is a real ex-
ample (TP). When the true value of the sample is WebShell
and the algorithm judges it as a normal file, it is a false
negative (FN). When a normal file is accurately identified as
a normal file by the algorithm, it is a true negative case (TN).
When a normal file is recognized as WebShell, it is counted
as a false positive (FP).

-e accuracy rate (acc) indicates the proportion of the
correctly classified samples in the total sample, the precision
rate (pre) indicates the proportion of true cases in all the
samples judged to be positive, and the recall rate is the
proportion of all positive cases in the sample that are ac-
curately identified. -e F1 value is an evaluation index of
comprehensive accuracy and recall, which is used to illus-
trate the overall performance of the algorithm. -e relevant
calculation formula is as follows:

acc �
TP + TN

TP + TN + FP + FN
∗ 100%,

pre �
TP

TP + FP
∗ 100%,

recall �
TP

TP + FN
∗ 100%,

F1 value �
2∗ precision∗ recall
precision + recall

∗ 100%.

(13)

4.4. Parameter Setup. In the process of representing the
sample as a vector, the choice of vector dimension is very

GRU Cell GRU Cell GRU Cell GRU Cell…

GRU Cell GRU Cell GRU Cell GRU Cell…

h1 ht-1

Forward

Reverse

h2 ht

x1 xt-1x2 xt

Figure 7: Bidirectional GRU structure.

Table 1: Hardware configuration.

Hardware name Performance parameters
Processor i5-10400 2.9GHz
RAM 16GB 2666MHz
Hard disk 512GB SSD
Graphics card GeForce GTX 1050Ti 4GB

Table 2: Software configuration.

Software
name Version Description

Python 3.8.3 Programming language
Genism 4.0.1 Natural language processing library

Tensorflow 2.4.1 DL library to build and train network
models

Keras 2.4.1 DL library to build and train network
models

Numpy 1.19.5 Matrix operation library
Matplotlib 3.4.1 Drawing library for graphics drawing
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important. Low vector dimensionality can reduce the
amount of calculation, but the ability to express sample
semantics is weak; high vector dimensionality may lead to
excessive calculation. In order to choose the appropriate
dimension, we successively counted the influence of 20 to
300 dimensional vectors on the experiment. An ordinary
GRU network is used as the basic algorithm, 32 network
units are set up, the number of training rounds is set to 5,
and the accuracy of each dimension experiment is suc-
cessively counted. -e results are shown in Figure 8.

When the dimension is 20, the accuracy of the algorithm
exceeds 93%. With the increase of the vector dimension, the
accuracy of the algorithm gradually improves. When the
dimension reaches 200, the accuracy of the benchmark al-
gorithm reaches 98.16%. When the dimension exceeds 200,
the accuracy improves slightly. But the calculation time is
growing rapidly. -erefore, we determined the word vector
dimension to be 200 dimensions.

After preprocessing the word segmentation, the number
of sample words is different. It is necessary to select the
appropriate number of each sample word. We counted and
analyzed the distribution of the number of words in the
PHP-type samples. -e result is shown in Figure 9

Among the 12,500 PHP samples, the number of words in
the sample is mainly distributed between 1 and 600. -e
number of samples with the number of words within 200
reached 10,269, accounting for 82.15%. -e number of
words is within 400 and the sample number is 11397, ac-
counting for 91.18%.-e number of words is within 600 and
the sample number is 11,691, accounting for 93.53%.
-erefore, we fixed the number of words to 800 while taking
into account the preservation of sample information and the
amount of calculation. When the number of words in the
sample is greater than 800, we directly select the first 800
words in the sample and directly discard the remaining.

When the number of words in the sample is less than 800, we
fill in the sample content repeatedly until the number of
sample words reaches 800. -rough the above processing,
the number of sample words is set to 800.

-e collected samples are preprocessed according to the
method shown in Section 3.1 to obtain a series of words, and
the Word2Vec model in the genism library is used for word
vector training. When training the Word2Vec model, the
word vector dimension is set to 200 dimensions, words with
no less than 4 occurrences are selected, and the window size
is set to 5. -e model is trained for a total of 5 rounds to
obtain the word vector model used in the experiment.

During the experiment, the number of cell units used by
the bidirectional GRU layer was set to 32, and the dropout
ratio was set to 0.1.-e nodes of the fully connected layer are
32, 16, and 1 in sequence. A dropout layer is added between
layers, and the dropout probability is set to 0.1. -e network
training uses the Adam optimization function [31], the loss
function uses binary cross entropy, and there is a total of 40
rounds of training.

4.5. Experimental Results and Analysis. -e PHP-type
WebShell is the most popular, and the obfuscation tech-
niques are multiple and diverse. Researchers have done the
most research on PHP-type WebShells. We first experiment
with PHP-type WebShell and then applied the method to
identify the JSP-, APSX-, and ASP-type WebShell. For PHP-
type detection, we conducted six experiments, using LSTM
network, bidirectional LSTM network, bidirectional
LSTM+ attention network, GRU network, bidirectional
GRU network, and bidirectional GRU+ attention network.
In each set of experiments, the network structure of the fully
connected classification layer and the hyperparameter set-
tings are consistent. -e experimental results are listed in
Table 5.

By inputting the word vector obtained after pre-
processing, the accuracy of the LSTM network and the GRU
network both exceeded 98%, indicating that the extracted
word vector as the original feature is feasible for WebShell
detection. When using a GRU network, the algorithm’s
recall rate is 95.8%, which means that there will only 5 false

Table 4: Confusion matrix.

Actual value
Predicted value

Positive Negative
Positive TP FN
Negative FP TN

Table 3: Data sources.

Sample type Project URL

WebShell

https://github.com/tennc/webshell (accessed on 21 March, 2021)
https://github.com/ysrc/webshell-sample (accessed on 21 March, 2021)
https://github.com/xl7dev/WebShell (accessed on 21 March, 2021)

https://github.com/JohnTroony/php-webshells (accessed on 23 March, 2021)
https://github.com/tanjiti/webshellSample (accessed on 23 March, 2021)

https://github.com/DeEpinGh0st/PHP-bypass-collection (accessed on 23 March, 2021)
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negatives for 100 WebShells on average; while the LSTM
network has a recall rate of 92.8%, which is significantly
lower than the GRU network. -e bidirectional recurrent
neural network extracts feature from two opposite direc-
tions, which can effectively improve the performance of the
algorithm, which is verified in the experiment. Compared
with the LSTM network, the bidirectional LSTM network
has improved in four performance indicators. Among them,
the recall rate is increased by 3.8%, and the algorithm
performance is improved significantly. Compared with the
GRU network, the bidirectional GRU network has a slight
decrease in accuracy, but it has improved accuracy, recall,
and F1 performance. It shows that the bidirectional RNN
can extract richer characteristic information compared with
the unidirectional RNN, which can improve the perfor-
mance of the algorithm to varying degrees. After adding the

attention mechanism layer to the bidirectional GRU net-
work and the bidirectional LSTM network, the accuracy,
recall, and F1 value are further improved; both the accuracy
rate exceeds 99.3%, which means that there are an average of
1000 samples and only 7 misjudgments. -e bidirectional
GRU network combined attention mechanism network has
achieved the best performance among the six methods in
terms of accuracy, recall, and F1 value. Among them, the
recall rate is 98.6%, the accuracy rate is 99.36%, and the F1
value is 98.4%.

We compared the methods proposed in references
[4, 6, 32, 33], and the performance indicators of eachmethod
are listed in Table 6.

Reference [4] uses the combination of Naive Bayes and
opcode, the accuracy, precision, and F1 value are all over
97%, and the recall rate is 96.8%. Reference [6] combines
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FastText, static features, and random forest algorithms, and
the accuracy is as high as 99.23%, and the other three types of
performance indicators all exceed 97.5%. Reference [32] is a
deep learning algorithm that uses a multi-layer perceptron
model to convert the original code into bytecode and input it
into the network.-is scheme has achieved good results, but
each performance needs to be further improved. Reference
[33] is an ensemble learning algorithm that combines lo-
gistic regression algorithm, multi-layer perceptron, and
random forest algorithm, using multiple weak classifiers to
integrate into a strong classifier, and it achieved 99.25%
accuracy on the experimental dataset. Compared with the
above four schemes, the method in this study has improved
performance in varying degrees except that the accuracy is
lower than the scheme proposed in reference [33]. Com-
pared with the multi-layer perceptron method in reference
[32], the accuracy of the method proposed in this study is
improved by nearly 5%, the accuracy is improved by more
than 6%, and the recall rate and F1 value are also greatly
improved. Although the accuracy of the method in reference
[33] is higher than that in this article, the accuracy of our
method is improved by 0.45%, recall rate is improved by
2.87%, and F1 value is improved by 0.94%. For further
analysis, we found the total number of WebShell samples in
the dataset used in reference [33] is only 571, while the
number of normal samples is 5379, the ratio is close to 1:10,
the division ratio of training set and validation set is 7:3, and
the number of WebShells in the verification set is only 172.
In order to fully evaluate the performance of the algorithm, it
is necessary to run the algorithm on a larger dataset.

Further, we experimented with the detection perfor-
mance of the bidirectional GRU network combination at-
tention mechanism model on JSP-, ASPX-, and ASP-type
WebShell, and ASPX and ASP types were tested together as
the same type. -e experimental results are listed in Table 7:

-e detection performance of JSP, ASP, and ASPX types
of WebShell is greatly improved compared with the PHP-
type detection performance. Analyzing the reasons, on the
one hand, we found that in the field of web development,
PHP language is used more frequently than JSP, ASPX, and

ASP, which causes attackers to be more inclined to study the
escape technology of PHP-typeWebShell; on the other hand,
the grammatical structure of PHP language is more flexible.
-e attackers can use more flexible escape methods, and it is
more difficult to detect the PHP-type WebShell. In the
detection of JSP-typeWebShell, 228 were detected out of 230
WebShells in the verification set, with a recall rate of 99.13%.
For ASP and ASPX types of WebShell detection, only one
WebShell sample in the verification set has false positives
and a common sample has false positives, with an accuracy
rate of 99.87%.

As listed in Table 8, the detection method for JSP-type
WebShell has superior performance compared with the
proposed scheme.

Reference [34] first uses an abstract syntax tree to obtain
sample features and then uses BP neural network for training
and classification. Reference [35] is a session-based detection
scheme. Reference [36] uses the TF-IDF algorithm to extract
features and then uses XGBoost for training and classifi-
cation. Reference [37] combines abstract syntax tree and
XGboost algorithm. Compared with the other schemes, the
method in this study is superior in accuracy, recall, and F1
index. In terms of accuracy, it is slightly insufficient com-
pared to the other three schemes.

-e detection research of ASPX- and ASP-typeWebShell
is too few to compare.

4.6. Application Scenarios. -e WebShell detection system
has many application scenarios. For example, the detection
model can be integrated into an existing network security
detection system to develop an independent WebShell de-
tection system.-e system initial file hash table is established
when the detection system is initialized. Later, by moni-
toring the changes of the files, when the hash of the specified
type of file changes or when a specified type of file is created,
the file is sent to the detection system and then the system
will detect it. When an attacker uploads a new file or inserts
malicious code into an existing file, the detection is triggered.
If an abnormality is detected, the system alerts the network

Table 6: Comparison of PHP-type WebShell detection performance.

Method source acc (%) pre (%) recall (%) F1 value (%)
Reference [4] 97.40 97.20 96.80 97.00
Reference [6] 99.23 97.65 97.92 97.78
Reference [32] 94.4 93.2 96.8 94.97
Reference [33] 98.91 99.25 95.73 97.46
-is study 99.36 98.21 98.60 98.40

Table 5: PHP-type WebShell detection results.

Method acc (%) pre (%) recall (%) F1 value (%)
LSTM 98.20 98.10 92.80 95.38
GRU 98.88 98.56 95.80 97.16
Bidirectional LSTM 99.08 98.77 96.60 97.67
Bidirectional GRU 99.12 98.19 97.40 97.79
Bidirectional LSTM+ attention 99.32 98.59 98.00 98.29
Bidirectional GRU+ attention 99.36 98.21 98.60 98.40
-e bold text means the best results in each performance comparison.
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administrator and interrupts access to the file. At the same
time, the abnormal file is collected and filed for further
processing by the administrator.

5. Conclusions

-is study proposes a WebShell detection method based on
a bidirectional GRU network and attention mechanism. By
analyzing the relationship between the dimension of the
word vector and the detection accuracy, the distribution of
the number of words, the appropriate dimension of the
word vector, and the number of words are determined.
-rough detailed experiments, the feasibility and effec-
tiveness of the method in this study are proved.-emethod
in this study does not involve the conversion of interme-
diate codes and can effectively identify WebShells written
in multiple languages. Compared with the existing
methods, the method in this study has achieved better
performance indicators such as accuracy, recall, and F1
value. But the accuracy and recall rate can be further
improved. In future research, on the one hand, we will
consider combining static characteristics and traffic
characteristics to further improve accuracy rate and recall
rate. But on the other, how to improve the interpretability
of the model is also a problem to be studied.
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