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LiCi-2 is an ultralightweight block cipher designed for constrained IoT devices. It is a successor of LiCi and has even better
performance in both software and hardware implementation. In this paper, based on the idea of related-key multiple impossible
differential cryptanalysis, a key recovery attack on full-round LiCi-2 is proposed. First, an interesting property is revealed that,
with a single bit difference in the related key, a 10-round differential character with probability of 1 exists on LiCi-2. With an
automatic approach, the boundaries of impossible differential distinguishers in terms of single-key setting and related-key setting
are explored. Under our construction method, the longest length is 8 rounds for single-key setting and 18 rounds for related-key
setting. Finally, based on these 18-round distinguishers, a 25-round key recovery attack is proposed with adding 3 rounds before
and 4 rounds after the distinguisher. Our attack needs one related key. The time complexity for our attack is O(2'***%), the
memory complexity is O(2°*), and the data complexity is O(2°°®). As far as we know, no full-round attack has previously been

reported on LiCi-2.

1. Introduction

As a representative for the new information age, the Internet
of things (IoT) has shown its strong vitality in many fields. It
can be viewed as an expanded network based on the Internet
and it combines various sensing devices to form a huge
network, which enables a wider interconnection of people,
machines, and things. However, the sensing devices in IoT
usually have very limited resources such as computing re-
source, power resource, and hardware implementation re-
source. So, it is very essential to propose lightweight
primitives and ensure the information security in IoT de-
vices. In recent years, many good lightweight block ciphers
are proposed such as PRESENT [1], GIFT [2], Midori [3],
LBlock [4], RECTANGLE [5], SIMON, and SPECK [6]. In
2019, NIST (National Institute of Standards and Technol-
ogy) proposed a standardization project LWC (LightWeight
Cryptography) to enhance the development for lightweight
ciphers. Among these lightweight block ciphers, LiCi

(denoted as LiCi-1 in this paper to avoid confusion) is a
lightweight block cipher proposed in 2017 [7]. The block size
for LiCi-1 is 64-bit and the key size is 128-bit. It totally has 31
rounds. Up to now, the security margin on LiCi-1 is enough.
To reach better performance, as a successor, LiCi-2 was
proposed in 2018 [8]. For LiCi-2, it reduces the total rounds
from 31 to 25, and half of the subkeys and a circular shift are
omitted for better performance. LiCi-2 is designed for ex-
tremely constrained devices, such as 6LOWPAN. It shows
good performance in memory requirement, power con-
sumption, and hardware implementation.

Impossible differential cryptanalysis was originally
proposed by Knudsen [9] and Biham et al. [10], respectively.
It is one of the most effective cryptanalytic methods so far.
The basic idea of impossible differential cryptanalysis is
establishing an impossible differential distinguisher and
filtering the wrong key candidates with this distinguisher
until the correct key is recovered. Related-key impossible
differential cryptanalysis is a variant of impossible


mailto:zhkai2010@139.com
mailto:laix@sjtu.edu.cn
https://orcid.org/0000-0002-6550-6518
https://orcid.org/0000-0001-5917-4783
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2022/3611840

2 Security and Communication Networks
TaBLE 1: Summary of previous results on LiCi-1 and LiCi-2.
Cipher  Type of attack Attacked/total Lgngth qf the T1me_ Memor}r Data ' Reference
rounds distinguisher complexity complexity complexity
Linear 16/32 — — — 2106 o]
Differential 16/32 — — — 2%
. 13/32 12 2% 24 2%
LiCi-1 Integral 16/32 10 2173 2119 2636 [16]
Impossible 83.08 76.76 59.76
diftrential 16/32 10 2 2 2 [17]
Linear 20/25 — — — 219 (8]
. Differential 20/25 — — — 280
LiCi-2 Impossible This
! p ' 25/25 18 p123.44 994 60.68
differential paper
differential cryptanalysis. This attack is based on the as-
sumption that the attacker has access to the encryption L R
oracle and can use related keys as input. This kind of attack +
has been applied to many block ciphers successfully, such as Shox | | | | | | | |
AES and LBlock [11-15].
Our Contributions: The main purpose of this paper is to <<<11
evaluate the security level on LiCi-2 against related-key ) 4
multiple impossible differential cryptanalysis. There are PE}% RK'
three main contributions which are listed as follows:
(i) A 10-round differential distinguisher with proba- y
bility of 1 is constructed. With this property, many ES‘
differential-type distinguishers can be extended for
better attack.
(ii) The length and number of impossible differential ><
distinguishers on LiCi-2 in single-key setting and
related-key setting are explored in an automatic Lt R*!
approach. In 'Fhe: sm.gle—key setting, the longest FiGURE 1: Round function of LiGi-2.
length of the distinguisher under our construction
method is 9-round and there are altogether 240 such
distinguishers discovered. In the related-key setting,
the longest length of the distinguishers discovered is TaBLE 2: Sbox in LiCi-2.
18-round and 65 such distinguishers are presented. ~ 01 2 345678 9ABCDET

(iii) Based on twenty of these 18-round related-key
distinguishers, a key recovery attack on full-round
LiCi-2 is proposed with adding 3 rounds before and
4 rounds after the distinguisher. The summary of
our result and prior results on LiCi-1 and LiCi-2 is
presented in Table 1.

This paper is organized as follows. Section 2 in-
troduces the notations used throughout this paper.
Section 3 gives a brief description on LiCi-2. Section
4 presents some observations and properties on
LiCi-2. In Section 5, a key recovery attack on LiCi-2
is proposed, and Section 6 concludes the paper.

2. Notations

Suppose that E is an n-bit block cipher of R rounds; the
following notations are used throughout this paper:

(i) K: 128-bit master key, K* represents the value of
the 128-bit key register at the ¢-th round and K;_;
represents the i-th bit to the jth bit of K

(ii) RK': 32-bit round key at the i-th round

Sx) 3 F E1 0 A 58 C 4 B 2 9 7 6 D

(iii) (L', R%): input for the i-th round, L’ represents the
left branch, R’ represents the right branch, and
Lf[tl—t | ( ,Rl[tl,-tz]) represents the ¢1-th bit to the £2-th
bit of L' ()

(iv) S': output of the Sbox layer for the i-th round

(v) “<< < 7: left rotation with i bits

(vi) “@”: XOR operation

3. Brief Description on LiCi-2

LiCi-2 is a lightweight block cipher that was proposed in
2018 [8]. It adopts a Feistel-type structure. The block size for
LiCi-2 is 64-bit and the key size is 128-bit. It totally has 25
rounds. Each round consists of Sbox constitution, key ad-
dition, and circular shift. The round function is depicted in
Figure 1 and the 4-bit Sbox used in LiCi-2 is depicted in
Table 2.
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TaBLE 3: Related position of key registers with ARK?w] at rounds 0 to 9.

Round 0 1 2 3 4 5 6 7 8 9
Position 21 34 47 60 73 86 99 112 125 10
TaBLE 4: Differential transmission property for the Sbox of LiCi-2.

Input difference 0001 0100 1000 1100 1101 11 1T 0" ! 0
Output difference 17 ! ! 170 0~ 0001 0010 0011 0100 0101

Key Schedule: The scale of master key K is 128-bit. It
can be denoted as K=Kk,7, ki26, k125, - - -» K2, k1,5 ko. First, the
128-bit key register is initialized with the master key. The
register is rotated by 13 bits on the left. Every four of the
eight least significant bits of the key register are substituted
with the Sbox. XOR the binary form of the round number to
the bits [kesksakeiksoksol. The 32 least significant bits are
extracted as the round key RK'. The mathematical form of
this updating progress can be illustrated as follows:

(1) [ki27ki26 -+ kikol << < 13

(2) [kskakiko) = S[kskak ko]

(3) [krkeksks] = S[kskeksks)

(4) [keskerkerksokso) = [kesksakerkeokso] ® RC'
©) RK'= [k3ikso -+ kiko]

4. Observations on LiCi-2

In this section, some new observations and properties on
LiCi-2 are introduced. First, a 10-round differential char-
acter with probability one is constructed in Property 1. The
boundaries of impossible differential distinguishers on LiCi-
2 in single-key setting and related-key setting are discussed
in Observation 1 and Observation 2. These distinguishers
will be a foundation for our later attack.

Property 1 (a 10-Round Differential Character). Given two
plaintext pairs whose difference is (AL’, AR) and a related
key whose difference is AK, if AR}, = 1, AKy;) = 1, and
other differences are all zeros, the difference of the internal
state at the beginning of the 11th round (AL, AR'Y) will
have only two-bit difference AL[), =1, ARy =1 with
probability of 1.

Proof. The difference of the first subkey ARK® can be de-
rived from AK, where ARKY,; =1 and other bits are all
zeros. According to the round function, the difference for the
input of the second round can be calculated as follows:

AL = AROGBARKO@(AS(ALO) <<< 11),

(1)
AR' =(AS(AL%) <<<11)@AL".

As AL°=0 and AR°=ARK’, we «can derive
(ALY, ARY) = (0, 0). So, after several consecutive rounds, the
diffepence of the internal state will remain zero until some
ARK' bring in a new nonzero difference.

Let us consider the differential transfer property of the
key schedule. According to the key schedule, the single-bit
difference of the master key will go through the following
positions of the key register (Table 3) at the first 10 rounds.

After analyzing these positions, the nonzero difference
will not appear in the subkeys until the 10th round, that is,
ARK?\(;- So the differences of (AL',AR'), (AL*,AR?)...
(AL®, AR®) will all be zeros and, for (AL'?, AR'?), AL%?O] =
1, AR{{; = 1 due to the difference of ARKY,;.

Former Observation 1 [17]. For the Sbox of LiCi-2, there
are some differential characters for the input and output
difference as indicated in Table 4.

This observation was proposed on LiCi-1. As the Sboxes
for these two ciphers are identical, it can also be used on
LiCi-2. It reveals the details of the differential transmission
property for the Sbox. With this property, we can construct
longer impossible differential distinguishers.

Observation 1 (Boundary of Single-Key Impossible Differ-
ential Distinguishers). For LiCi-2, in single-key setting,
considering the details of the Sbox in Table 4, the maximum
length of impossible differential distinguisher is 8 rounds
and there are 544 such distinguishers in terms of one active
bit input and output difference. If the numbers of active bits
for the input and output difference are both limited to 2, the
maximum length of single-key impossible differential dis-
tinguisher is 9 rounds and there are 240 such 9-round
distinguishers. Summary of the statistics for these dis-
tinguishers is illustrated in Table 5.

As expected by the designers, this new version of LiCi
has better diffusion property. The result in Observation 1
validates this improvement. For the original LiCi-1, for
single-bit difference, the maximum length can reach 10
rounds and, for 1-bit input and 2-bit output difference, the
maximum length can reach 11 rounds.

Observation 2 (Boundary of Related-Key Impossible Differ-
ential Distinguishers). For LiCi-2, in related-key setting,
considering the details of the Sbox in Table 4, the maximum
length of impossible differential distinguisher is 17 rounds
and there are 64 such distinguishers in terms of one active bit
in input, output, and key difference. If the number of active
bits is 1 for input and key and 2 for output, the maximum
length of related-key impossible differential distinguisher
can reach 18 rounds and there are 65 such distinguishers (all
these 65 distinguishers are presented in the Appendix). The
summary of all these distinguishers is illustrated in Table 6.



TaBLE 5: Length and number of the best distinguishers in single-key
setting.

Strategy (difference) Maximum length Number
Single-bit 8 544
1-bit input, 2-bit output 9 224
2-bit input, 1-bit output 8 560
2-bit input, 2-bit output 9 16

TaBLE 6: Length and number of the best distinguishers in related-
key setting.

Strategy (difference) Maximum length Number
Single-bit 17 64
1-bit input, 2-bit output, 1-bit key 18 65

According to Property 1, there are some long related-key
differential characters. Thus, we added the condition of
related key to our automatic searching algorithm and the
result coincides with Property 1. The distinguishers are
stretched for about 10 rounds as expected. Through Ob-
servation 2, it is found that, due to the existence of Property
1, many long related-key impossible differential dis-
tinguishers exist for LiCi-2 and the longest length under our
searching strategy can cover about 72% of the total rounds.

For LiCi-1, a single 10-round impossible differential
distinguisher is reported in [11], the hamming weight for the
input difference is one, and output difference is two.
According to our research on LiCi-2, there are two inter-
esting contrary observations:

(1) The security level for single-key impossible differ-
ential cryptanalysis on LiCi-2 is higher than that on
LiCi-1

Security and Communication Networks

(2) In related-key setting, the security level on LiCi-2 is
much worse than that on LiCi-1

Property 2 (an 18-Round Distinguisher). For LiCi-2 reduced
to 18 rounds, the differences for the plaintexts, ciphertexts,
and related keys are denoted as (AL°, AR®),(AL', AR'®),
and AK respectively. If AR}, =1, AK 45 =1, AR}y = 1,
and other differences are all zeros, it is an 18-round im-
possible differential distinguisher. O

Proof. The difference of the master key AK ,5; = 1 will lead
to the following differences for the 18-round key registers:
AKYy5 =1, AK s = 1, AKF, ) = 1, AKjgy = 1, AKjgy; = 1,
AKF g = L, AK 5 = 1, AKTg = 1, AKY, ) = 1, AKYyy) =
1, AK(Y, = 1, AK (g = 1, AK(Zy = 1, AK (g = 1, AK(g,
1, AKEIZ] =1, AK%?ZS] =1, AKHO] =1. According to the
key schedule, the differences for the round keys are
ARK&] =1, ARK?ZH =1, ARKHO] =1, and other differ-
ences are all zeros.

As AL'=0, AR’= (0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1), according to the
round function, the difference of the output of the first
round can be calculated as follows:

AL' = AR%ARKO@(AS(ALO) << 11),
1 0 1 (2)
AR' = (AS(AL ) << ll)eaAL )

So AL' = AR' = (0,0,0,0,0,0,0,0,0,0, 0,0,0,0,0,0,0,
0,0,0,0,0,0,0,0,0,0,0,0,0,0,1).

For S g, as the difference of the input is (0,0,0,1),
according to Table 4, the difference of the output is of the
form (1,%,*,"). After calculation according to the round
function, the form of the difference for (AL? AR?) is as

follows:

AL* =(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 1, %, , x,0,0,0,0,0,0,0,0,0,0,1),

(3)

AR? =(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, %, %, %,0,0,0,0,0,0,0,0,0,0, 1).

Similarly, the input differences for the 4th round and 5th
round are as follows:

AL? =(0,0,0,0,0, , *, , *, %, %, %, %,0,0,0,0,1, %, %, %,0,0,0,0,0,0,0,0,0,0,1),

AR3 = (0’ 0’ 0’ 0) 0) *7 *) *’ *S *7 *’ *) *’O) 0) 0) 0’ 0’ *7 *’ *)0) 0) 0’ 0’ 0’ O’ 0’ 0) 07 0) ]-)7

(4)

4
AL = (s, 5, 5, 5, %, 5, 0k, %, %, %, 5k, %, %,0,0,0,0, 1, %, %, %,0,0,0,0, %, %, %, %, %, %, %),

4
AR = (*) *) *? *) *) *’ *) *’ *) *) *’ *) *) *)0) 0) 0) 0) 0) *’ *) *’O) 0) 0, O’ *) *, *) *) *) *) *)'
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In the direction of decryption, the output difference
(AL, AR™) is expressed as follows:

AL"™ =(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0),

(5)

AR"™ =(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 1,0,0,0,0,0,0,0,0,0, 0).

According to the key schedule, the round key RK'7 has a
single-bit difference in RK{]. After one-round decryption,
the difference for the input of the 17th round is
ALY =0, AR = 0. As the differences for subkey RK'® to
RK® are all zeros, the difference for the input of the 9th
round AL’ =0, AR’ = 0.

The subkey RK® will bring in a new difference in RK{,,;;
thus the difference for the input of the 8th round is AL® =
0, AR® = (0,0,0,0,0,0,0,0,0,0,
1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0).

Similarly, the input differences for the 7th to 4th rounds
calculated in the decryption direction are as follows:

AL = (0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, *, *, %,1,0,0,0,0,0,0,0,0),

AR =(0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0, 1,0,0, 0, 0,0, 0, 0, 0),

AL6 :(*’ *) *) *’0)0)0’0)0)0)0)0’0)0)0’0)0)0’0)0) *7 *) *’ 1)0)0’0)0) *) *’ *) *))

AR’ =(0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0, *, *, *,1,0,0,0,0,0,0,0,0),

(6)

5
AL :(*) *’ *7 *) *) *) *7 *) *’ *) *’ *) *’ *’ *) *30)0)0)07 *) *’ *’1’030’0)0) *) *) *) *))

AR’ = (%, *, %, %,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0, *, *, *,1,0,0,0,0, %, %, *, *),

4
AL :(*, dy ok, kg ook ok sk kg sk kg sk kg sk ok, sk kg ok ook ok ook ok ok ok ook ok sk k) sk k) k) ok *,*),

4
AR :(*’ *) *) *’ *) *) *’ *’ *’ *) *’ *) *7 *) *’ *) *)0)0’0)0) *) *) *) 1)0)0’0)0) *) *’ *) *)'

After comparing the two differences of (AL*, AR*) de-
rived in the encryption and decryption direction, there exists
a contradiction in the position of AR}y (in the encryption
direction, the difference ARfy is zero, while in the de-
cryption direction, the difference AR}y is one, and the
contradiction bit is marked in red in Figure 2). Thus, the
constructed distinguisher is an 18-round impossible dif-
ferential distinguisher. All the details for the construction of
this 18-round distinguisher are depicted in Figure 2. [

5. Key Recovery Attack on Full-Round LiCi-2

With the 18-round related-key impossible differential pro-
posed in Property 2, we add three rounds before and four
rounds after the distinguisher to launch a key recovery
attack. There are two stages for the key recovery attack: data
collection stage and key recovery stage.

Also, we use two approaches to reduce the data com-
plexity. The first one is that more than one key is left in the
candidate keys set and it will need to proceed to an ex-
haustive search among the remaining candidates; this
strategy can be viewed as a tradeoff between the time
complexity and data complexity. The second one is using
multiple impossible differential distinguishers to reduce the
data complexity. These two methods have been used and
validated in ASIACRYPT 2014 [18] and Journal of

Cryptology [19]. For simplicity, we will follow the frame-
work proposed in [18].

5.1. Main Conclusions in [18]

5.1.1. Notations
(i) AX(AY): input (output) difference of the im-
possible differential distinguisher
(ii) Ay, (Agy): set of all the possible input (output)
differences of the cipher

(iii) r;,: number of rounds of the differential path
(AX, Ay)
(iv) roy: number of rounds of the differential path
(AY, Ayy)
(V) ¢ (€oue): number of bit conditions that have to be
verified to obtain AX from A, (AY from A )
(vi) ki, (kyy): subset of subkey bits involved in the
attack during the first 7, rounds (lastr, rounds)
(vii) 1Al (JAgyel):  the dimension of the input space
(output space)
(viii) N: amount of input (or output) pairs needed for
the attack

(ix) P: the probability that a guessed wrong key is kept
in the candidate key set
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FIGURE 2: A concrete 18-round related-key impossible differential distinguisher on LiCi-2.

(x) ny,: the number of equivalent impossible differ- (enren) ¥ L
ential distinguishers with different input differ- p =<1 -2 e ) <y 7
ences and same output differences

(xi) n,,: the number of equivalent impossible dif-
ferential distinguishers with same input difference
and different output differences

The minimum value of N, denoted by N, is about

Zcin FCout .

min>

(2) The time complexity of the attack is approximated by

Suppose that the block cipher we are dealing with is of T

block size n and a key K of size |K]|.

N

- kin u koul ! |K|
5.1.2. Main Conclusions. The main conclusions are as follows. T= (CN +<N +2l . T ) Cp+27 P) Cps

in " “out

(1) The relationship between N and P is as follows: (8)
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where  Cy =max  iminy g, A {\/N < onl-1A
[}, N - 21118l IAmﬂ'},CN represents the data com-
plexity needed to construct N plaintext-ciphertext
pairs, with N and P satisfying condition (2) above,
Cp, represents the cost for one full-round encryption,
and Cj, represents the ratio of the cost for the partial

encryption to the full encryption.
The memory complexity of the attack is determined
by N.

(3) To apply multiple impossible differential crypt-

condition, save the pair or discard it other-
wise. (3 bit conditions).

(v) Step 1.5 Sieve those pairs whose difference for
the input and output of AS([)31_28} satisfies
[*,5%F = *,%,*,0]. If the pairs can satisfy the
condition, save the pair or discard it otherwise
(1 bit condition).

(vi) Step 1.6. Sieve the remaining pairs with
(AL', AR").If AR} g = 0, keep the pair (8 bit
conditions).

(vii) Step 1.7. Sieve those pairs whose difference for

analysis, suppose that n,, - n,,,, impossible differen-
tial distinguishers are derived from a single
distinguisher. With more distinguishers, the time
complexity of the attack can also be calculated with
equation (8); however, previous |A; | and |A,,| are
replaced with |A} | and |A |, where |A,| = |A;,| +
log, (1) and [Aly| = 1Ay | + 10g; (7).

the input and output of ASY  satisfies
(1,55, = *,*,5,*]. If the pairs can satisfy the
condition, save the pair or discard it otherwise
(1 bit condition).

(viii) Step 1.8. Sieve those pairs whose difference for
the input and output of Asﬁxs—m satisfies
[0,%,%,* = *,*,%,*]. If the pairs can satisfy the
condition, save the pair or discard it otherwise
(1 bit condition).

(ix) Step 1.9. Sieve those pairs whose difference for
the input and output of AS(y | satisfies
[1,0,0,0 - *,*,*,1]. If the pairs can satisfy the
condition, save the pair or discard it otherwise
(3 bit conditions).

(x) Step 1.10. Sieve those pairs whose difference
for the input and output of ASH; ), satisfies
[1,5,%,° = *,%,%,*]. If the pairs can satisfy the
condition, save the pair or discard it otherwise
(1 bit condition).

(xi) Step 1.11. Sieve those pairs whose difference
for the input and output of ASF, ,,; satisfies
[1,0,0,0 - *,*,%,1]. If the pairs can satisfy the
condition, save the pair or discard it otherwise
(3 bit conditions).

(xii) Step 1.12. Sieve the remaining pairs with AR**.
If AR 541015 = 0 ARPy; = 1, keep the pair
(9 bit conditions).

5.2. Procedures of the Attack

5.2.1. Data Collection Stage. On one hand, construct 2™ data
sets. For each data set, to make the difference of a plaintext
pair satisfy (AL°, AR®) in Figure 3, there are 34 bits that can
be arbitrary value and other 30 bits are fixed to a constant for
a data set. On the other hand, suppose that the difference for
the output of the 25th round is (AL*, AR®), AL%;m] =1,
AR}, 5 = 0 (4 bits).

5.2.2. Key Recovery Stage. In the key recovery stage, we guess
the subkey bits in its smallest unit to reduce the complexity.
This process is depicted in Figure 3 to make it more intuitive.
The details for the key recovery stage are illustrated in the
following steps:

(i) Step 1. Sieve plaintext-ciphertext pairs according to
the difference of the first round and last round. This

process can be launched without the key.
(ii) Step 2. Sieve the plaintext-ciphertext pairs accord-

(i) Step 1.1. For each plaintext-ciphertext pair, ing to the difference of the second round.

sieve those pairs whose difference for the _ .

input and output of AS}, ,, satisfies [*,*,"," (i) Step 2.1. Guess 1RK [11-g) and test whether the

-0,0,0,*]. If the pairs can satisfy the condition, difference of AS|;, g, satisfies the form [*,",","

save the pair or discard it otherwise. There are - %,1,%,0] for the remaining pairs. If the pairs

3 bit conditions for this step. can satisfy the condition, save the pair (2 bit
(ii) Step 1.2. Sieve those pairs whose difference for __ conditions).

the input and output of AS?  satisfies (ii) Step 2.2. Guess IRK([)157121 and test whether the

[+, = *1,,1]. If the pairs can satisfy the difference of AS;5 sgtllsﬁes tI.le form [*,*,*j,*

condition, save the pair or discard it otherwise - 0,0,0,"] for the remaining pairs. If the pairs

(2 bit conditions). can satisfy the condition, save the pair (3 bit
(iii) Step 1.3. Sieve those pairs whose difference for conditions). .

the input and output of AS);;_,, satisfies (iii) Step 2.3. Guess RK{,; ,, and test whether the

55 = 0,0,0,%]. If the pairs can satisfy the

difference of AS%ZSJO] satisfies the form [*,*,1,*
condition, save the pair or discard it otherwise
(3 bit conditions).

- 0,0,1,0] for the remaining pairs. If the pairs
can satisfy the condition, save the pair (3 bit
(iv) Step 1.4. Sieve those pairs whose difference for conditions).
the input and output of AS([)23—20] satisfies [*, *, (ivi) Step 2.4. Sieve the remainil?g pair's with .A'Rz. If
1, * - 0,0, 1, 0]. If the pairs can satisfy the AR%23,22,20] = 0, keep the pair (3 bit conditions).
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FIGURE 3: Key recovery attack on 25-round LiCi-2.

(iii) Step 3. Sieve the plaintext-ciphertext pairs accord-
ing to the difference of the 23th round.

(i) Step 3.1. Guess RK{{, |;; and test whether the
difference for the input and output of AST;
satisfies [0,",*,* - *,*,*,*]. If the pairs can satisfy
the condition, save the pair or discard it oth-
erwise (1 bit condition).

(ii) Step 3.2. Guess RK{;, o) and test whether the
difference for the input and output of AS},
satisfies [0,1,0,0 - *,*,*,1]. If the pairs can
satisfy the condition, save the pair or discard it
otherwise (3 bit conditions).

(iii) Step 3.3. Guess RKt3) »;; and test whether the
difference for the input and output of ASFy_;
satisfies [1,0,0,0 - *,*,*,1]. If the pairs can satisfy
the condition, save the pair or discard it oth-
erwise (3 bit conditions).

(iv) Step 3.4. Guess RK73, , (; and test whether the
difference for the input and output of ASE,
satisfies [1,*,%,* - *,*,*,*]. If the pairs can satisfy
the condition, save the pair or discard it oth-
erwise (1 bit condition).

(v) Step 3.5. Guess RK7s 3 and test whether the
difference for the input and output of ASE, ,
satisfies [1,0,0,0 - *,*,*,1]. If the pairs can satisfy
the condition, save the pair or discard it oth-
erwise (3 bit conditions).

(vi) Step 3.6. Sieve the remaining pairs with AR®. If
AR%14_11)9_4] =0, ARI[IO] =1, keep the pair.
There are 2 m + 3 plaintext-ciphertext pairs left
(11 bit conditions).

(iv) Step 4. Sieve the plaintext-ciphertext pairs accord-
ing to the difference of the 22th round.

(i) Step 4.1. Guess RKE’%D] and test whether the
input and output differences of AST}, g satisfy
the form [0,1,0,0 - *,*,*,1] for the remaining
pairs. If the pairs can satisfy the condition, save
the pair (3 bit conditions).

(ii) Step 4.2. Guess RK%;’O_N] and RKZ[‘I*O_N and test
whether the input and output differences of
ASTy_ ¢ satisty the form [1,0,0,0 - *,*,*,1] for
the remaining pairs. If the pairs can satisfy the
condition, save the pair (3 bit conditions).
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(iii) Step 4.3 Guess RKf, 5, and test whether the
input and output differences of ASH, , satisfy
the form [L,*,",* - *,*,*,*] for the remaining
pairs. If the pairs can satisfy the condition, save
the pair (1 bit condition). It is noted that
RKH = RKY, 15 have already been guessed
in Step 3.1 and these redundant related keys
will not be listed in the rest of the steps for
simplicity.

(iv) Step 4.4. Sieve the remaining pairs with AR??. If
AR2[§1—28,2—01 =0, keep the pair (7 bit
conditions).

(v) Step 5. Sieve the plaintext-ciphertext pairs accord-
ing to the difference of the 3rd round. Guess extra 4
subkey bits RK|y; ,, and calculate AS},; 5. If
AS}y3 4 satisfies the form [*,*,1,* - 0,0,1,0] for the
remaining pairs and if the pairs can satisfy the
condition, save the pair (3 bit conditions).

(vi) Step 6. Sieve the incorrect subkey candidates
according to the difference of the 21th round. Guess
extra 4 subkey bits RKz[gz_lg] and test whether the
input and output differences of Asﬁks] satisfy the
form [0,1,0,0 - *,*,*,1] and if AR}, ), = 0 (6 bit
conditions) and if the pairs can satisfy the condition,
it will lead to an impossible differential dis-
tinguisher; thus the guessed subkey candidate is
false. Discard this key candidate and test another
one, and iterate this process to reduce the space of
key candidates.

5.3. Complexities of the Attack. According to our attack, the
values are |A;,| =34, |A,, | =60, ¢c;, =34, and ¢, = 60. As the
data complexity for this attack always exceeds the full code
book, it is infeasible to propose a valid impossible differential
cryptanalysis with a single distinguisher. So, we will use
multiple distinguishers to reduce this data complexity.
Concretely speaking, twenty 18-round distinguishers with
the following form are used (all the 65 18-round dis-
tinguishers can be found at the Appendix).

Input difference: AR},;=1. Key difference:
AK{jyg =1

Output difference: AL%}],AR%}] =1,i€{0-10,15-18,
27 - 31}

S0 1y, =20 and |A,ul = Ayl + log, (1,,) = 60+
4.32 = 64.32.

As there are altogether 23 active Sboxes (50 independent
subkey bits) involved in the calculation, Cjf=
(23/8 -24) = 27312, According to the equations in Section
5.1, the data complexity, memory complexity, and time
complexity for our attack are calculated as follows:

Data complexity: Cy = max {min{V2%.264 1 - 34,
V2IT ZEEIS6ATI | 994, 964+1-34-64.32) _ 96068,

Memory complexity: N = 2%

responding ciphertext pairs.

plaintext pairs and cor-

Time complexity:
T = (260.68 + (294 + 250 . (294/294)) . 273.12 + 2128 .
0.3679) - 27312 = 212344 iCi-2 encryption.

6. Conclusion

In this paper, based on the idea of related-key multiple
impossible differential cryptanalysis, a full-round attack on
LiCi-2 is proposed. As a first step, several properties and
observations on LiCi-2 are proposed to give an overall es-
timation on LiCi-2 against single-key and related-key im-
possible differential cryptanalysis. Some 18-round related-
key impossible differential distinguishers are proposed
alongside. As a second step, based on the newly constructed
18-round impossible differential distinguishers, a full-round
key recovery attack is presented with adding three rounds
before and four rounds after the distinguisher. In the future,
some modifications on LiCi-2 are needed to avoid the re-
ported attack.

Appendix

All the 18-round related-key impossible differential dis-
tinguishers are based on the one-bit input and key differ-
ence, as well as 2-bit output difference.

(i) eli][j] represents a single-bit difference at the jth bit; if
i=0, the difference appears at the left branch; if i=1,
the difference appears at the right branch.

No. 1: Input difference: e[1][0]. Output difference: e
[0][10], e[1][10]. Key difference: e[6]
No. 2: Input difference: e[1][0]. Output difference: e
[0][12], e[1][12]. Key difference: e[8]
No. 3: Input difference: e[1][1]. Output difference: e
[0][10], e[1][10]. Key difference: e[6]
No. 4: Input difference: e[1][1]. Output difference: e
[0][12], e[1][12]. Key difference: e[8]
No. 5: Input difference: e[1][2]. Output difference: e
[0][10], e[1][10]. Key difference: e[6]
No. 6: Input difference: e[1][2]. Output difference: e
[0][12], e[1][12]. Key difference: e[8]
No. 7: Input difference: e[1][3]. Output difference: e
[0][10], e[1][10]. Key difference: e[6]
No. 8: Input difference: e[1][3]. Output difference: e
[0][12], e[1][12]. Key difference: e[8]
No. 9: Input difference: e[1][6]. Output difference: e
[0][12], e[1][12]. Key difference: e[8]
No. 10: Input difference: e[1][7]. Output difference:
e[0][12], e[1][12]. Key difference: e[8]
No. 11: Input difference: e[1][14]. Output difference:
e[0][10], e[1][10]. Key difference: e[6]
No. 12: Input difference: e[1][14]. Output difference:
e[0][11], e[1][11]. Key difference: e[7]
No. 13: Input difference: e[1][15]. Output difference:
e[0][10], e[1][10]. Key difference: e[6]
No. 14: Input difference: e[1][15]. Output difference:
e[0][11], e[1][11]. Key difference: e[7]
No. 15: Input difference: e[1][18]. Output difference:
e[0][12], e[1][12]. Key difference: e[8]



10

No. 16: Input difference: ¢[1][19]. Output difference:
e[0][12], e[1][12]. Key difference: e[8]

No. 17: Input difference: e[1][21]. Output difference:
e[0][0], e[1][0]. Key difference: e[110]

No. 18: Input difference: e[1][21]. Output difference:
e[0][1], e[1][1]. Key difference: e[110]

No. 19: Input difference: e[1][21]. Output difference:
e[0][2], e[1][2]. Key difference: e[110]

No. 20: Input difference: e[1][21]. Output difference:
e[0][3], e[1][3]. Key difference: e[110]

No. 21: Input difference: e[1][21]. Output difference:
e[0][4], e[1][4]. Key difference: e[110]

No. 22: Input difference: [1][21]. Output difference:
e[0][5], e[1][5]. Key difference: e[110]

No. 23: Input difference: e[1][21]. Output difference:
e[0][6], e[1][6]. Key difference: e[110]

No. 24: Input difference: e[1][21]. Output difference:
e[0][7], e[1][7]. Key difference: e[110]

No. 25: Input difference: e[1][21]. Output difference:
e[0][8], e[1][8]. Key difference: e[110]

No. 26: Input difference: [1][21]. Output difference:
e[0][9], e[1][9]. Key difference: e[110]

No. 27: Input difference: e[1][21]. Output difference:
e[0][10], e[1][10]. Key difference: e[110]

No. 28: Input difference: e[1][21]. Output difference:
e[0][15], e[1][15]. Key difference: e[110]

No. 29: Input difference: e[1][21]. Output difference:
e[0][16], e[1][16]. Key difference: e[110]

No. 30: Input difference: e[1][21]. Output difference:
e[0][17], e[1][17]. Key difference: e[110]

No. 31: Input difference: e[1][21]. Output difference:
e[0][18], e[1][18]. Key difference: e[110]

No. 32: Input difference: e[1][21]. Output difference:
e[0][27], e[1][27]. Key difference: e[110]

No. 33: Input difference: e[1][21]. Output difference:
e[0][28], e[1][28]. Key difference: e[110]

No. 34: Input difference: e[1][21]. Output difference:
e[0][29], e[1][29]. Key difference: e[110]

No. 35: Input difference: e[1][21]. Output difference:
e[0][30], e[1][30]. Key difference: e[110]

No. 36: Input difference: e[1][21]. Output difference:
e[0][31], e[1][31]. Key difference: e[110]

No. 37: Input difference: e[1]{22]. Output differ-
ence: e[0][0], e[1][0]. Key difference: e[111]

No. 38: Input difference: e[1][22]. Output differ-
ence: e[0][1], e[1][1]. Key difference: e[111]

No. 39: Input difference: e[1]{22]. Output differ-
ence: e[0][2], e[1][2]. Key difference: e[111]

No. 40: Input difference: e[1][22]. Output differ-
ence: e[0][3], e[1][3]. Key difference: e[111]

No. 41: Input difference: e[1][22]. Output difference:
e[0][5], e[1][5]. Key difference: e[111]

No. 42: Input difference: e[1][22]. Output differ-
ence: e[0][7], e[1][7]. Key difference: e[111]

No. 43: Input difference: e[1][22]. Output differ-
ence: e[0][8], e[1][8]. Key difference: e[111]

No. 44: Input difference: e[1]{22]. Output differ-
ence: e[0][9], e[1][9]. Key difference: e[111]
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No. 45: Input difference: e[1][22]. Output differ-
ence: e[0][10], e[1][10]. Key difference: e[6]

No. 46: Input difference: e[1][22]. Output differ-
ence: e[0][10], e[1][10]. Key difference: e[111]

No. 47: Input difference: e[1][22]. Output differ-
ence: e[0][11], e[1][11]. Key difference: e[7]

No. 48: Input difference: e[1][22]. Output differ-
ence: e[0][31], e[1][31]. Key difference: e[111]

No. 49: Input difference: e[1][23]. Output differ-
ence: e[0][10], e[1][10]. Key difference: e[6]

No. 50: Input difference: e[1][23]. Output differ-
ence: e[0][11], e[1][11]. Key difference: e[7]

No. 51: Input difference: e[1][24]. Output difference:
e[0][10], e[1][10]. Key difference: e[6]

No. 52: Input difference: e[1][24]. Output differ-
ence: e[0][12], e[1][12]. Key difference: e[8]

No. 53: Input difference: e[1][25]. Output differ-
ence: e[0][10], e[1][10]. Key difference: e[6]

No. 54: Input difference: e[1][25]. Output differ-
ence: e[0][12], e[1][12]. Key difference: e[8]

No. 55: Input difference: e[1][26]. Output differ-
ence: e[0][10], e[1][10]. Key difference: e[6]

No. 56: Input difference: e[1][26]. Output differ-
ence: e[0][12], e[1][12]. Key difference: e[8]

No. 57: Input difference: e[1]{27]. Output differ-
ence: e[0][10], e[1][10]. Key difference: e[6]

No. 58: Input difference: e[1][27]. Output differ-
ence: e[0][12], e[1][12]. Key difference: e[8]

No. 59: Input difference: e[1][28]. Output differ-
ence: e[0][12], e[1][12]. Key difference: e[8]

No. 60: Input difference: e[1][30]. Output differ-
ence: e[0][10], e[1][10]. Key difference: e[6]

No. 61: Input difference: e[1][30]. Output difference:
e[0][11], e[1][11]. Key difference: e[7]

No. 62: Input difference: e[1][30]. Output differ-
ence: e[0][12], e[1][12]. Key difference: e[8]

No. 63: Input difference: ¢[1][31]. Output difference:
e[0][10], e[1][10]. Key difference: e[6]

No. 64: Input difference: e[1][31]. Output difference:
e[0][11], e[1][11]. Key difference: e[7]

No. 65: Input difference: ¢[1][31]. Output difference:
e[0][12], e[1][12]. Key difference: e[8]
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