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+e malicious flow originating from massive access devices in 6G network will increase sharply. In order to effectively reduce
malicious flow, we hope to establish a new framework for coordination of security monitoring and malicious behaviour control in
6G network. Federated learning provides data and privacy protection for the distributed network security behaviour knowledge
base. However, since the equipment of its participants needs to upload the original data to the central server for model training,
this may lead to data leakage in the knowledge base.+erefore, in this article, we first use the knowledge graph to describe network
security behaviours, then build a universal network security malicious behaviour knowledge base, and discuss its application
scenarios.+en, we propose a blockchain empowered federated learning (BeFL) for distributed network securitymalicious behaviour
knowledge base architecture to ensure the security of knowledge transmission. Finally, we deployed the designed distributed
knowledge base in the prototype system and compared it with the other two baseline methods to verify the performance. Relevant
results show that our method outperforms other methods in terms of user identification, flow detection, and attack source tracing.

1. Introduction

With the rapid development of communication technology,
artificial intelligence (AI) technology, especially machine
learning and big data analysis technology, plays a key role in
designing and optimizing 6G architecture, protocols, and
operations [1]. Many works discuss potential technologies for
6G to enable mobile AI applications, as well as AI-enabled
methodologies for 6G network design and optimization [2, 3].
However, potential security and privacy issues in 6G networks
are gradually exposed, mainly in the following two aspects:

(i) Malicious operations caused by massively connected
devices [4, 5]. Large-scale device interconnection can
facilitate attackers to quickly find protocol vulner-
abilities, and then locate weak links and initiate
malicious operations. +e IoT scenario of massively
connected devices puts forward higher requirements
on the network infrastructure and preventive
mechanism of 6G networks. It is necessary to design
a distributed preventive mechanism to support the

secure access and identity verification of massive
access devices.

(ii) Security and privacy issues caused by AI [6]. AI raises
concerns about security and privacy problems, in-
cluding data security, AImodel and algorithm security,
vulnerabilities in AI software systems and frameworks,
and malicious utilization of AI technologies [7].
Various AI methods require the collection of large
amounts of data to train themodel, whichmay contain
sensitive user information [8]. Although many re-
searchers make up for the shortcomings of the AI
model by optimizing algorithms, there are still some
loopholes that can lead to potential data pollution
attacks [9]. How to solve the attack vulnerabilities of
the AI model itself to better serve network applications
should also be a problem we consider.

As a classic solution for security control and privacy
exposure, the distributed network security knowledge base
can complete the knowledge accumulation between parties
and the scheduling of malicious behaviour monitoring
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methods in a decentralized network scenario [10]. +is
distributed solution does not need to disclose the private
information of each domain to prevent network attacks and
changes the traditional passive defense to active interception
to block malicious user behaviour. +e knowledge graph
models the real network through a graph composed of nodes
and relationships [11]. It can efficiently and intuitively an-
alyse and process complex relationships in network security
data and extract knowledge of network security behaviours,
so that user identities and behaviours can be verified and
controlled. It is a good foundation for building a large-scale
distributed behaviour knowledge base. In order to further
meet the needs of user privacy and network security, we use
federated learning that can help multiple parties build a
shared high-performance model to solve the problem of data
islands [12]. +e model combining federated learning and
distributed knowledge base can well guarantee the privacy of
local data and effectively deal with the malicious operation
problems caused by massively access devices.

But as mentioned in our second question, the AI method
represented by federated learning is dedicated to solving
data privacy and security issues. However, when its central
server or participants are maliciously manipulated, the ag-
gregation process of the global model will be greatly affected,
and even lead to misjudgement of security in the entire
network environment [13, 14]. +erefore, we use blockchain
[15] to empower federated learning and use its anonymity
and credibility mechanism to build a safe and trusted third-
party environment for each distributed network security
behaviour knowledge base participating in federated
learning. +is method can guarantee the security of the
knowledge of the malicious behaviour knowledge base of the
distributed network security.

In summary, in order to deal with the security and
privacy challenges in 6G networks, we use blockchain
empowered federated learning to build a distributed net-
work security behaviour knowledge base framework. Our
contribution is clearly documented as follows:

(i) We use knowledge graphs to describe network se-
curity behaviours and build a universal network
security malicious behaviour knowledge base. After
that we discussed its application scenarios.

(ii) We discussed the technical issues of the combina-
tion of blockchain and federated learning and
proposed a distributed network security malicious
behaviour knowledge base architecture that em-
powers federated learning with blockchain.

(iii) Finally, we deployed the prototype system and
compared the above architecture with the other two
baseline methods to verify performance.

+e rest of this paper is organized as follows. +e second
section reviews related work. +e third section defines the
network security behaviour and describes the construction
process of the network security behaviour knowledge base.
+e fourth section proposes design process of blockchain
empowered federated learning for distributed network se-
curity behaviour knowledge base. In the fifth part, we

deployed the prototype and conducted experiments to verify
the performance of the proposed distributed knowledge
base. Finally, the sixth section summarizes the paper.

2. Related Work

Since the concept of federated learning (FL) was proposed, it
has been applied by many researchers in the field of network
security to provide privacy protection [12, 13, 16–18].
Mothukuri et al. [13] provided a comprehensive study
concerning FL’s security and privacy aspects that can help
bridge the gap between the current state of federated AI and
a future in which mass adoption is possible. +ey believed
that the most specific security threats currently are com-
munication bottlenecks, poisoning, and backdoor attacks,-
while inference-based attacks are the most critical to the
privacy of FL. Lu et al. [16] presented a new privacy-pre-
serving federated learning mechanism and designed a two-
phase mitigating scheme consisting of intelligent data
transformation and collaborative data leakage detection.
Some researchers [17, 18] also used FL for local storage and
maintenance on different devices in 5G network, while
providing privacy protection for participants.

However, the above work lacks security considerations
in the process of federated learning data exchange. We hope
to construct a distributed knowledge base based on the
distributed and privacy protection characteristics of feder-
ated learning. But once the knowledge provided by the
participants is maliciously modified, it will have a huge
impact on the performance of the global model.

Blockchain, as a distributed ledger technology [19–21],
provided a decentralized solution that was a feasible measure
to protect the security of federal learning data, thereby helping
FL get rid of the central server and improve security. +ere
had been some work dedicated to the combination of
blockchain and FL to deal with the security risks of FL
[22–28]. We summarized in Table 1 a review of related work
that combines blockchain with federated learning and ana-
lysed whether they meet the needs of 6G network security.

However, in the face of the rapidly increasing number of
device connections in the 6G network, it is difficult to ef-
fectively analyse changeable malicious behaviours only by
relying on the distributed framework of blockchain and FL
[29]. +e biggest difference from the traditional blockchain-
enabled FL is that we introduce a knowledge base to form a
closed-loop feedback for the whole process, so that the entire
system can accumulate knowledge and iteratively update it
autonomously. +erefore, we use blockchain empowered FL
to build a distributed network security behaviour knowledge
base framework tomeet the new security requirements of 6G
networks. In this paper, we addressed the aforementioned
research gaps in the literature.

3. Network Security Behaviour Knowledge Base

In this section, we define the network security behaviour and
analyse the features it contains. After that, we describe the
construction process of the network security behaviour
knowledge base.
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3.1. Network Security Behaviour Description. +e attack
surface of cyberspace continues to expand under the envi-
ronment of massive access devices on 6G networks, and
malicious attacks continue to show scale and organization.
Existing intrusion detection schemes based on statistical
methods or machine learning have problems such as
complex security knowledge structure, difficulty in feature
extraction, and lack of adaptive adjustment detection
models. +erefore, it is difficult to adapt to complex and
massive access scenarios. In view of the above problems, it is
urgent to build a universal and complete network security
knowledge base to store and analyse complex network attack
knowledge.

Behaviour is the basic characteristic shown by different
individuals or groups under certain conditions, or the active
response to the stimulus of internal and external environ-
mental factors. +e essence of the network is the commu-
nication between users. +erefore, we believe that network
behaviour is the effective connection between user behaviour
and communication behaviour. +en, the problem of net-
work security is that user behaviour or communication
behaviour deviates from the benchmark. +e purpose of
building a network security behaviour knowledge base is to
accumulate data of various structures and huge scales and
transform them into knowledge that the network can un-
derstand and use.

We define network behaviour (NB) as

NB≜ (User behavior, Flowbehavior,Attacker behavior). (1)

+e trigger condition of malicious behaviour is the user
behaviour because users are usually the initiators of mali-
cious behaviours, and the sources of monitoring user be-
haviour data mainly include system logs, browsing records,
packet load, and operating habits. Malicious behaviours are
manifested as flow behaviours in the network because flow is
usually the executor of malicious behaviours. Among them,
the flow behaviour characterizes the change of the data
amplitude of the data stream in real-time communication
and reflects the characteristics of flooding attacks for the
purpose of denial of service, such as DDoS attacks. +e main
sources of data that can monitor flow behaviour are packet
capture and flow analysis. By analysing user behaviour and
traffic behaviour, attackers and their behaviours can be
judged.+erefore, the attacker behaviour can also be defined
as

Attacker behavior≜ σ
User behavior

Flow behavior
 , (2)

where σ is the selected knowledge reasoning method.
Based on the above data sources, we extract the data into

features that the network can understand. User behaviour
includes Request information (RI), URL information (UI),
Browser information (BI), Source port (SP), Destination
port (DP), Source IP (SI), Destination IP (DI), and Trans-
mission protocol (TP). Flow behaviour includes charac-
teristics such as Flow duration (FD), Flow speed (FS), Flow
number (FN), Flow type (FT), and Flow flag (FF). Attacker
behaviour includes all the features mentioned above.
+erefore, the network security behaviour (NSB) is finally
expressed as

NSB≜

RI, UI, BI, SP, DP, SI, DI, TP, etal,

FD, FS, FN, FT, FF etal,

AttackerFeature.

⎧⎪⎪⎨

⎪⎪⎩
(3)

3.2. Knowledge Base Construction. Figure 1 shows the
construction process of network security behaviour
knowledge base. +e knowledge base is based on multi-
source heterogeneous data to accumulate knowledge of user
behaviour, flow behaviour, and attacker behaviour in the
form of a knowledge graph and uses AI technology such as
federated learning or blockchain to make comprehensive
judgments and real-time feedback. +e knowledge base
provides reliable knowledge basis for various offensive and
defensive scenarios, thereby turning passive defense into
active interception, and curbing the occurrence of malicious
behaviours from the source.

Figure 2 shows the storage structure of the network
security behaviour knowledge base based on the knowledge
graph, including the global network behaviour graph, user
behaviour graph, flow behaviour graph, and attacker be-
haviour graph. +e knowledge base generates a global
network behaviour graph based on environmental knowl-
edge, including the relationship between user entities and
flow entities. Suppose the set of user entities
U � u1, u2, · · · , un  and the set of flow entities
F � f1, f2, · · · , fm, , n and m are the number of users and
flow in the graph.

Table 1: Comparison with related works.

Ref. Year
Security requirements of 6G network

Access authentication Access control Privacy protection Trusted device Safe life-cycle Loop feedback
[22] 2020 × × √ √ × ×

[23] 2020 × × √ √ × ×

[24] 2021 × × √ × × ×

[25] 2021 √ × √ × × ×

[26] 2021 × √ √ √ × ×

[27] 2021 × × √ × × ×

[28] 2021 × × × √ √ ×

Ours 2022 √ √ √ √ √ √

Security and Communication Networks 3



f: ui⟶ fk⟶ uj⇒
θ
ui⟶ uj, (4)

f: ui⟶ fk,

ui⟶ fq⇒
θ
fk↔fq.

(5)

We extract the relationship between users inU according
to the mapping rule of formula (4), extract the relationship
between �ow in F according to formula (5), and �nally form
user behaviour graph and �ow behaviour graph. Among
them, θ represents that the relationship between the entities
on the left needs to be mapped to the relationship between
the entities on the right. We obtain user behaviour features
and �ow behaviour features, combined with AI technology
to establish a detection model to infer malicious users or
attack �ow, and then form attacker behaviour graph to help
security research such as attack source tracing.

3.3. Application Scenario. Based on the characteristics of the
network security behaviour knowledge base and recent AI
security technology research, we introduced the application
scenarios of the network security malicious behaviour
knowledge base. We cover the three key processes of network
security protection: the network entrance, the communication
process, and the security issues of reaching the equipment and
provide corresponding security services: user authentication,
�ow detection, and attack source tracing. e application issues
of the knowledge base are discussed separately.

3.3.1. Abnormal User Access Behaviour Authentication.
Focusing on user access behaviours at the entrance of the
network, we can build user access behaviour pro�les based
on user behaviour in the knowledge base, and then use
technologies such as graph convolutional networks to
characterize user normal behaviour baselines. When the
hacker’s behaviour deviates from the baseline of normal
behaviour, a judgment is made and an early warning is
made, and abnormal behaviour is discovered in time from
the source.

3.3.2. Malicious Attack Flow Detection.  e network mali-
cious behaviour detection map is established based on the
�ow characteristics in the knowledge base to guide the
construction and rule design of the intrusion detection
system.  e purpose is to analyse and block malicious �ow
during the communication process. Based on knowledge
reasoning to optimize the �ow characteristics in the
knowledge base, we can extract more discriminative �ow
characteristics and improve the detection e�ciency and
capability.

3.3.3. Alarm Triage and Attack Source Tracing. As the depth
and breadth of device detection capabilities increase, the
scale of alerts for passive access to the knowledge base
continues to expand.  e accumulation of a large number of
continuous, homogeneous, and low-information warning
information prevents the knowledge base from �nding truly
threatening malicious behaviours. Based on reinforcement
learning, we can design automated alarm classi�cation
technology to evaluate and classify the alarm information of
arriving equipment, thereby alleviating the dependence on
the experience of o�ensive and defensive experts. Eventually,
it can improve the accuracy of attack source tracing and
improve the input-output ratio of the network security
behaviour knowledge base.

3.4. Blockchain Empowered Federated Learning for
Distributed Knowledge Base. With the widespread deploy-
ment of smart devices and the increasingly powerful
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Figure 1: Construction process of network security behaviour knowledge base.
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Figure 2: Storage structure of network security behaviour
knowledge base based on knowledge graph.
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computing capabilities of terminals, the use of distributed
deployment of knowledge base design solutions in terminals
can effectively utilize low-latency and high-bandwidth
communication technologies to form intelligent knowledge
base groups. Distributed solutions can well solve the
problems of single point of failure, poor scalability, and high
development costs in single-machine deployment. Federated
learning can make full use of the data of each distributed
node for model training on the basis of ensuring the privacy
of local data, so it provides a solution for the knowledge
privacy of the distributed knowledge base.

However, the current federated learning technology
generally believes that all participants are honest, and
therefore trust all data providers unconditionally. However,
once the attacker gains control of the aggregation server or
part of the participants without being identified, she/he can
manipulate the local model parameters on the compromised
client device during the learning process, resulting in global
model update errors [14]. +e starting point of the dis-
tributed knowledge base is to provide secure data support for
the massive access devices in the 6G network, so a high
degree of security is required.

With its unique decentralization and unalterable char-
acteristics, the blockchain has shown great potential in the
security of federated learning. Specifically, the decentral-
ization of the blockchain can well solve the problem of
relying on the aggregation server in the federated learning
process, and its immutability allows each participant to
upload the model to the chain to receive the evaluation of
other participants.

+is article introduces a general blockchain empowered
federated learning method for the construction of a distrib-
uted network security behaviour knowledge base, as shown in
Figure 3. We summarized the process of blockchain
empowered federated learning through the following steps:

(i) Request distributed knowledge. A group of terminal
devices accumulate user data and flow data to
maintain their own network security behaviour
knowledge base. Any participant can initiate a
federated learning request to obtain transaction data
of all parties and perform mining tasks when
requested to record the requested information on
the chain.

(ii) Upload global model. +e device that initiates the
training request also serves as an aggregation server
to replace the original concept of a central server.
Each participant uploads the local training weights
to the requesting device, which collects the gradients
of the participants and updates the model uni-
formly, thereby using all the knowledge of network
security behaviours to train the global security
defense model.

(iii) Mining to reach consensus. +e device exports and
stores the trained global model in the block. In this
way, all participants conduct mining to verify the
newly created block and reach a consensus (for
example, Proof of Work).

(iv) Security evaluation. +e participant device that
meets the security evaluation qualification down-
loads the updated global model and uses local
network security knowledge to verify the perfor-
mance of the model. Obviously, the global model is
trained by aggregating the network security
knowledge provided by all participating devices, so
it should show good recognition accuracy when
applied to each local network security knowledge. If
the test accuracy exceeds the threshold Tacc, it is
considered that the initiator of the training is not
controlled by the attacker. Once it is discovered that
the trainer may be manipulated by the attacker, a
device with security assessment qualifications will
create a block to store the abnormal device infor-
mation and broadcast it. Other devices will dis-
connect from the attacked host and seek help from a
third-party cleaning device to deal with the attack.
We introduce the security factor Sec − F to deter-
mine whether the equipment is qualified for safety
evaluation every day, namely:

Sec − F � Usec × Fsec Sec − F, Usec, Fsec is either 0 or 1.

(6)

Among them, Usec is the user security factor and Fsec is
the flow security factor. If the device does not detect ab-
normal user behaviour based on the local knowledge base
and anomaly detection model within a day, Usec is 1, oth-
erwise it is 0. Similarly, Fsec is determined by whether ab-
normal flow behaviour is detected within a day. Only when
Sec − F � 1, we consider the device to be trustworthy and
give it the qualification for security assessment of the day.

Relying on the decentralization and security of the
blockchain, we propose the above-mentioned distributed
framework to realize an intelligent security assurance system
that combines a security-guaranteed distributed knowledge
base and federated learning. Combined with the local net-
work security behaviour knowledge base, it can realize the
change from passive defense to active interception for
malicious network behaviours, thereby forming a closed-
loop feedback strategy in distributed scenarios.

4. Prototype Deployment and Experiment

In this section, based on the proposed distributed network
security behaviour knowledge base framework, we deployed
a prototype system based on the framework in a real en-
vironment and conducted experiments to verify the per-
formance of the proposed distributed knowledge base.

4.1. Prototype System Construction. Prototype deployment:
as shown in Figure 4, we implement the prototype in the
server. We used DELL PowerEdge R720 rack-mount servers
with Intel Xeon E5-2609 CPU, 32Gmemory, and 1TB hard-
disk storage. We have emulated Ethernet scenarios, mobile
access scenarios, IoT scenarios, and satellite networks as the
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6G mass access device scenarios.  en, we deployed four
high-performance access gateways in the backbone network
and installed Neo4j [30], FATE [31], and Ethereum [32] in
each gateway to implement the blockchain empowered
Federated Learning for distributed network security be-
haviour knowledge base. Combined with AI technology, the
framework we proposed can provide multiple security
services such as user authentication, �ow detection, and
attack source tracing.

Datasets, models, and parameter settings: in order to
prove the e�ectiveness of the proposed framework, we
generated and captured the most destructive and in�uential
DDoS attack data set in the prototype system.  e data set

contains 22 common DDoS attacks and normal �ow.
Among them, the scale of malicious �ow data exceeds 1.5
million, and the normal �ow data are about 900,000. We
assign 5 to 6 di�erent types of DDoS attacks to each gateway
as their respective local data sets and use 80% of them as the
training set, and 20% of the data sets containing all DDoS
attack types as the testing set. For the knowledge base, we use
the Neo4j graph database to store user behaviour and �ow
behaviour in the prototype system. For the federated
learning, we use the open-source framework FATE to im-
plement a complete federated learning process among the
four access gateways.  e learning model uses SecureBoost,
the purpose of which is that all participants jointly learn a
shared gradient boosting tree model through a privacy
protection protocol. Learning rate is set to 0.01, and the
max_depth is set to 7. For the blockchain, we also use
Ethereum in the four access gateways, and the consensus
mechanism uses the default Proof of Work (PoW).

Performance parameters: in order to evaluate the per-
formance of the proposed framework, we introduce four
evaluation indicators: accuracy, loss function, packet loss,
and number of attack sources tracing. Among them, ac-
curacy is the proportion of users or tra�c types that are
correctly predicted to the total sample, and the value range is
[0,1].  e larger the value, the better the predictive ability of
the model.  e loss function is used to estimate the degree of
inconsistency between the predicted value of the model and
the true value.  e smaller the loss function, the better the
robustness of the model.  e packet loss rate refers to the
ratio of the number of data packets lost in the test to the
transmitted data group.  e smaller the packet loss rate, the
more complete the data transmission between distributed
devices.  e number of attack sources tracing is used to
evaluate the number of attack source nodes captured during
the attack source tracing process.  e larger the number, the
better the attack source tracing e�ect of the model.
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Figure 4: Prototype deployment.
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4.2. Performance Evaluation. We show in Figure 5 the
distributed network security behaviour knowledge base
deployed in the access gateway based on Neo4j. Each access
gateway only saves access to its own user or flow knowledge,
referring to the structure and mapping relationship in
Figure 2 to form the global network behaviour graph, user
behaviour graph, and flow behaviour graph, respectively.
+e global network behaviour graph covers 15 users and 24
flow between access users and maintains a total of 48 di-
rected relationships. According to the mapping relationship
of formulas (4) and (5), we then obtain the user behaviour
graph and flow behaviour graph. Next, we will conduct
experiments to verify the security services provided by our
proposed framework such as user authentication, flow de-
tection, and attack source tracing.

We propose two baseline methods and the proposed
BeFL method for comparative experiments in our prototype
of the distributed cybersecurity behaviour knowledge base:

Standard federated learning (FL) [12]: use the default
settings and aggregation algorithm.

Federated learning based on DDoS Open +reat Signal
[33] (DOTS-FL): DOTS is a protocol for responding to
coordination and mitigation of DDoS attacks, which can
ensure that data can still be transmitted through data
channel when subjected to DDoS attacks. +erefore, we use
DOTS data channel transmission to replace FL original
socket communication method to improve data security.

We run the above three methods in four gateways and
use three typical DDoS attacks, network layer DDoS, dis-
tributed reflection DoS (DRDoS), and low-rate DDoS, on
one of the access gateways, to compare the performance of
the above three methods on user authentication, flow de-
tection, and attack source tracing.

4.2.1. User Authentication. Assuming the worst-case sce-
nario, we believe that an access gateway has been controlled
by an attacker and is trying to contaminate the global model
with a completely wrong dataset. We use three distributed
training methods to compare the performance of the tainted
global model in user authentication. Figure 6 show the
training accuracy and loss function curves of the three
methods for user authentication within 30 s. It can be seen
that due to the misleading data set provided by the malicious
user, the model aggregation effect of the two baseline
methods is greatly affected, and the training accuracy is less
than 50%. +e BeFL method we proposed ensures the
credibility of access users or devices by evaluating security
assessment qualifications. It also provides closed-loop
feedback for the entire system, ensuring that the user au-
thentication accuracy of the aggregation model is around
90%.

4.2.2. Flow Detection. Figure 7 shows the detection accuracy
of three methods for different real-time DDoS attacks and
testing set. In the face of each type of attack, the three
methods showed far lower detection effects on the test set.
+is is because when the gateway is attacked by DDoS, its
resource occupancy rate is close to 100%, which affects the

execution of the model. Compared with the other two
baseline methods, our proposed BeFL broadcasts the
attacked information through the blockchain to obtain
timely feedback of the detection model. It shows a higher
detection accuracy in various attack scenarios, which are
86.22%, 75.27%, and 64.36%, respectively. DOTS-FL opens
data channels to forward requests to cleaning equipment in
response to flooding attacks. +erefore, it performs well
under the first two DDoS, but it cannot effectively deal with
low-rate DDoS attacks. +e standard FL does not have
protection measures for data forwarding, and it is difficult to
perform effective detection in the case of high resource
occupancy, and therefore exhibits the worst performance.

In order to verify whether the shared weights provided
by each distributed device to aggregate the global model of
federated learning are lost due to high resource consump-
tion, we monitor and capture packets on a random data
exchange interface used for federated learning that accesses
the gateway. We verified the impact of packet loss in the
communication process on the accuracy of attack detection.
Figure 8 shows the packet loss of three methods under
different DDoS attacks. Although FL reached a packet loss
close to 90% as we imagined, the packet loss of the proposed
BeFL is always higher than that of DOTS-FL under flooding
attacks. +is is because although packet loss occurs in the
weight transmission process, the blockchain-based scheme
requires each participant to re-mine until the shared pa-
rameters are obtained. +erefore, a higher packet loss does
not mean that the gateway has not received the weight
parameters. In addition, BeFL shows a low packet loss under
each attack, which verifies the stability of our proposed
method. In general, the packet loss of each method under
attack is inversely proportional to the detection accuracy.

4.2.3. Attack Source Tracing. We limit the number of IP
addresses that initiate DDoS attacks per minute within the
range of 1 to 10 and continuously launch random attack tests
for 10minutes to verify the performance of the above three
methods in attack source tracing. Figure 9 shows the number
of attack sources correctly captured by the three methods in
each time period. +anks to the security evaluation quali-
fication mechanism we put forward in Section 4, BeFL
correctly captures more attack source nodes in each time
period. DOTS-FL and FL lacked credible authentication of
the equipment, which led to a certain degree of misjudge-
ment of the attack source.

Finally, Figure 10 shows the captured attacker and
malicious traffic based on the user authentication scenario
and the flow detection scenario at the first minute. Com-
pared with Figure 5, we record malicious entities in the user
behaviour graph and the popular behaviour graph, re-
spectively. Referring to the first minute of Figure 9, we
completely capture 6 DDoS attack sources and 7 groups of
malicious flows from them based on BeFL and save their
attack paths in the attacker behaviour graph. Further, we
extract 14 relationships between attackers and malicious
flow behaviours based on formulas (4) and (5) at the first
minute. +e attack source tracing accuracy rate of the
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Figure 6: (a) Accuracy changes with training time. (b) Loss changes with training time.

Figure 5: Distributed network security behaviour knowledge base in one of the gateways.
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attacker behaviour graph reaches 100%. +erefore, the
network can effectively use the knowledge of security be-
haviour to guide network security services and continuously
improve the security capability of the network.

5. Conclusions

We use blockchain-enabled federated learning to build a
distributed network security behaviour knowledge base,
aiming to establish a new framework for collaboration be-
tween security monitoring and malicious behaviour control
in 6G networks. We deploy the above framework in the
prototype and used different DDoS attacks to verify the
security and stability of the framework. +e results prove
that compared with the other two baseline methods, our
proposed framework has the highest accuracy of attack
recognition and the best survivability. In the next step, we
will conduct more in-depth and specific research on the
security issues faced in 6G networks such as user identifi-
cation, flow detection, and attack source tracing.
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