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With the rapid development of mobile communication technology, there are an increasing number of new network applications
and services, and the existing best-efort routing algorithms cannot meet the quality-of-service (QoS) requirements of these
applications and services. QoS-routing optimization solutions based on a software-defned network (SDN) are often targeted at
specifc network scenarios and difcult to adapt to changing business requirements. Te current routing algorithms based on
machine learning (ML) methods can generally only handle discrete, low-dimensional action spaces and use ofine network data
for training, which is not efective for dynamic network environments. In this study, we propose DSOQR, which is an online QoS-
routing framework based on deep reinforcement learning (DRL) and SDN. DSOQR collects network status information in real
time through the software-defned paradigm and carries out on-policy learning. Under this framework, we further propose
SA3CR, which is a QoS-routing algorithm based on SDN and asynchronous advantage actor-critic (A3C). Te SA3CR algorithm
can dynamically switch routing paths that meet the conditions according to the current network status and the needs of diferent
service types to ensure the QoS of target trafc. Experimental results show that DSOQR is efective and that the SA3CR algorithm
has better performance in terms of delay, throughput, and packet loss rate.

1. Introduction

With the rapid development of cloud computing, artifcial
intelligence, the Internet of things, and 5G communication
technologies, new services such as live streaming, online
mobile games, and video conferencing have emerged in large
numbers, and network data have increased exponentially
[1, 2]. A report by Cisco [3] shows that, by 2023, global
mobile application downloads will reach 299 billion. In
response to the ever-increasing diversifed needs in the
network, best-efort routing algorithms have difculty ac-
curately perceiving the current network status to ensure the
quality of service (QoS) of fow.Te existing traditional best-
efort routing algorithm is difcult to accurately sense the
current network state to ensure the QoS of fows and has
problems such as not being easy to deploy, poor scalability,
only suitable for specifc scenarios, and coarse control
granularity [4].

Te software-defned network (SDN), as a new network
architecture, provides a solution to traditional QoS-routing
problems [5, 6]. SDN separates the control plane from the
data plane, allows network administrators to monitor the
network status in real time and obtain a global view of the
network, facilitates the rational utilization and deployment
of network resources by administrators, and simplifes
network management. SDN provides a programmable in-
terface, which reduces the difculty of providing routing
optimization for fows. However, most of the current SDN-
based routing schemes use the shortest path algorithm, and
fows share the same path, which is likely to cause link
congestion. Some SDN-based routing schemes that use
heuristic algorithms can only be adapted to specifc network
scenarios, and algorithms have relatively high complexity
[7].

In recent years, introducing intelligent algorithms in
machine learning (ML) into SDN-based QoS-routing
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optimization has provided convenient conditions for the
realization of more intelligent dynamic routing [8]. Te
training methods of intelligent routing algorithms for ML
are divided into online and ofine. Intelligent routing
models based on supervised learning (SL) adopt ofine
training methods, and models based on reinforcement
learning (RL) can be trained both online and ofine. When
the model is trained ofine, it is frst necessary to collect the
required data from the network environment and then use
the processed data for ofine training of the intelligent
routingmodel.Te fnal obtained trainingmodel is deployed
in the network environment to make online routing deci-
sions. However, ofine training for intelligent routing al-
gorithms often faces two challenges: (1) the collection of
training data may require a relatively high cost and (2) the
network state in the scene may be diferent from the training
dataset, which causes the routing algorithm to fail to achieve
expected results. Online training can ensure that the model
adapts to changes in the network environment while
avoiding difculties and additional costs caused by the es-
tablishment of an ofine environment. However, RL models
may produce unpredictable behaviors during training.
During routing, these behaviors may cause problems such as
routing loops and link congestion [9].

In this study, we use an SDN as the basic framework, use
asynchronous advantage actor-critic (A3C) to make intel-
ligent routing decisions, and propose a new intelligent
online QoS-routing optimization solution. Te main con-
tributions of this study are as follows:

We propose an intelligent QoS-routing optimization
algorithm based on SDN and A3C (SA3CR). Te
SA3CR algorithm uses the QoS-A3C algorithm to
dynamically update link weight and then generates the
routing strategy according to the requirements of the
QoS target fow and by considering multiple QoS
metric parameters.
We propose DSOQR which is an online QoS-routing
framework based on SDN and the on-policy property
of A3C. Te framework can realize the real-time col-
lection of network information data and online strategy
learning, thus realizing the optimization of QoS
routing.
We realize an SDN-based intelligent QoS-routing
optimization system. Te system can collect network
state information in real time, generate a dynamic
intelligent-routing policy, and dispatch a routing policy
in real time.We also test the SA3CR algorithm onOS3E
and NSFNet network topologies. Experimental results
show that the SA3CR algorithm obtains higher per-
formance than ECMP, KSP, NAF_R, and DDPG_R.

Te remainder of this study is organized as follows. We
frst introduce the related research work of intelligent QoS
routing based on SDN in Section 2. Section 3 describes the
framework of the proposed DSOQR. In Section 4, we de-
scribe the workfow of DSOQR and the online processing of
routing. Extensive experiments are conducted in Section 5.
Finally, Section 6 concludes the paper.

2. Related Works

In the SDN, the controller can update the fow table in the
switch through routing policies to implement routing
control. However, most of the current routing optimization
methods are based on the heuristic algorithm, which has
high complexity. However, ML can quickly calculate the
routing scheme that is close to the optimal solution through
training and does not require an accurate mathematical
model underlying the network [8]. Te current ML algo-
rithms used to solve the routing optimization problem in
the SDN can be summarized into the following two
categories.

2.1. SDNRouting Based on SL. SL is a technique for learning
through historical data tags. Azzouni et al. [10] proposed a
dynamic routing framework of SDN based on deep neural
network (DNN)-NeuRoute. NeuRoute uses a DNN to learn
trafc characteristics and generate forwarding rules to op-
timize network throughput. Prasad et al. [11] proposed an
application-aware multipath packet forwarding (AMPF)
mechanism based on application recognition and path state
awareness, which integrates ML and SDN. Te AMPF
mechanism divides the priority according to fow charac-
teristics, fnds k alternative paths, evaluates multiple QoS
parameters of each possible path characteristic, and assigns
paths to fows according to the priority of their class.

However, regardless of whether the input and output of
the heuristic algorithm are used as the training set or the
trafc is classifed in advance by perceptual prediction, a
large amount of label data needs to be obtained for training
in the training process, which will lead to high complexity.
Terefore, we need to make the network model have self-
sensing characteristics for trafc, try not to use labels, and
make the network realize intelligent routing through in-
dependent learning of historical data or online learning.

2.2. SDN Routing Based on RL. RL is a self-learning tech-
nology and can carry out dynamic decision management.
Sendra et al. [12] proposed a learning process of replacing
the Q table with a DNN in an SDN topology, using the
experience replay mechanism for intensive training and
randomly extracting data from the experience pool to learn
previous experience information, reducing the packet loss
rate and delay. However, a deep Q network (DQN) is only
suitable for the control and optimization of low-dimensional
discrete spaces and cannot converge in real time. Sun et al.
[13] proposed an SDN framework based on ML, which
mainly uses a deep deterministic policy gradient (DDPG) to
optimize SDN routing. At the same time, a DDPG routing
optimization mechanism is proposed, which analyzes and
measures the network by the controller to obtain the global
network state and determines an optimal behavior, that is, a
set of link weights. Link weights are updated by maximizing
rewards, and the controller constantly generates new rules to
establish a new path. By analogy, iterative optimization
continues until the optimal solution is obtained.
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To alleviate the instability that occurs when the tradi-
tional strategy gradient method combines with the neural
network, the above RL model adopts an empirical playback
mechanism to eliminate the correlation between training
data. However, there are two problems with the experience
playback mechanism: (1) each real-time interaction between
the agent and the environment requires considerable
memory and computing power and (2) the experience replay
mechanism requires agents to adopt an of-policy method to
learn, which can update based on the data generated by the
old policy. Te A3C algorithm [14] utilizes a multithreaded
approach to execute multiple agents asynchronously.
Trough diferent states experienced by the parallel agent,
the correlation between state transfer samples generated in
the training process is removed, thus overcoming the above
two problems. In this paper, we propose DSOQR, an online
QoS-routing framework based on SDN and DRL. It can
perform online strategy learning while collecting real-time
data for the efective use of network resources.

3. Framework of DSOQR

In this section, we introduce the framework of the proposed
DSOQR, as shown in Figure 1. It consists of the data plane,
control plane, and DRL plane running on the control plane.
Te data plane is composed of software-defned forwarding
equipment, including OpenFlow switches. Te software-
defned capability of the data plane can facilitate the con-
troller in the control plane to detect the network status in
real time, fexibly collect the required information, and
fexibly change forwarding rules according to requirements.
Te control plane is composed of a controller, including a
QoS parameter measurement module, a network-moni-
toring module, and a DSOQR routing module. Te con-
troller collects and organizes the required network status
information, transmits the global view to the DRL plane, and
dynamically updates the routing rules of the data plane
according to the routing update strategy issued by the
DSOQR routing module. Te agent of the DRL plane is
implemented based on a DRL algorithm, which mainly
provides decision-making for dynamic routing rules. Te
specifc implementation is detailed in Section 4.

3.1. DRL Plane of DSOQR. Te DRL plane is an agent re-
sponsible for DRL for network QoS optimization. Te
DSOQR can use the global view of the network provided by
the control plane and generate dynamic routing rules online
based on the network resource information of the data plane
obtained in real time to adapt to constantly changing trafc
distribution characteristics in the network. In this study, we
use the A3C model as the agent of the DRL plane and defne
four key elements.

3.1.1. Normalization. To facilitate data processing and speed
up learning, we normalize QoS parameters using the Z-score
method, which uses the ratio of the mean and standard
deviation of the original data to standardize the data.

3.1.2. Input State. To obtain the input state vector s, the QoS
parameter information collected by QoS measurement and
network monitoring modules should be frst obtained:
throughput B � [B(1), B(2), . . . , B(n)], packet loss rate L �

[L(1), L(2), . . . , L(n)], and delay D � [D(1), D(2), . . . ,

D(n)], where n is the number of links. Once the SDN
controller receives multiple service requests at the same
time, it may interfere with the routing path selection.
Terefore, before splicing the state vector s, DSOQR will
increase the throughput B by a fow threshold b(i), which is
determined according to the current throughput of each
link, to increase the link weight to reduce the possibility of
link congestion. Ten, we can obtain B′, L′, and D′, re-
spectively, based on the normalization of corresponding
parameters with the Z-score standard function. Finally, after
stitching and normalization, we can obtain the input state
vector s � [B′, L′, D′].

3.1.3. Output Action. Teoutput action vector a is generated
by the DRL agent based on the QoS strategy function and the
input state s. It consists of n elements. Each element rep-
resents the distribution proportion of the available for-
warding path between each node pair; that is, if the link
weight is w, then a � [w1, w2, . . . , wn].

3.1.4. Reward Value. Te reward value R is the QoS eval-
uation of the income obtained from the environment after
the action is performed. To take into account multiple QoS
standards, we use the weighted sum of the three QoS pa-
rameters after normalization and the corresponding weight
coefcients to measure the quality of the link. Te weight
coefcient of throughput B′ is α ∈ [0, 1], the weight coef-
fcient of packet loss rate L' is β ∈ [0, 1], and that of delay D′ is
λ ∈ [0, 1]. If a network wants better QoS, the network link
must have a higher throughput, lower delay, and lower
packet loss rate. According to the experimental scenario in
this paper, the relationship between the weight coefcients of
the three parameters follows the work described in [13]. In
the experiment, the values of these three parameters are set
as follows: α � 0.7, β � 0.2, and λ � 0.1. Te reward value R

could be elastically calculated with the QoS parameter, and
their weight coefcients under diferent QoS strategies are as
follows:

R � − α · B′ + β · L′ + λ · D′( . (1)

3.2. Control Plane of DSOQR. Te control plane of DSOQR
is composed of one or more controllers and is the core part
of the network. It can provide the status information of the
underlying network and QoS parameter measurement in-
formation for the DRL plane and dynamically update the
routing rules of the data plane according to the routing
policy issued by the DRL plane. Te control plane of the
proposed DSOQR is composed of three modules: QoS pa-
rameter measurement, network monitoring, and DSOQR
routing.
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3.2.1. QoS Parameter Measurement. Te module mainly
collects a variety of link status information and plays an
important role in the system. We use the SDN controller to
send the request message to a switch in the data plane and
obtain the real-time network status information through the
interface of the data plane.Tis information is processed and
fnally used as the input of DSOQR routing. QoS parameters
(such as delay, throughput, and packet loss rate) are col-
lected at fxed intervals (0.5ms) and obtained in the fol-
lowing methods.

For the delay, we can obtain the time when the SDN
controller sends and receives link layer discovery protocol
(LLDP) data packets to switches S1 and S2, which are T1 and
T2, respectively. Meanwhile, we use ECHO messages to
obtain round-trip times TC−S1

and TS2−C from the controller

to the switch. Terefore, we can obtain the delay DS1−S2
between switches S1 and S2 by calculating the departure time
and arrival time of the LLDP data packet and the diference
between the time from the switch to the controller and the
time from the controller to the switch, and we have

DS1−S2
� T2 − T1 − TC−S1

− TS2−C. (2)

For the throughput, the SDN controller sends an
OpenFlow port status request message to switches S1 and S2
at times T1 and T2, respectively. When the status message is
returned by the switch, they can be used to obtain the
number of packets received and forwarded by the port P1 of
the switch S1 and the port P2 of the switch S2, respectively.
Packet sizes received and forwarded by the switch port P1 are
RX1 and TX2 and those by the switch port P2 are RX1 and
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Figure 1: Framework of DSOQR.
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TX2. Also, we take the input and output throughput of the
switch S1 of the port P1 and the switch S2 of the port P2 as
IS1 ,P1

, OS1 ,P1
, IS2 ,P2

, and OS2 ,P2
, respectively. Terefore, from

T1 to T2, the throughput BS1 ,S2
of the link is equal to the

smaller value of the throughput BS1 ,P1
on P1 of S1 and the

throughput BS2 ,P2
on P2 of S2 and can be calculated as

follows:

BS1 ,S2
� min BS1 ,P1

, BS2,P2
 

� min IS1 ,P1
+ OS1 ,P1

, IS2 ,P2
+ OS2 ,P2

 

� min
RX1,T2

− RX1,T1
  TX1,T2

− TX1,T1
 

T2 − T1
,
RX2,T2

− RX2,T1
  TX2,T2

− TX2,T1
 

T2 − T1

⎧⎨

⎩

⎫⎬

⎭.

(3)

For the packet loss rate, we can obtain the diference
ΔTX1,S1⟶ S2

� TX1,T2
− TX1,T1

between the number of
packets sent and the number of received packets on the port
P1 of the switch S1 at times T1 and T2 and the diference
ΔRX2,S1⟶ S2

� RX2,T2
− RX2,T1

between the number of
packets sent and the number of received packets on the port
P2 of the switch S2. Terefore, the packet loss rate LS1⟶ S2

of
a link from S1 to S2 is calculated as follows:

LS1⟶ S2
� 1 −
ΔRX2,S1⟶ S2

ΔTX1,S1⟶ S2

. (4)

3.2.2. Network Monitoring. Te module is mainly used to
monitor the QoS parameter status and network fow in-
formation and obtain various QoS requirements of the
service by monitoring fows. If the current routing decision
fails to meet QoS requirements, rerouting is performed.
Specifcally, it monitors the remaining bandwidth of the link,
the throughput of the port during the routing of the current
fow, and the delay spent in the routing process that does not
meet QoS requirements of the service. If so, the DSOQR
routing module needs to recalculate the strategy that meets
QoS requirements, and the controller reissues the fow table
to the switch.

3.2.3. DSOQR Routing. DSOQR routing consists of two
algorithms: the QoS-A3C algorithm and the SA3CR algo-
rithm. Te intelligent QoS-routing algorithm SA3CR, based
on the network state information collected by the software-
defned paradigm in real time and trained online by the QoS-
A3C algorithm, is able to dynamically switch the routing
path that satisfes its conditions according to the current
network state and the demands of fows of diferent service
types, thus ensuring the QoS of target trafc.

Te A3C algorithm adopts the actor-critic framework.
Te actor-critic algorithm consists of an actor and a
critic.Te actormakes corresponding actions based on-
policy iteration, and the critic is used to evaluate the
quality of actions based on-policy value functions. Te
agent obtains the action through the actor network.
After executing the action, the environment will feed

back a new state and a reward value R to the agent. Te
critic network evaluates the reward value R and
transmits the result to the actor network for parameter
update. Te critic’s policy value function is

Vπ � Eπ R + cVπ s′( ( , (5)

where c ∈ [0, 1] is the discount factor, implying the
impact of the future on the present calculation, and s′ is
the state at the next moment. Te action value function
of the strategy is

Qπ(s, a) � R + cVπ s′( . (6)

Te A3C algorithm proposes an advantage function A in
Actor networks, using n step sampling, to improve training
efciency, and its advantage function can be defned as

A(s, a) � R + cRt+1 + . . . c
n− 1

Rt+n−1 + c
n
Vπ s′(  − Vπ(s).

(7)

Compared with the actor-critic algorithm, the entropy
term coefcient e is added to the loss function of the policy
network in the A3C algorithm, so the gradient of the actor in
the A3C algorithm is updated as follows:

∇θJ(π) � Eps A(s, a)∗∇θlog π(a|s)  + e∇θH π si; θ( ( .

(8)

Te gradient of the critic network part of the A3C al-
gorithm is updated as

dw ←dw +
z R − V si,ω′( ( 

2

zω′
. (9)

Te biggest advantage of A3C compared to other RL
algorithms is the use of an asynchronous training frame-
work, where multiple agents are executed to interact with the
environment, the empirical values obtained during the in-
teraction are sampled, the whole network is updated, and the
optimal network policy is obtained.

Te QoS-A3C algorithm is diferent from other DRL
learning algorithms that use of-policy learning, and it
uses on-policy learning. It also uses an asynchronous
training mechanism to execute multiple agents, which
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improves the training speed of the network. First, QoS-
A3C is based on the actor-critic framework and nor-
malizes the parameters collected by the QoS parameter
measurement module and the network monitoring
module and then conducts online training to make
corresponding actions, i.e., the weights of each link
[w1, w2, . . . , wn]. Ten, next training is performed
based on the reward value fed by the SA3CR algorithm
and the network environment, and if the reward value
is positive, the probability of selecting that action in-
creases, and vice versa decreases. After repeated
training and continuous learning of the DNN, the
optimal action can be obtained. Te QoS-A3C algo-
rithm is shown in Algorithm 1.
Te idea of the SA3CR algorithm is as follows: for data
fows without QoS requirements, we use Dijkstra’s
algorithm and give negative feedback to the A3C
model. For service fows with QoS demands, the link
weight values [w1, w2, . . . , wn] obtained from the QoS-
A3C algorithm are weighted, as well as the priority of
the fow is considered for outputting the best path, so as
to achieve dynamic routing switching from the source
to the destination and network fow online routing
function. Te SA3CR algorithm is shown in
Algorithm 2.

To adapt to the dynamically changing network topology
and trafc characteristics, the above model adopts a closed-
loop learning method to regularly train the intelligent
routing model according to latest network trafc charac-
teristics. Te worst-case complexity of the algorithm SA3CR
is derived as follows: Te DRL agent accesses all states in the
state and action space, which implies the complexity that
depends on the size of the space. In SA3CR, the size of the
state space is O(3∗ k), where k is the number of links. Te
size of the action space is limited to k links associated with
each state. Terefore, its complexity is O(kN2). Since k is a
constant, the worst-case complexity is O(N2).

3.3. Data Plane of DSOQR. Te data plane of DSOQR is
composed of several network elements, each of which can
contain one or more switches. Each switch can detect the
network status, fexibly collect the required information, and
use it to forward and process data according to the control
logic of the control plane of DSOQR.

4. Management of DSOQR

In this section, we frst describe the basic workfow of our
proposed DSOQR, which operates in three steps, i.e., col-
lection, training and inference, and routing. Tese three
steps are all performed online. Ten, we focus on the online
processing of routing.

4.1. Workfow of DSOQR. Te framework of DSOQR uses
SDN to collect network status information in real time and
learns through on-policy. It can dynamically switch routing
paths that meet its conditions according to the current status

and the needs of diferent service types to ensure the QoS of
target trafc. Te basic workfow of DSOQR is as follows:
First, on the control plane, the network-monitoring module
regularly monitors trafc, and the QoS parameter mea-
surement module counts the required QoS parameter in-
formation, including the throughput matrix, delay matrix,
and packet loss rate matrix. Ten, the SDN controller
transmits this matrix information to the DRL plane, which is
used to train the neural network to generate fow entries and
maximize the reward to meet the requirements of the QoS
fow. Since the DRL plane uses the A3C model, multiple
subagents can be used to randomly explore the current
network environment. Te central network of the A3C
model selectively performs gradient update and network
learning according to the exploration situation of each agent
to better adapt to the current network environment, as
shown in Figure 2. Terefore, we can obtain a globally
optimal path weight as the output according to the locally
optimal path weight obtained by each subagent in the A3C
model. Finally, the DSOQR routing module of the control
plane will select the best path based on the weight of the link
and convert the routing information into fow entries. Te
SDN controller sends the fow table entry to the corre-
sponding switch to complete the fow table update. Te
dynamic routing switch from the source to the destination
and the online routing of network fows are realized.

4.2. Online Processing of Routing. We use the on-policy of
the A3C model, and a QoS fow guarantee mechanism is
added to the DSOQR routing module, which is composed of
a QoS parameter measurement, and it ensures that the
intelligent routing model based on DRL can perform reliable
online learning. During training, it is judged whether the
path weight decision made by the A3C model meets the
requirements of fows. Te DSOQR routing module directly
adopts a simple and reliable algorithm for routing deploy-
ment, such as shortest path routing for the routing decision
that does not meet the QoS fow. At the same time, a negative
reward value is applied to the A3C model to reduce the
possibility that the A3C model will generate similar path
weight decisions again.

5. Performance Evaluation

In the following sections, we evaluate the performance of our
proposed DSOQR, especially the performance of the SA3CR
algorithm in terms of delay, throughput, and packet loss rate.

5.1. Experimental Setup. In the experiments, we use the
delay, loss rate, and load of the system to evaluate the
resulting performance. We compare the performance
achieved by our method with the results obtained by the
other two DRL-based methods (NAF_R [12] and DDPG_R
[13]) and two traditional methods (KSP [15] and ECMP
[16]). DRL-based methods are implemented based on Py-
thon and TensorFlow. Traditional methods are available in
the Linux kernel, and we test them by issuing corresponding
commands. All evaluations in this section are performed in
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network scenarios of 14-node and 21-edge OS3E [17] and
14-node and 19-edge NSFNet [18], which are built in the
data plane through Mininet [19]. We set the delay, band-
width, packet loss rate, and other parameters through TC
Link, which are set to 1ms, 50Mbps, and 1%, respectively,
and we use Python 3.5 to implement the three modules of
QoS measurement, network monitoring, and DSOQR
routing in the Ryu controller [20], as well as the DRL agent
based on TensorFlow 2.0. Tey all run on workstations,
which use an Intel i7-5500U CPU, 8GB memory, and
Ubuntu 16.04 64 bit operating system, and a grid search is
used to properly fne-tune hyperparameter values in
DSOQR, as shown in Table 1.

To simulate the network trafc in real network scenarios,
we use the trafc matrix (TM) generation tool [21] to

generate 20 TMs among 14 nodes, where the size of trafc
sent from the source node i to the destination node j is the
element in TM. Te average trafc size sent by each node
ranges from 0 to 80Mbps and obeys a uniform distribution.
In Mininet, any two diferent nodes can communicate with
each other via the Iperf3 [22] tool, which is used to send
UDP packets based on generated TM. Terefore, in the
network environment, we can simulate network trafc and
implement its dynamic changes. We use the Ryu controller
to measure QoS parameters and store measurement results.

5.2. Delay. Te impact of the request rate of the data on the
average delay is shown in Figure 3. With the continuous
growth of trafc, the average delay of the SA3CR algorithm is

Input: Network status information.
Output: Link weight.

(1) Initialize parameters θ and ω of the public A3C, corresponding parameters θ′ andω′ of the current thread A3C, the global
sharing counter cnt, and the global maximum sharing counter cntmax.

(2) repeat
(3) Update step counter t � 1.
(4) Reset the amount of gradient updates for the actor and critic: dθ←0, dω←0.
(5) Current thread A3C synchronization public A3C parameters: θ′←θ, ω′←ω.
(6) tstart � t, get the current network status st.
(7) repeat
(8) Choose the routing weight action at based on-policy π(at|st; θ′).
(9) Execute the routing weight action at to get the path reward rt and the new state st+1.
(10) t←t + 1, cnt←cnt + 1.
(11) until st is the stream termination state.
(12) Path discount reward value at fow termination R � V(st, θv

′).
(13) for i ∈ (t − 1, . . . , tstart)do
(14) Calculate the path discount bonus value for each moment R←rt + cR.
(15) Cumulative gradient update θ′: dθ←dθ + ∇θ′ log π(ai|si; θ′)(R − V(si;ω′)) + e∇θ′H(π(si; θ′)).
(16) Cumulative gradient update ω′: dω←dω + z(R − V(si,ω′))

2/zω′.
(17) end for
(18) Update global A3C parameters: θ � θ − αdθ,ω � ω − βdω.
(19) until cnt> cntmax.

ALGORITHM 1: QoS-A3C algorithm.

Input: Graph
Output: Best_path.

(1) Cpath� getPaths (graph, src, dst);
(2) Path� getDijkstraPaths (graph, src, dst);
(3) if Type_fow� �QoSfow then
(4) PathLabel� setAslabel (Cpath)
(5) NetworkState� getNetworkState (Portlist, Switchlist, and PathLabel)
(6) LinkWeight�QoS-A3C (NetworkState)
(7) Best_path�Min (Sum_Cpath (linkweight))
(8) SetAsRoute (Best path, Src, Dst, FlowID, and priority)
(9) else
(10) SetAsRoute (Path1, Src, Dst, FlowID, and priority)
(11) Best_path� Path
(12) end if
(13) return Best_path

ALGORITHM 2: SA3CR algorithm.
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less than the average delay of the other four algorithms,
including DDPG_R, NAF_R, ECMP, and KSP. For example,
when the data rate ranges from 0 to 50Mbps, the average
delay of each algorithm rises steadily. When the data rate
reaches 50 to 80Mbps, the average delay increases rapidly
because the data rate exceeds the maximum bandwidth of
the link.

Figure 3(a) presents the average delay produced by
SA3CR, DDPG_R, NAF_R, ECMP, and KSP in the OS3E
network. If the data rate reaches 80Mbps, the average delay
of the SA3CR algorithm is 41ms. Te average delays of the
DDPG_R algorithm, NAF_R algorithm, ECMP algorithm,
and KSP algorithm are 45 ms, 48ms, 57 ms, and 60 ms,
respectively, which are higher than that of the SA3CR al-
gorithm. Compared with the other four algorithms, the
average delay of the SA3CR algorithm has reduced by 8%,
15%, 28%, and 32%, respectively. Figure 3(b) presents the
average delay produced by SA3CR, DDPG_R, NAF_R,
ECMP, and KSP in the NSFNet network. Te mean delay
produced by the SA3CR algorithm are, on average, 6%, 10%,
19%, and 21% lower than those given by DDPG_R, NAF_R,
ECMP, and KSP algorithms, respectively.

Te KSP algorithm selects the frst k paths for routing,
and there is data sharing of one or more links during the
routing process. Because the link bandwidth is limited, it

will cause link congestion, leading to increased delay.
NAF_R is a continuous DQN algorithm and has over-
evaluation and slow learning and convergence speed. As a
result, the delay of the NAF_R algorithm is lower than that
of the DDPG_R algorithm. Although the DDPG_R algo-
rithm has excellent network exploratory properties, it easily
falls into suboptimal solutions. Meanwhile, the SA3CR
algorithm relies on multithreading to expand the search
space.Tus, it can achieve very good results and has the best
performance.

5.3.Troughput. Figure 4 shows the efect of the link load on
the network throughput. When the link load starts to in-
crease, the network throughput has rapid growth, and the
throughput obtained using the SA3CR algorithm has the
fastest growth rate and is also the largest. For example, when
the link load ranges from 0.8 to 1.6, the growth rate of the
throughput obtained using each algorithm slows down,
which is mainly due to the limited link capacity, which has
begun to become saturated.

Figure 4(a) presents the values of the average throughput
produced by SA3CR, DDPG_R, NAF_R, ECMP, and KSP in
the OS3E network. When the link load is 1.6, the throughput
obtained using the SA3CR algorithm is close to 53Mbps,
which is higher than the throughput obtained using the
DDPG_R algorithm by 51Mbps. Te NAF_R algorithm
throughput is close to 49Mbps. Te throughput obtained
using the KSP and ECMP algorithms is relatively close,
approximately 44Mbps. Compared with the four algo-
rithms, the network throughput obtained using the SA3CR
algorithm has increased by 4%, 9%, 17%, and 18%, re-
spectively. Figure 4(b) presents the values of the average
throughput produced by SA3CR, DDPG_R, NAF_R, ECMP,
and KSP in the NSFNet network. Te average throughput
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Figure 2: Workfow of DSOQR.

Table 1: DSOQR hyperparameter confguration.

Hyperparameter Value
Training episode 2000
Batch size 50
Actor learning rate 0.0001
Critic learning rate 0.001
Gamma 0.95
Entropy beta 0.01
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produced by the SA3CR algorithm are, on average, 4%, 6%,
15%, and 18% better than those given by DDPG_R, NAF_R,
ECMP, and KSP algorithms, respectively.

For the KSP algorithm, there are k candidate paths that
may share the same link. Te link will be congested, and the
transmission capacity of the network will decrease. Without
comprehensively considering the bandwidth, delay, and
reliability of each path in the current network, the ECMP
algorithm adopts an equivalent multipath transmission.
When the network state of the link is very diferent, the
bandwidth cannot be used well, resulting in low throughput.
Te NAF_R algorithm converges slower than the DDPG_R

algorithm in the continuous action space, so the throughput
is slightly lower. However, the SA3CR algorithm considers
the requirements of multiple QoS factors and uses state
information of the link to obtain the weight for routing after
multithread training to achieve the optimal throughput.

5.4. Packet Loss Rate. Te efect of the bandwidth on the
packet loss rate is plotted in Figure 5. We can see that when
the bandwidth ranges from 0 to 50Mbps, each algorithm has
a small amount of packet loss, and the packet loss rate is
relatively close, which is mainly due to the initial packet loss

80

80 90

70

70

60

60

50

50

40

40

30

30

20

20

10

10

0

0
-10

-10

D
el

ay
 (m

s)

Rate (Mbps)

12

8

4
6 12 18 24 30 36 42

SA3CR
DDPG_R
NAF_R

ECMP
KSP

(a)

80

70

60

50

40

30

20

10

0

-10

D
el

ay
 (m

s)

80 90706050403020100-10
Rate (Mbps)

12 18 24 30 36 42

16

12

8

SA3CR
DDPG_R
NAF_R

ECMP
KSP

(b)

Figure 3: Delay vs. rate: (a) the OS3E network and (b) the NSFNet network.
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Figure 4: Troughput vs. link load: (a) the OS3E network and (b) the NSFNet network.
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rate being set on each link. With the continuous increase in
the bandwidth, and when the bandwidth reaches 50 to
80Mbps and exceeds the maximum bandwidth that the link
can withstand, the link congestion is relatively high, causing
the packet loss rate to be relatively large.

Figure 5(a) presents the mean packet loss rate given by
SA3CR, DDPG_R, NAF_R, ECMP, and KSP in the OS3E
network. When the bandwidth reaches 80Mbps, compared
with the other algorithms, the average packet loss rate of the
SA3CR algorithm is reduced by 6%, 12%, 30%, and 34%,
respectively. Te KSP algorithm has the highest packet loss
rate, reaching 32%. Te packet loss rate of the ECMP al-
gorithm is slightly lower than that of the KSP algorithm, with
a packet loss rate of 30%. Figure 5(b) presents the values of
the average throughput produced by SA3CR, DDPG_R,
NAF_R, ECMP, and KSP in the NSFNet network. Te av-
erage throughput produced by the SA3CR algorithm are, on
average, 7%, 13%, 25%, and 27% lower than those given by
DDPG_R, NAF_R, ECMP, and KSP algorithms,
respectively.

Te KSP algorithm has multiple alternative paths for
routing, but it has a higher packet loss rate than RL algo-
rithms such as SA3CR, DDPG_R, and NAF_R. Te intel-
ligent optimization algorithm will try to reduce the
occurrence of each path sharing a path when generating a
path and avoid excessive congestion of the link. Te SA3CR
algorithm takes the requirements of QoS fows into com-
prehensive consideration and makes reasonable use of
network resources according to the state of the network. It
does not need to store sample data of network history in the
way of experience pool as the NAF_R algorithm does but
randomly extracts data for training to disrupt data corre-
lation. Compared with the DDPG_R algorithm, the biggest
advantage of the SA3CR algorithm is that it adopts an
asynchronous training method, which greatly improves the

convergence ability and training speed of the network, and
the network model is superior.

6. Conclusions

In this study, we propose an online QoS-routing framework,
namely, DSOQR, and an intelligent QoS-routing algorithm,
namely, SA3CR, to meet network QoS requirements of
various new applications and services. Te framework of
DSOQR uses a software-defned paradigm to collect network
information in real time, and the SA3CR algorithm uses the
DRL model to learn online strategies from the network
information collected in real time, generate routing strate-
gies quickly, and achieve fast routing.We also implement the
framework of DSOQR and the SA3CR algorithm and verify
the performance of the SA3CR algorithm in terms of delay,
bandwidth, and packet loss rate. Future research will focus
on the problem of controllers receiving multiple requests
interfering with each other and how to improve the inter-
pretability of intelligent routing algorithms.
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