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A personal health record (PHR) system stores personal health-related information, which can assist physicians in quickly forming
appropriate treatment plans in emergency situations. Because a PHR contains lots of sensitive information, the patients are only
willing to share their records with authorized doctors with their permission.0ere are three main challenging issues: (1) it is costly
to store and maintain the growing PHRs data; (2) the existing PHR systems still face the privacy leakage risk during data
transmission and access control processes; and (3) the response speed cannot meet the need in an emergency situation, especially
when the patients are unconscious. In this paper, based on the permissioned blockchain Hyperledger Fabric, we propose a PHR
management system preserving patients’ privacy and also supporting emergency access. In the system, we use reencryption
technology and the anonymous identity mapping mechanism to protect patient privacy and use smart contracts to define access
control strategies in an emergency situation. Furthermore, we use a quick response code and bloom filter to optimize system
performance. 0e security analysis and experimental results show that our proposed framework guarantees the privacy of patient
data from multiple aspects while improving the efficiency with which doctors can obtain PHR information.

1. Introduction

A personal health record (PHR) including healthcare his-
tory, medical records, allergy history, and genetic diseases is
an important property of each patient [1]. Patients own their
PHRs, and they do not have to disclose all their records to
doctors whenever they seek medical treatment, unless in the
case of major diseases. Meanwhile, doctors should also be
allowed to check their patients’ PHRs, even in emergency
situations, when the patients may be unconscious and their
lives are in danger [2].

Many systems have been designed to manage and access
patients’ personal health records based on traditional cen-
tralized databases [3, 4] or blockchain [5]. When a patient

seeks treatment from a doctor, the doctor can view the
patient’s personal health information under the patient’s
permission. However, these systems still have several
challenging problems, especially in an emergency situation.
Firstly, its storage is costly for a healthcare service institute or
hospital in recording and maintaining the fast-growing
volume of personal information. In order to overcome the
storage cost, the health recording service may only promise
to maintain the records happening in the recent 3 years or 5
years and discard the older records. Secondly, the health
records are stored in a centralized server and the data is at
risk to be leaked when the data is transmitted or accessed by
doctors. Since health records contain highly private and
sensitive information, data leakage can result in exposure to
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privacy. 0irdly, the traditional access control methods bear
relatively long time delay without considering the emer-
gency requirements; meanwhile, the quick access mecha-
nism is credential for patients.

Aiming at solving the above three problems, this paper
designs and implements a personal health record system
based on blockchain. 0e system is composed of three main
modules: personal health records storage, emergency access
management, and encrypted transmission. 0e increasing
data of all patients are stored in the distributed file system
IPFS [6, 7] and, to avoid a vast amount of data occupying
massive blockchain space, only the hash of the uploaded
personal health record file on IPFS is stored in the block-
chain. In addition, the access control strategy is set on the
blockchain and executed by smart contracts automatically.
While the unconscious patient with certain identifying in-
formation is under treatment, smart contracts check the
identity of the emergency doctor who applies for the PHR
file according to the access control list (ACL). ACL deter-
mines whether the emergency physician is allowed to access
the data by screening the doctor’s ID. An application is
launched after obtaining the information about the patient
(the information is not the patient’s personal health record
information, but the information used for identity au-
thentication, while letting the system know which patient’s
information to obtain). 0is information is described as a
quick response code in this paper.

0e most important part of this system is the protection
of patients’ personal health records. 0e protection consists
of three parts: anonymous storage of encrypted private keys,
the encryption of personal health record files, and the en-
cryption of message transmission. 0e anonymous identity
mapping mechanism [8] makes it impossible for anyone
other than the patient to know the encrypted file corre-
sponding to the private key, so, even if someone gets the
private key, they do not know which file to decrypt.0is part
ensures the security of the smart contract execution that
decrypts the private key.0e second part ensures the privacy
and security of the personal health record file. 0e personal
health record file is encrypted by the key from AES algo-
rithm [9] and it is encrypted again by the public key of
patient (notice that the key from the AES algorithm is
different from the public key and private key of patient).
Encrypted files are stored on IPFS that returns hash values to
the patient. Furthermore, the patient’s private key is
encrypted and then stored on the blockchain (the private key
is encrypted and anonymized to prevent leakage, and it is
decrypted during the execution of the smart contract). 0e
third part guarantees the security of message transmission
during the application of data. When an authorized doctor
applies the patient’s data, the smart contract will send the
corresponding hash value of the patient’s encrypted personal
health record file. 0e doctor can ask for the file from IPFS
through the given hash. After obtaining the double-en-
cryption file, the doctor will apply for the decryption of the
patient’s private key to completely decrypt the original PHR
file encrypted from the AES algorithm and the patient’s
public key. What is more, the smart contract is launched to
reencrypt the decrypted AES key by the doctor’s public key

and return it to the doctor. 0e doctor can then decrypt it
with his/her private key and see the patient’s original PHR
file.

Meanwhile, the design of this system also considers the
response time to race against time for the patient’s life. Each
patient can generate a quick response code that includes his/
her basic information, representing his/her identity. Doctors
enter the system by scanning codes to save the time of
finding and inputting patient information. Furthermore, the
bloom filter [10] is used to store the access control list, which
can quickly filter the medical doctor’s identification to ac-
celerate the authentication of the doctor’s identity.

Our system is a Hyperledger Fabric [11] based block-
chain application that realizes data sharing with emergency
doctors while ensuring the privacy of patients’ personal
health records in emergency situations. In addition,
according to experimental verification, the performance of
our proposed system is greatly optimized, which can ef-
fectively accelerate the speed of doctors obtaining a patient’s
PHR. 0e contributions of this paper are as follows:

(i) We achieve doctors’ access without the authoriza-
tion of the patient’s supervision in an emergency
situation through escrowing the patient’s encrypted
private key on the blockchain and setting the access
control list on the smart contract.

(ii) We use symmetric encryption, asymmetric en-
cryption, and reencryption technologies to protect
the privacy of patients’ PHR and introduce the
anonymous identity mapping mechanism to protect
the encrypted private key escrowed on the
blockchain.

(iii) In order to optimize the system, we introduce the
quick response code and bloom filter to accelerate
emergency physicians to obtain the patient’s PHR
data and also design a smart contract to verify that
PHR data has only been added but not changed
when updating.

0e remainder of this article is organized as follows.
Section 2 introduces some related work. Section 3 describes
the proposed model. Section 4 analyzes the security and
privacy of the proposed model. Section 5 presents the results
of the simulation experiments and evaluates the perfor-
mance of the proposed model. Finally, the paper is sum-
marized in Section 6.

2. Related Work

In this section, we summarize some outstanding research
work currently solving problems in the PHR system, while
discussing the weakness of existing solutions.

In order to better store and share the patient’s personal
health records, researchers introduced the semitrusted
server to implement data storage and proxy reencryption. Li
et al. [17] proposed a framework for access control to PHR
stored in a semitrusted server, using attribute-based en-
cryption (ABE) technology to encrypt the PHR file of each
patient. Users in the PHR system are divided into multiple
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security domains, which reduces the complexity of key
management for users and ensures a high degree of privacy
for patients. Bhatia et al. [18] proposed a lightweight cer-
tificateless proxy reencryption scheme to make the PHR
system capable of low-power mobile devices, which uses the
semitrusted proxy server to perform the reencryption
process. Reference [14] proposed a revocable and unpaired
ciphertext policy attribute-based encryption for the man-
agement of personal health records and added a proxy
decryption server to decrypt the partial ciphertext at the
decryption end, which can effectively reduce the compu-
tational overhead of the decryption end. Although the above
models protect the privacy of the PHR system and consider
efficiency issues, their designs all rely on the semitrusted
server. 0e server is extremely vulnerable to single-point
attacks, which cannot guarantee the security of data.

After discovering the shortcomings of the centralized
PHR system, a lot of research work introduced blockchain.
Hussien et al. [16] proposed an attribute searchable en-
cryption method based on the smart contract to achieve
secure and fine-grained access control. 0ey introduced
distributed storage IPFS to avoid storing large amounts of
data on the blockchain and used one-to-many encryption to
prevent unauthorized users from accessing data stored in
IPFS. Wang et al. [19] proposed a new data integrity veri-
fiable PHR sharing scheme based on blockchain. 0e new
scheme uses searchable symmetric encryption and attribute-
based encryption technology to achieve fine-grained access
control without the involvement of a third party. 0win and
Vasupongayya [20] proposed a blockchain-based PHR
model, which uses proxy reencryption and access control list
to achieve flexible access control to the patient’s PHR, re-
vokes the doctor’s access authority by updating the access
control list, and uses blockchain to record access logs to
ensure data auditability and nontampering. Although the
above PHR systems use blockchain technology, they are
designed only for conscious patients, and the patient can
authorize when the doctor requests access to the data. 0e
emergency situation is not considered, such as how to handle
data requests from doctors while the patient is unconscious.

In dealing with emergency access, Huda et al. [12] in-
troduced a new privacy-aware protocol for handling
healthcare professionals’ access to patient-controlled PHR in
emergency situations. It uses an IC card embedded with a
patient’s emergency access report for strong authentication.
0e method of storing data on the IC card is risky. If the IC
card is lost, it will cause irreparable losses. 0e emergency
access policy designed in [15] is to preset a timeout period. If
the patient rejects the emergency request, the patient is
conscious and the doctor needs to be authorized to access
normally. If the patient does not operate over time, the
system will approve an urgent request. 0e setting of the
timeout period here is a problem. Reference [21] proposed
three verification methods for the PHR system in emergency
situations. 0e first is that the telecommunication provider
determines whether the patient’s telecommunication
equipment is within a reasonable distance of the hospital
location. If reasonable, the telecommunication provider
provides the patient’s key sharing. 0e second is to send a

shared key request to emergency contacts if the patient does
not respond within a reasonable time. 0e third is to
combine the first and second methods; if the patient’s
emergency contacts do not answer the phone, the first
method will be used. References [22, 23] and [24] used the
second method but cannot guarantee that emergency
contacts respond to data requests rapidly. Reference [25]
proposed a context-aware technology to realize automatic
transmission of authorization in the PHR system. According
to different roles, the permissions granted are different.
Some role owners, such as emergency physicians, obtain
additional permissions for certain data objects, thus en-
suring access to PHR data when the patient is unconscious.
Reference [13] also used a role-based authorization method.
Although the duration of emergency doctor access is limited,
it does not achieve complete privacy protection, because the
patient’s PHR information is not private to the emergency
doctor regardless of whether the patient is in an emergency.
0rough the analysis, it can be seen that current access
control strategies in the PHR systems under emergency
situations have not achieved the desired effect.

Compare our system with the system proposed in the
existing papers based on the above analysis from five aspects:
decentralized, patient data privacy, access control, consid-
ering emergency, and accelerating response. 0e compari-
son results are shown in Table 1. It can be seen from the
comparison results that part of the systems proposed in the
existing papers does not consider solving the problems that
exist in emergency situations and, currently, there are few
considerations for optimizing the PHR system and accel-
erating the response speed of the system.

3. The Proposed System Model

In this section, we will introduce our system model in detail,
including system architecture, system workflow, and system
optimization.

3.1. System Architecture. 0e architecture of the system
model proposed in this paper is shown in Figure 1. Firstly,
the patient provides his/her basic information and personal
health records. 0e complete PHR file is encrypted by
symmetric encryption algorithm AES and asymmetric en-
cryption algorithm RSA. 0en, the encrypted data is
uploaded to the distributed storage network IPFS, and the
hash value returned by IPFS is recorded on the blockchain.
0e encrypted private key of the patient is also stored on the
blockchain, because of considering the patient’s unconscious
situation. Here, in order to ensure the security of the
encrypted private key, this paper introduces the anonymous
identity mapping mechanism to store the encrypted private
key on the blockchain. In addition, each patient generates a
quick response code (QR) based on his/her basic infor-
mation to indicate his/her identity. 0e doctor scans the QR
code to get the patients’ basic information and quickly enters
the system. Smart contracts deployed on the blockchain
authenticate the identity of the doctor who enters. 0e
authorized doctor initially obtains the encrypted data. 0is
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data is first reencrypted by the smart contract and then
decrypted by the doctor. For the update of the PHR data, the
patient can update the data himself/herself, and the doctor
can also help the patient update the medical record with the
patient’s permission. In the update, a smart contract is
designed to verify that the data has only been added and not
changed. Our system contains the following five entities:

(1) patient is an entity that owns PHR data and wishes to
share his/her PHR data with the doctor when nec-
essary. 0e patient has absolute control over PHR
data; he can define access control strategies and
decide who can access his/her data. Considering that
data must be accessed in an emergency situation, the
patient escrows the encrypted private key on the
blockchain and provides the corresponding de-
cryption method in the smart contract. Besides,
every patient has a quick response code that rep-
resents his/her identity.

(2) doctor is an entity that applies for access to PHR data
and accurately treats patients based on existing data.
0e doctor quickly enters the system by scanning the
QR code to authenticate the identity and then
queries the patient’s hash values stored on the

blockchain based on the information in the QR code.
0e doctor downloads the corresponding encrypted
file on IPFS according to the hash values and then
sends the file to the smart contract for reencryption.
0e doctor finally decrypts the reencrypted file with
his/her own private key to get the complete PHR
data.

(3) IPFS is an entity used to store encrypted files. It is a
distributed file system based on content addressing.
After patients upload encrypted files, they will get the
corresponding hash values, and the hash value of
each file is unique.

(4) Blockchain network is responsible for storing some
hash values and recording access logs. 0e block-
chain in this system refers to Hyperledger Fabric,
which only allows partial organizations to access it.

(5) Smart contract is an agreement that can automati-
cally perform some functions without the inter-
vention of a third party. 0e smart contract
automatically performs operations such as decryp-
tion of the patient’s private key, re-encryption of
PHR data, and verification of data only being added
without change.

Table 1: 0e comparsion of different PHR system.

PHR system name Decentralized Patient data privacy Access control Considering emergency Accelerating response
Huda et al. [12] 7 ✓ ✓ ✓ 7

Rajupt et al. [13] ✓ 7 ✓ ✓ 7

Liu and Xu [14] 7 ✓ ✓ 7 7

Son et al. [15] ✓ ✓ ✓ ✓ 7

Hussien et al. [16] ✓ ✓ ✓ 7 7

Our system ✓ ✓ ✓ ✓ ✓
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3.2. System Work�ow. In this part, we will introduce the
main work�ow of the system from the perspective of the
patient. First, the patient stores the PHR data. �en, the
doctor requests to access the patient’s PHR data. Finally, the
patient or doctor updates the PHR data. �e speci�c op-
erations in the above three di�erent work�ows are mainly
introduced in detail: the encryption and uploading opera-
tions performed in the storing PHR data process; the
downloading, re-encryption, and decryption operations
performed in the requesting PHR data process; the autho-
rization setting and the veri�cation of only being added
without change operations performed in the process of
updating PHR data process. �e main notations used in this
section are shown in Table 2.

3.2.1. Storing PHR Data. �e interaction process of storing
PHR data is shown in Figure 2. �e main execution process
is as follows:

(1) KeyGen1 (PID)⟶ (pkpid, skpid): the KeyGen1
algorithm is used to delegate a trusted party to
generate a pair of keys. It takes as input the patient’s
identity PID and outputs a key pair pkpid, skpid.

(2) KeyGen2 (Num)⟶ K: the KeyGen2 algorithm is
used to delegate a trusted party to generate a sym-
metric key to encrypt the PHR �le. It takes as input
the speci�ed length of the key Num ∈ 128, 192, 256{ }
and outputs symmetric key K.

(3) Enc1 (K, C)⟶ C1: the Enc1 algorithm uses K to
encrypt the patient’s uploaded �le based on the
symmetric encryption algorithm AES. It takes as
input the symmetric key K and the original PHR �le
C and outputs the encrypted �le C1.

(4) Enc2 (pkpid, K)⟶ C2: the Enc2 algorithm uses
pkpid to encrypt the symmetric key and writes the

encrypted key to the �le. It takes as input the patient’s
public key pkpid and symmetric key K and outputs
the encrypted �le C2.

(5) Enc3 (skpid)⟶ Enskpid: the Enc3 algorithm is run
by those who need to share their PHR data based on
the cyclic shift encryption algorithm. It takes as input
the patient’s private key skpid and outputs the
encrypted key Enskpid.

(6) UploadToIPFS (C1, C2)⟶ (hash1, hash2): the
UploadToIPFS algorithm is run by patients to upload
encrypted �les to the distributed storage system
IPFS. It takes as input encrypted �le C1 and C2 and
outputs two hash values hash 1 and hash2 which are
returned by IPFS.

(7) IdentityMap (PID)⟶ AnonymityIDpid: the
IdentityMap algorithm anonymizes the patient’s
identity, which is only visible to developers after
encapsulation. It takes as input the patient’s identity
PID and outputs an anonymous identity
AnonymityIDpid.

(8) InitializeP (PID, hash1, hash2, AnonymityIDpid,
Enskpid): the InitializeP algorithm is run by smart
contract and stores this information on the
blockchain in the form of key-value pairs like
{PID, {hash1, hash2}} and {AnonymityIDpid,
Enskpid}. �e encrypted private key is stored
anonymously to prevent the private key from
being leaked.

Table 2: Explanation of notations in di�erent transaction
processes.

Notation Description
PID �e ID represents patient’s identity
DID �e ID represents doctor’s identity
AnonymityIDpid �e patient’s anonymous identity
HNumber �e number of doctors’ hospitals
pk pid, skpid �e patient’s public key and private key
pk did, skdid �e doctor’s public key and private key
Num Length of the generated symmetric key
K AES symmetric key
C Original PHR �le
C′ Updated PHR �le
C 1 File with symmetric encrypted PHR
C1′ Updated symmetric encrypted PHR �le
C2′ File with encrypted K
C3′ File with reencrypted EnK
Enskpid �e patient’s cyclically encrypted private key
EnK K’s ciphertext after being encrypted by PKA
EnK′ EnK’s reencrypted key
Hash1 Hash value returned by IPFS uploading �le C1
Hash2 Hash value returned by IPFS uploading �le C2
Hash3 Hash value returned by IPFS uploading �le C1′

IPFS Smart Contracts

Patient

generate symmetric key and
encrypt PHR file

generate key pair to encrypt
symmetric key and write into

file
upload encrypted PHR file C1

upload encrypted
symmetric key file C2

 

return hash2

return hash1

cyclic shi� encrypt
private key

map an anonymous identity

 

 

generate quick response code

initialize patientID, hash1, hash2

initialize anonymous identity and encrypted private key

deploy decryption smart contract

Figure 2: Sequence diagram of storing a PHR.
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After uploading the PHR data, the patient needs to
deploy a smart contract for decrypting Enskpid on the
blockchain. �e smart contract can be invoked to obtain
the decrypted private key. Since the encrypted private key
is stored anonymously, the attacker needs a lot of
computing power to map the private key to the corre-
sponding user. Meanwhile, the blockchain records who
invokes the decryption smart contract. If there is an il-
legal operation, the patient can pursue the legal re-
sponsibility of the attacker after regaining consciousness.
At last, the patient can generate a QR code representing
his/her identity according to the input PID and the
format of the uploaded �le, which is convenient for
doctors to enter the system quickly.

3.2.2. Requesting PHR Data. �e interaction process of
requesting PHR data is shown in Figure 3. �e doctor enters
the system to authenticate his/her identity by scanning the
QR code. �e QR code can provide the patient’s basic in-
formation like PID.�emain execution process is as follows:

(1) KeyGen3 (DID)⟶ (pkpid, skpid): the KeyGen3
algorithm is used to delegate a trusted party to
generate a pair of keys. It takes as input the doctor’s
identity DID and outputs a key pair pkpid, skpid.

(2) InitializeD (DID, HNumber): the InitializeD algo-
rithm is run by a smart contract and stores doctor’s
information on the blockchain in the form of key-
value pairs like {DID, Hnumber}.

(3) Authentication (DID)⟶ True/False: the authen-
tication algorithm is run by a smart contract and

used to authenticate the doctor’s identity. Firstly, the
algorithm judges whether the doctor’s ID contains
“ED,” “ed,” “Ed,” or “eD” and then checks whether
the quali�ed doctor’s ID is in the access control list.
�is algorithm takes as input the doctor’s identity
DID and outputs the authentication result true or
false.

(4) QueryInfo (PID)⟶ (hash1, hash2): the QueryInfo
algorithm is to query the corresponding information
on the blockchain. It takes as input the patient’s
identity PID and outputs hash values of encrypted
�les hash1 and hash2.

(5) DownloadFile (hash1, hash2)⟶ (C1, C2): the
DownloadFile algorithm is to download the patient’s
encrypted �les from IPFS by hash values. It takes as
input �les’ hash values hash1 and hash2 and outputs
encrypted �les C1 and C2.

(6) Dec1 (PID)⟶ skpid: the Dec1 algorithm maps the
patient’s anonymous identity according to the en-
capsulated identity mapping algorithm IdentityMap
(PID) and then queries the patient’s encrypted
private key Enskpid on the blockchain according to
this anonymous identity. �e algorithm is run by a
smart contract to automatically decrypt the patient’s
encrypted private key. �is algorithm takes as input
the patient’s identity PID and outputs the patient’s
private key skpid.

(7) ReEnc (C2, pkpid, skpid)⟶ C3: the ReEnc algo-
rithm uses pkpid and skpid to generate new key to
reencrypt �le C2. �is algorithm is run by a smart
contract. It takes as input �le C 2, doctor’s public key
pkpid, and patient’s private key skpid and outputs
reencrypted �le C3.

(8) Dec2 (C1, C3, skpid)⟶ C: the Dec2 algorithm is
used to decrypt the �le to obtain the complete PHR
�le. �is algorithm uses skpid to decrypt �le C3 to
obtain K and then uses K to decrypt �le C1 to obtain
the original PHR �le C.

3.2.3. Updating PHR Data. �e interaction process of
updating PHR data is shown in Figure 4. Patients can update
the PHR data themselves or they can authorize physicians to
update through settings. �e following main execution
process is introduced using patient updating as an example.

(1) AuthorizeSet (PID)⟶ True/False: the
AuthorizeSet algorithm is for the conscious patient
to set the doctor’s permission of updating his/her
PHR data. �is algorithm can reset the authorization
setting when necessary for the patient. It takes as
input the patient’s identity PID and outputs au-
thorization setting result as true or false.

(2) Enc1 (K, C′)⟶ C1′: the Enc1 algorithm is the same
as the algorithm in the third step of the process of
storing PHR data; only the encrypted data is di�erent.
It takes as input the symmetric key K and updated
PHR �le C′ and outputs the encrypted �le C1′.

scan QR Code to verify identity

return vertification result

send encrypted file C2

Smart Contracts

call smart contract to
initialize and verify

IPFS

Doctor

return hash value

call smart contract to
decrypt private key

generate key pair

re-encrypt
symmetric key in C2

return re-encrypted
symmetric key C3

invoke encapsulated identity mapping
mechanism and send data requesting

private key to decrypt symmetric key
symmetric key to decrypt C1

query file content according hash value

return encrypted file C1 and C2

Figure 3: Sequence diagram of requesting a PHR.
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(3) UploadToIPFS (C1′)⟶ hash3: the UploadToIPFS
algorithm is the same as the algorithm in the fourth
step of the process of storing PHR data; only the
uploaded �le content is di�erent. It takes as input the
encrypted �le C1′ and outputs the hash value hash3
returned by IPFS.

(4) VerifyOnlyAdded (C1′, C1)⟶ True/False: the
VerifyOnlyAdded algorithm is run by a smart con-
tract and veri�es the updated PHR �le before
updating data on the blockchain. �is algorithm is to
compare the contents of two encrypted �les to de-
termine whether the PHR �le has only been added but
not changed. It takes as input encrypted �les C1′ and
C1 and outputs the validation results as true or false.

(5) InitializeP (PID, hash3, hash2, AnonymityIDpid,
Enskpid): the InitializeP algorithm can only run if the
returned result of the VerifyOnlyAdded (C1′, C1)
algorithm is true. �is initialization algorithm just
updates the hash value of the saved PHR �le, and the
rest of the parameters remain unchanged. �e data
stored in key-value pairs on the blockchain is
modi�ed to {PID, {hash3, hash2}} and {Anonym-
ityIDpid, Enskpid}.

For doctors, they enter the PHR data acquisition system
after scanning the patient’s QR code. If the current patient
has authorized the doctor to update, the doctor can click the
updating entry to update the data according to the above
process. Otherwise, there is no update entry in the PHR data
acquisition system.

3.3. System Optimization. In order to ensure that the re-
sponse speed of the system meets the need in emergency
situations, our system has made the following two
optimizations.

3.3.1. Quick Response Code. �e patient generates a QR code
according to his/her ID and the format of the uploaded PHR
�le. �e QR code must include the PHR �le format because
only the content of the �le can be queried from IPFS based
on the corresponding hash value. If the content is not saved
in the correct formatted �le, the content will be garbled.
Figure 5 is an example of the QR code. QR code does not
store private information, so there is no issue of privacy
leakage. �e patient can print out his/her QR code and carry
it with him/her. In case of an emergency, legal doctors can
directly scan the code to enter the doctor authentication
interface, saving time for the doctor to �nd and input the
patient’s identity information. Furthermore, this QR code
can provide e�ective identity information for the patient
when the patient does not bring the identity card or medical
card, which brings convenience to the medical treatment.

3.3.2. Bloom Filter. When a doctor applies for access to the
patient’s PHR, he �rst needs to authenticate the identity.
100,000 emergency doctor IDs are initialized in the access

IPFS Smart Contracts

Patient Doctor

verify PHR data
only added not changed

 
 

authorize doctor to update or not

use symmetric key K to encrypt
updated PHR document C'

return update result

update initialize patientID, hash3, hash2

return hash3

upload updated and encrypted PHR document C1'

Figure 4: Sequence diagram of updating a PHR.

Figure 5: An example of the QR code.
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control list. If the doctor’s input ID is in the access control
list, it means that this doctor is authorized. 0ere are too
many IDs in the access control list. If the common traversal
algorithm is used to query whether the input ID is in the
access control list, it is very time-consuming, especially,
when multiple doctors use the system to search at the same
time. We choose to use the bloom filter to store the doctor’s
ID, which can effectively shorten the authentication time
and speed up the system response. Actually, the bloom filter
is a binary array. To judge whether the data is stored in this
array is to see if the corresponding bit is 1 or 0 after hash
processing; if the corresponding bit is 1, it exists, and if the
corresponding bit is 0, it does not exist. 0e bloom filter
authentication process is shown in Figure 6.

(i) Figure 6(a) shows the process of a new ID to be inserted
into the bloom filter, which is also the initialization of
the access control list.0e bloomfilter has θ bits. Taking
ID1, ID2, and ID 3 as an example, assume that k� 3
hash functions need to be calculated. Each ID is hashed
and modelled to get the corresponding value, and the
value of the corresponding index in the bloom filter is
then set as 1. Taking k� 3 as an example, h1 (ID1) mod
θ� 0, h2 (ID1) mod θ� 1, h3 (ID1) mod θ � 4, then the
indexes corresponding to ID1 are set as 0, 1, and 4. In
the same way, the indexes corresponding to ID2 and
ID3 can also be calculated and initialized to 1,
respectively.

(ii) Figure 6(b) presents the data query verification process,
which determines whether a doctor’s ID is legal to
access the requesting data. In order to determine
whether an ID exists in the access control list, the bloom
filter calculates the k hash value of the requesting
doctor’s ID based on the different hash functions. In

this example, the filter calculates the three hash values
and checks whether the corresponding bits are all 1.
When all the verified bits are 1, then the ID is au-
thorized to access the requesting data. Suppose that
there are two doctors ID 1 and ID5 who request the
same patient’s record; we verify their query requests one
by one. We first calculate three hash values of ID1 and
take their modulus and then find that the three cor-
responding index values in the bloom filter are 1,
showing that ID1 is a legal doctor to access the data.
Similarly, we calculate the three hash indexes for ID5
and the corresponding hash values are 0, 1, and 1,
resulting in the query denial from ID5.

Following the designed authentication method based on
the bloom filter, the time complexity to set and verify the
filter for an ID is O(k), regardless of the amount of data.
Here, the parameter k is the number of hash functions,
which is generally not too large, and we set k� 5 in the
system implemented in this paper. Comparatively, the time
complexity of traditional traversal methods is O(n), where n
is the total number of legal IDs in the access control list.
0erefore, the proposed design of the bloom filter can ac-
celerate the authentication speed, especially when the access
list contains a large number of legal IDs.

Meanwhile, the drawback of the proposed bloom filter is
that there exists a certain false positive rate. For example,
given an illegal doctor identity ID4, the calculated indexes
are 0, 1, and 7 which are set as 1 for ID1 and ID2. In this case,
ID4 will be treated as a legal doctor, resulting in a false
positive case happening. 0e false positive rate decreases
with the number of hash functions, and when we set k� 5,
the false positive rate is approximately 0.01, which is ac-
ceptable in our application scene.

1 1 0 0 1 0 0 1 0 1 0 1

Index 0 1 2 3 4 5 6 7 8 9 10 11

Bloom Filter θ bit

ID1 ID2 ID3

h1 (ID1)modθ
h2 (ID2)modθ h3 (ID3)modθ

(a)

Bloom Filter 1 1 0 0 1 0 0 1 0 1 0 1

Index 0 1 2 3 4 5 6 7 8 9 10 11

θ bit

ID1 ID4 ID5

h1 (ID1)modθ
h2 (ID4)modθ h3 (ID5)modθ

MisjudgmentValid Invalid

(b)

Figure 6: 0e bloom filter authentication.
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4. Security and Privacy Analysis

In this section, we analyze how the proposed system ensures
data security and privacy issues against several possible attacks.

Case 1. 0e proposed PHR system can prevent attackers
from illegally obtaining private keys to decrypt data.

0reat model: the PHR system escrows the patient’s
encrypted private key on the blockchain. 0e smart
contract is invoked to decrypt the patient’s private key.
Since the smart contract is transparent, the attacker can
obtain the private key of the corresponding patient by
downloading the smart contract on the blockchain and
performing the decryption process locally.
Argument: the proposed system designs an anonymous
identity mapping mechanism, which is only visible to
the patient himself/herself. 0e patient stores his/her
encrypted private key on the blockchain using an
anonymous identity. Even if the attacker downloads the
decryption smart contract deployed on the blockchain
to obtain the private key, the attacker does not know
which patient’s data can be decrypted by the obtained
private key. Unless the attacker performs countless
tests, this operation will consume a lot of computing
power.0erefore, the anonymous mapping mechanism
can well protect the privacy of patients.

Case 2. 0e proposed PHR system can resist malicious
access.

0reat model: attackers use the PHR system access
mechanism that does not require authorization in an
emergency situation to obtain the patient’s personal
health records by maliciously accessing the system,
resulting in leakage of patient privacy.
Argument: the proposed PHR system is based on the
Hyperledger Fabric, which is a permissioned block-
chain. Different from the public blockchain, Fabric
does not allow all users to access it and only targets a
limited number of third-party organizations to access
it. Moreover, our system also creates an ACL. If
someone wants to access PHR data, they need to au-
thenticate their identity after entering the system.
Besides restricting access, it is necessary to record the
access logs of people entering the system. If the attacker
breaks through the front barrier and enters the system,
all his/her access and operation behaviors will be
recorded on the blockchain. Patients can view access
logs of their PHR data when they are conscious. If
patients find some suspicious behaviors, they can assert
their rights through the law.

Case 3. 0e proposed PHR system can resist the attacker to
tamper with data.

0reat model: personal health records include the
patients’ physical indicators, as well as their previous
diagnosis records, medication status, and treatment

plan. 0e attacker’s goal is to modify or replace part of
the data, thereby causing damage to the PHR data.
Argument: the PHR data that uploads to IPFS is
encrypted by symmetric encryption and asymmetric
encryption algorithms. 0e hash value returned by
IPFS is stored on the blockchain. Since the blockchain
is open and transparent, the attacker can obtain the
hash value from the blockchain and query the corre-
sponding file in IPFS, but the file is encrypted. 0e
encrypted file can only be decrypted with the patient’s
private key. If the attacker wants to modify the content
of an encrypted file, he/she needs to reupload the
modified file to IPFS to obtain a new hash value and
then modify the hash value on the blockchain. Mod-
ifying the data on the blockchain needs to create an-
other main chain, which is almost impossible. In
addition, for patients and physicians who have per-
mission to update the PHR data, a blockchain-based
verification smart contract is deployed that only allows
additions and does not allowmodification of previously
existing content. 0erefore, the model effectively resists
malicious tampering with the patient’s PHR data.

Case 4. 0e proposed PHR system can resist single-node
attacks.

0reat model: the attacker unites multiple computers to
launch an attack on a target so that the power of the
attack increases exponentially. Or the attacker node is
disguised as multiple identities, and the data that
needed to be backed up to multiple nodes is deceptively
backed up to the same malicious node.
Argument: since the PHR system is a distributed system
based on the blockchain, the patient’s PHR data is
actually stored in IPFS. IPFS is a decentralized storage
system that breaks files into countless fragments and
stores them in each node. As more and more nodes are
added, single-node attacks will have no impact on the
system. In addition, in the model proposed in this
paper, a single attacker node cannot disguise multiple
identities. Firstly, Hyperledger Fabric needs to verify
the identity of each node. Secondly, the newly added
node in IPFS needs to complete the replication proof
and the space-time proof to prove that it is an effective
and stable node; otherwise, it will be challenged and
punished by the system. 0erefore, the model effec-
tively resists single-node attacks.

0rough the analysis of the above four cases, we can
know that the system proposed in this paper has high
security and privacy. It can resist multiple security attacks
and ensure the safety of patients’ PHR information. 0e
PHR system stores personal private data, including a lot of
sensitive information. 0erefore, the security and privacy
issues of the PHR system have always been a point of
concern for users, which is also the reason why the PHR
system has not been widely used. 0e development of this
system will further increase the utilization rate of the PHR
system.
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5. Performance Evaluation

0is section mainly introduces the experimental test envi-
ronment and evaluates the performance of our system
according to the results of the experiments. In addition, we
compare our experimental results with the systems proposed
in other papers, which shows the superiority of the system
proposed in this paper.

0e experimental test environment is as follows. 0e
host is a machine with Intel(R) Core(TM) i7-6700 CPU,
2.60GHz, and 8GB RAM, and the operating system is
Ubuntu 16.04LTS, 64 bits. Front-end interaction is imple-
mented by IntelliJ IDEA, Java 1.8, Java security library,
Spring boot 2.4.4 [26], and Apache Tomcat 9.0.44. 0e
simulation experiment test tool used is JMeter. 0e PHR
data set used in the experiment comes from [27], and some
medical videos come from [28]. For the testing of the
blockchain service, the Hyperledger Fabric network is cre-
ated in Docker [29] environment with Java JDK. 0e Fabric
network includes an endorser node, an orderer node, and
two peer nodes.

Experiment 1. Response time for each stage of a single user.
In order to better present the results of the experimental

tests and the superiority of the system, we divide the ex-
perimental process into three stages, namely, patient
uploading PHR data, patient updating PHR data (here, we
take patient updating as an example, and the doctor
updating is the same), doctor identity authentication, and
doctor getting PHR data. Firstly, we test the time spent in
three different transaction stages in the case of a single user.
0e PHR file format uploaded by the patient is pdf and the
file size is 2MB. 0e format of the updated PHR file is also
pdf and the updated file size is 2.4MB. 0e experimental
results are shown in Table 3. It can be seen that, under the
abovementioned conditions, the process of requesting data
by the doctor including authentication and getting the
patient’s PHR data probably only takes about 7.5 seconds.

We compare our experimental results with the experi-
mental results of the system proposed in [13]. 0e system
proposed in [13] is also a PHR access control system based
on Hyperledger Fabric in consideration of the emergency
situation. 0is system does not achieve complete privacy
protection and response speed optimization. In addition, the
access control strategy of this system is role-based access,
which means that the emergency doctor has the right to
directly access the data at any time. Comparison finds that,
in our proposed system, the speed of emergency doctor
authentication and getting patient data is greatly improved.
0e time taken by emergency physicians from entering the
system to obtain the complete patient’s personal health
records has been reduced by approximately 45%. Moreover,
the average response time of receiving messages from the
emergency contacts in the traditional access control PHR
systems [22, 23] is “431.28 s” during simultaneous conver-
sations. It can be seen that, compared to the blockchain-
based system proposed in the other literatures and the
traditional system, the performance of the system proposed
in this paper is superior.

Experiment 2. Comparison of the execution time of each
stage when the data size is different under a single user.

For purpose of more intuitively showing the influencing
factors that affect the change of the response time of the
system at each stage, we conducted the following tests on the
system. Taking a single user as an example, the experiment is
designed to test the change of response time with the size of
the data block in the four transaction processes of patient
uploading PHR data, patient update date, doctor identity
authentication, and doctor getting data. 0e data sizes of
64 kB, 128 kB, 512 kB, 2MB, 8MB, 32MB, and 128MB are
tested, respectively, to get the response time at different
transaction stages. For the update stage of patient data, the
size of the updated data is slightly larger than the corre-
sponding original uploaded data. 0e size of the updated
data only affects the time to update the data on the
blockchain and does not affect the time to verify whether the
data is modified, because the part verified for the updated
data is always the same part as the original uploaded data.
Moreover, the update part of the experiment is based on the
successful update as an example.

0e experimental results are shown in Figure 7.
Figure 7(a) shows that the time for patients to upload and
update PHR data rises with the increase of the PHR data size.
When the data size is the same, the time of updating the PHR
data stage almost and always exceeds the time of uploading
stage.0e time gap between the two stages increases with the
size of PHR data, because the difference is the time that it
takes for the smart contract to verify whether the updated
data follows the principle of only being added but not
changed, and the time of uploading data to the blockchain
and updating the data in the block of the blockchain is
almost the same. 0e verification part uses the file com-
parison algorithm, so the verification time rises with the
increase of the PHR data size. In Figure 7(b), we can observe
that the response time for doctor identity authentication
remains stable basically and does not change with the size of
the PHR data uploaded by the patient. 0is shows that the
response time of the doctor authentication stage is inde-
pendent of the size of the PHR data uploaded by the patient.
Figure 7(c) shows that the response time of the doctor
getting the PHR data stage rises with the increase of the data
size. Meanwhile, the response time increases greatly with the
size of the data changing greatly. When comparing the line
graph of the patient uploading the PHR data stage in
Figure 7(a) and the line graph in Figure 7(c), the following
conclusions can be drawn.When the size of data is small, the
doctor getting PHR data stage takes longer than the
uploading stage, because the doctor getting PHR data stage
includes multiple processes of decrypting the patient’s

Table 3: 0e response time of different transaction.

Roles Transaction Response time
(ms)

Total time
(ms)

0e patient Patient upload PHR 3750 3750
Update patient’s PHR 4183 4183

0e doctor Doctor authentication 2498 7547Get patient’s PHR 5049
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private key, reencrypting the data by the smart contract, and
decrypting the data by doctor’s private key. When the size of
data is large, the patient uploading data stage takes longer
than the doctor getting PHR data stage, because the data
needs to be encrypted in the uploading stage. �e larger the
data block, the longer the encryption time. �erefore, it can
be known through experiments that the data size is one of
the important factors a�ecting the response speed of the
system.

Experiment 3. Comparison of doctor authentication time
with and without bloom �lter.

To verify the optimization of the response speed of the
system designed in this paper, we adopted the following
experimental scheme. We compare the time to authenticate
the doctor’s identity using the bloom �lter and using the
traditional traversal method without using the bloom �lter
in the case of di�erent numbers of users. We simulate and
test the response time of doctor identity authentication when
the number of concurrent users is 20, 40, 60, 80, 100, 120,

140, and 160. Since the emergency system does not have very
large-scale concurrency, the maximum number of concur-
rent users that we choose is only 160.

�e experimental results are shown in Figure 8. We can
see that as the number of users increases, the advantages of
using the bloom �lter become more and more obvious.
According to the experimental results, when the number of
users is 20, the authentication time of the system using the
bloom �lter is shorter than that of the unused system. As the
number of concurrent users gradually increases, the dif-
ference between the identity authentication time of doctors
using the bloom �lter system and the unused system is
getting bigger and bigger. Comparing the experimental
results horizontally, we can �nd that the advantages of using
the bloom �lter gradually become apparent as the number of
concurrent users increases.

It can be seen from three experiments that the perfor-
mance of the system proposed in this paper is better than
some systems proposed in the other literatures, so the op-
timization method that we proposed is e�ective.
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6. Conclusion

In this work, a personal health record system based on
blockchain is proposed to protect the privacy of patients and
improve the access control efficiency of their records in
emergency situations. 0e proposed solution uses block-
chain and IPFS to store health record data, where IPFS stores
encrypted complete data and blockchain stores the data hash
to mitigate the data storage cost issue. We use cryptography
technologies such as symmetric encryption, asymmetric
encryption, and reencryption to ensure the privacy of patient
PHR data. We propose private key escrow and access control
list to enable emergency doctors to access in emergency
situations. In addition, we optimize the response speed of the
system by designing a QR code and bloom filter so that
emergency doctors can efficiently access patients’ records
even when they are conscious. 0e proposed system is
evaluated by comparing it with the existing ones in the
literature, and the experimental results show that our system
can decrease the authentication time by 45%, demonstrating
the efficiency of the proposed system.

In future work, we plan to apply the proposed system in a
realistic application scenario and collect the runtime per-
formance data to do further evaluations.
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