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Password guessing is an important issue in user security and privacy protection. Using generative adversarial network (GAN) to
guess passwords is a new strategy emerging in recent years, which exploits the discriminator’s evaluation of passwords to guide the
update of the generator so that password guessing sets can be produced. However, the sampling process of discrete data from a
categorical distribution is not differentiable so that backpropagation does not work well. In this paper, we propose a novel
password guessing model named G-Pass, which consists of two main components. (e first is a new network structure, which
modifies the generator from the convolutional neural network (CNN) to long short-term memory- (LSTM-) based network and
employs multiple convolutional layers in the discriminator to provide more informative signals for generator updating. (e
second is Gumbel-Softmax with temperature control for training GAN on passwords. Experimental results show the proposed
G-Pass outperforms PassGAN in password quality and cracking rate. Moreover, by dynamically adjusting one parameter during
the training process, a trade-off between sample diversity and quality can be achieved with our proposed model.

1. Introduction

Data security is one of the most important aspects to
consider when working over the Internet. High-speed and
low latency 5G networks support the emerging application
technologies relying on Internet-of-(ings (IoT), such as
virtual reality, autopilot, and drones [1]. Meanwhile,
thousands of connected devices on the IoT network will
generate a tremendous amount of data, and those network
traffic data involves information about the location coor-
dinate and personal privacy. Currently, many efforts have
been done toward secure data privacy protection and reliable
data transmission [2], for instance, utilizing encryption al-
gorithms to transform raw data into ciphertext, blockchain
technology for secure data transmission and storage [3–5],
and biometric data such as fingerprints and iris for identity
verification [6, 7]. Among many security mechanisms,
password-based authentication, especially text-based pass-
words, is a popular choice. (is is partly due to the fact that
password authentication depends only on people’s ability to

remember their passwords but does not need any additional
equipment. [8, 9]. Unfortunately, users tend to choose easy-
to-guess passwords associated with their birthdays or names
and often use the same password on different sites and
devices [10, 11]. (is makes passwords vulnerable to
guessing attacks and library crashing attacks. Once the at-
tacker succeeds, a large amount of user private information
will be leaked with unpredictable consequences [12–14]. For
the purpose of protecting information security, it is critical
to study password guessing methods.

Traditional password guessing methods can be roughly
divided into two types. (e first is the dictionary-based
approach, which constructs a dictionary of characters and
strings commonly used in passwords, and then performs
multirule transformations on the dictionary entries to
generate a password guessing set. Since the transformation
rules need to be manually formulated, the quality of the
model is strongly related to the transformation rules. (e
second is the probability-based approach [15, 16], in which
the statistical modeling of leaked passwords is firstly
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performed, so as to generate password candidates according
to the probability. (e probability-based approach achieves
better performance than the dictionary-based approach, but
it requires some prior knowledge or structural assumptions.
In general, both types of approaches are unpractical for
password guessing.

With the advances of deep learning, applying deep
learning technology to password guessing has become a hot
topic. As the most popular model in deep learning, gen-
erative adversarial network (GAN) has been successfully
applied in the fields of image and video generation, image to
image translation, image synthesis, and image super-
resolution [17]; it works by propagating gradients back from
the discriminator (denoted by D) through the generated
samples to the generator (denoted by G). (is is feasible
when the generated data is continuous. However, a lot of
data exists in the form of discrete elements, such as text and
passwords, while the outputs of GAN for the discrete data
generation are not differentiable, and thus, the optimization
strategy based on gradient cannot be applied directly [18]. To
address this problem, we propose a new password guessing
model called G-Pass by using Gumbel-Softmax. (e main
contributions are as follows:

(1) To improve the performance of the GAN-based
models, a long short-term memory- (LSTM-) based
architecture is adopted in the generator of our
proposed G-Pass. Moreover, we also improve the
structure of the discriminator to use multiple con-
volutional layers with varying filter sizes, allowing
the discriminator to compare real and fake pass-
words from different perspectives to offer the gen-
erator more diverse and comprehensive information.

(2) As far as we know, G-Pass is the first model that
combines GAN and Gumbel-Softmax with tem-
perature control for password guessing. By sam-
pling from the Gumbel-Softmax distribution, an
approximate sample from categorical distribution
is generated so that the gradient-based optimizer
can be used to train GAN on discrete data. In
addition, we also design a strategy to dynamically
adjust the temperature in the training process,
allowing G-Pass to achieve a trade-off between
sample diversity and quality. Otherwise, the
sample diversity may be insufficient because the
generator is incapable of finding all the modes of
data distribution.

(3) (e experiments are conducted on the RockYou data
set and LinkedIn data set, and the results show that a
higher password cracking rate can be achieved with
G-Pass than the current GAN-based password
guessing models on the 109 entries guessing set.

(e rest of this paper is organized as follows. In Section
2, we briefly review the background and related work of
password guessing. Section 3 explains the architecture of
G-Pass and Gumbel-Softmax. Section 4 describes the ex-
perimental environment and related hyperparameters of
G-Pass. In Section 5, we illustrate the results of controlled

experiments to show the superiority of the proposed model.
(e final section concludes this study.

2. Background and Related Work

In this section, we review the related password guessing
work, which can be summarized into the following three
aspects: dictionary-based approach, probability-based ap-
proach, and deep learning approach. For convenience, the
notations used in this paper are listed in Table 1.

2.1. Generative Adversarial Network. GAN [19] is one of the
most widely used models in deep learning which consists of
two submodels: a generator and a discriminator. (ey are
playing a two-player minimax game during training,
wherein the generator aims to generate samples that re-
semble those in the training set while the discriminator tries
to distinguish them [20]. More formally, the two-player
minimax game can be summarized as

f(θ, w) � Ex∼Pr
[log(D(x; w))] + Ez∼N(0,I)[log(1 − D(G(z; θ); w))].

(1)

Since Goodfellow [19] proposed the first GAN model,
many variants with better performance have been created.
Wasserstein GAN (WGAN) [21] and WGAN with gradient
penalty (WGAN-GP) [22] are two GANmodels that provide
stability, enabling the GAN model to locate the global op-
timum. WGAN-GP, introduced by Gulrajani, adopts a
gradient penalty instead of gradient clipping to achieve
steady training of the GANmodel. It has been demonstrated
that text generation tasks can be accomplished by the
WGAN-GP model.

2.2. Related Work. Traditional password guessing methods
can be broadly divided into two types. (e first is the
dictionary-based approach, such as Hashcat and John the
Ripper. In general, passwords are transmitted and stored in
the form of hash codes rather than plaintext, and these two
tools can increase the computation speed of hash codes
with the help of GPU [23]. To crack a password, it must
start with a dictionary of passwords and then compare the
hash codes of each entry in the dictionary to locate the
target password. In other words, if the target password is
not in the dictionary, it cannot be cracked. (erefore, these
two tools adopt multirule transformations to expand the
dictionary, such as reversing, appending, and truncating.
(e second is the probability-based approach, of which
Markov [24] and Probabilistic Context-Free Grammar
(PCFG) [16] are two representative approaches. Markov
models the relationship between the adjacent characters in
passwords by calculating the probability of the next
character based on the preceding context. PCEG models
the structure of passwords, in which the password is di-
vided into three different tagged-label, i.e., alphabetic
segment L, numeric segment D, and special character
segment S. For instance, password “Password123!” is
transformed to L8D3S1 in PCFG. (is tagged-label
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structure is used to analyze and calculate the distribution
probability. Finally, PCFG generates a password by
choosing the tagged label with the highest probability.

With the significant growth in computing power, deep
learning has become the third method of password guessing.
Compared to the traditional password guessing methods, it
has a larger password space and the generated samples are
not limited to the training set. Based on the structure of
models, deep learning-based methods can be separated into
two types, RNN-based password guessing [25, 26] and GAN-
based password guessing [27–29]. Melicher et al. [25] first
applied deep learning to password guessing, introducing a
password guessingmodel based on recurrent neural network
(RNN). Xu et al. [26] proposed an LSTM-based password
guessing model. Compared with standard RNN, LSTM can
capture long-term dependencies in passwords and thus
achieve better performance. Xia et al. proposed hybrid
models that integrated RNN and PCFG, such as PL
(PCFG+LSTM) and PR (PCFG+RNN) [23]. Compared
with PCFG, Markov, and RNN models, the cracking rate of
hybrid models is higher. Hitaj et al. first applied GAN in
password guessing and proposed the PassGAN [27] in 2019.
Sungyup proposed rPassD2SGAN [28] based on PassGAN
with improvements in two aspects. (e first is to replace the
CNN of PassGAN with RNN, and the other is to employ the
structure of double discriminators (two discriminators D1
and D2) [30]. Moreover, rPassD2SGAN adopts a new
training strategy that trains D1 andD2 step by step instead of
training both D1 and D2 in one step to make the model
training more stable. (e experiments showed that
rPassD2SGAN achieves 10%–15% improvement over
PassGAN.

2.3. Choice of Neural Network. A convolutional neural
network (CNN) is suitable for processing image data but not

the ideal choice for passwords containing sequential in-
formation. RNN is well suitable in the field of password
guessing so that LSTM [31] is employed in the proposed
G-Pass Generator as an RNN cell type. Considering that
CNN achieves better performance in text classification tasks
[32], we use CNN structure in the discriminator of G-Pass.

3. Proposed Model

In this section, we explore how to improve password
cracking performance from two perspectives. (e first is to
redesign the architecture of the model to obtain better
sample quality, and the second is to adopt a new sampling
strategy to achieve the balance between sample diversity and
quality.

3.1. Overall Framework. WGAN-GP [22] is employed to
instantiate PassGAN, in which CNN is used to construct the
discriminator and generator, as shown in Figure 1. CNN is
an expert in processing image data but not the best option
for passwords [28]. Traditional RNN suffers the problem of
long-term dependencies due to gradient vanishing or gra-
dient explosion, while LSTM [31, 33] is a new type of RNN
that adds gate units to address this problem. It has been
applied in some text generation studies [34, 35] and proved
to be well suitable for handling sequential information. To
improve password quality, the generator structure is
switched from CNN to LSTM.

(e discriminator used in PassGAN is a CNN-based
classifier that employs convolutional layers with filters of the
same size to capture relations of inputs. However, in the
proposed model G-Pass, we adopt a new discriminator
structure that uses multiple convolutional layers with filters
of different sizes to capture relations of various lengths and a
max-pooling layer over the outputs of those convolutional

Table 1: List of notations used in the study.

Notation Description
E Expected value
Pr Distribution of real data
D Discriminator
x ∼ Pr Variable x follows the distribution Pr

w Parameters of discriminator
N(0, I) Standard normal distribution
G Generator
θ Parameters of generator
Rv v-dimensional real numbers vector set
h ∈ Rv h is An element of the set Rv

softmax softmax(h) � (exp(hi)/
v
j�1 exp(hj)), where h is an v-dimensional vector

one hot(i)
one-hot is a group of bits among which the legal combinations of values are only those with a single high (1) bit in index i and

all the others low (0)
argmax (e points, or elements, of the domain of some function at which the function values aremaximized
/2 L2 norm
Gθ Generator with parameters θ
Dw Discriminator with parameters w

∇θ (e vector of partial derivatives with respect to parameters θ
∇w (e vector of partial derivatives with respect to parameters w

U[0, 1] Standard uniform distribution

Security and Communication Networks 3



layers. With each input being fed into the above convolu-
tional layers separately to get an individual feature map, the
weight of those featuremaps serves as the final guiding signal
to update the generator. Our rationale is that filters of
varying sizes can capture unique information about the
input passwords, allowing the discriminator that compares
real and fake passwords from these perspectives to offer the
generator more diverse and comprehensive information. In
this discriminator architecture, the input is a sequence of
length l represented by a matrix X ∈ Rl×v, where each row
xi ∈ Rv is a v-dimensional vector that represents the
probabilities of words in the vocabulary. (e overall
structure of G-Pass is shown in Figure 2, where details of the
discriminator are presented in Figure 3.

3.2. Gumbel-Softmax. In the process of GAN training, the
generator is used to create a fake sample and then feed it to
the discriminator to calculate the loss for updating. Since
passwords are discrete data, we need to obtain samples from
a categorical distribution. (e softmax function can be used
to parameterize a categorical distribution, assuming that the
vocabulary size is v and h ∈ Rv is the output of the last layer
of the generator; P is a v-dimensional vector of probabilities
specifying the categorical distribution by

P � softmax(h). (2)

Let y be a categorical variable that follows the categorical
distribution P (p1, p2, . . . , pv), where pi is the word prob-
ability calculated by softmax. Assume our passwords are
encoded as one-hot vectors. (e most common way of
sampling y is given by

y � one hot max
i

p1, p2, . . . , pv(  . (3)

But this sampling process is not differentiable because of
the max function. In order to obtain a differentiable ap-
proximation, a simple method is to pass the probabilities

calculated with softmax to the discriminator directly,
without performing any sampling operations, which is called
S-Pass in this work. Another method is Gumbel-Max. It has
been proved [36] that sampling y from the categorical
distribution by Equation (3) is identical to sampling y
according to

y � one hot argmax
i

hi + gi(  . (4)

(is is a reparameterization trick, which refactors the
stochastic sampling process as a combination of a deter-
ministic (hi) and a stochastic (gi) element. Here, gi is a
variable that follows a standard Gumbel distribution with
the cumulative distribution function as

F(x) � e
− e−x

. (5)

And the inverse function is

x � F
− 1

(u) � −log(−log(u)). (6)

According to the inverse transform sampling, we can
calculate that

gi � −log(−log(u)), (7)

where u ∼ U[0, 1]. Since the one hot(argmax(·)) is still
nondifferentiable, we use the softmax function as a differ-
entiable approximation. Now, the gradient can be propa-
gated to the discriminator along the deterministic element h,
while the sample vector y is given by

y � softmax(τ(h + g)). (8)

(e distribution defined by Equation (8) is called the
Gumbel-Softmax distribution, which was independently
discovered by Maddison et al. [37]. A GAN on discrete data
can be trained by using Equation (8).

Leak passwords χreal

Real password

χfake

Fake password

Noise CNN

CNN

Generator

Discriminator

real

fake

Figure 1: (e architecture of PassGAN.
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3.3. TemperatureControl Strategy. According to the formula

Var(bx) � b
2Var(x), (9)

the Var(y)∝ τ2, where Var(·) represents the variance of a
distribution. Meanwhile, the variance of the gradient
Var(zy/zh)∝ τ2.(e higher the τis, the larger the variance of
the distribution is, which is helpful to improve the diversity of
samples. In contrast, with a larger variance of the gradient
(Var(zy/zh)∝ τ2), the parameter updates will become very
sensitive to the input. Intuitively, this might cause poor
sample quality. (e lower the τ is, the stabler the gradient is,
which is good for robust training of the model. However, due
to the small variance of the distribution (Var(y)∝ τ2) , the
diversity of samples may be insufficient. For positive and

suitable values of τ, the model can achieve a balance between
sample quality and sample diversity. (erefore, a larger τ
motivates more breadth to increase the diversity of samples,
whereas a lower τ encourages more depth for better sample
quality. For these reasons, we design a strategy to dynamically
adjust τ in the training process: τ � τn/N

max, where τmax rep-
resents the maximum temperature, N is the maximum of
training iterations, and n is the current iteration. Initially, a
relatively small τ is chosen and then increased to τmax during
training [38]. Note that continuous vector y is only used
during training.(e sample vectors are discretized to one-hot
vectors by “argmax” during evaluation.

(e whole training process of G-Pass is presented in
Algorithm 1, in which hyperparameters λ, N, ncritic, m, l r,

Leak passwords χreal

Real password

χfake

Fake password

Generator

LSTMStart token

Discriminator
as

Fig. 2

Discriminator
real

fake

Figure 2: (e architecture of the proposed G-Pass.
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Convolutional layer
with Filter size 8

Convolutional layer
with Filter size 9

Max Pooling
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Max Pooling
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Max Pooling
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Max Pooling
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Linear
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Figure 3: (e discriminator in the proposed G-Pass uses multiple convolutional layers with variable size filters to capture specific in-
formation about the input. Since the length of the input is padded to 10, we set the filter sizes of the convolutional layers to 6, 7, 8, and 9,
respectively.
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β1, β2, and τmax need to be set. (e parameters’ setting in our
experiments will be specified in Section 4. In addition, the
algorithm optimizer and the loss function are Adam opti-
mizer and Wasserstein loss function with gradient penalty,
respectively. Adam optimizer is computationally efficient
with little memory requirements, well suited for problems
that are large in terms of data or model parameters [39].
Meanwhile, the Wasserstein loss function with gradient
penalty has been used in many GAN models. With the
gradient penalty term restricting the gradient in a certain
range, stable training and fast convergence of GAN models
can be obtained.

4. Experiment Setup

In this section, we first discuss the datasets chosen in ex-
periments and then give the model hyperparameters settings
and detailed platform configurations.

4.1. Data Set. Password guessing experiments were imple-
mented on the passwords leaked from RockYou and
LinkedIn as both of them have been widely used in related
studies. As more than 60% of entries have lengths of 6 to 10,
we focus on guessing passwords with lengths between 6 and
10 by randomly choosing 6 million passwords from
RockYou with lengths in the range. For the passwords with
lengths of less than 10, <PAD> was appended at their ends.
Among RockYou passwords, 80% were used as the training
set; for the remaining 20%, nonrepeating passwords that
were not included in the training set were used as a test set.
In addition, all nonrepeating LinkedIn passwords with
lengths of 6 to 10 that were not included in the RockYou
training set were used as another test set. Finally, we got a
training set consisting of 4800000 entries and two test sets
from RockYou and LinkedIn consisting of 1196874 and
2560463 entries, respectively. For other untested datasets,
the main reason for not using them is that there are few
studies implemented on these datasets, making it difficult to
obtain the performance of other password guessing models
on these datasets as well.

4.2. Hyperparameters. We experimented with a range of
hyperparameters to take advantage of GAN to estimate the
distribution of passwords from the training set. Here, are
some hyperparameters used in the model.

(1) Number of iterations, which indicates the time of
the model calls its forward propagation and back-
propagation. We set the number of iterations to
99,000 in G-Pass.

(2) ncritic, this value represents how many iterations the
discriminator performs in each generator update.
(e number is set to 5 in G-Pass.

(3) Batch size m, which represents the number of
passwords obtained from the training set that
propagate through the GAN at each update of the
model. It is set to 64 in G-Pass.

(4) Gradient penalty coefficient λ, which specifies the
gradient penalty weight applied to the norm of the
gradient. We set the value of the gradient penalty to
10 in G-Pass.

(5) Adam optimizer’s hyperparameter: Coefficients β1
and β2 of the Adam optimizer are set to 0.5 and 0.9,
respectively. (e learning rate l r is set to 10−4.
(ese parameters are the default values used by
PassGAN.

(6) Maximum of temperature τmax, this parameter is
not required in the PassGAN and only exists in our
proposed G-Pass, which was set to 1, 2, 5, and 10 in
the controlled experiments, respectively.

(e PassGAN and our proposed S-Pass and G-Pass were
implemented with the PyTorch version 1.7.1 and the Python
version 3.85. All of the experiments were run on the Ubuntu
16.04.7LST with 64GB RAM, an Intel(R) Xeon(R) E5-2620
v4@2.10GHz 32 Core CPU, and two NVIDIA GeForce GTX
1080Ti GPUs with 11GB memory.

5. Performance Evaluation

In this section, we evaluate the performance in three metrics.
(e first metric is the cracking rate, which is defined to
reflect the accuracy of model guessing.

Cracking rate �
number of match passwords

size of test set
× 100%, (10)

where the match passwords are the passwords that appear in
the test set. (e second is used to detect the diversity of
samples, measured by the number of unique passwords
created by the generator. (e third is proposed to evaluate
the quality of the samples, which is defined by

Nmatch �
number of unique passwords
number of match passwords

, (11)

where the unique passwords are the nonrepeating passwords
generated by the model, and the average number of unique
passwords required to generate a match password can be
calculated by Nmatch . (e larger the Nmatch is, the worse the
sample quality is.

5.1. Impact of Gumbel-Softmax. (e RockYou training set is
used to train PassGAN [27], S-Pass, and G-Pass. (e
hyperparameters of S-Pass are exactly the same as those in
G-Pass to ensure experimental validity. (e obtained results
are shown in Table 2, wherein the cracking rate of G-Pass is
2.25% higher than that of PassGAN. In contrast, the per-
formance of S-Pass is 6% lower than PassGAN. Gumbel-
Softmax is employed in G-Pass to approximate “argmax

sampling” in the training process. In contrast, S-Pass does
not perform any sampling operation in the training process.
(is leads to poor sample diversity when using S-Pass,
resulting in a lower cracking rate.

To deeper explore the cracking performances of these
models, we also calculated the cracking rate on guessing sets
with varying sizes. As shown in Figure 4, the cracking rate of
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each model increases slower with larger guessing sets.
Meanwhile, the performance gap between G-Pass and
PassGAN is also enlarged. It can be seen that the cracking
rate of G-Pass will far exceed that of PassGAN as the
guessing set is expanded.

Table 3 lists the number of unique passwords, match
passwords, and the corresponding Nmatch of guessing set
with a size of 109. In terms of sample diversity, the unique
passwords created by G-Pass are more than those by S-Pass,
demonstrating that Gumbel-Softmax adopted in the training
process is beneficial to improve the diversity of samples.
However, G-Pass is much less diverse than PassGAN, which
is due to the fact that the generator inputs of PassGAN are
random noises. In contrast, the generator inputs of G-Pass
are fixed start tokens, resulting in fewer sample patterns of
G-Pass than PassGAN. In terms of sample quality, PassGAN
has a larger Nmatch compared to S-Pass and G-Pass, indi-
cating that more unique passwords are required to generate
a match password and the quality of samples generated by
PassGAN is lower than those of S-Pass and G-Pass.

5.2. Impact of Temperature. We also test the trade-off be-
tween sample quality and diversity controlled by maximum
temperature τmax. Four controlled experiments were
implemented with different τmax, 1, 2, 5, 10. (e cracking
rates of the G-Pass with those temperatures are shown in

Figure 5. It can be seen that the performance of the model
gradually increases as τmax grows under the condition of
τmax < 10. But the performance at τmax � 10 was worse than
the case of τmax � 5. (is is due to the fact that the incre-
ments obtained from the growth of sample diversity are less
than the reductions caused by the decrease of sample quality,
leading to the bad performance of G-Pass at τmax � 10.

To prove this hypothesis, the number of unique pass-
words and Nmatch on guessing sets of varying sizes are il-
lustrated in Figures 6(a) and 6(b), respectively. As τmax
grows, the unique password increases, which implies better
sample diversity. But Nmatch also increases when the
guessing set is larger enough, which indicates the worse
sample quality. Table 4 shows the results of the guessing set
with a size of 109, in which the number of unique passwords
of G-Pass (τmax �10) grows by 8.65% compared to that of
G-Pass (τmax � 5). Meanwhile, Nmatch increases by 16%,
leading to a 1.67% drop in cracking rate.

5.3. Performance Evaluation under Different Password
Lengths. To compare the performance under different
passwords lengths, we counted the length of passwords in
the RockYou test set and the cracking rate of PassGAN and
G-Pass under different password lengths. (e results are
shown in Tables 5 and 6, respectively. It can be seen that the
cracking rate of G-Pass is higher than that of PassGAN for

(i) Input: (e gradient penalty coefficient λ, the maximum of training iterations N, the number of discriminator iterations per
generator iteration ncritic, the batch size m, the learning rate l − r, Adam hyperparameters β1 and β2, initial discriminator D

parameters w0, initial generator G parameters θ0, the highest temperature τmax
(1) for n⟵ 1 to N do

/∗ training discriminator ∗/
(2) for t⟵ 1 to ncrictic do
(3) for i⟵ 1 to m do
(4) Sample real data x ∼ Pr, Z � start token, random number

α ∼ U[0, 1], τ is the temperature of current iteration;
(5) y⟵Gθ(Z, τ);
(6) x⟵ αx + (1 − α)y;
(7) L(i)⟵Dw(y) − Dw(x) + λ(‖ΔxDw(x)‖2 − 1)2;
(8) end
(9) w⟵Adam(∇w1/m 

m
i�1 L(i), w, l r, β1, β2).;

(10) end
/∗training generator ∗/

(11) Sample a batch of input of generator z(i) 
m

i�1 � start token;
(12) θ⟵Adam(∇θ1/m

m
i�1 −Dw(Gθ(z(i), τ), θ, l r, β1, β2))

/∗ update the temperature ∗/
(13) τ � τmax

n/N

(14) end

ALGORITHM 1: G-Pass with gradient penalty.

Table 2: Cracking rates of PassGAN [27], S-Pass, and G-Pass with guessing set size of 109.

Model Guessing set Cracking rate (%)
PassGAN [27] 109 14.81
S-Pass (without Gumbel-Softmax) 109 8.81
G-Pass (τmax �1) 109 17.06
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different lengths. (e cracking rate increases from 29.96% to
45.06% (τmax � 5) when password length is 6. In contrast,
the cracking rate grows only 6.19% in cases with a password
length of 10. (ere are two main reasons for the high
cracking rate of shorter passwords. (e first is that the
shorter passwords in the test set are almost combinations of
lowercase letters and numbers which are vulnerable to
guessing attacks. In contrast, long passwords contain many
complex password combinations such as mixed-letter
passwords (e.g., lOvejaacup) and lee speak passwords (e.g.,
mem@rrŷ!, ladyluck<3, maggz4life, kristina<3). (erefore,
to force users to strengthen their passwords, many sites
utilize a program to check the validity of a password,
which must contain at least one lowercase letter, one
uppercase letter, and one special character. (e second
reason is that it is easier to crack short passwords than
long ones. For a cracker, it is exponentially less likely to
crack a password as its length increases. Moreover, the
relative improvement with the proposed G-Pass over

PassGAN [27] is listed for different lengths of password
and τmax, respectively. Among them, the highest im-
provement is achieved with G-Pass (τmax � 5), while
generally10-15% better performance can be obtained with
rPassD2SGAN [30]. It can be seen that much better
performance can be achieved by choosing the appropriate
τmax in applying the proposed G-Pass.

5.4. Test on Different Data Sets. To verify the generalization
ability of PassGAN and the proposed G-Pass, we also tested
them on the LinkedIn test set. (e results are shown in
Figure 7, where an increase in the cracking rate can be
achieved with the proposed G-Pass (e.g., 0.36% for τmax � 1
and 5.81% for τmax � 5). From the cracking rates listed in
Table 7, it can be seen that G-Pass (τmax � 5) also performs
the best on the LinkedIn test set. Note that the cracking rate
of each model on the LinkedIn test set is lower than that on
the RockYou test set. (is is because RockYou and LinkedIn

16

14

12

10

8

6

4

1 2 3 4 5 6 7 8 9 10
Size of guessing set (108)

Cr
ac

ki
ng

 ra
te

 (%
)

PassGAN
S-Pass (without Gumble-softmax)
G-Pass with τ = 1ˆ

Figure 4: Cracking rates of PassGAN [27], S-Pass, and G-Pass with respect to the size of guessing sets.

Table 3: Performance of PassGAN [27], S-Pass, and G-Pass with a guessing set size of 109.

Metric PassGAN [27] S-Pass (without Gumbel-Softmax) G-Pass (τmax � 1)

Unique passwords 323,337,485 115,221,059 170,609,130
Match passwords 177,257 105,445 204,172
Nmatch 1,824 1,092 836

8 Security and Communication Networks



25.0

22.5

20.0

17.5

15.0

12.5

10.0

7.5

1 2 3 4 5 6 7 8 9 10
Size of guessing set (108)

Cr
ac

ki
ng

 ra
te

 (%
)

G-Pass with τ = 1
G-Pass with τ = 2

G-Pass with τ = 5
G-Pass with τ = 10

ˆ
ˆ

ˆ
ˆ

Figure 5: Cracking rate of the proposed G-Pass with respect to τmax.

3.5

3.0

2.5

2.0

1.5

1.0

0.5

1 2 3 4 5 6 7 8 9 10
Size of guessing set (108)

U
ni

qu
e P

as
sw

or
ds

 (1
08 )

G-Pass with τ = 1
G-Pass with τ = 2

G-Pass with τ = 5
G-Pass with τ = 10

ˆ
ˆ

ˆ
ˆ

(a)

1 2 3 4 5 6 7 8 9 10
Size of guessing set (108)

1100

900

700

500

N
m

at
ch

G-Pass with τmax = 1
G-Pass with τmax = 2

G-Pass with τmax = 5
G-Pass with τmax = 10

(b)

Figure 6: Performance of the proposed G-Pass with respect to τmax. (a) Unique passwords. (b)Nmatch.

Table 4: Performance of G-Pass with different values of τmax and fixed guessing set size of 109.

Metric τmax � 1 τmax � 2 τmax � 5 τmax � 10

Unique passwords 170,609,130 262,456,443 328,845,663 357,299,090
Nmatch 836 1030 1037 1203

Cracking rate (over PassGAN [27]) 17.06% 21.28% 26.48% 24.81%
15.2% 43.7% 78.8% 67.5%
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Table 5: Number of passwords with different lengths in the RockYou test set.

Test set Length� 6 Length� 7 Length� 8 Length� 9 Length� 10
RockYou 198,582 250,442 301,813 243,396 202,641

Table 6: Cracking rates of PassGAN [27] and proposed G-Pass under different password lengths.

Model Length� 6 (%) Length� 7 (%) Length� 8 (%) Length� 9 (%) Length� 10 (%)
PassGAN [27] 29.96 22.05 13.28 6.62 3.15
G-pass (τmax � 1) 33.68 24.50 15.82 8.36 3.87
Improvement 3.72 2.45 2.54 1.74 0.72
Relative improvement 12.4 11.1 19.1 26.2 22.8
G-pass (τmax � 2) 38.32 29.83 20.34 12.18 6.36
Improvement 8.36 7.78 7.06 5.56 3.21
Relative improvement 27.9 35.2 53.1 83.9 101.9
G-pass (τmax � 5) 45.06 36.64 25.67 16.17 9.34
Improvement 15.10 14.59 12.39 9.55 6.19
Relative improvement 50.4 66.1 93.3 144.2 196.5
G-pass (τmax � 10) 43.15 34.52 23.95 14.74 8.24
Improvement 13.19 12.47 10.67 8.12 5.09
Relative improvement 44.0 56.5 80.3 122.6 161.5
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Figure 7: Cracking rate of PassGAN and proposed G-Pass on the LinkedIn test set with respect to τmax and size of guessing set.

Table 7: Cracking rates of PassGAN [27] and proposed G-Pass on two testing sets with a guessing set size of 109.

Model RockYou testing set (%) LinkedIn testing set
PassGAN [27] 14.81 10.36%
G-pass(τmax � 1) 17.06 10.72% (3.5% improvement)
G-pass(τmax � 2) 21.28 13.84% (33.6% improvement)
G-pass(τmax � 5) 26.48 16.17% (56.1% improvement)
G-pass(τmax � 10) 24.81 15.26% (47.3% improvement)
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belong to different fields. RockYou is a social network service
website and LinkedIn is a job-search website. Since their
users differ in many aspects, there is a difference in the
distribution of passwords.

Compared to the performance on the LinkedIn test set, a
6%–10% increase in the cracking rate can be obtained with
G-Pass on the RockYou test set. In contrast, only a 4%
increase in the cracking rate can be achieved with PassGAN
on the same test set. (is phenomenon can be explained in
terms of sample quality. Nmatch of G-Pass on the RockYou
test set is lower than that of PassGAN, suggesting that
G-Pass simulates the distribution of the RockYou dataset
better. (erefore, the gap in cracking rate between G-Pass
and PassGAN tends to shrink when they are applied on
other test sets. Nevertheless, G-Pass still outperforms
PassGAN on the LinkedIn test set.

6. Concluding Remark

In this paper, a novel password guessing model named
G-Pass has been proposed, which combines the Gumbel-
Softmax and GAN so that better performance can be
achieved. In the proposed G-Pass, the LSTM is used to
construct the generator to get higher quality samples, while
convolutional layers with different filter sizes are designed to
capture comprehensive information to guide the update of
the generator. Furthermore, a trade-off between sample
diversity and quality can be obtained with the proposed
G-Pass by controlling the temperature parameter during
training. In our future work, we will integrate the traditional
password guessing method with G-Pass to improve the
password cracking ability on different test sets.
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