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Industrial control systems (ICSs) are closely related to human life. In recent years, many ICSs have been connected to the Internet
rather than being physically isolated, which has improved business efficiency while also increasing the risks of being attacked.)e
security issues of ICSs have gotten a lot of interest in the research community because attack events that aim at ICSs can cause
catastrophic damage. An intrusion detection system (IDS) serves as an important tool for providing protection. Many IDS studies
using machine learning and deep learning have been proposed. However, high-dimensional data may cause overfitting, resulting
in inferior performance. To improve the classification performance, we suggest a dimension reduction technique based on the
supervised autoencoder (SupervisedAE) and principal components analysis (PCA) in this study. To obtain more discriminative
latent representations, compared with the conventional autoencoder, the SupervisedAE absorbs the label information during the
training process. In this way, the improved autoencoder model is trained with reconstruction error and classification error
simultaneously. Based on the latent representations extracted from the SupervisedAE, we add the PCA algorithm. )e additional
PCA algorithm reduces the dimension of features further.We conduct a series of experiments utilizing the suggested technique on
a public power system data set to evaluate the performance. Compared with various dimension reduction methods, including
autoencoder variants, the technique proposed in this study shows higher performance. In the meanwhile, it outperforms some
existing detection methods in terms of accuracy and F1 score.

1. Introduction

Industrial control systems (ICSs) are widely used in in-
dustries to fulfill certain industrial goals, such as
manufacturing, material transportation, or energy trans-
portation [1]. Since the ICSs were connected to the In-
ternet and exposed to numerous attacks, the security
problems have been studied for years. ICSs differ from
standard IT systems in that when they are been attacked, it
poses a major danger to human health and safety, as well as
financial loss [1]. Many ICS attacks have occurred in recent
years [2], including Stuxnet [3], BlackEnergy [4], and
Industroyer [5].

Intrusion detection system (IDS) has received a lot of
attention as a strong tool for providing protection [6–10]. In
general, IDS examines data records in the network or from
the host to determine whether or not operations are safe.)e
system would raise alarms if operations are malicious. )e
operator would then make the decision based on the ex-
amination results. IDSs based on machine learning and deep
learning [11–14] have been thoroughly investigated in recent
years. However, overfitting caused by high-dimensional data
still poses a challenge for the performance of IDS. )e
authors of [15] point out that the dimension reduction
techniques, in addition to the classifier algorithms, are
important in the IDS research also. )ere have been many
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works proposed for the dimension reduction of IDS. To
build an efficient IDS, principle component analysis (PCA)
and linear discriminant analysis (LDA) are used [16, 17]. A
sparse autoencoder [18] is implemented to reduce the di-
mension of input features for support vector machine
(SVM) based IDS.

In this study, we suggest a dimension reduction tech-
nique that combines supervised autoencoder (Super-
visedAE) with PCA algorithm for the IDS to overcome the
challenge of high-dimensional problems. Compared with
the conventional autoencoder, SupervisedAE adds label
information during the training time to obtain more dis-
criminative latent representations. )e improved autoen-
coder model is trained by reconstruction error and
classification error. To further decrease the dimension, the
PCA algorithm is applied to the latent representations
extracted from SupervisedAE. )is research has made the
following contributions:

(i) We employ an improved autoencoder called
SupervisedAE for the dimension reduction of IDS.
)e novel model adds a softmax layer that connects
to the output of the encoder. With the joint loss
function (reconstruction error and classification
error), the SupervisedAE learns more discriminative
latent representations. Experiment results demon-
strate that the SupervisedAE outperforms other
autoencoders.

(ii) To reduce the dimension further, we apply the PCA
algorithm to the latent representations extracted
from SupervisedAE. We use a nested cross-vali-
dation procedure to select the optimal number of
PCA components in the experiment. )e combined
technique shows higher performance than some
other dimension reduction methods.

(iii) We conduct a series of experiments on a power
system data set. )ere are four distinct classifiers
used in the test. With the suggested dimension
reduction technique, these classifiers achieve higher
performance than using original features. In par-
ticular, the K-nearest neighbors (KNN) classifier
achieves the best results. )e results are higher than
other existing detection methods.

)e remainder of the paper is laid out as follows. First,
some related works are presented in Section 2. Especially,
some works that involve dimension reduction are thor-
oughly examined. )en we have a detailed introduction to
the SupervisedAE and the whole framework of IDS in
Section 3. After that, Section 4 shows the performance of our
method evaluated on the power system data set and com-
pares the results to other methods. Finally, we draw the
corresponding conclusion and point out some future works
in Section 5.

2. Related Work

)e ICSs have been connected to the Internet in recent years,
which increases the danger of being hacked. )e security

issues of ICSs have received a lot of attention [19, 20]. IDS is
one of the effective security solutions [21] for monitoring
activities and ensuring regular processes (the other three
being authentication solutions, privacy-preserving solutions,
and key management systems).

Many works about IDS have been proposed in the
research field. An SVM-based IDS is built using the
features of ICS communication to categorize regular and
abnormal packets [6]. )e authors of [7] presented an IDS
model based on a random forest with an adaptive
boosting technique to increase the detection rate. An IDS
based on a bidirectional simple recurrent unit is proposed
in [8]. With the help of skip connections, the proposed
model improves the training effectiveness. To build an
effective intrusion detection model, a hybrid deep belief
network (DBN) is developed [22], which improves ac-
curacy over previous DBN approaches. Two detection
methods based on random subspace methods were
proposed [9, 10]. )ese two methods would be used to
compare with our method.

)e authors of [15] introduce some key points related to
IDS. In particular, they introduce some works that include
feature engineering. Because of the curse of dimensionality,
high-dimensional data may induce overfitting for trained
models, as well as require more memory and computational
cost. How to reduce the dimension of features is a significant
work. )ere are two approaches for removing irrelevant
features and improving the performance of the model:
feature selection and feature extraction.)e feature selection
method [23, 24] is used to select a subset of features.
Compared with feature selection, feature extraction maps
the original features into a low-dimensional feature space.
Authors of [25] proposed a model that combines over-
sampling and feature selection. )e model employs the
gradient penalty Wasserstein generative adversarial net-
works to generate additional attack samples and the
ANOVA approach to choose a subset of features. )e
combined model shows better performance. An artificial
neural network classifier is used to create the IDS [26]. )e
ranking of information gain and correlation is used to
implement feature reduction. )e results are promising. A
correlation-based feature selection strategy was proposed to
eliminate irrelevant features and improve detection per-
formance [27]. SVM, multiple layer perceptron (MLP), and
KNN are used to identify attacks using the new subset of
features. )e KNN technique delivers the best results when
compared to results produced utilizing original features. We
would compare performance with these methods.

As a feature extraction method, PCA has been widely
used in the field of intrusion detection [28–30]. A hybrid
approach combining information gain and PCA was
proposed [29], and the ensemble classifier based on SVM,
instance-based learning algorithm, and MLP is used to
detect attacks after dimension reduction. )e model has
achieved encouraging performance. Autoencoder, a sort of
neural network, is also used to reduce the dimension of
features [31].

Various works have proved that dimension reduction
methods could improve the performance of IDS. In this
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study, we focus on the feature extraction method and im-
prove the autoencoder model by absorbing the label in-
formation during training time.

3. Methods

We introduce the overall framework of our suggested
technique in this section. To begin, we go through the theory
of autoencoder in-depth, covering the conventional
autoencoder and sparse autoencoder. In particular, the
SupervisedAE is discussed. )en, we explain the PCA al-
gorithm applied to the latent representations extracted from
SupervisedAE. Finally, the entire framework of IDS is
presented.

3.1. Autoencoder

3.1.1. Basic Autoencoder. Autoencoder (AE) is an unsu-
pervised neural network [32]. Typically, the autoencoder is
employed to reduce the dimension of features. )e funda-
mental concept of the autoencoder is to rebuild the input.

As shown in Figure 1, the autoencoder is separated into
two parts: encoder and decoder. )e encoder converts the
input into the latent representation, and in the meanwhile,
the decoder reconstructs input from the compressed latent
representation. Considering the following set of input data
x1, x2, . . . , xn , where n is the number of samples in the data
set, the encoder function ϕ transforms the input data xi into
the latent representation zi.)en, using the decoder function
φ, the new reconstructed input xi is obtained as follows:

zi � ϕ xi( ,

xi � φ zi( .
(1)

)e goal of the training autoencoder is to find param-
eters in the encoder and decoder that minimize the re-
construction error. In this study, we use the mean squared
error to calculate it. )e corresponding loss function LR is as
follows:

LR �
1
n



n

i�1
xi − xi

����
����
2
. (2)

)e classic autoencoder is a three-layer neural network
with only one hidden layer. )e other two layers are input
and output. )e number of neurons in the hidden layer is
usually fewer than it in the input layer to avoid the network
just copying the input into output. )e architecture can be
expanded to include more hidden layers. )e number of
neurons in the encoder gradually decreases. And the number
of neurons is generally symmetrical for encoder and de-
coder. )e compressed latent representations are learned by
the autoencoder in this way. )e decoder is usually aban-
doned after training the autoencoder, and the latent rep-
resentations are used for following classification or other
operations.

3.1.2. Sparse Autoencoder. To extract better feature repre-
sentations, there are some variants of autoencoder by

imposing constraints. )e sparse autoencoder (SparseAE)
[33] adds a sparse penalty term in the hidden layer. )e
corresponding loss function LS is given by

LS � LR + β
s

j�1
KL ρ|ρj , (3)

KL ρ|ρj  � ρlog
ρ
ρj

+(1 − p)log
1 − ρ
1 − ρj

. (4)

Compared with the conventional autoencoder, the loss
function of SparseAE add a sparsity penalty term


s
j�1 KL(ρ|ρj), where s is the number of neurons in the

hidden layer, ρ is a predefined sparsity parameter, and ρj

denote the average activation of hidden unit j. KL function
is the Kullback–Leibler divergence that is used to measure
the divergence between ρ and ρj. β in (3) is used to control
the weight of the penalty.

3.1.3. Supervised Autoencoder. In this study, we utilize a
supervised classification model for the development of IDS.
It should be trained using the labeled data set with normal
and attack samples before being used in practice. When we
employ the classic autoencoder to reduce the dimension of
features, it is frequently used in an unsupervised manner
without the label, as stated before. It seeks to minimize the
reconstruction error as much as possible. )en, the IDS
model is trained on the compressed latent representations
instead of original features.

To improve the conventional autoencoder and obtain
more discriminative latent representations for classifying, a
supervised autoencoder model was proposed [34, 35]. )e
novel model adds the class label during the training process
of the autoencoder. Figure 2 depicts the architecture of the
SupervisedAE model used in this study. It adds a softmax
layer connected to the latent layer compared with the
autoencoder shown in Figure 1. )e label information is
processed by the softmax layer. )e number of neurons in
the softmax layer is the same as the number of classes. In this
way, the SupervisedAE is trained by reconstruction error
and classification error simultaneously. )e implementation
of SupervisedAE employed in this study is described as
follows.

Softmax is a function used by neural networks to per-
form classification tasks, in which cross-entropy is used to
measure the classification error. Consider the following
collection of classes: CK � 1, 2, . . . , K{ }, with the label
y1, y2, . . . , yn , where yi ∈ CK, for input xi, the softmax
function outputs a probability pij for class j as demonstrated
in the following equation:

pij � softmaxj qi(  �
exp qij 


K
l�1 exp qil( 

, (5)

where qi is the output of fully connected layer connected
to latent layer.

With the corresponding probability, the classification
loss LC is calculated by
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LC � −
1
n



n

i�1

K

j�1
δ yi �� j( log pij , (6)

where δ(condition) is a function that indicates whether or
not the condition is satisfied. If the condition is met,
δ(condition) � 1. Otherwise, the value is 0. )e following
equation displays the joint loss function L:

L � LR + αLC. (7)

)e relationship between reconstruction error and
classification error is controlled by the variable α.

In this section, we introduce the SupervisedAE model.
)e new model is trained using a joint loss function with
reconstruction error and classification error. In particular,
the additional softmax layer calculates classification error.
After training the improved autoencoder, when testing new
samples, the decoder and softmax layer are abandoned. )e
new latent representation is more discriminative compared
with that obtained by the conventional autoencoder.

3.2. PCA Algorithm. )e PCA algorithm identifies the
principal components in a data set that account for the
largest amount of variance [36]. It has been used as a feature
extraction method widely. )e SupervisedAE introduced
before can reduce the dimension of features to any pre-
defined values. Motivated by the previous work that com-
bines the sparse autoencoder and PCA [37], we employ the
PCA algorithm to reduce the dimension of latent repre-
sentations further. In this way, we can set the hidden layer
settings of the SupervisedAE to some reasonable values and
use the nested cross-validation procedure to choose the best
number of components for PCA. )e final reduced features
output by PCA is used to train various classifiers.

)e steps for extracting principal components are out-
lined below. Considering the latent representations
extracted from SupervisedAE, the mean value is calculated
first from each dimension. )e covariance matrix is com-
puted after removing the mean value for all dimensions.
)en, derive the eigenvectors and eigenvalues of the co-
variance matrix. )e eigenvectors are chosen based on the
number of components predefined and sorted by eigen-
values. A feature matrix is constructed by combining se-
lected eigenvectors and sorting them by eigenvalues. Finally,

the latent representations are transformed using the feature
matrix. Readers can refer to [38] for further information on
PCA calculation.

3.3. Framework. )e basic elements of our proposed IDS
model are presented with the introduction of the Super-
visedAE and PCA algorithm. )is section introduces the
entire working procedure.

Figure 3 displays the whole framework. )ere are two
phases: training and testing. )e data set is divided into a
training set and a testing set, and the training set will be
utilized to train the overall model.)emodel has three parts:
normalization module, dimension reduction module, and
classifier module. In the training process, we first train the
dimension reduction module. )e detailed process is shown
in Algorithm 1. All features are scaled using the min-max
normalization. After that, we use the scaled training set and
corresponding label information to train the SupervisedAE
model as shown in lines 2–6. )en, the PCA algorithm is
trained on the latent representations extracted from the
SupervisedAE. Finally, the training set whose features have
been reduced by the reduction module is used to train the
various classifiers.

In the testing phase, all of the trained modules are
merged as the IDS model. And the integrated model predicts
the class label for the testing set.

4. Evaluation

In this section, we display the performance of our proposed
dimension reduction technique conducted on a power
system data set. First, we introduce the data set used in the
experiments. )en, the metrics used to evaluate the per-
formance are described. Finally, the experiment results are
presented and discussed.

4.1.Data Set. To evaluate the performance, we use the power
system attack data set [39] created by Mississippi State
University and Oak Ridge National Laboratory. )e data set
was generated by the configuration shown in Figure 4. )e
data set mainly includes measurements from each phasor
measurement unit and data log from Snort, a simulation
control panel, and relays.

)ere are two power generators in the configuration: G1
and G2. )ere are also four breakers (BR1 to BR4) that can
be turned on or off by intelligent electronic devices (IEDs, R1
to R4). )e data set has 128 features and 1 label for each
sample. Each phasor measurement unit (PMU) has 29
different types of measurements, accounting for 116 dif-
ferent attributes in total. Table 1 contains a collection of
corresponding features and their descriptions. )e work
state of PMU is described by these features. In addition,
there are 12 features including control panel logs, snort
alerts, and relay logs.

In the data set, there are 37 power system event
scenarios, including natural events (8), no events (1), and
attack events (28). In Table 2, the associated events and
labels are listed. )ere are three attacks: data injection,

xi DecoderEncoder xi

Objective: Minimizing Reconstruction error

Latent
Representation

OutputInput

Figure 1: )e network architecture of autoencoder.
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remote tripping command injection, and relay setting
change. )e data injection attack is attackers try to blind
the operator by sending a fake alert. Relay setting change
is attacker alters the relay setting to disable their function.
Remote tripping command injection is the attacker sends
a command to make a breaker open. )ere are 15 files in
the data set. On average, each file has around 5,300
samples.

4.2. EvaluationMetrics. )emetrics utilized in classification
tasks are used to evaluate our technique in this study. When
an attack class is used as a positive class, four different types
of classification results are displayed below:

(i) True positive (TP): the attack sample is correctly
classified as attack class

(ii) False positive (FP): normal sample is wrongly
classified as attack class

(iii) True negative (TN): normal sample is classified as
normal correctly

(iv) False negative (FN): one attack sample is classified
as normal

We calculate performance measures using formulas as
follows based on the classification results provided above:

Reconstruction
Error

Classification
Error

xi

xi

yi

Decoder

Softmax

Encoder

yi

xi

Figure 2: )e proposed supervised autoencoder framework.

Training
Dataset

Features
Normalization

Supervised
Autoencoder PCA Classifier

Testing
Dataset

Model Class
Label

Figure 3: )e whole framework of the proposed IDS.

BR1

R1

BR2

R2

BR3

R3

BR4

R4
G1 G2

Figure 4: )e experiment power system framework configuration.
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Accuracy �
TP + TN

TP + TN + FP + FN
,

Precision �
TP

TP + FP
,

Recall �
TP

TP + FN
,

F1 �
2∗Precision∗Recall
Precision + Recall

.

(8)

Because the data set contains a large number of classes,
we calculate the results for all of them. After that, we cal-
culate the average results for the overall performance.

4.3. Results. We use Python programming language to
implement the proposed method on our machine that
consists of Intel(R) Xeon(R) CPU E5-2640 v4 @ 2.40GHz,
three NVIDIA Tesla P100 PCIe 12GB graphics cards, and
128GB of RAM. To create neural network models, we use

the Keras framework [40]. )e scikit-learn library [41] is
used to implement machine learning methods, including
classifiers and dimension reduction techniques. Apart from
the autoencoder and its variants, there are two other
techniques (PCA and LDA) involved in comparing the
dimension reduction performance with our methods.

LDA [42], compared with the previously mentioned
PCA, is a supervised dimension reduction method. Unlike
PCA, LDA aims to find a projection function that minimizes
within-class distance while maximizing between-class dis-
tance simultaneously. Four classifiers are applied to classify
samples and evaluate the performance of our dimension
reduction technique. )e classifiers are described as follows:

(i) K-nearest neighbors (KNN): KNN is a supervised
classification method. It is a nonparametric classi-
fier. It uses the majority class of K-nearest neighbors
assigned to the test samples.

(ii) Decision tree (DT): DT is a tree-based classifier. )e
internal node represents an if rule accounts for an
attribute. )e leaf node represents the final output
label.

(iii) Adaptive boosting (AdaBoost): AdaBoost is an
ensemble algorithm. It constructs a strong classifier
from a collection of weak classifiers. )e con-
struction method is sequential. )e new model is
created to correct the error from the last model.

(iv) Bagging: Bagging is an ensemble learning algorithm
also. A number of the base classifier is trained on
different data sets. Bootstrap resampling is used to
create the data sets.

We employ DT as the base classifier for the AdaBoost
and Bagging. In the hidden layers of the neural network, we
apply the ReLU activation function [43]. Adam optimization
[44] is used to train the neural network. )e neuron number
settings of a neural network are hard to select. We employ

Data: Training features xi with label yi. Hyperparameter α, the number of iteration t.
Result: Parameters of dimension reduction module and reduced features
// Step 1: Preprocessing the training dataset

(1) Normalize data xi with Min-Max normalization by xi � (xi − xmin)/(xmax − xmin)

// Step 2: Training SupervisedAE with the normalized dataset
(2) while not converge do
(3) t←t + 1
(4) Compute the joint loss by L � LR + αLC

(5) Train SupervisedAE using the joint loss and update the parameters
(6) End

// Step 3: Computing the latent representation z i by encoder function
(7) zi � ϕ(xi)

// Step 4: Reducing the dimension of latent representations z by PCA
(8) z � PCA(z)

ALGORITHM 1: Training process of dimension reduction module.

Table 1: Features and descriptions.

Feature Description
PA1:VH–PA3:VH Phase A–C voltage phase angle
PM1:V–PM3:V Phase A–C voltage phase magnitude
PA4:IH–PA6:IH Phase A–C current phase angle
PM4:I–PM6:I Phase A–C current phase magnitude
PA7:VH–PA9:VH Pos.–Neg.–zero voltage phase angle
PM7:V–PM9:V Pos.–Neg.–zero voltage phase magnitude
PA10:VH–PA12:VH Pos.–Neg.–zero current phase angle
PM10:V–PM12:V Pos.–Neg.–zero current phase magnitude
F Frequency for relays
DF Frequency delta (dF/dt) for relays
PA:Z Appearance impedance for relays
PA:ZH Appearance impedance angle for relays
S Status flag for relays
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three hidden layers for the SupervisedAE since a single layer
autoencoder is too shallow to learn a better representation.
Some other hyperparameters are listed in Table 3. )e
hyperparameters of other autoencoders have the same set-
tings as the SupervisedAE.

After extracting the latent representations from Super-
visedAE, the PCA algorithm is used to reduce dimensions
further, and various classifiers are trained to classify samples.
To select optimal hyperparameters for these models and
evaluate the performance, we use the nested tenfold cross-
validation procedure. In the process of nested cross-vali-
dation, there are two loops: the inner loop and the outer
loop. )e outer loop splits the data set into a training set and
a testing set with a ratio of 9:1. )e inner loop uses the
classical cross-validation procedure to select optimal
hyperparameters on the training set. And then the outer loop
evaluates the performance using optimal hyperparameters
derived from the inner loop. Both the inner loop and the
outer loop are repeated ten times. )e optimization target in
the inner loop is accuracy in this study. )e final perfor-
mance is the averaged results calculated on the testing set.
Table 4 displays the detailed hyperparameter settings. For
PCA and LDA algorithms, we vary the number of com-
ponents from 1 to 16. It should be noted that the PCA used
in our proposed model has the same setting. Some hyper-
parameters for the classifier are selected from a collection of
values.

Next, we compare our proposed dimension reduction
technique that leverages the SupervisedAE and PCA, with
several other dimension reduction methods. )e perfor-
mance results are compared to other existing detection
methods then. Finally, we conduct the performance analysis
of hyperparameter settings.

4.3.1. Comparisons with Other Methods. )e performance of
our suggested technique is compared with the performance
of classifiers utilizing original features first. )e purpose of
the comparisons is to show that our suggested technique
achieves the desired dimension reduction results. )e ac-
curacy and F1 score are displayed in Tables 5 and 6,
respectively.

In Table 5, we present the accuracy under three con-
ditions: no dimension reduction, SupervisedAE only, and
SupervisedAE combined with PCA.)ere are four classifiers
for each condition. When using the original features, the
Bagging approach achieves the best accuracy with 0.8986.
)e KNN classifier comes in second with an accuracy of
0.8691. )e results of the other two methods are lower. Each
of the four classifiers improves differently while using re-
duced features extracted by the SupervisedAE. )e KNN
classifier, in particular, has the best accuracy of 0.9365. It has
an increase of around 0.067 when compared to the results
utilizing original features. )e DT and AdaBoost have both
increased by roughly 0.04. )e Bagging is raised by roughly
0.028, which is smaller than the change in KNN. )e ad-
ditional PCA reduces the dimension even further (from 64
to some value in 1–16), as can be seen in the table, yet the
performance does not suffer significantly. On some specific

data sets, the model performs worse than without PCA when
using the KNN classifier, but the overall average results are
comparable. Both methods yield more stable results than
using original features as the standard deviation illustrates.
)e KNN classifier has a standard deviation of just 0.005.

)e F1 score displayed in Table 6 can draw a similar
conclusion. As previously stated, the nested tenfold cross-
validation procedure chooses hyperparameters based on
accuracy; hence, the F1 score is slightly lower than accuracy.
In conclusion, when compared to the classifiers using
original features, our suggested technique successfully re-
duces the dimension of the features. Furthermore, all four
classifiers have better performance in terms of accuracy and
F1 score when using the reduced features. )e additional
PCA method decreases the dimension further without
sacrificing too much performance.

To further verify the effectiveness of our method, we
compare the corresponding results with various dimension
reduction methods in Figures 5 and 6. In the figures, the
mean values of accuracy and F1 score calculated over 15 data
sets are presented. We compare all of the dimension re-
duction methods using four classifiers. Dimension reduction
methods include PCA, LDA, AE, and SparseAE.)e “None”
means that the classifiers are trained on the original features.

Table 2: Event types and class labels.

Event type Description Labels
Normal event Normal operation 41

Natural events SLG faults 1–6
Line maintenance 13–14

Attack events

Data injection 7–12
Remote tripping command

injection 15–20

Relay setting change 21–30, 35–40

Table 3: Hyperparameters of SupervisedAE.

Hyperparameter Value
Hidden layers 96-64-96
Learning rate 0.001
Batch size 32
Epochs 400
Weight of classification error 1.0

Table 4: Hyperparameter settings in the experiments. Except for
the hyperparameters of SupervisedAE, the hyperparameter names
of machine learning techniques are consistent with the function of
the scikit-learn library.)e hyperparameter “None” of DTindicates
that the default settings will be used.

Model Hyperparameter Value
PCA n_components [1, 16]
LDA n_components [1, 16]
KNN n_neighbors {1,3,5,7,9}
DT max_depth {2,4,6,8,10,None}
AdaBoost n_estimators {20,40,60}
Bagging n_estimators {20,40,60}
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)e accuracy results are shown in Figure 5. For the four
classifiers, the LDA yields the worst results.)e performance is
lower than when utilizing original features. When employing
the KNN classifier, PCA produces better results than when

using original features, indicating that the dimension of fea-
tures is properly reduced. For other classifiers, PCA has poor
results. For all four classifiers, AE and SparseAE have similar
results. SparseAE has slightly poorer performance than AE.
However, their results are inferior to PCA. In theory, they
should be able to achieve similar results to PCA. )e exper-
imental result here may be caused by insufficient training of
AE. But the training settings are the same with our proposed
method, which illustrates the improvement of our method. In
comparison to other dimension reduction methods, our
proposed technique that combines SupervisedAE and PCA
shows promising results. )e F1 score in Figure 6 can draw a
similar conclusion.

From the tables and figures above, we can observe that the
KNN classifier has the best performance. We utilize it as the
final classifier to compare with some other existing attack
detection methods. )ere are four distinct baselines. RSKNN
[10] and RSRT [9] are the first two baselines. )ese two
techniques use the random subspace method to build a large
number of trained classifiers.)emajority voting rule is used to
determine the final result. KNN and random tree are used as
the base classifier. CFS-MLP [27] and CFS-KNN [27] are the
remaining two baselines. )ese methods use a correlation-
based feature selection method first and then train MLP and
KNN classifier on the selected features, respectively. )e
comparisons of accuracy and F1 score are displayed in Table 7.

With an accuracy of 0.9188 and an F1 of 0.9187, CFS-
KNN outperforms the other three baselines. )e second one
is RSRT, which has an accuracy of 0.9131. Table 7 confirms
that our suggested method has the best accuracy and F1
score. When compared to the best baseline CFS-KNN, the
accuracy of our method is 0.018 higher than it. Furthermore,
our method has a low standard deviation, indicating that its
performance is stable. In conclusion, when compared to
other detection methods, our technique yields the best
results.

Table 5: Comparisons of accuracy. )e first two rows are dimension reduction methods and classifiers, respectively. )e data set number is
shown in the first column. )e last two rows provide the mean value and standard deviation of the results. “None” indicates using the
original features.

No.
None SupervisedAE SupervisedAE+PCA

KNN DT AdaBoost Bagging KNN DT AdaBoost Bagging KNN DT AdaBoost Bagging
1 0.8635 0.8276 0.8200 0.8963 0.9265 0.8699 0.8679 0.9255 0.9303 0.8689 0.8661 0.9211
2 0.8580 0.8398 0.8382 0.9041 0.9256 0.8631 0.8712 0.9148 0.9313 0.8674 0.8611 0.9102
3 0.8792 0.8569 0.8556 0.9034 0.9324 0.8702 0.8696 0.9250 0.9278 0.8735 0.8753 0.9151
4 0.8716 0.8358 0.8406 0.9022 0.9385 0.8766 0.8766 0.9275 0.9350 0.8658 0.8660 0.9248
5 0.8727 0.8318 0.8347 0.9014 0.9320 0.8690 0.8615 0.9198 0.9316 0.8617 0.8553 0.9173
6 0.8712 0.8474 0.8496 0.9108 0.9426 0.8863 0.8800 0.9360 0.9418 0.8824 0.8842 0.9330
7 0.8699 0.8382 0.8281 0.8923 0.9332 0.8642 0.8753 0.9278 0.9318 0.8803 0.8684 0.9158
8 0.8666 0.8551 0.8517 0.9101 0.9332 0.8707 0.8745 0.9223 0.9340 0.8766 0.8715 0.9208
9 0.8577 0.8174 0.8208 0.8798 0.9390 0.8629 0.8672 0.9257 0.9348 0.8633 0.8663 0.9213
10 0.8729 0.8373 0.8391 0.8944 0.9427 0.8872 0.8813 0.9325 0.9382 0.8775 0.8836 0.9307
11 0.8756 0.8235 0.8244 0.8983 0.9444 0.8865 0.8915 0.9370 0.9461 0.8835 0.8867 0.9313
12 0.8773 0.8267 0.8245 0.8951 0.9412 0.8786 0.8754 0.9244 0.9418 0.8800 0.8786 0.9242
13 0.8668 0.8425 0.8397 0.9034 0.9418 0.8812 0.8816 0.9275 0.9448 0.8744 0.8831 0.9290
14 0.8659 0.8282 0.8272 0.8972 0.9363 0.8762 0.8704 0.9320 0.9396 0.8751 0.8739 0.9247
15 0.8681 0.8215 0.8254 0.8906 0.9378 0.8753 0.8791 0.9263 0.9375 0.8789 0.8751 0.9229
Mean 0.8691 0.8353 0.8346 0 . 8986 0 . 9365 0.8745 0.8749 0.9269 0 . 9364 0.8740 0.8730 0.9228
Std 0.0061 0.0114 0.0111 0.0076 0.0056 0.0080 0.0071 0.0056 0.0053 0.0068 0.0089 0.0063
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Figure 5: Comparisons of accuracy.
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Figure 6: Comparisons of F1 score.
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4.3.2. Analysis of Hyperparameters. In this section, we an-
alyze the influence of different hyperparameters. During the
experiment, the hidden layer settings of SupervisedAE and
the number of PCA components are most important. We
compare the different hidden layer settings first and then
show the influence of various PCA components.

In general, choosing optimal hidden layer settings for
neural networks is difficult because the training time is
longer than traditional machine learning methods and the
search space of the hyperparameter is huge. As previously
stated, we set the hidden layers to three, as one layer is
difficult to obtain a better representation, and adding
additional layers would increase the training time. Next,
we use six combinations to demonstrate the differences,
and the results are displayed in Table 8. Except for the
neuron numbers in the hidden layer, all of the experiments
in this part have identical settings. Also, all of these use the
PCA algorithm to reduce the dimension of features
further.

Table 8 confirms that when there is only one layer, the
performance is poor. Its results are the lowest, especially
when “32” is used. )e performance improves as the
number of layers increases. )e accuracy of three layers,
“64-32-64,” increases by 0.02 than one layer setting of “96.”
In addition, when the neuron number of three layers is “96-
32-96,” the accuracy is lower than when it is “96-64-96.”
)is is most likely related to the fast decline of neuron
numbers. )e F1 score can also reach the same conclusions.
In conclusion, the three hidden layers have reached desired
results.

In the above experiments, the optimal number of PCA
components is chosen by nested cross-validation. But it is
necessary to demonstrate performance with the different
number of PCA components. In this part, we conduct
experiments involving two conditions. )e two conditions
differ in whether to use SupervisedAE. )e condition
“With SupervisedAE” means that the SupervisedAE and
PCA are combined to reduce dimension. )e condition

“Without SupervisedAE” means that only the PCA algo-
rithm is used to reduce dimension. We plot the rela-
tionship between accuracy and the number of components
in Figure 7. It includes four classifiers. After combining
with two conditions, there are eight lines in the figure. )e
different number of PCA components are represented by
the x-axis. As previously stated, we set the number of
components from 1 to 16. )e y-axis represents the ac-
curacy values.

)e accuracy of all classifiers in Figure 7 presents an
increasing trend as the PCA components rise. First, we
analyze the condition of employing the SupervisedAE. )e
accuracy gradually improves and eventually becomes sta-
ble. )e accuracy is poor with a lower PCA component.
When it is 1, the accuracy for all lines is approximately 0.30.
As it is increased to 2, the accuracy improves dramatically,
reaching about 0.80. )e accuracy becomes stable when the

Table 6: Comparisons of F1 score. )is table has same layout as last one.

No
None SupervisedAE SupervisedAE+PCA

KNN DT AdaBoost Bagging KNN DT AdaBoost Bagging KNN DT AdaBoost Bagging
1 0.8468 0.8040 0.7976 0.8851 0.9217 0.8633 0.8626 0.9203 0.9290 0.8631 0.8622 0.9182
2 0.8438 0.8240 0.8211 0.8952 0.9182 0.8516 0.8618 0.9069 0.9238 0.8574 0.8480 0.9015
3 0.8676 0.8449 0.8373 0.8970 0.9288 0.8590 0.8595 0.9209 0.9234 0.8673 0.8663 0.9117
4 0.8587 0.8160 0.8295 0.8885 0.9322 0.8649 0.8692 0.9247 0.9284 0.8559 0.8558 0.9206
5 0.8644 0.8250 0.8306 0.8988 0.9291 0.8632 0.8586 0.9198 0.9303 0.8587 0.8540 0.9172
6 0.8649 0.8359 0.8431 0.9063 0.9377 0.8804 0.8758 0.9326 0.9360 0.8761 0.8791 0.9315
7 0.8459 0.8129 0.8000 0.8808 0.9218 0.8454 0.8608 0.9227 0.9188 0.8689 0.8553 0.9072
8 0.8490 0.8401 0.8420 0.9018 0.9262 0.8582 0.8645 0.9143 0.9270 0.8641 0.8634 0.9149
9 0.8388 0.7996 0.8028 0.8700 0.9333 0.8494 0.8571 0.9230 0.9334 0.8504 0.8606 0.9186
10 0.8521 0.8156 0.8117 0.8769 0.9361 0.8675 0.8648 0.9232 0.9296 0.8618 0.8692 0.9235
11 0.8644 0.8113 0.8068 0.8876 0.9384 0.8812 0.8806 0.9317 0.9411 0.8742 0.8727 0.9263
12 0.8574 0.8041 0.8072 0.8763 0.9337 0.8605 0.8602 0.9169 0.9340 0.8629 0.8672 0.9161
13 0.8598 0.8327 0.8301 0.8948 0.9412 0.8750 0.8784 0.9265 0.9442 0.8664 0.8796 0.9257
14 0.8563 0.8123 0.8120 0.8868 0.9300 0.8656 0.8597 0.9273 0.9330 0.8677 0.8634 0.9221
15 0.8554 0.8014 0.8007 0.8763 0.9315 0.8638 0.8686 0.9205 0.9307 0.8676 0.8625 0.9191
Mean 0.8550 0.8187 0.8182 0 . 8881 0 . 9307 0.8633 0.8655 0.9221 0 . 9308 0.8642 0.8640 0.9183
Std 0.0084 0.0140 0.0155 0.0103 0.0064 0.0099 0.0072 0.0063 0.0064 0.0066 0.0086 0.0073

Table 7: Performance comparisons with other methods.

Method Accuracy F1 score
RSKNN [10] 0.9012 ± 0.0061 —
RSRT [9] 0.9131 ± 0.0052 —
CFS-MLP [27] 0.6266 ± 0.0740 0.6233 ± 0.0752
CFS-KNN [27] 0.9188 ± 0.0133 0.9187 ± 0.0132
SupervisedAE 0.9365 ± 0.0056 0.9307 ± 0.0064
SupervisedAE+PCA 0.9364 ± 0.0053 0.9308 ± 0.0064

Table 8: )e performance of various hidden layer settings. Both
accuracy and F1 score results are included in the table.

Hidden layer settings Accuracy F1 score
32 0.9061 ± 0.0055 0.8967 ± 0.0066
64 0.9108 ± 0.0067 0.9027 ± 0.0080
96 0.9125 ± 0.0044 0.9047 ± 0.0060
64-32-64 0.9340 ± 0.0059 0.9284 ± 0.0066
96-32-96 0.9328 ± 0.0063 0.9263 ± 0.0075
96-64-96 0.9364 ± 0.0053 0.9308 ± 0.0064
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number of components is increased to 9–10. )e KNN and
Bagging classifiers achieve higher results. However, the
mean accuracy values of Bagging are lower than the KNN
classifier. )is is consistent with the conclusion from Ta-
ble 5. )e AdaBoost and DT classifiers produce nearly
identical results. In the figure, these two plot lines are
overlapping.

When using the PCA algorithm to reduce the dimen-
sions only, the accuracy of classifiers improves as the
number of PCA components grows also. When the number
of components reaches 10, the performance remains stable.
)e highest accuracy is achieved by KNN and Bagging
classifiers. )e DT and AdaBoost classifiers produce iden-
tical accuracy as the lines of these two methods are over-
lapping. But the performance is lower than that with
SupervisedAE. For the sake of simplicity and space-saving,
we have omitted the F1 figure, as the figures for these two
metrics are nearly identical. In conclusion, the additional
PCA algorithm produces stable results when the number of
components is higher. In the experiments, the nested cross-
validation would choose the optimal number of PCA
components.

5. Conclusions and Future Work

Since many attack events that aim at ICSs have been re-
ported, the security issues of ICSs are becoming increasingly
important. To provide security protection, IDS examines
data records in the ICSs and raises alerts for malicious
operations. Especially, IDS based on machine learning and
deep learning has been investigated thoroughly. However,
high-dimensional data still poses a challenge. To improve the
performance of IDS, we propose a dimension reduction
technique based on SupervisedAE and PCA algorithm in this
study.

)is research uses an improved autoencoder named
SupervisedAE by introducing label information during the

training time. In this way, the new autoencoder model is
trained with reconstruction error and classification error
simultaneously. Compared with the conventional autoen-
coder, the SupervisedAE obtains more discriminative latent
representations. )e experiment results show that the
performance of classifiers trained on latent representations
extracted from SupervisedAE outperforms that trained on
original features. In addition, the PCA algorithm is applied
to reduce the dimension of features further. When com-
pared to other dimension reduction methods, our com-
bined technique performs best. )e KNN classifier, in
particular, yields the greatest results. Furthermore, when
compared to other existing detection methods, the sug-
gested technique has higher accuracy and F1 score, dem-
onstrating its efficacy.

In the future, there are several directions to extend our
work. Some other variants of autoencoder are worth in-
vestigating such as denoising autoencoder, and variational
autoencoder. Since we focus on the dimension reduction
technique in this paper, only a few machine learning clas-
sifiers (e.g., KNN) are used. To boost performance even
further, more complicated classifiers could be applied. In
addition, we only test the dimension reduction technique on
the power system data set in this work. It is critical to test the
technique on more ICS data sets to verify its efficacy and
robustness.

Data Availability
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google.com/a/uah.edu/tommy-morris-uah/ics-data-sets.
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