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To combat cyber threats in the smart grid, an intrusion detection system can be integrated into the advanced metering in-
frastructure. Anomaly-based intrusion detection can detect even the tiniest changes in the parameter under investigation, whereas
signature-based intrusion detection only recognises known attacks. The growing usage of smart grids necessitates the classi-
fication, identification, and implementation of countermeasures to threats. At the absolute least, smart grids must be protected
against cyberattacks; thus, the highest level of information security must be offered. As a result of digitisation and the usage of
more smart applications, the research looked at a variety of attack types, smart grid assaults, and major cyber threats on the voltage
regulation. Machine learning techniques that analyse data in real time and formulate patterns to recognise an attack and scan
through huge data for anomalies can be implemented into the advanced metering infrastructure (AMI) for intrusion detection for
anomaly-based intrusion detection. The comparative test study done for the research found that the proposed method, median
absolute deviation for anomaly identification in smart metering datasets, produced the most accurate and precise differentiations
with the highest accuracy and precision. The median absolute deviation (MAD) algorithm model is trained using test data, and
raw predictions are made, before true data are used to derive final test result parameters, precision, recall, and F1 scores. The
methodology of the entire study is discussed in this paper, as well as how the MAD algorithm is best suited for anomaly-based
intrusion detection, as well as result comparisons of other machine learning algorithms.

1. Introduction

Cyberattacks such as confidential data breaches, malware
injection, and other cyberattacks are common in smart grid
IoT-based components such as advanced metering infra-
structure and data transmission systems. Additional
methods have been integrated directly into the database
management system to counter the system’s vulnerabilities
in order to protect the smart grid from such malicious

attacks. Intrusion detection systems are one such counter-
measure, which can be classified into signature-based and
anomaly-based detection. Behaviour is compared to rules in
signature-based detection, whereas behaviour is compared
to profiles in anomaly-based detection [1, 2]. The three main
components of cyber security must be adequately provided:
confidentiality, validity, and availability. One of the major
difficulties in integrating today’s critical infrastructures is
cyber security concerns and cyberattacks [3, 4]. Cyber
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security issues and cyberattacks are the main obstacles to
integrating today’s key infrastructures. Smart grids are ex-
ceptional at effectively producing, transferring, and deliv-
ering energy, which is a critical component of critical
infrastructure. Smart grid utilisation is expanding, neces-
sitating the classification, detection, and application of threat
mitigation measures. The highest level of information se-
curity must be provided in order to, at the very least, protect
smart grids from cyberattacks. The research in this area
looked at several attack types, smart grid assaults, and
significant cyberattacks on the power system. Electricity is a
crucial component of crucial infrastructure, and smart grids
excel at generating, transmitting, and distributing it effi-
ciently. The increasing use of smart grids demands the
categorisation and identification of threats, as well as the
execution of countermeasures [5, 6]. Smart grids must be
secured from cyberattacks at the very least; thus, the most
complete information security must be provided. In the
twenty-first century, the smart grid has played a critical role
in altering the concept of electrical power engineering. In the
past, the generation and consumption had to match in all
circumstances, but with the advent of nonconventional
grids, everything changed, and customers now had to use the
equivalent amount of electricity as the generators were
producing. The demand response (DR) strategy is the means
to accomplish all of that. Consumer consumption patterns
should be more flattened than sharp curves, which result in
higher prices because more electricity is generated during
peak demand periods. The programmes for demand re-
sponse are mentioned and explained with references to the
documentation. In this regard, the research examined var-
ious attack types, smart grid assaults, and serious cyber-
attacks on the power system [7, 8]. To distinguish abnormal
data from standard data values, these profiles still need to
define a threshold limit. Intrusion prevention techniques are
not the same as these detection techniques. These detection
techniques are not the same as preventative measures. On
the detection and false-positive ratio, the best parameters for
classifying the data as normal or anomalous are determined.
Then, the intrusion detection model receives the smart meter
dataset aimed to compare various machine learning tech-
niques, including the median absolute deviation technique,
the local outlier factor, and deviation-based outlier detec-
tion. Because hackers are constantly seeking for vulnera-
bilities in organisations’ security protocols, both large
corporations and small- and medium-sized businesses
(SMEs) must take proactive measures to fend off attacks. The
deduction of optimal parameters for the classification of the
data from normal to anomaly is decided based on the
dataset’s rate of detection and ratio of false positives.
Cybersecurity aids in defending against online dangers and
computer system assaults. It locates many system flaws and
vulnerabilities that hackers and attackers could use, and it
automatically fixes all of the flaws with the capacity to en-
hance performance problems. Attacks on huge servers
connected to wide-area networks are a serious problem that
cybersecurity helps to address. It upholds the industry
standard, strict safety standards for users to abide by
cybersecurity precautions in order to secure the devices.
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The smart meter dataset is then entered into the in-
trusion detection model. For this paper, we have aimed to
compare multiple machine learning algorithms such as local
outlier factor, deviation-based outlier detection, one-class
support vector machines, and median absolute deviation
method. The optimal parameters for identifying the data as
normal or anomalous are calculated based on the dataset’s
rate of detection and false-positive ratio. The smart meter
dataset is then sent to the intrusion detection model. In this
study, we examine various machine learning algorithms,
including the median absolute deviation approach, the local
outlier factor, deviation-based outlier detection, and one-
class supported vector machines. The methodology and
application of the MAD technique produced the greatest and
most accurate findings, according to the examination of
precision, recall, and F1 score. After the analysis of precision,
recall, and F1 score, it was found that MAD technique has
the highest and most accurate results, and the methodology
and implementation of the technique have been discussed in
the later section of the paper.

The rest of the paper is divided into following sections.
Section 2 presents the literature review, Section 3 presents
the cyber threats on smart meters, Section 4 presents the
frequently used intrusion detection, Section 5 presents the
proposed methodology, and Section 6 presents simulation
test case. Simulation result of the current study and con-
clusion presents in Sections 7 and 8, respectively.

2. Literature Survey on Advanced Metering
Infrastructure (AMI)

Advanced metering infrastructure (AMI) is the most im-
portant component of a smart grid because it connects all of
the important subcomponents to form an efficient and smart
network. The importance of power application security
works with cyber infrastructure security to prevent, mitigate,
and tolerate. Electric utilities are required to purchase the
electric energy and capacity made available by qualified
facilities at a price that reflects the savings, and they will
experience by using these sources instead of other sources.
Cybersecurity is the safeguarding of networks, hardware,
and software against intrusions, harm, illegal access, and
denial of service. An AMI is made up of smart meters, a data
management system (DMS), automatic meter reading
(AMR), a communication, and data transmission network,
and it allows for two-way communication between con-
sumers and utilities for the transmission of metered data.
AMI is used not only in power systems but also in other
utilities such as gas and water metering around the world. In
order to maintain attributes of an AMI such as display units,
metering sensors, and communication modules, micro-
controllers are embedded into the subsystem components
[1]. For instance, the general manufactured smart meters are
embedded with an AVR RISC-based microcontroller,
ATMEL mega 2560 that executes powerful instructions in a
single clock cycle and allows to strike a fine balance between
metered data and processing speed. On the consumer end, a
smart meter is equipped with a wireless network data
transmission module that collects real-time data for the
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consumers as well as for the host system. Thereupon, the
metered data are sent to DMS (data management system)
where the data are analysed and sent to the service provider
[2]. DMS also manages data storage received from individual
smart meters, thus contributing greatly to the infrastructure.

2.1. Smart Meters and Their Components. Smart meters are
end-user devices that are equipped with electronic hardware
and software for real-time measurements, communication
of metered data to the service host, and execution of utility
host commands. A consumer can view their consumption
details through display units installed in a smart meter and
then further analyse and regulate their use as they wish.
Many sensors and actuation components are integrated into
SMs for data transmission, processing, data storage with
time stamping, and so on. A microcontroller for command
execution and data processing, communication interface
modules, sensors, and an LCD display module make up the
hardware [9]. The notion of a “smart grid” enables a two-way
information flow from utilities to customers and vice versa,
improving power usage efficiency [10, 11]. This will be
possible with the implementation of “advanced metering
infrastructure.” A consumer’s power usage data are quickly
gathered, and the “smart meter” situated at the user’s
premises gathers and analyses these data. The analysed data
are sent to the utilities through AMI [12, 13]. The AMI’s
advanced communication system includes home area net-
works, district network cables, and wide area networks. As a
consequence, AMI not only supplies utilities with smart
meter data but also communication from utilities to cus-
tomers about peak demand and energy consumption costs,
allowing the customer to transfer peak demand [14, 15].

Accurate measurements of various parameters, data
transmission to and from the host, and effective execution of
operation commands from the host are just a few of the
important characteristics that a smart meter should have.
The most important things to consider are data collection
and transmission synchronisation, outrage notification,
energy theft alert, and power management in the event of a
primary supply unit failure.

2.2. Need for Cyber Security in Smart Meter Infrastructure.
There are numerous technical considerations to be made
when choosing a communication network. For example,
DNP3 does not provide adequate security for collaborative
operations, so it has been enhanced with data object security
and a security layer. Furthermore, most smart meter
communication networks have low bandwidth, resulting in
high traffic and limiting the amount of data that can be
transmitted. Integration of modulation and demodulation
devices, as well as additional memory for storing data logs,
could raise overall deployment costs.

Smart meters send a large amount of data to the service
provider at regular intervals via wireless communication.
The information gathered is private and sensitive, and it
should not fall into the hands of shady characters, so security
rules and regulations must be followed to the letter. To
ensure this, all smart meters are given unique identifiers,

which can then be used to access information about the data
being measured. The communication network must be cost-
effective [16] as well as have the necessary transmission
range and security functions. RF, Wi-Fi, ZigBee, and other
secure communication networks are examples [17, 18].
Because it can be integrated with a home area network
(HAN) for data transfer and control signals, ZigBee has
become one of the most popular data transmission methods
[19].

However, the challenge of cyber security comes with a
highly secure and sophisticated wireless communication
network. Smart meters without additional security features
are vulnerable to attacks that can result in data breaches or
manipulations that are both valuable and confidential. At-
tackers can use the data to launch a malware attack on the
data’s confidentiality [20, 21]. The frequency of malware
attacks such as ransomware is much higher [22].

3. Cyber Threats on Smart Meters

Before developing a security measure, an objective analysis
of the smart grid’s security and potential cyberattacks is
conducted. In a smart grid, smart meters are installed at the
user end and communicate with the host directly over the
wireless network. Because these smart meters are being
deployed in such large numbers, cyber security maintenance
will necessitate the service provider upgrading the infra-
structure with cyberattack countermeasures, as the basic
hardware lacks any specific and effective security features
[23]. Data encryption and data theft detection are two of the
most basic security features. Data security’s basic foundation
is encryption. It is the simplest and most crucial approach to
guarantee that data on a computer system cannot be taken
and read by someone who intends to use it maliciously. To
secure user information transmitted between a browser and
a server, both small businesses and individual consumers
frequently utilise data security encryption. It is possible to
create a symmetric encryption that, in theory, can only be
cracked with a lot of processing power by using data en-
cryption technology, also referred to as an encryption al-
gorithm or cypher. The act of stealing digital information
from computers, servers, or other electronic devices in order
to access sensitive information or violate privacy is known as
data theft. Malicious actors that intend to sell the infor-
mation or exploit it for identity theft are the main causes of
data theft. If identity thieves have enough data, they can use
it to open secure accounts, available credit cards in the
victim’s name, or perform other unauthorised acts using the
victim’s identity.

Smart meters collect and store data, which is then used to
analyse peak load patterns, variable tarift systems, and other
issues. The distinctions that were made most precisely and
accurately came from the datasets from smart meters. The
primary emphasis is on the advanced metering infrastruc-
ture (AMI) technologies. Smart meters use wireless con-
nectivity to provide a lot of data to the service provider on a
regular basis. Since the information acquired is confidential
and sensitive, strict adherence to security laws and regula-
tions is required to prevent it from falling into the hands of



nefarious persons. As a result, the data extracted must be
accurate and complete, representing all aspects of a cus-
tomer’s energy consumption and grid status. These data can
be manipulated or altered, posing a risk to the data in the
smart grid [24]. An attacker’s motivation could include data
manipulation, breach of private confidential data, credential
extraction, kindling outrages, and so on as normal or
anomalous. Then, the intrusion detection model receives the
smart meter dataset. Government, business, and academic
institutions are rapidly becoming more interested in the
smart grid. It is a next-generation electricity network with
autonomous meter reading, dynamic, and two-way com-
munications among its components. It is more dependable,
efficient, and self-healing. Cyberattacks on smart meters can
be classified into four categories based on the methodology
and type of attack: availability attacks, integrity attacks,
confidentiality attacks, and authenticity attacks. Availability
attacks are Dos/DDos attacks that disrupt utility supply and
cause services to be unavailable to customers [25]. Inter-
operability, network communications, demand response,
energy storage, and distribution system management are
only a few of the obstacles that the development of the smart
grid faces. A power network called the “smart grid” that uses
digital communications technology must contend with is-
sues like rising load demands, blackouts, overloads, and
voltage sags, as well as cyberattacks. Internet-connected
smart grid equipment has developed a number of vulner-
abilities in recent years. These methods can be used to
simulate and analyse cyber vulnerabilities in the smart grid,
such as relay protection, power flow control, grid security,
and dependability. Radiofrequency jamming and replay
attacks are two other types of availability attacks. Integrity
attacks: data manipulation by a cyberattack that compro-
mises the data’s integrity and causes the grid to lose power.

Unauthorised access to sensitive data, traffic analysis,
and MitM attacks can cause grid parameters to change and
attack the network, with the goal of influencing energy
values, extracting authorisation commands, eavesdropping,
and masquerading attacks. It is critical to consider the
likelihood of threats in the smart grid when constructing a
smart metering infrastructure. Antivirus software and other
traditional security tools are vulnerable to anomaly-based
cyberattacks [26-28]. As a result, new techniques must be
implemented in order to ensure cyber security in the smart
grid.

Inspection of cyber security resources in the smart grid
includes hardware, software, network parameters, and
communication set-up for any vulnerabilities. Simulating a
real-time model and entering manipulated data from ex-
ternal sources to mimic an attack can provide a compre-
hensive analysis of attacks and their aftermath. The proposed
method, which can be seen in Section 7, was subjected to the
same procedure.

Additional and sophisticated methods are used to fill the
void in existing security tools in order to provide necessary
cyber security in the smart grid. Firewalls, anti-Dos hard-
ware, incorporating the latest versions of encryption pro-
tocols, antimalware installations, and endpoint detection
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and response systems are just a few of the widely used se-
curity practices.

In a smart grid, the network is the most vulnerable
against threats and risks; thus, to counter these cyberattacks,
some of the proposed/suggested/profound techniques are
briefed below [29]. Malware protection. The embedded
systems of a smart meter are only exposed to running the
software and other commands from the host, and such
systems are protected using a manufacturing key for vali-
dation. But the general purpose systems make use of third-
party software. Thus, to ease the risk of using third-party
software, other solutions are implemented in a system.
Implementing malware protection provides extra layers of
protection [30-32]. Network security. Adapting VPN pro-
vides security measures such as data protection during
transmission across networks and encryption of data during
transmission, which can be at a risk whilst making use of the
public network. Data Encryption. Using the Internet to
connect to a VPN can directly encrypt your connection. The
advanced encryption standard (AES) is a 256-bit cypher that
provides the highest encryption standard and is used for data
security in the financial and government sectors around the
world [33]. Intrusion detection system (IDS) and intrusion
prevention system (IPS) are two types of intrusion detection
and prevention systems. An intrusion prevention system can
prevent an attack and protect the smart grid by controlling
network access [34]. The intrusion detection system is
primarily concerned with the detection of cyberattacks and
their classification, which can be based on signature de-
tection or anomaly detection. The following section dis-
cusses the IDS and its methods for detecting an intrusion in
the smart grid network.

4. Frequently Used Intrusion Detection

In a smart grid system, methods like IDS and IPS are used to
exploit a system’s vulnerabilities by detecting abnormal and
security violating patterns. Attempts to break into a system,
masquerading, virus, Trojan horse, and denial of service are
among the violations. By identifying unusual and security-
violating patterns, techniques like IDS and IPS are utilised to
exploit a system’s weaknesses. The infractions include
attempting to hack into a system, masquerading, viruses,
Trojan horses, and denial of service. An IDS model is a type
of rule-based patterns combining technique. Only attacks
can be detected by an IDS. Attacks cannot be stopped by it.
An IPS, on the other hand, restricts attacks by detecting and
stopping them before they reach their target. Any effort to
jeopardise accessibility, integrity, or confidentiality is con-
sidered an attack. When a potential attack, malicious ac-
tivity, or an unauthorised user is discovered, an IPS solution
has more autonomy and takes action. An IDS model can be
thought of as a pattern conjoining method based on rules
[35]. In this paper, we want to see which detection technique
has the best accuracy, as well as a higher detection rate and
fewer false alarms. The first step in preparing the dataset for
the algorithm’s training was to determine the parameters
that were most accurate in discriminating attacks, after
which we developed the python code and trained and tested
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the algorithm, the results of which are detailed in the paper’s
later sections. The two main methods for detecting cyber-
attacks on the system are anomaly-based and signature-
based [36].

4.1. Signature-Based Intrusion Detection. For threats that are
known to the host or have occurred in the past, signature-
based intrusion detection is used. It is based on a pre-
processed list of known system vulnerabilities and indicators
of compromise, which could include any abnormal system
behaviour. Threat signatures include malicious network
attack patterns, file hashes, known byte sequences, malicious
domains, and known malicious IP addresses. Other pre-
programmed patterns help detect and classify the type of
intrusion on the system when using a signature-based in-
trusion detection technique. Because it uses a pre-entered
pattern to determine the type of threat, signature-based
intrusion detection has a faster processing speed, reducing
false alarm rates and allowing the detection technique to
detect threats quickly and accurately. Nonetheless, signa-
ture-based intrusion detection techniques fail to detect a
zero-day exploit attack that specifically targets the weak links
of the system that even the host is unaware of. Such an attack
cannot be detected by signature-based intrusion detection
techniques because only the attacker is aware of such vul-
nerabilities in a system and thus targets it to compromise
confidential data and cause system damage [37].

4.2. Anomaly-Based Intrusion Detection. Anomaly-based
detection detects intrusive behaviour that goes beyond the
white list or outside the acceptable range. It is capable of
detecting unknown suspicious behaviour in the smart grid.
In an anomaly-based intrusion detection technique, the
model is trained with a normalised baseline against which all
activity is compared [38]. When an abnormality crosses or
does not align with the normalised baseline, the IDS raises an
alarm. These alarms can also be triggered by unusual user
logins, new IP addresses attempting to connect to the smart
grid network, new devices admitted to the network without
permission, and other events. Anomaly-based intrusion
detection techniques can have higher false-positive rates
because they report even the tiniest unusual activity in the
network. Attackers are more likely to try new methods to
sabotage the smart grid system, and attacks are more likely to
be detected with anomaly-based intrusion detection [39-42].

5. Proposed Methodology

Classifier algorithms in cyber security are constantly
learning by analysing data and formulating patterns in order
to better detect Malware in the system [20]. The classifier
algorithms can recognise patterns and detect threats in large
datasets, and by automating the analysis, hosts can effec-
tively detect and isolate compromised situations without
disrupting the system’s healthy components. Intrusion de-
tection using classifier algorithms monitors network func-
tions in real time for anomalous behaviour and processes
data to analyse threats. Such techniques aid in the detection

of insider threats, unknown malware, cyberattacks, false data
manipulation, policy violations, and malicious Internet
activity, as well as the analysis of attack infrastructure for any
system threats [43]. Anomaly-based intrusion detection
classifier algorithms can even detect malware and threats
that have never been seen before; they detect new malicious
files or activity based on the characteristics of previously
identified attacks. We have detailed the implementation of
the mean absolute deviation technique for anomaly-based
intrusion detection in the following sections of the paper.

The average distance between the mean of the entire
dataset and each individual value determines the mean
absolute deviation (MAD) of a dataset; it aids in deter-
mining and describing variation in the dataset, as well as
plotting the values to determine how dispersed the values
are to distinguish anomaly data. The MAD value-based
modified z-score of the voltage-time series is proposed as a
threshold for clustering normal and anomalous points in
the dataset in this study. Anomalies clusters are formed by
all voltage data points with decision scores greater than the
threshold value. And values below the threshold value are
sorted into neat clusters. The classification methodology
functions by supposing X; as a datapoint in the voltage-time
series and the classification of the datapoint as a normal or
an anomaly are based on the formula by calculating the
product of a scaling factor and the median of the absolute
value of the difference of the data value point and the series
median:

lXi — med,; * Xi|

1
MAD > threshold, (1)

X. =X when

i anomalous
n

«s »

where X is the point at time “i,” X, i matous 15 the anomalous
point, med; * X; is the middle value in the time series/data
threshold is the modified z-score based on MAD value of the
series, MAD,, = k * med; * |X; — med; * X;|, which gives the
MAD value of the series, and K(=1.4826) is the scaling factor.

1 score > threshold
- e @

0 otherwise

By default, threshold value is 3.5 for classification. Based
on the decision score, the data point is classified as normal
and anomaly. A data point is labelled as 1 for an outlier point
and 0 is labelled for an inlier point. The same procedure is
applied to all the values in the dataset, and the points are
categorised as outlier and inlier.

There are numerous reasons to use the MAD algorithm
to detect abnormalities in a univariate dataset; however, in
this study, we tested the voltage value dataset. One of the
main advantages of using median absolute deviation is that it
is unaffected by outliers. The breakdown point for MAD is
0.5, which is the maximum proportion of observations that
can be contaminated without causing the estimator to
produce a false value. This means it can handle up to 50% of
contaminated values in a dataset, which in a time series
dataset can be a huge challenge for a hacker to overcome.
Also, it is immune to sample size and can perform the
operation even on a dataset with billions of values in an
affordable time frame as well as with much lesser



computational power, thus making it suitable for anomaly
detection in an advanced metering infrastructure.

6. Simulation Test Case

The simulation test set-up is set up to run experiments using
the proposed method as well as the other nine methods that
use PyOD library algorithms. The dataset preparation, pa-
rameter selection, experimental design for the proposed
method, and performance evaluation are all part of this set-

up.

6.1. Dataset Details and Parameter Selection. The dataset
used for obtaining the test results was energy meter
readings from National Renewable Energy Lab (NREL).
The dataset contains three main parameters, namely,
voltage, current, and timestamp. For the training of the
proposed intrusion detection technique, anomalies in the
dataset were introduced using external means; in order to
test the detection of stealth and nonstealth attacks, the
anomalies are introduced at a specific percentage range.
For stealth-based anomaly dataset, the anomaly per-
centage varied between +6% of the average value of the
dataset. For nonstealth anomalies based dataset, the ab-
normalities vary apart from +6% band.

Table 1 summarises the datasets used for the comparative
study.

A MAD model is strictly a univariate input model; thus,
we considered only one parameter of the given two. The
MAD model for outlier detection utilises voltage data points
with anomalies in order to test and train the model.

6.2. Simulation Data Requirements. Data preprocessing is
done for each algorithm’s analysis goal, and then, all
algorithms go through two main processes: clustering and
labelling. The main experiments for each detection
method are then carried out in the order listed below.
Clustering is a partitioning method for generating clean
and defective clusters. Labelling. Using the numbers “0”
and “1,” each data point is then labelled as an inlier or an
outlier. We used Python libraries to archive the desired
output accuracy and precision after writing a Python code
to run the detection programme and plot the datapoints.
The Sklearn libraries prepare the dataset for the evaluation
procedure, and the PyOD libraries use it to run the al-
gorithms. All of the methods used in the comparative
study, as well as their data classification techniques, are
listed in Table 2.

6.3. Performance Evaluation. For calibrating performance of
the algorithm, Sklearn library is used. Accuracy, precision,
recall, and F1 score are calculated for all algorithms for the
same dataset and are compared.

Accuracy is calculated by the following formula:

Tp+Tn
Tp+Tn+Fp+Fn

(3)
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TaBLE 1: Dataset for the comparative study.

Dataset Anomaly Number of Number of Anomaly
description type features  datapoints percentage
Smart meter  Stealth 6 500 6.21
1 Normal 6 500 7.82
Smart meter  Stealth 6 500 6.78
2 Normal 6 500 8.91

TaBLE 2: Comparison of few existing methods for data classification
techniques.

Technique/methods Data set Type
Mean absolute deviation Real Probabilistic
HALIIUm covanance Real Linear model
determinant
One—c.lass support vector Real + historical Linear model
machines
Deviation-based outli .
ev1a'10n ased outher Real Linear model
detection
Connectivity-based outlier Real + historical Proximity-
factor based
Stochastic outlier selection Real + historical ~ Probabilistic
. Proximity-
k-Nearest neighbours Real roximity
based
. L li
Isolation forest Real + historical Outlier
ensembles
Lightweight online detector of L Outli
ightweight online detector of p 4. il utlier
anomalies ensembles

Precision is calculated by the following formula:

Tp

Tp+Fp (4)

Here, for a detection model, precision is the intuitive
ability to not classify a negative sample (anomalous data
point) as a positive one (clean data point).

Recall is calculated by the following formula:

Tp

Tp+Fn 5

Recall is the intuitive ability to identify all the positive
samples (clean data points) in the dataset for a detection
model.

The F1 score is the weighted harmonic mean (one of the
Pythagorean means) of recall and precision multiplied by a
factor of one, implying that recall and precision are equally
weighted.

The following are the elements in the formula:

Tp-true positive-the number of normal datapoints
correctly identified by the model.

Fp-false positive-the number of defective datapoints
incorrectly identified as normal by the model.

Tn-true negative-the number of defective datapoints
correctly identified by the model.

Fn-false negative-the number of normal datapoints
incorrectly identified as defective by the model.
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7. Simulation Result

This research is being carried out to see how well the
proposed method for detecting anomaly points in a dataset
performs. The proposed method’s performance is compared
to the performance of the other nine methods for detecting
anomaly points. As explained in the “Experimental Setup,”
all the methods are performed on the same dataset.
Cybersecurity Risk Assessment Quantitative Model. Through
the use of qualitative and qualitative criteria, the model can
be used to assess the market-place enterprises’ readiness for
security. We provide a Bayesian network approach that may
be utilised to create a cyber security risk score using the
security profile and data breach statistics of a company as
input. The quantitative model makes it possible to accurately
and consistently capture cyber risk. The scoring model aims
to establish a standard in the market that could provide
incentives for businesses to invest in and advance their
security systems. An example of scoring an intrusion de-
tection network finishes this study.

As discussed earlier, the proposed method is applied to
two test sets for further validation of the method. Figure 1
shows the graphical representation of the proposed method
results, for stealth-type attack on smart meters dataset, below
are the results from both the test sets. As seen from the above
plots from both the test sets, all the anomaly points are
stratified and are confirmed by the classification report
generated using respective libraries. Table 3 shows the results
for the proposed method. The identification of attack points
that are not stealthy in a similar vein and the nonstealth type
attack points are plotted and charted after the stealth type
attack points. The comparative test study done for the re-
search found that the proposed method, median actual
variation for anomaly identification in smart metering
datasets, produced the most accurate and precise differen-
tiations with the highest precision. By detecting datapoints
above the threshold based on the dataset’s MAD value,
anomalous datapoints are located.

Figure 2 shows the graphical representation of the
proposed method results, for nonstealth type attack on smart
meters dataset, and below are the results from both the test
sets.

The evaluation result is shown in Table 4. The dataset 1
shows 0.98 precision, whereas datasets 2 and 3 show pre-
cision is 1 for test set 1. The F1 score and recall values are 1
for datasets 1, 2, and 3 in test set 1. For the test set 2, the
dataset 2 shows 1 precision, whereas dataset 3 also shows
precision is 1. The F1 score and recall values are 1 for datasets
1, 2, and 3 in test set 2.

Both test sets are similarly processed from other de-
tection models using the nine methods discussed. The plot
below shows the detected anomalous points for the stealth
type attack points of test set 1 using all of the listed methods.
The comparison chart of the generated result for each de-
tection model follows the plot. The detection of nonstealth
type attack points and the results of test set 1 are also shown
in the plot and chart below. Similarly, the plots below show
the test set 2 results for both the proposed method and the
comparison models. The stealth type attack points are

DATA SET 1

DATA SET 2 DATA SET 3

B Total data
I % Abnormal data detected

FiGUre 1: Detection of abnormal data in stealth dataset.

TaBLE 3: Result of the proposed method for stealth type dataset.

Test set 1 Test set 2

Parameters

Precision Recall Fl Precision Recall

score ore

Dataset 1 0.93 1 0.96 1
Dataset 2 1 1 1 1 1 1
Dataset 3 1 1 1 1 1 1
No. of
anomaly 25 28
points

DATA SET 1

DATA SET 2 DATA SET 3

B Total data
B % Abnormal data detected

FIGURE 2: Detection of abnormal data in nonstealth dataset.

TaBLE 4: Result of the proposed method for nonstealth type dataset.

Test set 1 Test set 2

Parameters

Precision Recall Fl Precision Recall F1

score score

Dataset 1 0.98 1 0.98 1
Dataset 2 1 1 1 1 1 1
Dataset 3 1 1 1 1 1 1
No. of
anomaly 36 24
points

plotted and charted first, followed by the nonstealth type
attack points.

8. Conclusion

The proposed method, median absolute deviation for
anomaly detection in smart metering datasets, delivered the
most accurate and precise differentiations with the highest
accuracy and precision, according to the comparative test



study conducted for the paper. Anomaly datapoints are
identified by identifying points above the threshold point
based on the dataset’s MAD value. The research focuses
solely on detecting anomaly-based data values in smart
metering infrastructure. We can deduce and propose a
qualitatively improved anomaly-based intrusion detection
system based on the obtained results. Because MAD is a
strictly univariant method, it can run algorithms on multiple
featured smart meter datasets at once, reducing variance and
limiting it to a specific range, lowering the false-positive ratio
during anomaly detection. The deployed datasets can be
combined with the specified classification of attack type by
integrating advanced algorithmic techniques that enable
more precise and accurate signature-based intrusion de-
tection system can be modelled to implement it on a larger
dataset obtained from an advanced metering infrastructure
for further evolution of MAD. In future, we will use smart
grid security classification (SGSC), which creates for com-
plex systems like the smart grid. The differences that were
made most precisely and accurately came from the datasets
from smart meters. The advanced metering infrastructure
(AMI) technologies are the main focus.

Data Availability

The data used to support the findings of this study are
available from the corresponding author on request.
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