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Insider threat detection is important for the smooth operation and security protection of an organizational system. Most existing
detection models establish historical baseline by reconstructing single-day and individual user behaviors, and then treat any
outlier of the baseline as a threat. However, such methods ignore the temporal and spatial correlations between different activities,
which result in an unsatisfying performance. To address such an issue, we propose a novel insider threat detection method,
namely, Memory-Augmented Insider)reat Detection (MAITD), in this paper. Such an idea is motivated by the observation that
the combination of individual model that focuses on historical baseline and group model that represents peer baseline can
effectively identify the low-signal yet long-lasting insider threats, and reduce the possibility of false positives. To illustrate, our
MAITD captures the temporal and spatial correlation of user behaviors by constructing compound behavioral matrix and
common group model, and combines specific application scenarios to integrate the detection results. Moreover, it introduces the
memory-augmented network into autoencoder to enlarge the reconstruction error of abnormal samples, thereby reducing the
false negative rate.)e experimental results on CERTdataset show that the instance-based and user-based AUCs of MAITD reach
up to 87.54% and 94.56%, respectively, which significantly outperform previous works.

1. Introduction

With the frequent occurrence of data breaches and espio-
nage incidents, insider threat has become one of the major
challenges for system security. According to a recent survey,
the number of security incidents caused by insiders has
increased by 47% since 2018, and keeps increasing with
increased economic uncertainty [1]. However, with so much
at stake, only 33% organizations believe they are capable of
detecting abnormal behaviors within the system [2].
Meanwhile, since the initiators of insider threats are typically
authorized employees who clearly know the system
framework and security measures, such insider damages are
more harmful than external attacks. )e Cybersecurity In-
sider organization even declared that “today’s most dam-
aging security threats do not originate from malicious

outsiders or malware but from trusted insiders with access to
sensitive data and systems—both malicious insiders and
negligent insiders” [3]. )erefore, in the face of severe
practical challenges, it is urgent to propose effective insider
threat detection models to prevent such threats.

According to the latest definition given by the CERT
Coordination Center, insider threats refer to threats that are
carried out by malicious or unintentional insiders, whose
authorized access to the organization’s network, system, and
data is exploited to negatively affect the confidentiality,
integrity, availability, and physical well-being of the orga-
nization’s information, information systems, and workforce
[4]. )e insiders generally consist of malicious traitors,
hypocritical masqueraders, and unintentional perpetrators.
)eir attack methods include system damage, data breaches,
intellectual property theft, etc. Although the topic of insider
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threat detection has been studied for long, locatingmalicious
behaviors precisely is still nontrivial and remains an open
challenge.

Since threat scenarios are widely varying, it is impractical
to explicitly model malicious threats. Consequently, most
existing methods tend to convert the insider threat detection
into user behavior anomaly detection problem [5]. To il-
lustrate, security analysts build normal user behavior model
by analyzing historical data, and regard the outliers (data out
of distribution) as threats. Such methods are based on the
assumption that adversarial activities do not follow past
habitual patterns, which is followed by us in this paper.
Many classical unsupervised learning algorithms have been
used to model normal user behavior. Among them,
autoencoder quickly became the mainstream insider threat
detection algorithm because of their robustness on domain
knowledge and strong anti-interference ability [6].

In fact, the performance of insider threat detection
depends on not only the anomaly detection algorithm but
also the representation quality of user behavior. In our
previous work [7], we performed related studies on the
feature extractions of user behavior, and categorized them
into two types: (i) statistical features based on artificial
definition; (ii) hidden features based on representation
learning. Although previous methods [8–13] have their own
unique insights, they are still faced with the following
limitations:

Existing methods ignore the temporal statistics when
representing user behavior, thereby limiting the per-
formance. Although some works [8–10] attempted to
address this issue, they only capture the temporal
characteristics from a single perspective, i.e., the po-
tential sequence relationship and the variation ten-
dency of activity frequency.
Most baseline models do not consider the spatial
correlation from their peers’ data, which leads to the
collective behavior changes caused by occasional fac-
tors such as service outages or environmental changes
being misidentified as anomalies, thus increasing un-
necessary manual investigation costs.
Previous detection models focus on how to reasonably
represent user behaviors, while ignoring the impact of
optimizations on anomaly detection algorithms. Such a
one-sided preference leaves much room for
improvement.

To address the above limitations, we propose a novel
insider threat detection model named Memory-Augmented
Insider )reat Detection (MAITD). Our model first adopts
the frequencies of daily activities as basic features, then
employs the temporal-spatial fusion and an unsupervised
learning algorithm to improve the overall performance. )e
so-called temporal-spatial fusion aims at capturing the
temporal and spatial statistics of user behaviors by con-
structing compound matrix and common group model, and
integrating the detection results w. r. t. different scenarios,
thus allowing historical and peer baselines to work together.

As for the unsupervised learning algorithm, we choose
autoencoder as the baseline model, then additionally in-
troduce a memory module based on attention weights to
enlarge the reconstruction errors of anomalies. Note that the
temporal and spatial statistics mentioned here are not ac-
tually related to time and space but an extension in a broad
sense. Specifically, the temporal statistics not only denote the
specific temporal information when user behavior occurs
but also include the potential sequence relationships and
variation tendency of activity frequencies. As for the spatial
statistics, it refers to the correlations between peers’
behaviors.

)e main contributions of this paper are summarized as
follows:

(i) We propose a novel user behavior temporal-spatial
statistics fusion method to achieve the parallel
historical and peer baselines. We perform com-
prehensive evaluations under different scenarios to
obtain the final results. Our evaluation results
clearly show the usefulness of MAITD.

(ii) We introduce a memory-augmented network into
autoencoder to optimize the unsupervised learning
algorithm. By enlarging the reconstruction errors of
anomalies, it helps to reduce the false negative rate
of detection. To the best of our knowledge, this is the
first work to apply memory-augmented network on
insider threat detection.

(iii) We perform extensive evaluations on CERTdataset
[14] to demonstrate the superiority of our MAITD.
)e experimental results show that MAITD ach-
ieves the state-of-the-art performance on both in-
stance-based and user-based settings.

)e rest part of this paper is organized as follows: Section
2 summarizes the related work on insider threat detection,
and outlines the differences between our approach and other
similar works. Section 3 introduces the research motivation
and basic idea. Section 4 presents the overall framework of
MAITD and implementation details. Section 5 provides the
detailed evaluation and analysis results. Section 6 discusses
the limitations of MAITD and future work. Finally, Section 7
concludes this work.

2. Related Work

As an important component of system security protection,
insider threat detection has attracted extensive attention
from the research community. On the one hand, multiple
insider-related projects like ADAMS, CINDER, and SCITE
have been released successively by DARPA to prevent
confidential data being stolen by insiders [15]. Among them,
the latest work of SCITE project suggests that it is a feasible
solution to detect insider threat by observing employee’s
reaction to tentative signals, which provides a new research
strategy for reducing manual investigation burden [16]. )e
technical report released by CERT Insider )reat Center
records various practical cases and correspondingmitigation
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and preventive measures [17]. On the other hand, there are
also many excellent surveys and solutions in the academia.
Liu et al. [5] and Homoliak et al. [18] focus on the definition,
taxonomy, and categorization of insider threats, and give a
detail review of current research situation. Yuan et al. [19]
discussed the opportunities and challenges of insider threat
detection in the era of deep learning. )e threat description
models proposed by Pfleeger et al. [20] and Nurse et al. [21]
believe that insider threat is the result of interaction of
system environment, personal character, and historical
behavior. However, it should be noted that the discussion of
behavioral models that attempt to correlate insider threats
with psychological profiles of users are outside the scope of
this paper. Here, the insider threat detection is defined as:
“At any given time instance, given their past online activities,
how to predict if an employee is behaving abnormally either
with respect to his past activity, or with respect to the be-
havior of his peers” [8]. )at is, we simplify insider threat
detection as anomaly behavior detection, and focus on how
to effectively exploit the temporal and spatial characteristic
of user behavior to improve detection performance. In view
of the important impact of behavior representation and
detection algorithm on solution performance, we will in-
troduce the related studies from the perspective of temporal-
spatial characteristic utilization and unsupervised detection
algorithm optimization.

2.1. Temporal-Spatial Characteristic Utilization. Most in-
sider threat detection schemes are based on historical
baseline or peer baseline, in which the former represents the
past habitual pattern of individual user while the latter
focuses more on behavioral correlation between members in
the same group. Normally, they were not in conflict but
complementary, each with its own sphere of competence.
However, most solutions only focus on one side (especially
historical baseline), leading to the limited detection per-
formance [8]. In order to more clearly elaborate the current
research, we made a more fine-grained partition on the basis
of previous works. Firstly, in the context of historical
baseline schemes, some works tend to capture the temporal
characteristics directly by means of the models with tem-
poral learning capabilities. Examples of such models are
statistical models [6, 8, 9, 22–24], Hidden Markov Model
[11], Graph Embedding Model [25], Recurrent Neural
Network [10, 12, 26], and Self-Attention Mechanism [27].
Gavai et al. [8] propose to capture time-varying charac-
teristics by taking a weighted average of activity frequency
feature to improve detection performance. Similarly,
Chattopadhyay et al. [9] used the temporal indicators such as
“Katz fractal dimension” and “total power corresponding to
the top five frequencies in the power spectrum of the time-
series signal” to generate time-series vectors, and combined
with cost-sensitive undersampling technique to detect in-
sider threats. In order to detect the low-signal yet long-
lasting threats, Yuan et al. [6] constructed the compound
behavioral deviation matrix to represent user behaviors.
Different from the above schemes, Duc et al. [22–24] pay
more attention on the impact of using the recent time

window as a baseline comparison for each data instance,
instead of designing new behavior representation. Excluding
statistical methods, machine learning techniques have also
been applied to building historical baseline models. Rashid
et al. [11] used activity sequences as input, the hidden
Markov model as modeling approach, and the deviation
between predicted results and actual activities as judging
criteria to detect anomalies. Liu et al. [25] developed an
efficient anomaly detection system based on the graph
embedding technique. Considering the powerful represen-
tation ability of deep learning models, Tuor et al. [12] and
Sun et al. [26] used deep recurrent networks to detect insider
threats. To further improve the accuracy of behavior model,
Yuan et al. [10] combined the temporal point process with
Long Short Term Memory (LSTM) to learn user’s normal
behavior pattern from four aspects: activity duration, activity
type, session duration, and session interval. Inspired by
position encoding [28], Yuan et al. [27] retained the absolute
time information of user activities by calculating the minute
offset, and used self-attention mechanism to construct the
final behavior representation. Secondly, there are some other
historical baseline schemes [13, 29, 30] that prefer to capture
temporal characteristics in a round-about way. In these
schemes, the model itself is only a modeling method, and
training data and trainingmode are key. In other words, they
simply take the individual historical behaviors as the model
input. For example, Liu et al. [13] used the “4W” template to
reorganize audit logs, and arranged them based on user id in
chronological order to form training corpus. )is indirect
extraction method has the advantage of simplicity, but also
confronts the challenge of limited performance.

Compared with plentiful historical baseline schemes,
there are a few researches on peer baseline. One possible
reason is that it is not easy to define the boundary of peers.
Generally speaking, by comparing the difference between
individual behavior and his peers’ behavior, insider threat
detection schemes can reduce the false positive rate in oc-
casions (e.g. service outage and environmental change)
where many users have common burst of events. )e peers
here do not simply refer to those users in the same de-
partment, but groups with similar behavioral trends. )ere
are two broad approaches to divide the peers: role-based
division [6, 31–33] and cluster-based division [34, 35]. )e
former arranges users into groups according to their roles,
while the latter classifies users by clustering their behavior
features. For example, Eldardiry et al. [34] divided users into
different peer groups by calculating the similarity between
behavioral data. Another issue closely related to peer
baseline is how to represent the group’s behavior pattern. A
common solution is to extract behavior features automati-
cally with the help of neural network model, and the key is
that the training samples for network model should be the
behavioral data of peer group rather than individual data
[32, 36]. In addition, Yuan et al. [6] and Gavai et al. [8] used
the statistical average to build peer baseline, but their
implementation details are different. To sum up, the be-
havioral baseline model is closely related to the training
mode, and how to effectively represent user behavior is still a
problem worth exploring.
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2.2. Unsupervised Detection Algorithm Optimization.
Since the practical behavioral logs do not contain label
information, unsupervised detection methods are the cur-
rent mainstream study direction. Many classical unsuper-
vised learning algorithms such as K-means Clustering [34],
Isolated Forest (IF) [8] and One-class Support Vector
machines (OCSVM) [37] have been applied in the field of
insider threat detection. However, due to user activity
spreading across multiple behavior domains (i.e. complex-
ity), the above methods always achieved suboptimal per-
formance. As a typical representative of reconstruction-
based methods, autoencoder is favored by security practi-
tioners because of its robustness on domain knowledge and
stronger anti-interference ability. Briefly speaking, an
autoencoder-based anomaly detection model only learns
how to reconstruct normal samples, so the reconstruction
error becomes higher for the abnormal samples. For ex-
ample, Yuan et al. [6] and Liu et al. [38, 39] used fully
connected autoencoders to learn normal behavior pattern,
and regarded those whose reconstruction errors exceed
predefined threshold as anomalies. However, although these
reconstruction-based approaches have achieved fruitful
results, there is still much room for improvement.

In order to improve the detection performance of re-
construction-based schemes, researchers have successively
proposed various optimization methods. Zhou et al. [40]
proposed a robust autoencoder model based on alternative
optimization to strengthen the anti-noise capacity. Zong
et al. [41] used a deep autoencoding Gaussianmixture model
to detect anomalies, and optimized model parameters in an
end-to-end way. Nguyen et al. [42] applied the variational
autoencoder to anomaly detection, and attempted to explain
anomaly from the aspect of gradient descent. Gong et al. [43]
used memory-augmented network to optimize anomaly
detection scheme, and achieved good results in multiple
datasets. On this basis, Park et al. [44] further improved
performance by introducing extra loss functions such as
intra-class distance and inter-class distance, but its appli-
cation scope was limited to the computer vision field. Rather
than attempting to optimize model architecture, Mirsky
et al. [45] chose to use multidetector integration to improve
detectability. Besides, Yuan et al. [46] discussed the impact of
different reconstruction methods (i.e. single-event predic-
tion or sequence recomposition) on anomaly detection
performance. Note that, although these works provide
fruitful insights on optimizing unsupervised detection al-
gorithm, it is difficult to apply their model directly on insider
threat detection due to the requirement difference for the
input data. Hence, how to choose the optimal unsupervised
detection algorithm according to application scenarios is an
open problem.

Compared with the existing works, our MAITD mainly
focuses on the problem of temporal-spatial characteristics
fusion, and at the same time chooses the memory-aug-
mented autoencoder as an unsupervised detection algorithm
to improve performance. In this regard, Acobe proposed in
work [6] is similar to our MAITD, but its compound be-
havioral deviation matrix loses some critical behavior
change information. Specifically, the main differences

between MAITD and Acobe are as follows: (i) In terms of
temporal characteristic analysis, Acobe generates the com-
pound behavioral deviation matrix by concatenating mul-
tiple consecutive single-day feature vectors, while MAITD
adds temporal indicators behind basic features to generate
specific input for the temporal representation model. In
other words, the compound matrix of MAITD contains the
initial frequency information in addition to behavior vari-
ation information, so it has stronger representational ca-
pacity. (ii) In the aspect of spatial characteristic analysis,
Acobe uses the same extraction method as temporal char-
acteristics (that is, adding group feature to the compound
deviation matrix), while MAITD builds an extra common
group model to capture spatial characteristics. (iii) In terms
of temporal-spatial fusion, the weighted summation
mechanism gives MAITD more flexibility because it can
adjust the weight factor according to application scenario,
but Acobe is relatively rigid because it uses a single behavior
model to simultaneously capture temporal and spatial
characteristics. (iv) Unlike Acobe with full-connected
autoencoder, MAITD chooses the memory-augmented
autoencoder as unsupervised detection algorithm to im-
prove performance.

3. Motivation

Although anomaly detection system is typically not used as a
standalone solution, it plays an important role in assisting
security analysts in selecting suspicious activities to be
further scrutinized. However, the existing solutions are
unable to satisfy growing practical demand, and how to
improve insider threat detection performance has become a
common goal in the research community. Driven by this
goal, we first summarize the factors that affect detection
performance in combination with application scenarios, and
then propose the corresponding improvement measures for
the existing problems.

Considering that false negatives and false positives are
two critical evaluation metrics of anomaly detection system,
we intend to elaborate the existing drawbacks from two
aspects: malicious activities that are difficult to identify and
normal activities that are easy to misidentify. First of all,
some malicious activities will not be completed quickly in a
short term, but there will be a long process of “commission.”
For example, in order to avoid exposure while stealing
confidential data, the long-dormant spy usually does not
steal numerous confidential documents at once but leaks
sensitive data piece-by-piece in a long run. )is means that
the above threat scenario does not cause immediate be-
havioral deviation, and only long-term monitoring and
analysis of user behavior can detect them. Many solutions
[29, 30, 38, 39] only focus on the single-day and individual
user behavior features, without considering the changes over
multiple consecutive days, making it difficult to detect low-
signal but long-term threats. Even though there are some
works [6, 8, 9, 22, 24] in exploring the variation tendency of
user behavior, they have different limitations, respectively.
)ese schemes either design ideal—overly optimistic—time-
varying indicators [9] or have trouble in keeping balance
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between precision and overload [6]. Moreover, for autoen-
coder-based detection schemes, the assumption that anomaly
incurs higher reconstruction error does not always hold in
practice since those anomalies similar to normal activities can
also be reconstructed well [43]. For example, when activity
frequency is used as baseline model input, the number of
connections to removable devices in malicious scenario (such
as data breach) is similar to the frequency in normal scenarios
(such as data migration result from device updates), which
will make it difficult to distinguish whether the higher re-
construction error is from normal sample or anomaly.

To mitigate the above drawbacks, we plan to reduce the
false negative rate of detection scheme from two perspec-
tives. On the one hand, we hope to design more reasonable
behavior representation to capture multidimensional tem-
poral characteristics, and at the same time take the difference
between different types of behaviors into account. )is re-
quirement inspires us to design new temporal indicators
while retaining original activity frequency information. On
the other hand, we intend to optimize the unsupervised
detection algorithm to improve performance. It has been
suggested that the memory-augmented network is beneficial
to enlarge the reconstruction error of abnormal sample, so
we plan to apply it in the field of insider threat detection.

Secondly, some normal behavior deviations can also be
misidentified as anomalies. For example, due to the sudden
service outage or environmental change, the employee’s
work pattern will inevitably change (such as longer work
hours and more interaction, etc.), but these normal be-
havioral deviations cannot be correctly identified by the
historical baseline model. )is phenomenon fully indicates
the importance of building a peer baseline. Generally
speaking, there often exists certain behavioral correlation
between an individual user and his peers, which provides a
theoretical basis for the establishment of peer baseline [6, 8].
Given the probability that the whole group members are
malicious is extremely small, we can make the following
hypothesis: the greater behavioral correlation a user has with
the group, the less likely the user is malicious. Based on this
assumption, we plan to build an additional common group
model to mitigate the above misreporting problem.

4. Methodology

)e goal of this paper was to improve insider threat de-
tection precision by analyzing the temporal and spatial
characteristics of user behaviors. To this end, we propose a
memory-augmented insider threat detection approach
namedMAITD.We first demonstrate the overall framework
of MAITD, and summarize its basic idea and workflow.
)en, we elaborate the temporal and spatial representation
models and the improved unsupervised detection algorithm,
respectively. Finally, we give the temporal-spatial fusion
mechanism and corresponding implementation algorithm.

4.1. System Overview. Figure 1 shows the overview of
MAITD, which mainly includes four modules: basic
feature extraction, temporal characteristic analysis, spatial

characteristic analysis, and comprehensive evaluation.
)e basic feature extraction module is responsible for
multisource data collection and feature coding. Specifi-
cally, it extracts the behavior frequency features from
multisource audit logs according to potential threat
scenarios, and feeds them to the temporal and spatial
characteristic analysis modules for further processing. In
this process, the user’s activities over a day are aggregated
into a data instance to obtain better tradeoff between
detection precision and response time. Based on these
basic features, the temporal characteristic analysis module
can calculate the temporal indicators according to the
sliding window and predefined formulas, and then add
them behind basic features to generate the compound
behavioral matrix. With the help of historical compound
behavioral matrixes and unsupervised detection algo-
rithm, we can build an independent temporal represen-
tation model for each individual user. Similarly, the
spatial characteristic analysis module will also build an
additional spatial representation model for each group,
but this model is shared with all the members within the
same group. )at is, the training space of spatial repre-
sentation model is expanded from individual historical
data to group’s historical data, and at the same time the
model input is changed from compound behavioral
matrix to basic feature vector. After the temporal and
spatial representation models are trained, we can obtain
the anomaly scores of testing sample in historical and peer
baseline, respectively. Finally, the comprehensive evalu-
ation module integrates the above scores in combination
with specific application scenarios to generate the final
lists of anomaly instances and suspicious users.

Before getting into the details of this scheme, we will
state the problem studied in this paper clearly and give the
corresponding mathematical formulation. As mentioned
above, the insider threat detection problem can be simplified
as: “Given employee’s past online activities, how to predict if
an employee is behaving abnormally either with respect to
his past activity, or with respect to the behavior of his peers.”
Let X be the space of all activities, and let X⊆X be the set of
normal activities. Given a sample S⊆X , group affiliation P

and employee’s past normal activities, how to construct an
unsupervised classifier hs(x): X⟶ 0, 1{ } so that the for-
mula hs(x) � 0⇔x ∈ X is as valid as possible is the real crux
of the matter.

Considering that the classifier is trained in an unsu-
pervised manner and the method of providing only anomaly
label is inconvenient to the subsequent investigation by
security analysts, it is more preferable to generate an ordered
list of suspicious users. Note that, the calculation of partial
evaluation metrics such as detection rate and precision is
closely associated with the organization’s investigation
budget. In practice, investigation budget represents the
available human resources for analyzing the anomaly be-
havior instances, post-training of the detection system, and
performing the necessary actions in response [22]. )e more
the investigation budget, the larger the range of the threshold
that can be set. In addition, our analysis report will dis-
tinguish between anomaly instances and suspicious users to
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provide more comprehensive evaluation results. �is is
because high malicious instance detection rate is not syn-
onymous with all malicious users being detected, and the
latter is the ultimate goal of insider threat detection system.
In this paper, suspicious users are de�ned as the users who
have at least one anomaly behavior instances.

4.2. Temporal-Spatial Characteristics. �e establishment of
historical baseline and peer baseline is the key of insider
threat detection scheme, directly in�uencing the quality of
detection performance. In other words, how tomake the best
of the temporal and spatial characteristics of user behavior is
a major challenge. To this end, our MAITD adopts two
di�erent methods to capture the temporal and spatial
characteristics, respectively.

4.2.1. Temporal Characteristic Analysis. Inspired by Acobe
[6], we �nd that the compound matrix is an e�ective way to
capture the temporal characteristic. Because it can give the
behavior model the ability to analyze temporal charac-
teristics by adding time-varying elements to input. Moti-
vated by this, MAITD also chooses the compound
behavioral matrix as the input of the temporal represen-
tation model, but makes major changes in the element
composition. As stated previously, the requirement that
behavior representation not only contains multidimen-
sional temporal information but also considers the dif-
ference between di�erent types of behaviors gives us the
inspiration to design new temporal indicators while
retaining original activity frequency information. �ere-
fore, we design a compound behavioral matrix with the
structure shown in Figure 2(a) as the temporal represen-
tation model input. �e compound behavioral matrix
mainly consists of basic frequency features and time-
varying features, and every feature can be further divided
into two subparts (i.e. working hours 8 am to 6 pm and o�

hours 6 pm to 8 am) according to the occurrence time of
user activity. In Figure 2(a), the basic feature set extracted
in di�erent behavior domains are arranged in the vertical
direction. Given that the basic feature extraction is usually
closely related to domain knowledge, here we take the
CERT dataset as an example to design a series of basic
features such as the number of copying �le from other’s PC
during o� hours and the number of visiting recruiting
website on o�ce computers during working hours. Here,
note that the basic feature extraction is not the focus of this
paper, and MAITD adopts the basic features proposed in
our previous work, see literature [7] for details.

�e horizontal direction in Figure 2(a) represents the
di�erent variants of basic behavioral features. �e white
area represents the normalized frequency information
during working hours and o� hours, while the blue area is
�lled with the feature variants (i.e. temporal indicators). As
shown in Figure 2(b), the temporal indicators at the
monitoring slot are calculated based on the historical values
within the sliding window, and the reason behind it is that
the sliding windowmechanism ensures a smooth transition
between the samples. Besides, we can also highlight that the
decision of using all features from current and past ob-
servations is highly desirable since it may allow a near to
optimal automatic weight assignment for past and current
versions of each feature and provide a highly interpretable
result [24]. In general, the compound matrix proposed in
this paper does not simply concatenate multiple consec-
utive single-day features when capturing the temporal
characteristics but relies on the property of temporal in-
dicators. �is is because simple data mergence cannot
e�ectively re�ect the variation tendency of user behavior
but increase the unnecessary computational overhead [22].
Besides, a compound behavioral matrix represents the
activity overview of a certain day, and “a certain day” here
(e.g. the 5th day in Figure 2(a)) can be regarded as an index
used to mark data instances.
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Figure 1: MAITD overview.
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In fact, MAITD designs two di�erent temporal indica-
tors called standard factor and variation factor to capture the
temporal characteristics of user behavior.�e former mainly
measures the relative size of user’s basic features in the
current time window, while the latter re�ects the cumulative
variation of the basic features within the current window. Let
gf,l,d denote the numeric measurement of basic feature f in
timeframe l on day d. pf,l,d and qf,l,d denote the standard
factor and variation factor of basic feature f, respectively.
g→f,l,d denotes the vector of history numeric measurements,
and the detail can be expressed by (1), where l is the oc-
currence time of user behavior (0 or 1), T is the window size
in days.

g→f,l,d � gf,l,i|i: d − T + 1≤ i<d[ ]. (1)

�en, the standard factor pf,l,d and the variation factor
qf,l,d can be calculated by the following transformation of
gf,l,d:

pf,l,d �
gf,l,d −mean g→f,l,d( )

std t g→f,l,d( )
,

qf,l,d �(1 − β) · ∑
T−1

j�1
βT− j− 1 · gf,l,d−T+j+1 − gf,l,d−T+j( )( ),

(2)

where mean( g→f,l,d) and std( g→f,l,d) denote the mean and
standard deviation of history measurements, respectively. β
is the attenuation coe�cient of feature variation, which is
usually set as the reciprocal of window size. Actually, the
standard factor can be regarded as the standardized trans-
formation of basic feature within the current time window,
and the variation factor is the exponentially weighted
moving average of basic feature variation. Since the calcu-
lations of both indicators are closely relevant to the history
measurements within the current window, they can repre-
sent the temporal correlation between user activities to some
extent. Moreover, we set a lower bound for the standard
deviation std( h

→
f,l,d) to avoid worst cases where the standard

factor is too large, and the related calculation equation is as
follows:

std g→f,l,d( ) �
ε, std g→f,l,d( )< ε,

std g→f,l,d( ), std g→f,l,d( )> ε.


 (3)

In addition to designing new temporal indicators,
MAITD also takes the di�erence between di�erent types of
behaviors into account. In other words, we assign di�erent
weights for basic features and their variants to make the
behavior model paymore attention on those features that are
most helpful to improve the detection performance. In this
regard, we use the same weight setting as Acobe scheme, that
is, the weights are lower for chaotic features but higher for
consistent features.�e speci�c calculation method is shown
in:

wf,l,d �
1

log2 max std g→f,l,d( ), 2( )( )
. (4)

After obtaining the weighted feature values, we should
normalize the compound matrix to eliminate the adverse
e�ects caused by di�erent orders of magnitude. Finally, the
temporal characteristic analysis module takes the compound
behavioral matrix as input, the improved autoencoder as
detection algorithm to build an independent temporal
representation model for each user, thereby obtaining the
anomaly score of behavior instance in historical baseline.

4.2.2. Spatial Characteristic Analysis. Di�erent from tem-
poral characteristic analysis, MAITD does not use the same
way to capture spatial correlation between user behaviors,
and instead achieves this goal by building an additional
common group model. In short, the spatial characteristic
analysis module �rst divides users into groups according to
their roles, and then takes the basic feature vectors as input,
the improved autoencoder as detection algorithm to build
spatial representation model. It should be noted that this
model is shared with all the members within same group.
Since the group model captures the spatial characteristics
based on neural network itself, it can be regarded as an end-
to-end and data-driven method, which is similar to work
[32, 36].
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4.3. Detection AlgorithmOptimization. As stated earlier, the
autoencoder has become the mainstream insider threat
detection algorithm because of its robustness on domain
knowledge and stronger anti-interference ability. )erefore,
this paper also chooses the deep autoencoder as the basic
detector, and adds a memory module to improve detection
performance. In general, the autoencoder consists of an
encoder to obtain the compressed representation from the
input and a decoder that can reconstruct the input purely
based on the compressed representation. In the context of
anomaly detection, the autoencoder is usually trained by
minimizing the reconstruction error on the normal samples,
and then uses the reconstruction error as an indicator of
anomalies. Since the autoencoder only learns how to re-
construct the seen normal behaviors, those poor recon-
structions result from behaviors that have not yet been seen.
However, this does not mean that all anomalies can be
detected effectively, because those abnormal samples that
have many similarities with normal behaviors can also be
reconstructed well. Inspired by work [43], we augment the
deep autoencoder with amemorymodule based on attention
weight to enlarge the reconstruction error of abnormal
samples, thus achieving the goal of reducing the false
negative rate. )e intuition behind introducing a memory
module is that there is a larger differential between the
abnormal sample and the sample reconstructed from the
normal behavior representations. With that in mind, we
apply memory-augmented network to insider threat de-
tection problem, and propose the improved unsupervised
detection architecture shown in Figure 3.

Compared with the traditional autoencoder, the im-
proved autoencoder (i.e. Autoencoder-Mem) adds a
memory module between the encoder and the decoder to
reprocess the compressed representation. In a way, the
memory module can be regarded as a storage component
used to record prototypical normal behavior patterns. It is
through this component that MAITD canmap the abnormal
samples to the most relevant normal behavior patterns for
reconstruction, resulting in an output significantly different
to the anomaly input. Based on this mechanism, the re-
construction errors of abnormal samples can be further
enlarged. Specifically, given an input x, the encoder Φ first
obtains the initial compressed representationΦ(x). By using
the compressed representationΦ(x) as a query, the memory
module retrieves the most relevant items mi in the memory
M via the attention-based addressing operator [43] to
generate the reprocessed representation Φ(x)′, which is
then delivered to the decoder for reconstruction. After
decoding the reprocessed representation Φ(x)′, the decoder
Ψ can obtain the reconstructed sample x, and calculate the
mean square error between x and x as the model output. In
this process, the essence of mapping is to reconstruct the
compressed representation based on the prototypical nor-
mal behavior patterns recorded in memory, and it is actually
realized by using attention-based memory addressing. Let
query z denote initial compressed representation Φ(x), M

denote the memory network with prototypical normal be-
havior patterns, and w denote the attention weight row
vector of each item in M for the query z. )en, the weight

entry wi of w and reprocessed query z can be obtained by the
following equations:

wi �
exp zm

T
i /‖z‖ mi

����
���� 


N
j�1 exp zm

T
j /‖z‖ mj

�����

����� 

, ∀i ∈ 1, 2, . . . , N{ }. (5)

z � w · M � 
N

i�1
wi · mi,

s.t. 
N

i�1
wi � 1,

(6)

where row vector mi is any item of memory network M,
representing a prototypical normal behavior pattern. )e
dimension of item mi is same to query z, and N is the
capacity of the memory network M.

In addition, we also applied the sparse addressing
method proposed in Ref. [47] when reconstructing the query
z to make the memory network learn more accurate normal
behavior patterns:

w �
wi

‖w‖1
, wi �

max wi − λ, 0(  · wi

wi − λ


 + ϵ
, (7)

where λ is the lower bound of the weight mi in the sparse
addressing process, and ϵ is a very small positive scalar to
avoid divide-by-zero exception. After finishing the above
sparse addressing operation, we can obtain the reprocessed
query z based on (6). Simply speaking, the sparse addressing
encourages the model to represent an example using fewer
but more relevant memory items, leading to learning more
informative representations in memory.

Due to the introduction of the memory module, we
adjust the objective function used in the training process. In
addition to minimizing the reconstruction error on each
sample, we take the sparsity characteristic of memory-
augmented network into account, and add the sparsity
regularizer on attention weight w. )e final objective
function is shown in (8), where K is the size of the training
set, and α is a hyper-parameter in training. Note that, despite
using a new objective function in the training stage, we still
use the l2-norm based mean square error, i.e.,
score � ‖x − x‖22, to measure the anomaly score of test
sample.

Loss �
1
K



K

i�1
xi − xi

����
����
2
2 − α · wi · log wi( (  . (8)

)e basic explanation of this optimization mechanism
can be summarized as follows: during training, the encoder
and decoder are dedicated to minimizing the reconstruction
error, and the memory module is simultaneously updated to
record the prototypical normal behavior patterns. At the test
stage, the learned parameters of encoder, decoder, and
memory module are fixed, and the reconstruction is ob-
tained from a few selected memory items of normal be-
haviors. )us, the reconstruction tends to be close to the
normal sample, resulting in larger errors in abnormal be-
havior instances.
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4.4.FusionAnalysis. After building the temporal and spatial
representation models, we can obtain the anomaly scores of
test sample in historical and peer baseline, which are
denoted by scot and scos, respectively. Subsequently, the
comprehensive evaluation module calculates the �nal
anomaly score of test sample by integrating the above
detection results, and generates the �nal lists of anomaly
instances and suspicious users according to whether it
exceeds the prede�ned threshold. As for the speci�c fusion
method, MAITD chooses the classical weighted summation
way:

sco � ξ · scos +(1 − ξ) · scot, (9)

where ξ is a hyper-parameter, representing the proportion of
the spatial characteristic analysis module in the whole de-
tection model. As mentioned previously, the setting of
threshold is closely associated with the organization’s in-
vestigation budget. In this paper, we adopt the following
decision strategy:

thre � meantrain + σ · stdtrain, (10)

where meantrain and stdtrain denote the mean and standard
deviation of anomaly scores of training samples, respec-
tively. σ is the system input (i.e. investigation budget),
which is set to 3 in this paper. Based on the above
mechanism, MAITD can obtain the list of anomaly in-
stances for each user, and label the users who have at least
one anomaly behavior instance as suspicious users. Al-
gorithm 1 shows the details of the whole insider threat
detection scheme. Speci�cally, after the initialization work
is completed, we can build the temporal representation
model by constructing compound matrix and training the
memory-augmented autoencoder (lines 2–10). �en in
line 11, we split users into di�erent groups according to
group a�liation P. Next, the spatial representation model
is built based on the basic features of group members
(lines 12–22). Finally, our comprehensive evaluation
module can generate the �nal anomaly scores of test
samples according to the fusion mechanism and report the
suspicious behavior set Λ and suspicious user set Ua (lines
23–33).

5. Evaluations

To verify the e�ectiveness and feasibility of MAITD, we
performed extensive experiments on the CERTinsider threat
dataset [14]. We �rst introduce the dataset, evaluation
metrics, and the experimental setting used in this paper and
then compare MAITD with other representative schemes in
detail. Next, we analyze the e�ectiveness of spatial-temporal
fusion mechanism and the improved anomaly detection
algorithm. Finally, we discuss the impact of the parameters
on the detection performance.

5.1. Dataset. �e CERTdataset released by Carnegie Mellon
University is the most widely used public dataset in the �eld
of insider threat detection. It contains multiple versions that
simulate the daily behaviors of internal employees in dif-
ferent organizations. In this paper, we choose the latest r6.2
release as the primary dataset to evaluate the detection
performance of MAITD, and at the same time use the
classical r4.2 release as the secondary dataset to verify its
generalization performance. �ese two datasets record the
daily behaviors of 4000 and 1000 employees of di�erent
organizations within 516 days, and provide 5 prede�ned
insider threat scenarios as detection objects. Speci�cally,
these activities cover �ve behavior domains: logon, device,
�le, http, and e-mail, and the threat scenario can be regarded
as a speci�c combination of the above activities. Since the
malicious activities are usually rare in the real world, the
class-imbalance problem is also embodied fully in these
datasets. Such a phenomenon explains why supervised
classi�cation methods are not suitable for insider threat
detection to a certain degree. Besides, due to the excessive
overhead of processing the entire dataset (200G), we select
several user groups to form a subset to conduct performance
evaluation. During this process, in addition to the necessary
groups of anomaly users, we also randomly select multiple
groups without anomaly users to simulate the class-im-
balance situation. Table 1 lists the main information of the
dataset used in this paper.

Like most insider threat detection schemes [6, 9, 22, 39],
we chose the following evaluation metrics, namely, detection

Fe
at

ur
e M

at
rix

Query

Memory M 

Q C

S

M

w ŵ
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rate (DR), precision (PR), F1-score, and the area under the
receiver operating characteristic curve (AUC). )eir cal-
culation methods are as follows:

DR �
TP

TP + FN
,

PR �
TP

TP + FP
,

FPR �
FP

TN + FP
,

F1 �
2

PR
− 1

+ DR
− 1,

(11)

where true (false) positive (TP/FP) represents the number of
malicious (normal) samples that are correctly recognized as
“malicious,” and false (true) negative (FN/TN) denotes the
number of malicious (normal) samples that are incorrectly
recognized as “normal.” Among these metrics, AUC plays a
more important role in evaluating solution performance
because it is independent of the predefined threshold. In
general, the larger the area under the curve, the better the

performance of detection scheme. For the sake of brevity, all
the performancemetrics except AUC are reported in percent
(%). Moreover, since the performance evaluation is reported
in terms of both anomaly instance detection and suspicious
user identification, there are two kinds of performance
metrics: Instance-based (IDR, IPR, IF1, IAUC) and User-
based (UDR, UPR, UF1, UAUC).

We implement the MAITD with Pytorch, in which both
the temporal and spatial representation models adopt the
architecture of 6-layer fully connected autoencoder plus a
memory module. )e related parameters are set as follows:
the number of hidden units at each layer in the encoder and
decoder are 256, 128, 64 and 64, 128, 256, respectively. )e
hyper-parameters N, λ, α, ϵ in the memory module and ε in
the compound matrix are, respectively, set as 100, 0.02,
0.002, 10− 4, and 0.01 according to the reference works
[6, 43]. In addition, for each anomaly group, the training set
includes the data from the first collection day until roughly
one month before the date of the labeled anomalies, and the
testing set includes the dates from then until roughly one
month after the labeled anomalies. For normal groups, the
user’s behavior dataset is split into a training set and a testing

(i) Input: user set U, behavior instance set Ω, group affiliation P, threshold σ
(ii) Output: suspicious behavior set Λ , suspicious user set Ua
(1) ∅←Λ, ∅←Ua, ∅←Ω

group
train

(2) for u ∈ U do
(3) Ωu � Ωu

train +Ωu
test

(4) for x ∈ Ωu
train do

(5) xu
t

⌢

←xu
t ←x //calculate the basic feature xu

t and compound matrix xu
t

⌢

(6) end for
(7) while not converged do
(8) train the memory-augmented temporal model Modelt on xu

t

⌢

(9) end while
(10) end for
(11) G←U,P //split users into different groups according to group affiliation P
(12) for group ∈ G do
(13) for u ∈ group do
(14) Ωgrouptrain � Ωgrouptrain ∪Ω

u
train

(15) end for
(16) for x ∈ Ωgrouptrain do
(17) x

group
t ←x //calculate the basic feature vector x

group
t

(18) end for
(19) while not converged do
(20) train the memory-augmented spatial model Models on x

group
t

(21) end while
(22) end for
(23) for u ∈ U do
(24) thr← (scotrain, σ)

(25) for x ∈ Ωu
test do

(26) scos← (Models, xgroup), scot← (Modelt, xu), sco← (scos, scot)

(27) if sco> thr then
(28) Λu � Λu ∪ x{ }

(29) Ua � Ua ∪ u{ }

(30) end if
(31) end for
(32) end for
(33) return suspicious behavior set Λ and suspicious user set Ua

ALGORITHM 1: Memory-augmented insider threat detection approach with temporal-spatial fusion
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set in chronological order, and the splitting ratio is set to
30%. During training, we set the batch size and epochs as 32
and 40, and use Adam under the default parameters to
optimize the detection model. All experiments are per-
formed on compute nodes with Gold 5118 CPU, GTX
2060GPU, and 128GB RAM, and the averaged results are
reported after repeating 10 times.

5.2. Comparison with Other Works. In order to verify the
superiority of MAITD, we compare it with other repre-
sentative insider threat detection schemes. In this section, we
select four similar works [6, 8, 9, 38] as comparison objects,
and discuss their detection performance on the following
three aspects: temporal representation model, spatial rep-
resentation model, and the whole detection scheme. Among
them, Acobe [6] is also designed to build the historical
baseline and peer baseline simultaneously, but it adopts
di�erent spatial and temporal feature extraction methods
(see related work for details). Gavai [8] and Pratik [9] design
their own indicators to capture the temporal characteristics,
respectively, and Liu [38] propose a simple autoencoder-
based insider threat detection scheme. Prior to analysis, we
�rst introduce the naming rules of experimental schemes to
facilitate understanding. �e name of experimental scheme
consists of two parts: the former part “∗∗” means the initial
feature extraction method (i.e. basic features), and the latter
part “##” represents the temporal or spatial representation
model. For example, MAITD_Acobe_S denotes the detec-
tion scheme which adopts the MAITD’s basic features and
Acobe’s spatial representation method.For the purpose of
comparing temporal and spatial representation models, we
design the following experiment scenarios. Under the
conditions of same dataset, unsupervised detection algo-
rithm, and parameter settings, we generate the comparative
schemes by combining di�erent basic features, temporal and
spatial representation models, and then compare their
performance to verify the superiority. Figure 4 shows the
performance comparison results of di�erent temporal and
spatial representation methods on the r6.2 dataset. It can be
seen from the left subgraph that the temporal representation
method of MAITD has the best performance among all the
temporal representation methods, and Acobe is better than
Pratik and Gavai. �is result further veri�es the previous
conclusion that simple data mergence cannot e�ectively
re�ect the variation tendency of user behavior. As for the
poor performance of Partik and Gavai schemes, we think
that the method of applying temporal indicators in other
�elds on insider threat detection directly is too ideal to get
remarkable results. Likely, the experimental results in the
right subgraph show that even if the basic features are
changed, the common groupmodel of TSDIM also performs
better than the compound behavioral deviation matrix of

Acobe in capturing the spatial characteristics.�is is because
Acobe only relies on the average of users’ basic features in
the same group when capturing the spatial characteristic,
which loses much correlation information between peer’s
behaviors.Subsequently, we compare the whole detection
scheme with other solutions. In addition to the recom-
mended parameter setting, we also use some parameter
tuning tools such as hyperopt [48] to optimize detection
model when reimplementing comparative schemes. Figure 5
presents the experiment results based on the r6.2 dataset. As
can be seen from this �gure, MAITD outperforms other

Table 1: Summary of dataset.

Dataset Feature count Mal_user: Nor_user Mal_instances: Nor_instances
R6.2 112 5 : 812 45 : 51720
R4.2 112 70 : 866 966 : 55194
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Figure 4: ROCs on r6.2 with di�erent temporal and spatial rep-
resentation methods.
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three detection schemes in either case, and the instance-
based and user-based AUC are, respectively, improved by
3.94% and 2.03% than the suboptimal scheme, which di-
rectly demonstrates the superiority of our scheme. Acobe
gets suboptimal performance despite some defects in the
aspect of temporal and spatial characteristic analysis. Sur-
prisingly, the Gavai scheme with the ability of temporal
characteristic analysis is weaker than the simple autoen-
coder-based scheme Liu. We think one possible reason is
that the isolation forest used in Gavai is not suitable for
insider threat detection. Because the success or failure of IF-
based detection scheme is heavily dependent on the choice of
good features and proper prede�ned contamination pa-
rameters, this prior knowledge usually is not known for
security practitioners.

Moreover, we also make a comparison of model training
time and prediction time per instance. As shown in Figure 6,
the prediction time per instance of MAITD is shorter than
Acobe despite opposite result in terms of training time. It

can be explained through di�erent baseline model con-
struction methods, where MAITD adopts two independent
representation models but others only build one individual
model. But it should be noted that MAITD is not penalized
in prediction time per instance as the individual and group
models can be run in parallel. Besides, the size of the
compound matrix of Acobe is signi�cantly larger than
MAITD, which invisibly introduces a large amount of
computational overheads, thereby leading to longer pre-
diction time. Although other schemes perform better than
our TSDIM in training and prediction time, their poor
detection performance also mean much human resources
and additional investigation overheads. In general, our
MAITD not only improves the insider threat detection
performance but also takes into account the real-time re-
quirement as much as possible.

Finally, to eliminate the adverse e�ects of accidental
factors (such as the dataset is atypical or too small) on
performance evaluation, we use r4.2 dataset to conduct the
same comparative experiments. Compared with r6.2 release,
r4.2 release has more positive samples and di�erent orga-
nization background, so we think it is reasonable to verify
the generality based on r4.2 release. More speci�cally, we
record and compare multiple performancemetrics to make a
fair assessment, and the detailed information can be seen in
Table 2 and Figure 7. It can be seen that the TSDIM scheme
outperforms other methods even if the dataset used is
changed. In addition, although the overall performance of
MAITD on r4.2 is better than that on r6.2, the performance
gap with other detection schemes is reduced. �at is, we
think that MAITD has more advantages in dealing with
complex threat scenarios.

5.3. Ablation Study. In the previous section, we made a
comprehensive comparison with other representative de-
tection schemes. In the following, we will conduct several
further ablation studies to verify the e�ectiveness of two
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optimization components. �e naming rules of detection
scheme are similar to the previous ones, but the latter part
“##” can also represent the di�erent unsupervised detection
algorithms. For example, “MAITD-S″ refers to the detection

scheme with the basic features and spatial representation
model used in the MAITD method, and “MAITD-Vae”
refers to the detection scheme which adopts the MAITD’s
temporal-spatial representation model and variational
autoencoder-based detection algorithm.

�e �rst experiment is used to evaluate the e�ectiveness of
temporal and spatial characteristic analysis components. In this
experiment, we choose the memory-augmented autoencoder
as the unsupervised detection algorithm, and achieve the ex-
perimental goal by removing temporal or spatial representation
models. Figure 8 records the instance-based and user-based
ROCs on r6.2 dataset with di�erent behavior representation
models. It can be seen that removing either the temporal
representation model or spatial representation model will
degenerate the performance. Without the temporal (spatial)
representation model, the insider threat detection scheme
cannot capture the temporal (spatial) correlation between user
activities, which may lead to the missing (false) alarms of the
low-signal yet long-lasting threats (the collective behavior
changes caused by occasional factors). Moreover, we also
notice that the temporal representation model and the spatial
representation model have the similar detection performance
(the gap in IAUC is only 0.0055) when deployed separately, but
there is still a certain gap (the gap in IAUC is 0.02) between
them and the fusion scheme. �is phenomenon indicates the
necessity of temporal-spatial characteristic fusion in the �eld of
insider threat detection. However, although the detection
scheme with single representation model is worse than the
fusion scheme, it performs better than the scheme without any
representation model, thereby verifying the e�ectiveness of
temporal and spatial characteristic analysis modules.

�e second experiment is used to evaluate the e�ec-
tiveness of the improved unsupervised detection algorithm.
To have a fair comparison, all detection schemes leverage the
temporal-spatial fusion component to capture potential
correlation between user behaviors, and we choose two other
detection algorithms as comparison objects. Here, we refer
to the detection scheme with a fully connected autoencoder
as Baseline, and generate new schemes by adding a varia-
tional mechanism (denoted as MAITD-Vae) and memory
module (denoted as MAITD-Mem). Figure 9 shows the
ROCs on r6.2 with di�erent unsupervised detection algo-
rithms. Experimental data show that the variational
autoencoder provides limited performance improvement
(0.0079), but the improvement brought from memory
module (0.0236) is 3 times the former. �is is because the
variational autoencoder is designed to strengthen the ability
to resist noise data, and it plays an important role in
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Figure 7: Performance comparison results of di�erent insider
threat detection schemes on r4.2.

Table 2: �e summary of insider threat detection results.

Data Type
DR (σ � 3) PR (σ � 3) AUC

MAITD Acobe Liu Gavai MAITD Acobe Liu Gavai MAITD Acobe Liu Gavai

r6.2 Instance 69.06 68.79 65.26 64.18 50.34 44.26 40.64 38.16 0.8742 0.8318 0.7628 0.6910
User 100 100 80 80 67.56 63.15 59.91 47.43 0.9456 0.9253 0.8617 0.8164

r4.2 Instance 75.48 75.61 68.13 67.74 53.72 49.23 42.67 35.48 0.8936 0.8646 0.8127 0.7267
User 86.42 83.36 80.62 72.64 62.13 59.86 55.37 49.35 0.9551 0.9434 0.9042 0.8673

�e threshold used to calculate DR and PR is set as mean + 3∗std, and the unit of DR/PR is percent.�e bold values represent the maximum value i.e., the best
performance among these methods.
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decreasing reconstruction errors of normal samples. Al-
though this method is bene�cial to distinguish anomalies in
a way, it still faces the problem that some anomalies can also
be reconstructed well. Instead, the memory-augmented
autoencoder alleviates this problem by enlarging the con-
struction errors of anomalies, which is more in line with the
realistic demand of insider threat detection.

To explore the possible explanation for the optimization
components, we analyze the trends of anomaly scores of two
di�erent users, and give the related case study. �e detailed
information can be seen in Figure 10, in which CMP2946 is a
malicious user and LYB3419 is a normal user.�e black curve
denotes the anomaly scores of MAITD, and the gray curve
denotes the anomaly scores of theMAITD-B scheme.�e star
markers at the bottom indicate the actual anomaly days. �e
false negative, false positive, and true positive are depicted by
red, purple, and blue points, respectively. By comparing the

number of red points in Figure 10(a), we can conclude that
our two optimization components e�ectively reduce the false
negatives in the detection results. Here, we take the behaviors
of user CMP2946 on February 24, 2011 as a case, and brie�y
analyze the reasons for di�erent results in two detection
schemes. By studying the action sequence of the user on the
day, we �nd that the number of visitors to the recruiting
website is much less than the previous few days, and the
number is even similar to the frequence during the normal
period. �is makes it di�cult for detection scheme based on
basic features to identify such anomalies. However, in ad-
dition to the initial frequence information, the temporal
representation model of the MAITD scheme can capture the
time-varying information hidden in user behaviors, so as to
detect the above anomalies accurately. Furthermore, we can
observe that the anomaly scores of anomaly user (CMP2946)
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Figure 9: ROCs on r6.2 with di�erent detection algorithms.
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Figure 8: Rocs on r6.2 with di�erent behavior representation
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inMAITD is obviously higher than that inMAITD-B scheme,
while the normal user (LBY3419) has nearly the same
anomaly scores. �is phenomenon is consistent with the
desired purpose of optimization components, thus verifying
the feasibility of applying the memory-augmented network
on insider threat detection.

Combined with the variation of purple points in
Figure 10(b), we believe that two optimization components
also play an important role in reducing the false positives.
For example, two normal instances (the behaviors of user
CMP2946 on January 26, 2010 and the behaviors of user
LBY3419 on January 20, 2010) are successfully transformed
from false positive samples to true negative samples.
However, since there are no speci�c descriptions about
occasional factors in the CERT dataset, we cannot conduct
in-depth analysis to explain these phenomena. We think the
application of spatial representation model is the main
reason, and work [6] makes the same guess. In summary, the
temporal-spatial fusion mechanism and the improved un-
supervised detection algorithm are practical and feasible
optimization measures.

5.4. Parameter Analysis. When describing the MAITD, we
emphatically introduce two parameters, the size of sliding
time window T and the model weight coe�cient ξ, to help
optimize the detection performance. �e size of sliding
window T is related to the scale of historical data used by the
temporal representation model, and the weight coe�cient ξ
is responsible for adjusting the balance between historical
baseline and peer baseline. Generally speaking, the larger the
window size, the more historical information the temporal
representation model can leverage, and the more

advantageous for the detection of low-signal yet long-term
anomalies. However, an overlarge window size will also
weaken the short-term variation of user behavior, thereby
lowering the ability to detect the sudden appearing threats.
Meanwhile, there is no one-�t-all weight coe�cient for every
threat, and its value usually depends on the speci�c threat
scenario. For example, in organizations with relatively ob-
scure roles and functions, the behavioral patterns of
members in the same group are not similar, so the im-
portance of peer baseline in the whole detection system
should be weakened. For these reasons, we prefer to obtain
the best values of these parameters in the CERT dataset
through numerical experiments.

Firstly, we evaluate the impact of window size T on the
detection performance. Figure 11(a) shows that when other
parameters are �xed, multiple evaluation metrics vary with
di�erent window size T. Note that the y-axis of Figure 11
represents the value of multiple evaluation metrics. It can be
seen from the �gure that the detection precision of anomaly
instances and suspicious users shows an upward trend with
the increase of window size, but this trend goes into reverse
when the window size reaches a relatively large value. �is
phenomenon is line with our expectation, that is, the in-
crease of window size expands the scale of historical data
that the temporal representation model can leverage, but
overlarge window size also hinders the acquisition of weak
variation feature. Moreover, we also observed that other
metrics such as detection rate show similar trend despite
weak amplitude of variation, and it can be explained through
the following two reasons. First, there are only a few anomaly
instances and fewer malicious users in the dataset, which
limits the variable range of evaluation metrics. Second, some
rare anomalies are inherently di�cult to detect based on
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Figure 10: Trends of anomaly scores of di�erent users on r6.2. (a) Malicious user CMP2946. (b) Normal user LYB3419.
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historical baselines. �erefore, we believe that the whole
performance of insider threat detection scheme is at a rel-
atively high level when the size of sliding time window is set
to be 4weeks (i.e. one month).

Secondly, we also design a numerical experiment to
evaluate the impact of model weight coe�cient on detection
performance. Figure 11(b) and Table 3 show that when time
size is set to be 4weeks, the evaluation metrics vary with
di�erent weight coe�cient ξ. It is observed that compared to
the window size T, the impact of parameter ξ on detection
performance is not so signi�cant, but the variation trend of
evaluation metrics is similar. Speci�cally, when the weight of
the spatial representation model is at a relatively small level,
increasing the value of parameter ξ is bene�cial to improve
the detection performance. But, it is undeniable that the
temporal representation model plays a more important role
in the whole detection process. From the data in Table 2, it
can be concluded that when the weight coe�cient ξ is set to
be 0.3, multiple evaluation metrics are generally high.

6. Discussion and Future Work

Below we discuss limitations and future works. First of all,
MAITD is still an insider threat detection scheme based on
feature engineering in the traditional sense, and its many

improvement measures are based on the premise of good
basic features design. In other words, it is necessary for
MAITD to enhance the detection ability of completely
unknown threats, and this is also a common drawback of the
traditional insider threat detection schemes based on feature
engineering. To solve this, one option is to obtain the ab-
stract representation of user behaviors by means of natural
language processing technology. �at is, we need to design a
feature extraction scheme which can capture the potential
semantic properties in the original audit logs without relying
on any domain knowledge. Another possible solution is to
encode discrete event logs into activity sequences, and build
user’s behavior pro�le to detect insider threat by utilizing the
process mining method. Secondly, given that the MAITD
detection model is trained on a �xed set of historical data,
the online and system evolution in reality may cause sig-
ni�cant performance degradation. �erefore, how to update
detection model incrementally on newly arriving data to
achieve consistently good performance with negligible cost
is another important research direction. In this regard,
Parveen [49] and Sun [26] provide an important reference to
achieve this goal. Moreover, like most insider threat de-
tection schemes, the results of MAITD lack intuitive in-
terpretability and require further arti�cial investigation. In
response to this problem, we believe that improving the
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Figure 11: Parameter comparison results on r6.2. (a) �e relationship between window size T and performance. (b) �e relationship
between parameter ξ and performance.

Table 3: �e detection results of di�erent weight coe�cients.

Para ξ
Instance-based results User-based results

IDR IPR IF1 IAUC UDR UPR UF1 UAUC
0.1 69.04 48.61 57.05 0.8701 100 57.15 72.73 0.9382
0.2 69.46 50.34 58.37 0.8742 100 58.56 73.86 0.9456
0.3 71.86 49.01 58.28 0.8693 100 59.45 74.57 0.9461
0.4 69.34 48.31 56.95 0.8657 100 57.91 73.34 0.9406
0.5 68.74 45.98 55.10 0.8608 100 56.05 71.83 0.9438
�e bold values represent the maximum value i.e., the best performance among these methods.
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detection granularity of anomaly instances may be another
feasible solution except for model interpretability study. In a
way, the result itself has a certain interpretability when the
detection granularity reaches the event level. We must admit
that there is no one insider threat detection scheme which
can detect all anomalies accurately without artificial inves-
tigation, and all that we can do is to reduce the investigation
overhead as much as possible. In summary, although our
MAITD suffers from some weaknesses, it provides an ef-
fective reference for other anomaly detection problems in
the security field. Meanwhile, we will implement and verify
the above possible solutions in future work, and positively
contribute to a successful application of the proposed system
in real-world scenarios.

7. Conclusion

Most existing insider threat detection schemes only focus on
the historical behavior baseline while ignoring the peer
baseline, resulting in poor detection performance. To solve
this problem, we propose a novel insider threat detection
scheme named MAITD, which adopts two different opti-
mization measures to improve detection performance. First,
it captures the temporal and spatial characteristics of user
behaviors by constructing a compound behavioral matrix
and common group model, and combines specific appli-
cation scenarios to integrate the detection results, so as to
enable both historical and peer baselines to work together.
Second, it adds a memory module based on attention weight
to autoencoder to enlarge the reconstruction error of the
anomalies, and alleviate the false negatives. )e experi-
mental results on CERT datasets show that MAITD out-
performs the latest insider threat detection scheme, and
improves the instance-based and user-based AUC by 3.94%
and 2.04%, respectively.
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