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Deep neural networks (DNNs) have been widely used in many fields due to their powerful representation learning capabilities.
However, they are exposed to serious threats caused by the increasing security issues. Adversarial examples were early discovered
in computer vision (CV) field when the models were fooled by perturbing the original inputs, and they also exist in natural
language processing (NLP) community. However, unlike the image, the text is discrete and semantic in nature, making the
generation of adversarial attacks evenmore difficult. In this work, we provide a comprehensive overview of adversarial attacks and
defenses in the textual domain. First, we introduce the pipeline of NLP, including the vector representations of text, DNN-based
victim models, and a formal definition of adversarial attacks, which makes our review self-contained. Second, we propose a novel
taxonomy for the existing adversarial attacks and defenses, which is fine-grained and closely aligned with practical applications.
Finally, we summarize and discuss the major existing issues and further research directions of text adversarial attacks
and defenses.

1. Introduction

Regarded as stacked neural networks focusing on emulating
the learning approach of human beings, DNNs have been
widely studied in the past decade [1]..e ability to autoextract
high-dimensional features from massive sensor data makes
DNN valuable tools for multiple NLP tasks, such as text
classification (TC) [2], natural language generation (NLG) [3],
and question answering (QA) [4] in recent years. Nevertheless,
DNNs could be tricked by adding some small and subtle
perturbations to the original input. .ese perturbations,
known as adversarial examples, were first discovered by
Szegedy [5] in image classification tasks. .ey also exist in
many other fields, including almost every subtask in the textual
domains. As an example in sentiment analysis (Figure 1), an
attacker can fool the system by changing only one word from
“Perfect” to “Spotless,” which can completely change the
predicted output without being discerned by humans. .e
popularity of DNNs in everyday life has inevitably raised
concerns about their security, making textual adversarial

attacks and defense an important issue. In the meantime, the
study of adversarial attacks offers referential suggestions to the
interpretability of DNNs and inspires researchers to design
algorithms with high robustness in general [6].

Many methods of generating perturbations have been
proposed since Jia and Liang [7]. Despite the interest in this
topic in the NLP community, previous reviews of textual
confrontation are generally inadequate due to a lack of sys-
tematicity and depth in classification. In this work, we in-
troduce the current challenges in textual adversarial attacks
and defenses.We also propose a taxonomy of these adversarial
attacks and defenses andmake further discussion by providing
the perspectives of adversarial attacks and defenses in NLP.

1.1. Issues

1.1.1. Issues of the Generation of Adversarial Attacks.
.ough adversarial attacks are originated and developed
relatively into maturity in the computer vision community,
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these methods are inapplicable to the textual domain directly
due to three main reasons as follows.

(i) Discrete vs Continuous. Unlike image data, the text
is inherently discrete. If we want to introduce the
methods from the image domain for measuring the
distance between the perturbed examples and the
original data, e.g., Lp norm, We need to vectorize
the text first (the specific method is described in
Section 2.1). Otherwise, we need to carefully design
the way to compute the perturbation of such dis-
crete text data, which is important for the efficiency
of adversarial example generation and quality
assessment.

(ii) Semantic-Intensive vs Semantic-Dense. .e seman-
tics of an image are more sparse than those of a
sentence. Moreover, individual pixel points do not
describe the overall semantics of the image and are
not even sufficient to convey local information. For
example, in the transformation of turning a panda
into a gibbon, changing the color of just one piece of
the panda’s fur or even adding noise to the entire
image to offer the resolution would not interfere
with the human’s semantic understanding of the
original image, but it is not the same for text. Al-
though the smallest unit of text varies from language
to language, its smallest unit itself contains a wealth
of semantic information; changing a punctuation
mark may subvert the tone, and this semantic
density greatly increases the difficulty of evasion
attacks.

(iii) Perceivable vs Imperceivable. More importantly, the
human eyes are robust to local image perturbations.
For example, a photograph, even if partially blurred,
does not affect one’s understanding of the seman-
tics. Text is truly in the opposite case. Text is abstract
information, and human processing of such in-
formation is so delicate that even minor pertur-
bations can be easily detected. Not only do typos
and improper collocations draw attention to
themselves but they cannot even bypass increasingly
sophisticated spell checker and grammar checker
systems.

.ese differences make it extraordinarily difficult for
researchers to employ methods dealing with images to
adversarial attacks. Moreover, one of the first tasks of NLP

models is to work on real data to check their generalization
ability. Although adversarial attacks are a practical ap-
proach to evaluate robustness, most of them have the
problem of being task-specific, not being well generalized,
and not presenting comprehensive guidelines for evalu-
ating system robustness.

1.1.2. Issues of Defense. Compared with the current
adversarial attacks with various methods and effects, there is
quite little existing work on defense strategies. For defenders,
as much as they would like to completely remedy the
weaknesses of DNNs, it is no less challenging than rede-
signing the network architecture. .e progress and short-
comings of existing related work can be summarized in the
following three categories.

(i) Ineffectiveness to Unknown Attacks. To defend
against adversarial examples, adversarial training
(AT) is a practical and feasible method. Data aug-
mentation, model regularization, and robust opti-
mization are three common methods using the
generated adversarial examples. However, a key
drawback of this approach is that they assume that
the threat model is known, which is often difficult to
implement in practice. .is leads to this defense
method being less effective in the face of unknown
attacks.

(ii) Requirement of Strong Assumptions. Randomized
smoothing and interval bound propagation (IBP)
are two common methods to computing robust
lower bounds, which is a promising direction for
certifying the robustness of the model. However, the
former is again a daunting challenge to ensure the
integrity of the synonym set to adversarial pertur-
bations under the tight robustness guarantee l2
norm; the latter requires strong assumptions about
the model structure, so it is hard to fit into the
recently popular transformer-based language
models.

(iii) Lack of New Defensive Methods. Robust encoding is
also a defensive approach that strengthens the input
to the model. Although the existing spell checker
can preprocess the input, its ability to map the typos
back to the original input is limited. .e current
immature development of robust coding is an op-
portunity, considering the trend of NLP systems to
generalize the capabilities of models as much as
possible, rather than limiting them to a single task.

1.2. Paper Selection. Based on these challenges, we are
motivated to address the following two fundamental re-
search questions (RQs):

RQ1: what methods have been used for text adversarial
attacks and defenses?
RQ2: how can the existing work on text adversarial
attacks and defenses be classified?

Original:
Perfect performance by the
actor

perturbation

Adversarial:
Spotless performance by the
actor

Positive (99%)

Positive

Positive

Negative (100%)

Figure 1: Text adversarial attacks in sentiment analysis.
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We search keywords that include the two fields in Table 1
from security, NLP, and AI top journals and conferences
(Figure 2). In addition, we also collected the latest Arxiv
articles to ensure the timeliness of the review.

1.3. Contributions. In response to industry concerns, we
have conducted comprehensive research and analysis of text
adversarial attacks and defenses, in order to provide a ref-
erence for related researchers, practitioners, and interested
parties. In addition, we hope that readers will have some
foundations on the application of DNNs in NLP, since
generating perturbation significantly depends on this pro-
cess. In short, the contributions of this review are as follows:

(1) Comprehensive Review. We present a thorough re-
view of text adversarial attacks and defenses, in-
cluding general background knowledge, victim
model architectures, representation approaches,
pretraining tasks, perturbation measurements, gen-
eration methods, and defense strategies.

(2) Self-Contained. We provide all the relevant infor-
mation in order to render this survey self-contained
so that the readers without enough knowledge of
NLP can easily understand the relationship between
the NLP pipeline and the attack methods.

(3) Fine-Grained. We provide a clear perspective on the
state-of-the-art adversarial attacks and defenses
against NLP systems. According to the in-depth
investigation, we classify the minimum units for
generating perturbations into char, word, sentence,
and multi-level and classify the attacks into gradient,
score, decision, and blind-based according to the
adversary knowledge, which is the new taxonomy
and most detailed survey so far.

(4) Future Directions. We discuss a number of open
questions and identify some plausible research di-
rections in this research.

.e following is the organization of the rest of this ar-
ticle. We describe adversarial attacks on deep learning
models in Section 2, including the classifications for
adversarial attacks, text representation methods, and DNNs
used in NLP. Section 3 first introduces the taxonomy of
perturbation generation methods and describes the per-
turbation measurement methods in detail. .e defense
strategy is discussed in Section 4, and open issues are
presented in Section 5. Section 6 contains related surveys.
Section 7 draws the conclusion for this paper.

2. OverviewofNLPSystemswith Security Issues

Before introducing the details of adversarial attacks and
defenses in NLP, first of all we will introduce how to vec-
torize text, in order to address the three difficult problems of
text and image mentioned in the previous issues. .is part
lays a solid foundation for the feature extraction of deep
learning models. Secondly, we will briefly introduce how
mainstream deep learning models solve NLP tasks, which
makes our survey self-contained. Finally, based on the above

background knowledge, we will give a taxonomy of the
threat models of adversarial attacks in the mainstream DNN
models (Figure 3).

2.1. VectorizingTextual Inputs. Nomatter what kind of data,
they have to be vectorized before being put into DNN
models. For image data, we generally represent the pixel
values as vectors or matrices, which is the bottom dimension
of an image. Text is fundamentally different from image. It is
abstract information that must be vectorized by a special
transformation in the first place. Typically, there are three
approaches: (1) word-count-based encoding, (2) one-hot
encoding, and (3) neural contextual encoding. It is worthy to
note that the choice of representation method plays a pivotal
role in the performance of NLP tasks. For example, the third
approach, also known as the dense encoding, represents the
semantics in each dimension, which has evolved into a new
era of NLP in the form of pretrained models (PTMs) since it
can learn linguistic representations by using the vast amount
of unlabeled data existing in the Internet. We will introduce
each of these three approaches in the next section.

2.1.1. Word-Count-Based Encoding. Harris [8] proposed the
bag-of-words (BOW) model in 1954. As a simplified rep-
resentation of text, the BOWmodel has the longest history in
text vectorization. .is method ignores syntax and order,
treats the text as a dictionary of the total size of all occur-
rences of words, and counts the frequency of each word.
Another word-count-based method based on the encoding
method, widely used in the information retrieval neigh-
borhood, is TF-IDF [9], short for term frequency-inverse
document frequency, which aims to reflect the significance

Table 1: Paper selection.

Research domain Keywords

Adversarial attacks

Text adversarial,
Adversarial examples, nlp,

Adversarial attack, generating
Robustness, robust,

Defense strategies

Verified/certified robustness,
Improving robustness

Detecting adversarial examples
Combating/blocking adversarial

Figure 2: Word cloud of all venue names of the collected papers.
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of the specified term in the document collection and is one of
the popular term weighting schemes.

2.1.2. One-Hot Encoding. Consisting of a fixed-length set of
binary bits, one-hot encoding is a vector where only one bit
is a 1 and all other bits are 0 [10]. In NLP, a one-hot vector is
a 1∗N-dimensional matrix/vector that can indicate the
occurrence of any word/character (sometimes including
symbols) in a vocabulary/alphabet. .e specific mathe-
matical definition is as follows.

x � x11, . . . , x1n( ; . . . xm1,...xmn
  . (1)

In equation (1), for char-level one-hot encoding, let x be
the input text of maximum length m, n be the maximum
number of characters per word, and xij ∈ 0, 1{ }|A|, where |A|

is the alphabet size.

x � x1, . . . , xk, xk+1, . . . xm(  . (2)

In equation (2), for word-level one-hot encoding, let x be
the input text of maximum length m and xij ∈ 0, 1{ }|V|,
where |V| is the dictionary in the training set corpus. .us,
each word has a fixed vector length, and each sentence has a
vector representation of the maximum number of words. As
to sentences with words length less than m, zero padding is
generally used.

Although one-hot encoding inability to represent se-
mantic links between words and the high sparsematrix is not
conducive to DNNs for representation learning, it is typi-
cally used in the training process for text preprocessing or as
an intermediate variable to pass information because of its
simplicity of representation and ease of design and
modification.

2.1.3. Neural Contextual Encoding. As Bengio et al. [11]
stated, a good representation learning representation should
be able to solve generic AI problems rather than only serve
for fulfilling specific tasks. It is no exception in the field of
NLP. A good linguistic representation should be able to
catch the language rules, world common sense, and the
knowledge implied by the words in the text. .is is exactly
why neural contextual encoding is so prevalent today.

Unlike one-hot encoding, neural contextual encoding is
also known as dense encoding or distributed representation,
which is a method of representing text with a low-dimen-
sional dense vector, where each dimension of the vector can
represent a certain semantic meaning without specific
meaning, and the whole vector is used to represent a specific
notion. .e application of generic neural structure in NLP is
shown in Figure 4. Based on whether themeaning of the final
word vector can be changed or not dynamically according to
the context, word embeddings are further divided into two
forms: non-contextual and contextual embeddings [12].

(1) Non-Contextual Embeddings. .e smallest unit to
map the input to a word vector can be char, subword,
or word. Since using a word to lookup tables in a
dictionary often causes the out-of-vocabulary
(OOV) problem, we often use char-level represen-
tations or subword representations, such as
CharCNN [13], byte-pair encoding (BPE) [14], and
FastText [15]. For convenience, in the following
description, we use the word as input for the
mapping of distributed word vectors.
To get a distributed representation of each word, we
first search the table in vocabulary V and then map it
to a D-dimensional sense vector, where D is a

By victim model

FNNs

Categories of Adversarial
Attacks on Textual DNNs

By attack target type

By access knowledge

By perturbation level

Reinforcement Learning Models

Deep Generative Models

Targeted attack

Untargeted attack

Char-level perturbation

Word-level perturbation

Sentence-level perturbation

Hybrid perturbation

Gradient-based

Score-based

Decision-based

Blind-based

RNNsCNNs Seq2Seq

Figure 3: Categories of adversarial attacks on textual DNNs.
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hyperparameter representing the dimensionality of
the final word vector. .is is usually obtained by
training the language model together with other
parameters of the model. A major flaw of this em-
bedding approach is that the semantics of the word
vector is static and does not take its context into
account. .erefore, it is also not possible to model
polysemous words. To solve this problem and to
learn the dependencies between words in their
contexts, contextual embedding was proposed.

(2) Contextual Embeddings. .e neural contextual em-
bedding can be represented by the following
equation.

h1, h2, . . . , ht  � F x1, x2, . . . , x3 ( . (3)

For a given input text, it consists of a total of T tokens
[x1, x2 . . . , xT], where each token can be either word or
subword, and F denotes the neural encoder, which is made
up of one or more DNN models in the next section.
[h1, h2, . . . , ht] is the dynamic embedding also called con-
textual embedding of [x1, x2, . . . , xT] because the contex-
tual information is included in it.

2.2. Adversarial Attacks towards DNN-Based NLP Models.
With the development of computing power and training
techniques, DNNs are broadly used as the main technique of
deep learning to deal with the NLP tasks [66–68]. .ere are
various neural models, such as graph-based neural networks
(GNNs), convolutional neural networks (CNNs), recurrent
neural networks (RNNs), and attention mechanisms. .e
ability to alleviate the problem that traditional methods
often rely heavily on discrete, artificial features is one of the
strengths of these neural models. Deep learning typically
employs distributed representations to express the semantic
and synthetic characteristics of a language, which are learned
automatically in a specific NLP task. Instead, many kinds of
research have shown that pretrained models (PTMs) can
learn generic language representations on large corpora, and
downstream NLP tasks only need fine-tuning to achieve
good performance. Currently, the structure of PTMs has
evolved from shallow to deep layers. Recent studies have

focused on learning contextual word embeddings, such as
CoVe [69], ELMo [70], OpenAI GPT [71], and BERT [72].
.ese learned encoders still need to represent words in
context through downstream tasks. In addition, deepmodels
represented by transformer [73] and various pretraining
tasks can learn PTMs to facilitate the industry progress in
NLP.

However, security issues always arise hand in hand with
the development of technology, and these deep learning
techniques can become a central part of the research on
adversarial attacks and defenses in the process of widespread
applications..us, we offer a brief overview of themain deep
learning models and the scenarios they are adapted to in
NLP tasks, along with a brief list of relevant studies on
adversarial attack in different tasks (Table 2).

2.2.1. Feedforward Neural Network (FNN). Feedforward
neural network (FNN) is the first type of simple artificial
neural network invented in artificial intelligence (AI). Pa-
rameters propagate unidirectionally from the input layer
through the implicit layer to the output layer. Unlike re-
current neural networks, FNN does not form a directed loop
inside it. .e (single-layer) perceptron has only a single layer
of neuronal network and is considered as the simplest form
of feedforward neural network, a binary linear classifier. .e
multi-layer perceptron (MLP) [16], on the other hand, is the
most simple neural network. Bengio et al. [17] first usedMLP
to solve the languagemodel problem in 2003, and although it
did not receive much attention at that time, it laid a solid
foundation for later deep learning in solving the language
model problem and even many other NLP problems. .e
earlier proposed text represents the word as a low-rank
vector instead of one-hot vector. Word embedding, as a by-
product of the language model, played a key role in later
research. Because feedforward neural networks are easy to
implement and have too many variants without standard
benchmark architecture to compare with, the model for text
classification of FastText [18], considered as MLP structure,
is suitable for text classification. Ribeiro et al. [19] carried out
the design of semantically equivalent adversarial rules for
debugging the NLP model on this basis. .e rest of the
adversarial attacks on NLP tasks are mostly targeting specific
structures in real applications [20–23].

2.2.2. Convolutional Neural Network (CNN). A CNN is
essentially a few convolutional layers plus a non-linear ac-
tivation function, such as ReLu or Tanh. Unlike traditional
neural networks, the input of each neuron is connected to
the output of the next layer. In CNNs, we use convolution, a
sliding window function for matrices, to compute the output
of the input layer..is leads to local connections, where each
region of the input layer is connected to neurons in the
output layer. Typically, each layer has hundreds of filtering
operations, and the values of the filters are learned auto-
matically during the training of the CNN.

Another key part of the CNN is the pooling (sub-
sampling) layer, which usually resamples its input after the
convolutional layer. It is characterized by providing a fixed

Task-Specific Model

Contextual
Embeddings

Non-Contextual
Embeddings

Contextual Encoder

h1

ex1 ex2 ex3 ex4 ex5 ex6

h2 h3 h4 h5 h6

Figure 4: Generic neural architecture for NLP.
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size output matrix that reduces the dimensionality of the
output while retaining the most salient information, and
CNN is location invariant, which is necessary for classifi-
cation. .e last concept is the channel, which refers to
different views of the input data. In NLP, different channels
can be used for different word embeddings (Word2Vec,
GloVe) or the same sentence in different languages.

With fast processing speed and the character of location
invariance and local compositionality, CNNs are best
suitable for the text classification tasks in NLP. Its archi-
tecture was evaluated by Kim [24] on various classification
datasets including topic classification and sentiment analysis
tasks. Experiments show that it achieves high performance
on a variety of datasets, even achieving the state-of-the-art
results on some of them, despite its simple network
structure.

In addition to word-based CNN classification models,
some studies use CNNs directly deal with characters. An
embedding that learned directly from characters without any
pretraining using CNN was explored by Zhang et al. and
Zhang and LeCun [25, 26], who used a comparably deep
network with a total of 9 layers and achieved good per-
formance on a dataset containing millions of samples.
Several adversarial attacks [27–29] were carried out in the
above two representative word-level and char-level CNN
text classification tasks.

Kim et al. [13] used CNN not only for text classification
but also for language modeling. Character embeddings were
used as the input of CNN in this paper, and the output of
CNN was processed by a highway layer to represent word
embedding and then used as the input of RNNLM, which
addresses the traditional word embedding which does not
work well for low-frequency words. It also constructs a
deeper network through the highway network technique,
which reduces the optimization parameters very much.
Subsequently, the authors in [30] built machine translation
tasks based on it and performed adversarial attacks.

2.2.3. Recurrent Neural Network (RNN). As a very impor-
tant variant of neural network, recurrent neural network
(RNN) is significantly different from the standard neural
network in that its input is a word rather than a whole
sample, which makes it possible to process sentences of
different lengths, including many complex structured ones
that cannot be handled by standard neural networks. At the
same time, RNNs can share features learned at different
locations, which are also better than standard neural

networks. Naturally suitable for processing sequential data,
RNN is widely used in NLP. However, RNNs do not perform
well in capturing long text dependencies and have vanishing
gradient problems. .ese drawbacks have given rise to a few
RNN architecture variants.

Long short-term memory (LSTM) networks, the first
proposed gate control algorithm for RNNs, correspond to a
cyclic unit, and the LSTM unit contains three gates: an input
gate, a forget gate, and an output gate. In contrast to the
recursive computation established by RNN for the system
state, the three gates establish a self-loop for the internal state
of the LSTM cell [31]. Since the three gates in the LSTM
contribute differently to improve its learning ability,
omitting the gates with small contributions and their cor-
responding weights can simplify the neural network
structure and consequently improve its learning efficiency.
Gated recurrent unit (GRU) network, an algorithm based on
the above idea, has only two corresponding recurrent units:
update gate and reset gate, where the reset gate functions
similarly to the input gate of the LSTM unit, and the update
gate implements both forget and output gates [32]. .e
structure of RNNmakes it inherently suitable for processing
sequential data, and thus it has a broad application in NLP
along with its variants. For example, in the most common
text classification tasks [25, 33], LSTM can still achieve good
results. .ere are some works based on this. Lei et al. [41]
studied the problem of discrete adversarial attack and
submodular optimization. Sato et al. [42] investigated the
interpretability of adversarial examples in the input space.

Schuster and Paliwal [34] proposed bidirectional re-
current neural networks (BRNNs) in 1997. .e idea of
BRNN is dividing the state neurons of traditional RNN into
two parts, where one part is responsible for the positive
temporal direction (forward state) and the other is re-
sponsible for the negative temporal one (backward state).
.e backward layer is used to obtain future contextual in-
formation. When combining bidirectional recurrent neural
networks with LSTM modules, bidirectional-LSTM [35]
dramatically enhances the performance of tasks such as
sentiment-based analysis and machine translation. Related
work was carried out; Iyyer et al. [43] used syntactically
controlled paraphrase network to attack sentiment analysis
system. Jia and Liang [7] also performed black-box attack on
text classification. As to the natural language inference (NLI)
task, Chen et al. [36] proposed ESIM (enhanced LSTM).
Based on chained LSTM elaborated sequence inference
model with intra-sentence attention mechanism (intra-
sentence attention), ESIM became one of the benchmarks, to

Table 2: Categories of adversarial attacks on textual DNNs.

DNN models Variants and applications Representative adversarial attacks
Feedforward neural network [16–19] [20–23]
Convolutional neural network [13, 24–26] [27–30]
Recurrent neural networks [25, 31–40] [7, 27, 41–45]
Sequence-to-sequence [46–49] [50, 51]
Attention-based models [40, 49] [52–55]
Reinforcement learning models [56, 57] [58–60]
Deep generative models [61–63] [44, 60, 64, 65]
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achieve from local inference to global inference. Zhao et al.
[44] generated perturbations, which were more natural and
grammatical, and explained the local behavior of the black-
box model. .ere are also bidirectional LSTM (cBiLSTM)
[37] and decomposable attention model (DAM) [38], two
models that are also suitable for solving NLI problems, and
Minervini and Riedel [45] attacked the above models.

In addition to classification tasks, LSTM is also adapted
to reading comprehension tasks, and common models are
Match-LSTM [39] and BiDAF [40], whose robustness has
been evaluated by Gao et al. [27].

2.2.4. Sequence-to-Sequence Learning (Seq2Seq) Models.
Seq2Seq, a form of encoder-decoder model, is a variant of
the recurrent neural network, which consists of an encoder
and decoder. .e former encodes the information of a se-
quence as a vector c of any length. .e latter gets the
contextual information vector c and then decodes the in-
formation and outputs it as a sequence. It is also an im-
portant model in NLP. For instance, in machine translation,
the sentence lengths of the source and the target languages
are different, so are the lengths of questions and answers in
question answering systems; in automatic summarization,
the sentence lengths of target languages are variable and
shorter than those of source languages. .e Seq2Seq model
allows us to use input and output sequences of different
lengths and has a fairly wide range of applicability.

In the end-to-end dialogue domain, the VHRED [46]
(variational hierarchical encoder-decoder) model was pro-
posed to curb the difficulty of producing meaningful, high-
quality responses from RNNLM and HRED [47]. Con-
ventional Seq2Seq architecture tends to produce short secure
responses because it lacks the understanding of the semantic
information of the responses due to the defined encoding
and decoding processes. VHRED addresses this problem by
introducing a global (semantic level) random factor, which
can strengthen the robustness of the model while capturing
high-level concepts. Latent variable makes the response no
longer tied to one/several fixed sentences and encourages the
diversity of responses..e robustness of this model has been
fully tested against the Ubuntu Dialogue Corpus [50].
OpenNMT [48] is a Torch neural network machine trans-
lation system open-sourced by Harvard NLP. It is easy to use
and scale, while remaining efficient and cutting-edge in
translation quality. As a result, it has been widely used as a
tool in text summarization and machine translation [49],
whose robustness has been tested by Cheng et al. [51]
through word-level LSTM and an attention-based encoder-
decoder.

2.2.5. Attention-Based Models. .e attention mechanism,
originated from the study of human vision, focuses on two
main aspects: (1) deciding which part of the input needs to be
attended to; (2) allocating limited information processing
resources to the important parts. .e most successful ap-
plication of the attention mechanism is machine translation
[49]. Such neural network-based MT model is also called
neural machine translation (NMT), which generally uses the

“encoding-decoding” approach for sequence-to-sequence
conversion. .is approach has two problems: first, the ca-
pacity bottleneck of the encoding vector, i.e., all the infor-
mation in the source language needs to be stored in the
encoding vector for effective decoding; second, the long-
distance dependency problem, i.e., the information loss
problem in the long-distance information transfer during
encoding and decoding. With the introduced attention
mechanism, we can save the information in each position in
the source language. When generating each word in the
target language during the decoding process, we select the
relevant information directly from the information in the
source language as an aid by the attention mechanism. Such
an approach can effectively solve the above two problems.
For one thing, there is no need to let all the source language
information pass through the encoding vector, and the
information in all positions of the source language can be
accessed directly at each step of decoding. For the other
thing, the information in the source language can be passed
directly to each step of the decoding process, shortening the
distance of information transfer.

BiDAF [40], short for bidirectional attention network, is
the benchmark in machine reading comprehension (MRC).
A series of works have been carried out to investigate its
robustness [52–55].

2.2.6. Reinforcement Learning Models. Reinforcement
learning is also known as reactive learning or augmented
learning. Unlike supervised learning, reinforcement learning
interacts with the environment through intellectual agents to
accomplish goals. Its main features are as follows. (a) Re-
inforcement learning optimizes the entire sequential deci-
sion-making procedure with the goal of overall reward. (b)
Reinforcement learning optimizes strategies by interacting
with the environment without labeling samples.

Because of its applicability to weakly supervised envi-
ronments, its natural advantage for decision making on
discrete spaces, and its ability to cope withmany hidden state
situations, reinforcement learning has some effective ap-
plications for scenarios in NLP [56], such as dialogue sys-
tems [57]. Studies on its robustness have also been carried
out successively [58–60].

2.2.7. Deep Generative Models. Deep generative models are
good at studying how well the model has learned and the
domain of the problem. Generative adversarial networks
(GANs) [74] and variational autoencoders (VAEs) [62] are
the most prevalent text generation models in NLP [63].

GAN [74] is a deep learning model, which is one of the
most promising approaches for unsupervised learning on
complex distributions in recent years. .e model learns by
playing each other through (at least) two parts of the
framework: one is generate model and the other is dis-
criminate model to produce a fairly good output. In the
original GAN theory, both G and D are not required as the
neural networks, as long as they fit the corresponding
generative and discriminative functions. However, in
practice, deep neural networks are generally used asG andD.
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VAE [62] is a self-encoder whose coding distribution is
normalized during training to ensure good properties in the
hidden space, allowing us to generate some new data.
“Variational” is derived from the statistical methods of
regularization and variational inference.

A good GAN application requires a good training
method; otherwise, the output may be unsatisfactory due to
the high degree of free nature of the neural network model.
.us, only a few works [44, 60, 64] used GAN to generate
sentence-level perturbation attack on TC and NMT tasks.
Related techniques can be found in this review [65].

2.3. Ae General Taxonomy. We give the definitions for the
core concepts, the framework for the threat model, and
metrics for adversarial attacks.

2.3.1. Definition

(1) Deep Neural Network (DNN). As introduced in
Section 2.2, they are the core technology for solving
NLP problems and the main target of the adversarial
attack—the victim model. Deep neural models can
be presented in a simplified form: suppose
fθ: X⟶ Y is a non-linear function, where X is a
model input for vector text (as introduced in Section
2.1) and Y is the model prediction result, a label or a
sequence, depending on the NLP task. θ is the model
parameter learned automatically by gradient-based
backpropagation during the model training phase.
Usually, the model will be defined by the loss
function J. At the minimum J(fθ(X), Y), θ will be
the best parameters.

(2) Perturbation. Generally, it is the noise added to the
original data, which can be distinguished by different
granularity or by the degree of semantic change.

(3) Adversarial Examples. When the perturbation refers
to a specific sample that is not visible to the human
eye, but makes the machine misidentify it (also the
definition of a backdoor attack), it refers exclusively
to the adversarial example. .e formula is described
as follows:

x′ � x + δ,

f(x) � y, x ∈ X,

f(x) � Y,

f x′(  � Y′, Y′ ≠Y,

(4)

where x is the original input, δ is the small per-
turbation, x′ is the generated example, y is the
ground truth label, and Y′ is the misclassification
label, and when it is the specified label, it is the
targeted attack.

(4) Evasion Attack. .e adversarial attacks we men-
tioned in this survey all happen in the testing phase,
when the parameters of the victim model could only
be accessed and not modified.

2.3.2. Areat Models. According to the definition of Yuan
et al. [75], we will discuss several details of the threat model
in text adversarial attacks.

(1) Adversary’s Motivation. .e perturbation examples
themselves are just a kind of data, which is used to
attack or defend depending on the attacker’s pur-
pose. For example, it could be used to alter the model
output (evasion attack) or it can be used for
adversarial training, which makes the model resis-
tant to a specific type of sample. Or it can enhance
the overall robustness of the model through data
augmentation.

(2) Targeted vs Untargeted. As defined in (4), when the
output Y′ of the perturbation is a specific target, it is
called a targeted attack; conversely, it is called a non-
specific target. Obviously, the assumption of targeted
attack is stronger and relatively more difficult to
implement. .e two are equivalent only when the
model is dealing with a binary classification task.

(3) Adversary’s Knowledge. According to Zeng et al.
[76]’s classification of accessibility to the victim
model, we use a fine granularity. Assumptions from
strong to weak are as follows: gradient, which is equal
to white-box attack (the adversary is fully aware of
the victimmodel); score, the adversary can access the
confidence score and the output of the model; de-
cision, the adversary can only access the decision of
the model; and blind, which is equal to black-box
attack (adversary knows nothing about the model)

(4) Perturbation Granularity. For text, the perturbation
level can be divided into three granularities: char
level, which is the character-level addition, deletion,
or exchange of input; word level, when the word is
the smallest unit of substitution; and sentence level,
which usually means paraphrasing.

2.3.3. Measurement. When evaluation of an adversarial
attack is made, there are two aspects to consider: (1) evaluate
the validity of the attack and (2) control of the degree of
perturbation.

(1) Attack Evaluation. Evaluation of the effect of the
attack can be divided into three aspects [76]. (1)
Attack success rate: this part varies according to the
specific task; for classification tasks, it usually in-
cludes AUC score, P, R, F1 score; for generation
tasks, it usually uses blue score; the specific language
model prediction score is recommended to be
considered in the context of the reader’s own task.
(2) Adversarial example quality: this part can be
referred to as the evaluation of perturbation con-
straint. (3) Attack efficiency: it includes average
query time and average run time for victim models;
generally, the smaller these two points are, the better
the attack effects will be.

(2) Perturbation Constraint. As mentioned earlier, the
adversarial example should meet the definition of the
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backdoor attack. .at is, the human eyes cannot
recognize it while the machine misjudges it [77]. For
the naturally contiguous pixel information of an
image, some research limits the adversarial examples
to have the same range of pixels as the original data
in vector space [78] or uses norm-based methods,
such as maxnorm [61], L2 − norm, L0 − norm, and so
on. Also, the above methods cannot be directly in-
troduced into the text. You can vectorize text in the
embedding space to calculate its distance first, or see
the text as a unit of char level and word level and
calculate its edit distance, or judge its similarity at the
sentence level and document level (see Section 3.2 for
specific details).

3. Generating Adversarial Examples to
NLP Systems

3.1. From Perturbation Level to Methods. In this section, we
present the current methods for generating adversarial ex-
amples. First, we introduce our classification criteria. We
classify perturbation into four types: char, word, sentence,
and multi-level. Under the different levels, the different
stages of the method are generalized according to our ab-
straction of the stage operation of generating perturbation,
considering the access to knowledge possessed by the at-
tacker and also combining the limitations of a specific task.

We need to clarify that perturbation level refers to the
smallest unit of operations (add, mask, replace, and swap) in
our generating perturbation process, not the final pertur-
bation result we see with our naked eyes. For example, the
char-level perturbation can theoretically achieve all levels of
perturbation, except that it is more expensive, e.g., the
number of operations performed to complete word re-
placement by char is higher. In most cases, the unit of
perturbation is consistent with the presentation effect, but
for the rigor of the classification of the paper, it is necessary
to illustrate two cases where the perturbation seen by the
naked eye is not consistent with the unit of operation.

(1) Degraded Perturbation. If the attacker’s aim is to
destroy, we consider the smallest unit of its opera-
tion, for example, disrupting the whole sentence by
manipulating char only under specific rules. We
consider this as char-level perturbation; similarly, if
the attacker locates the keyword first and then
perturbs it by char to make misspelling errors, we
also consider this as belonging to the char level.

(2) Escalation Perturbation. If the attacker’s purpose is
to reconstruct, then we take the target of its re-
construction as a classification basis. For example, if
an attacker implements a semiautomatic paraphrase
by word-by-word substitution under artificially set
semantic rules, we consider this to be a sentence-
level perturbation.

In addition, we consider an operation as multi-level
when and only when it can generate both types of pertur-
bations; otherwise, we consider it to classify the operation

and its corresponding perturbation in different perturbation
levels. .is classification is used because we place more
emphasis on the pipeline of generated perturbations than on
the completeness of the cited paper. We want to modularize
the attack process and abstract the purpose of the different
modules.

Finally, we refer to [76] for fine-grained classification of
access knowledge, listed below.

Gradient: needs to fully comprehend the model of the
victim, especially the model structure and parameters,
to conduct gradient updates.
Score: needs the prediction scores, e.g., probability
distribution over each answer.
Decision: needs only the final output, e.g., classification
of predictions.
Blind: does not require knowledge of the model.

Next, we will present the classification of methods under
different perturbation levels separately (Table 3).

3.1.1. Char-Level Perturbation. As stated in the previous
section, we look at the modularity of the operations in
implementing a particular perturbation process. .e per-
turbation can be divided into two phases: location—locate
the position of the char to be perturbed; perturbation—the
perturbation method. Noticeably, because we look at the
purpose, for example, a method that combines location and
perturbation in one phase, i.e., locates the target of the
perturbation while determining the operation of the per-
turbation, we regard it as the perturbation phase since lo-
cation is only an intermediate stage in the generation of
perturbations.

Location. Because of the above classification basis, by
and large, there is no method of location specifically
designed for char level, and a few papers choose to
randomly select the char to be perturbed [79].
Perturbation. .e pertubation methods are given as
follows.

(1) Gradient-based: there is a classicalmethod under char
level [28], which defines the flip of characters as an
atomic operation, based on the input one-hot vector
to find the directional derivative of the target function
to get the change that lets the loss grow the most.

max∇xJ(x, y)
T

· v
→

ijb � max
ijb

zJ
(b)

zxij

−
zJ

zxij

(a)

, (5)

where v
→

ijb is the operation of flipping from j − th

to i − th. .erefore, this method can be considered
as a one-stage attack that binds location and per-
turbation. In fact, this approach can also handle
words expressed by one-hot vectors. Ebrahimi et al.
[80] extended this approach to machine translation
tasks and introduced the swap operation.

(2) Blind-based: blind means black-box, i.e., no prior
knowledge of the model is required. .is is because
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it relies on task form, expert knowledge, and even
cross-domain knowledge to provide inspiration.
First of all, early approaches tend to be trivial, [27,
29, 81] just randomly processed characters, while
they focus on location. Gil et al. [82] used the
method of distillation. .ey treated the perturba-
tion generated by HotFlip in the form of
(“Assohle”, (4,”n”)), which represents the conver-
sion of the 4th character of the first input to “n,”
resulting in a (19x–39x) speedup. Eger et al. [79]
proposed a visual perturbation that uses three char
embedding spaces and designed a method from
char embedding to word embedding (e.g., scram-
bled toxic comments like ǔĉǩ ô,yoǔ âňt̂ı-ŝêı̂ıĉ ĉǔň).
.is method of inspection is suitable for the current
real-world scenario of social networks with a large
number of toxic comments, spam detection, etc.
Belinkov and Bisk [83], combined with the
knowledge of psychology, found that humans can
understand the meaning of a sentence by keeping
the position of the first and last letters of the word
unchanged..ey combined this approach to design
several forms of perturbation such as swap, middle
random, fully random, keyboard error, and natural
error to attack the machine translation system.

3.1.2. Word-Level Perturbation. Mainstream work has fo-
cused on word-level perturbation because of the large search
space of substitution words and hardness to maintain
sentence semantics. Similar to char, the preliminary ap-
proach focuses on two parts, location and perturbation. .ey
focus on how to locate the keywords with less knowledge and
use common ideas such as random substitution and syno-
nym substitution for the generation of perturbation, even
without considering the semantics. .e later approaches
tend to directly list the candidate set for each word, and the
research focuses on how to quickly search for the best
perturbation and ensure semantic integrity. In addition to

this, there are methods that generate word-level perturba-
tions directly, which are listed in perturbation.

Location. .e location methods are given as follows.

(1) Gradient-based: some early work borrowed
methods from the image domain. .e fast gradient
sign method (FGSM) was proposed by Goodfellow
et al. [61], who devised a method for fast generation
of adversarial examples based on the fact that linear
behavior is enough to induce adversarial examples
in higher dimensional spaces.

x
adv
FGSM

coloneqx
+ ε · sign ∇xL h(x), ytrue( ( , (6)

where L is the loss function, x and ytrue denote the
input image and the true label, and θ denotes the
network parameters: the direction of the gradient
can be calculated by the sign function, which is a
function used to find the numerical sign. If inputs
are greater than 0, the output is 1, if inputs are less
than 0, the output is −1, and for inputs equal to 0,
the output is 0. It computes only the direction of the
gradient of interest and updates the size of ε each
time for x. Papernot et al. [84] and Samanta and
Mehta [85] used this way to calculate the contri-
bution of each word. CF(wk, y) � −∇wk

J(F, s, yi).
.is method can also be adopted to locate hot
training phrases (HTP) and hot sample phrases
(HSP) [29].
.e Jacobian saliency map (JSMA) algorithm is
inspired by the saliency map in the field of com-
puter vision, which adds a limited number of pixel
points to the original image [86]. .is method uses
the Jacobian matrix to calculate the features from
the input to the output, so only a small portion of
the input features is modified to achieve a change in
the output classification. Jacobian-based attack was
adopted in [81, 84].

Table 3: Categories of adversarial attacks (from perturbation level to methods).

Perturbation level Attack phase Access knowledge Relative work

Char
Location Blind [79]

Perturbation Gradient [28, 80]
Blind [27, 29, 79, 81–83]

Word

Location Gradient [29, 61, 81, 84, 84–89]
Score [7, 27, 89–94]

Perturbation

Gradient [6, 42, 90, 95–98]
Score [92, 99–106]

Decision [107, 108]
Blind [29, 60, 85, 93, 101, 109–111]

Sentence

Perturbation
Score [45, 93, 112]

Decision [7, 113]
Blind [86, 114]

Generation

Gradient [115]
Score [59, 116]

Decision [19, 44, 58, 59, 64, 117]
Blind [43, 60, 118]

Hybrid Generation Score [119]
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Later, Yang et al. [87] proposed a probabilistic
framework, containing both the greedy attack and
the Gumbel attack. .e former can select top k
important features of input x; the latter uses a
concrete variable to approximate the probability
distribution, thus requiring fewer model evalua-
tions. Cheng et al. [88] also used a greedy approach
to select the nearest candidate words in the gradient
direction to the current word vector. .e generated
results are used to verify the robustness of the NMT
model. Additionally, Zheng et al. [89] designed a
scoring function for dependency parsing models to
measure the difference between true parse tree and
any incorrect one:

setA � s xh, xm; θ(  − maxj≠hs xj, xm; θ , −ε ,

F(x, θ) � 
m�1

maxA,

S xi, θ(  �
zF(x, θ)

zexi

���������

���������2
.

(7)

Equation (7) is designed to describe how a custom
scoring function can be used to determine the
importance of words in a specific task like de-
pendency parsing models, where s is used to de-
termine which of the n words of data x are more
likely to be attacked. s(xh, xm, θ) score represents
the dependency relationship established in the
dependency tree from the head xh to the modifier
xm likelihood. .e perturbation priorities are or-
dered by S(xi, θ) in descending order.

(2) Score-based: the first score-based approach was
proposed by Gao et al. [27]. To determine word
saliency, they weighted the results of the output
scores of replace, temporal, and temporal tail
(Figure 5) on word importance ranking. Meng
and Wattenhofer [90] and Jin et al. [91] also used
a similar method of masking words to calculate
the difference. .e main difference of the method
in different tasks is the choice of the score
function. For example, the unlabeled attachment
score (UAS) is used in the dependency parsing
model [89], and the F1 score is mostly used in
question answering [7]. Shi et al. [92] found that
a word pair could be replaced with a shared
word, while the ranking was judged by the loss
they induce.

Perturbation. For models that introduce the attention
mechanism, the attention score is also a basis for
evaluation. In MovieQA question answering, Blohm et
al. [93] weighted the plot with question and answer and
then selected the word with the highest attention
weight to be replaced according to the internal at-
tention distribution. Hsieh et al. [94] selected words in
transformer based on highest or lowest self-attention
score.

(1) Gradient-based: there are many ways to find the
optimal perturbation. Behjati et al. [95] employed a
projected gradient-based approach to find the
nearest one to the current word vector in the
embedding space, which is also an early attempt at
the universal adversarial trigger. Cheng et al. [96]
introduced group lasso on the projected gradient
method, with gradient regularization, to achieve
two kinds of novel non-overlapping attack and
targeted keyword attack. Restricted directions can
also provide some interpretability for perturbation
generation [42]. Meng and Wattenhofer [90] se-
lected alternative words by iteratively approxi-
mating the decision boundary. Wallace et al. [6]
also used a HotFlip-inspired approach to design a
universal trigger, represented as a one-hot vector. A
linear approximation of the task loss is used to
adjust the randomly generated noise by minimizing
the loss.
Unlike the previous ones, Zhang et al. [97] used the
Metropolis–Hastings (MH) sampling method for
each round of operation (replacement, insertion,
and deletion) of transition proposal, combining
language models and gradients to guide the jump
direction of the samples in a white-box situation.
Besides, generative methods can be adopted. Song
et al. [98] used a pretrained adversarially regular-
ized autoencoder. .ey first mapped a Gaussian
noise vector n to a latent vector z using generator
and then generated a trigger t from z using the
decoder.

z � GENERATOR(n);

t � DECODER(z);

x′ � [t; x].

(8)

.is is also a way to generate a universal trigger, and
even some semantics are preserved.

(2) Score-based: because the subsequent work tends
to prepare the candidate set for each word and
then decide the replacement order, this is
equivalent to the process fusion of location and
perturbation. Based on this idea, designed a
greedy algorithm, using the method of proba-
bility weighted word saliency to design the score
function:

Replace-1

Temporal

Temporal Tail

�is is definitely my favorite restaurant

�is is definitely my favorite restaurant

�is is definitely my favorite restaurant

Figure 5: Word saliency judged by score-based method.
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H x, x∗i , wi(  � ϕ(S(x))i · ΔP∗i , (9)

where ϕ(z)i is the softmax function.

ΔP∗i � P ytrue|x(  − P ytrue|x
∗
i( , (10)

where ΔP∗i is the optimal word substitution effect.

S x, wi(  � P ytrue|x(  − P ytrue|xi( , (11)

where S(x, wi) is the word saliency referring to
replacement order. Alzantot et al. [100] first used
population-based gradient-free optimization via
genetic algorithm. .ey randomly sampled from
the input which word to replace, using Euclidean
distance, language model scores, and target label
prediction probability to constrain the process of
selecting replacement words. .e method can be
used for selecting both candidate words and
transformation operations [101]. In addition to
using average-case random operation, they also
used the method of greedy search, beam search, and
genetic search for the selection of grammatical
error generation operation they defined. In fact, the
choice of transformation space plays a crucial role
in identifying word substitution as a combinatorial
optimization problem [102]. Proposed by Zang
et al. [103], HowNet is better than wordnet and
counterfitted embedding space, which included
high-quality and high-efficiency examples. Also
particle swam optimization (PSO) has higher attack
success rate among the above heuristic search
algorithms.
Different from the above ideas, some scholars
consider those large-scale pretrained models to
have a large corpus, and the training method of the
mask makes them inherently capable of generating
candidate words. References [104–106] used BERT
(RoBERTa) to attack BERT. Shi et al. [92] also
generated the replacement phrase pairs by using
BERT.

(3) Decision-based: Maheshwary et al. [107] improved
the genetic algorithm without using the probability
scores of the target tags, but maximizing the se-
mantic similarity between sentences, which makes
it work even under hard tagging conditions. Re-
ducing the search space before the optimization is
also an important speedup process. Zou et al. [108]
used reinforcement learning and incorporated
discriminator in the environment. .is allows the
actor to change the input while attacking the NMT
model and preserving the semantics from the
discriminator as much as possible.

(4) Blind-based: blind-based word substitution is
mostly rule-based and relies heavily on manual
manipulation in the early days. Blohm et al. [93]
manually selected 106 most frequent words; then
they defined lexical substitutions of single words or
multi-word expressions. Because adverb tends to

have less impact on semantics, Liang et al. [29] used
the removal of adjectives and adverbs. Samanta and
Mehta [85] also used adding the adjective before the
target. .ere are also some works adopting special
rules, for example, combining linguistic phenom-
ena, Fan et al. [101] selected 8 out of 27 grammatical
errors of NUCLE [109] and designed the proba-
bilistic transformation. Glockner et al. [110] argued
that mods lack lexical and world knowledge, and
they used a synonym, hypernym, co-hyponyms,
and antonyms to generate a new NLI test set
without introducing new vocabulary. Tan et al.
[111] used LemmInflect to generate the Morpheus
form of the vocabulary. A series of Should-Not-
Change and Should-Change strategies were
designed to generate paraphrases on the dialogue
system [60] with word-by-word replacement
strategy to test the over-sensitivity and over-sta-
bility of the system, respectively.

3.1.3. Sentence-Level Perturbation. Sentence-level pertur-
bation is divided into two forms: perturbation and gener-
ation. Perturbation is a two-stage attack in which researchers
often locate a specific word first and then paraphrase it by
combining the rules. Location is roughly similar to word-
level location, and here we will focus on the perturbation
rules. Generation is a one-stage attack that generates sen-
tence-level perturbations directly with the help of the
network.

Perturbation. .e perturbation methods are given as
follows.

(1) Score-based: judging sentence-level importance
should be able to heuristically quantify its score.
.e question answer model designed by Blohm et
al. [93] calculated the attention score for the sen-
tence vector obtained from the concatenate word
vector. .ey deleted the sentences with high at-
tention score to check whether the model can read
out the key sentences or not. In addition to the
deletion operation, they also designed several
methods to add distractor sentences. AddC ran-
domly selects 20 common words from the candi-
date words; AddQ selects replacement words from
the list of all questions; the candidate words of
AddQA also include wrong answers. Such concate
attack is often used in QA systems. Besides, rules
can be designed in conjunction with specific tasks.
Minervini and Riedel [45] designed five first-order
logic rules for the NLI task (Table 4) by swapping
sentence order to obtain the sample that gives the
highest model inconsistency score.
Also, this attack introduces external knowledge by
adding negation, hyponymy, and antonymy. .e
same logic is also applied in the generation of
adversarial sets for link predictors [112], but only
Horn clauses are used in the experimental part.

12 Security and Communication Networks



(2) Decision-based: the decision-based attack generally
requires only the result of the model call without
knowing the confidence scores of the result. .is
attack can vary with the form of the task. In the QA
system, the model response is already quite in-
formative. For example, Jia and Liang [7] designed
the attack form of ADDSENT..e model answer is
obtained by querying, selecting keywords and
wrong answer, converting the original question
into a declarative sentence using 50 manually de-
fined rules, and inserting it into the original article
after review by crowdsourcing. However, because
they specify in advance that the location of the
inserted sentences can only be at the beginning and
end of the article, this may lead to model cheating.
So, Wang and Bansal [113] introduced random
location and random keyword and proposed
AddSentDiverse attack method, which considered
the form of concate attack more comprehensively.

(3) Blind-Based: the earlier articles relied heavily on
manual work for sentence-level generation. Moo-
savi-Dezfooli et al. [86] used a perturbation method
of inserting sentences for the found HSPs. Since
most of these words are proper nouns, they are
suitable for supplementing facts with definite
clauses. So, the authors manually added them from
Wikipedia or fabricated facts. Zhang et al. [114]
found a large number of lexical overlap in para-
phrase identification datasets. .ey used language
model-based extraction of NER attributes of words
and then exchanged entity word positions to
generate negative samples. After that, they used
back translation to expand the positive examples
and the cross-combination of positive and negative
examples to generate label-balanced adversarial-
example sentence pairs.

Generation. .e generation methods are given as
follows.

(1) Gradient-based: for the Quizbowl task, Wallace
et al. [115] proposed that participants design
the questions causing the model to go wrong.
.e model calculates the importance of words
through a gradient and gives participants clues to
design the problem. Since such task format is
interesting, it is a clever application of human-
computer interaction.

(2) Score-based: Cheng et al. [59] used reinforcement
learning to design adversarial agents for the bidding

negotiation system. In the white-box scenario, he/
she needs to know the dialogue history to guide the
agent reward function through logit layer outputs
in the white-box scenario. .e effect is stronger
than the decision-based agent that only knows the
final result of the dialogue. Wang et al. [116]
designed a controlled text generation model, in-
cluding an encoder, a decoder, and an attribute
classifier. Attribute is encoded with one-hot
encoding by a projection that restricts the text to
different outputs sa′ for different attributes.

a
∗

� arg max
a′ ≠ a{ }

− 
y

y logp y|sa′( ⎡⎢⎢⎣ ⎤⎥⎥⎦. (12)

.e optimal attribute a∗ is obtained when the cross-
entropy loss between the ground truth labels and
the prediction is maximized.

(3) Decision-Based: Wang et al. [117] designed a tree-
based autoencoder capable of generating word-
level and sentence-level perturbations while
maintaining semantic and syntactic information.
.is attack is oriented towards sentiment analysis
and QA tasks, implementing targeted attack for the
former and position targeted attack and answer
targeted attack for the latter. .e embedding ap-
proach for word and sentence-level embedding
characterizes itself in that sentence level uses the
root node of the tree, while word level uses the
concatenation of the leaf nodes. .e target of the
attack is

min z∗
����

����p
+ cf z + z∗( . (13)

Ribeiro et al. [19] first generated semantically
equivalent adversaries (SEAs) by the NMT sys-
tem and then automatically extracted semanti-
cally equivalent adversarial rules (SEARs), and
finally the process of extracted rules is abstracted
into a submodular optimization problem for
filtering paraphrase sentences that match the
rules, where the semantic score is defined as
follows:

S x, x′(  � min 1,
P x′|x( 

P(x|x)
 . (14)

When SemEq(x, x′) � [S(x, x′)≥ τ], the resulting
sample x’ is considered semantically equivalent to x,
where τ is defined by crowdsource. .e final
generated semantically equivalent adversary (SEA)
is defined as follows.

SEA x, x′(  � ⊮ SemEq x, x′( ∧f(x)≠f x′(  . (15)

Reinforcement learning also has relevant applica-
tions in the study of generative samples. Cheng
et al. [59] designed future reward for adversarial
agent based on reinforcement learning under the
condition that only the outcome of the negotiation
is known.

Table 4: Five first-order logic rules.

NLI rules
R1 ⊤⇒ent(X1, X1)

R2 con(X1, X2)⇒con(X2, X1)

R3 ent(X1, X2)⇒con(X2, X1)

R4 neu(X1, X2)⇒con(X2, X1)

R5 ent(X1, X2)∧ent(X2, X3)⇒
ent(X1, X3)
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where [radv � Sadv − Sori] and the adversary agent’s
reward is the increment of the score he gets. Be-
cause the adversarial agent is set to choose the
complement of the target agent, the conversation
always agrees.
Han et al. [58] were concerned about the problem
that prediction results in structured prediction
tasks are vulnerable to small perturbations. .is
model contains a sentence generator and three
parsers, where parser A is the victim model, and
parser B and parser C are reference parsers. .e
quality of the adversarial examples is determined in
the following way.

sp(x) � −f yA

x , yB

x  − f yA

x , yC

x  + f yB

x , yC

x , (17)

where x is the input and yA

x
, yB

x
, yC

x
is the predicted

parse tree of parsers A, B, C respectively. When the
result of yB

x
is close enough to yC

x
andmuch different

from yA

x
, it is considered as a good adversarial

example. .e training process is guided by the
reinforcement learning way.
.ere were also researchers who used GANs to
generate adversarial examples. Le et al. [64]
found that the effect of fake news detector in
social media would be affected by fake com-
ments. So, they designed a GAN-based fake
comment generation system, where the attack
module only needed the output results of victim
to guide the comment generation, and combined
it with the style module to ensure that the
comments were relevant and in a normal style.
Zhao et al. [44] also used GANs to generate
samples in a range of applications, including
image classification, textual entailment, and
machine translation tasks.

(4) Blind-Based: Tong and Bansal [60] found that the
word-by-word replacement strategy was context-
dependent in generating sentences and cannot
synthesize effective sentence-level paraphrases.
.erefore, they also complemented the generative
network to generate perturbations by using the
pointer-generator network. Iyyer et al. [43] pro-
posed a syntactically controlled paraphrase net-
work (SCPN). .is is a trained encoder-decoder
model that produces paraphrased sentences with
the desired grammar, which can attack sentiment
analysis and text assignment systems..ey use back
translation and parsers to mark mutations, which
makes it possible for them to obtain very large-scale
training data. [52] used a novel approach to train
the transformer model to generate two test sets on
SQuAD problems. One test set is used to verify the
robustness of the model to the question paraphrase,
and the other is designed to test the dependence of
the model on string matching.

3.1.4. Multi-Level Perturbation. Because this review fo-
cuses on the basic operation of generating the minimum
perturbation unit rather than on the complete experi-
mental flow of the cited paper, if a paper implements
multiple perturbation level attacks that can be split, we
put it into different levels. Only when the perturbations of
different levels are caused by one operation, we consider
them as multi-level. Vijayaraghavan and Roy [119]
proposed a hybrid word-char encoder-decoder model,
which used a reinforcement learning based approach to
obtain the victim model through the test phase of
feedback design rewards. It can generate both paraphrase
and char-level perturbations.

3.2. Perturbation Measurements. As introduced in Section
2.1, image metrics cannot be directly transferred to text.
Perturbation level and language measurement are the two
parts of metrics.

3.2.1. Perturbation Level. It is divided into vector-based
measurement, edit-based measurement, and set-based
measurement.

Vector-Based Measurement. After we vectorize the text using
the method in Section 2.1, the similarity of the text can be
calculated using the distance formula.

(1) Ae Euclidean metric [120] (also known as the
Euclidean distance, L2norm, and RSS distance) is a
common definition of distance that calculates
the real distance between two points in m-di-
mensional space, or the natural length of a vector.
In two and three-dimensional space, the Euclid-
ean distance is the real distance between two
points (i.e., the distance from that point to the
origin). .e formula for N-dimensional space is as
follows.

d(x, y): �

���������������������������������

x1 − y1( 
2

+ x2 − y2( 
2

+ · · · + xn − yn( 
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i�1
xi − yi( 

2




.

(18)

(2) Manhattan distance (also known as cab geometry)
was coined by Hermann Minkowski in the nine-
teenth century as a geometric term used in geometric
metric space to indicate the sum of the absolute axis
distances of two points on a standard coordinate
system.

p � |x1 − x2| +|y1 − y2|. (19)

(3) Cosine Distance. .e cosine of the angle between two
vectors was used to measure the magnitude of the
difference between two individuals. .e cosine dis-
tance focuses more on the difference in direction
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between two vectors rather than the Euclidean dis-
tance..e cosine similarity of N-dimensional vectors
A � [a1, a2, . . . , an] and B � [b1, b2, . . . , bn] is cal-
culated as follows:

cos θ �
A · B

|A| ×|B|

�


n
i�1 Ai × Bi( 

���������


n
i�1 Ai( 

2


×

���������


n
i�1 Bi( 

2
 .

(20)

Note that when the above distances are used in com-
puting the sentence vector, they can be interpreted in a
semantic-preserved way. Common sentence encoders in-
clude the following:

(1) Skip-Aought Vectors [121]. Before the advent of
BERT, this method was a common way for obtaining
high-quality sentence vectors.

(2) Universal Sentence Encoder(USE) [122]. .e model
extended the above multi-task training by addingmore
tasks and co-training with a skip-thought-like model to
predict the sentence context of a given text fragment
[122].

(3) InferSent used the Stanford natural language infer-
ence dataset as a training set to achieve superiority
over the skip-thought approach [123].

(4) Sentence-BERT [124].

Edit-based measurement mainly measured the smallest
unit operation on the text.

(1) Levenshtein distance, also known as edit distance
[125], calculated the minimum number of individual
character edits (such as deletions, insertions, and
substitutions) needed to turn one word into another.
However, it was only one type of edit distance and
was closely related to pairwise string comparisons.

(2) Word mover’s distance (WMD) was proposed in
2015. It was the pioneering work in the in-depth
study of text similarity computation [126]. Based on
word2vec, the problem of semantic similarity of text
was transformed into a linear programming prob-
lem. .e formal description was as follows.
First, suppose there is a trained word vector matrix
X ∈ Rd∗v, with a total of v words. .e ith column
xi ∈ Rd represents the d-dimensional word vector of
the ith word. .en, the Euclidean distance between
word i and word j is

c(i, j) � xi − xj

�����

�����2
, (21)

For a given text, the sparse vector d ∈ Rn can be used
as the bag-of-words representation, where the
number of words occurring in the ith word i in the
text is denoted by ci; then, the regularized repre-
sentation of the ith word frequency in d is

di �
ci


n
j�1 cj

, (22)

Let d, d′ represent the bag-of-words representations
of the two texts to be computed, respectively, and
each word i in d can be transformed to d′ in whole
or in part. .erefore, define the transfer matrix
T ∈ Rn∗n, where Tij represents how many words i

are transferred from d to the word j in d′, Tij ≥ 0,
thus minimizing the transfer cost and translating to
a linear programming problem.

min
T≥0



n

i,j�1
Tijc(i, j)

s.t.



n

j�1
Tij � di, ∀i ∈ 1, . . . , n



n

j�1
Tij � di
′, ∀i ∈ 1, . . . , n.

(23)

(3) Word modification rate: it is the proportion of the
total input utterances in which the adversarial ex-
ample changed the verbs compared to the original
input.

(4) Number of change: this method only evaluated the
number of the editing operation.

Set-Based Measurement. .is approach treats words as el-
ements of the set of words in a document to calculate
similarity.

(1) Jaccard index [127], also known as Jaccard similarity
coefficient, was used to compare the similarity and difference
between a finite set of samples; the higher the value of the
Jaccard coefficient, the higher the similarity of the samples.
.e similarity of two documents or sentences in a text can be
calculated. .e formula is as follows.

J(A, B) �
A∩B

A∪B
. (24)

When the sets A, B are empty, J(A, B) is defined as 1.
According to the above formula, when the intersection
between Doc14 and the set Doc2 is larger, it indicates that the
degree of similarity between the two is higher. In particular,
J(A, B) is 1 when set A and set B are the same.

3.2.2. Language. In addition to the comparison of text
similarity, we also need to judge the compliance of the
language itself. .ere are two parts, grammatical level and
manual assessment.

Grammatically.

(1) Number of Grammatical Errors. .is can be evalu-
ated with the help of LanguageTool [128].
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Lexical Consistency. It refers to the lexical consistency
of the replaced word and the replacing word. .is can
be achieved with the help of NLKT, ApaCy, and flair.

(2) Language Model. Does it fit the context of the fol-
lowing language model [129–131].

Human Evaluation.

(1) Grammatically [132]: determine if there are gram-
matical errors in the text.

(2) Plausibility [133]: evaluate the fluency of the text and
whether it is written by a native speaker.

4. Defense Strategy

For the above attacks, we can summarize the defense ideas
in steps by combining the process of deep learning de-
ployment. (1) Data preprocessing stage: we can perform
anomaly detection before data are input to the model to
determine whether it is an adversarial example. (2)
Training stage: we can use the generated adversarial ex-
ample to secure system using empirical defense strategies,
including data augmentation, model regularization, robust
optimization, and knowledge distillation. (3) At the same
time, we can calculate the robustness bound of the model
and use the approximation calculation to approach the
lower bound of the robustness bound, and the common
methods are interval bound propagation and random
smoothing. (4) Finally, we restrict the number of times the
adversary accesses the API after the model is employed to
reduce the harm of its attacks (Table 5).

4.1. Detecting Adversarial Examples

4.1.1. Local Trigger Detection. In order to protect the system,
the first thought on the approach is to filter the raw data to
prevent adversarial examples from entering the model and
curb the problem before it happens. Related works can be
broadly divided into two ideas: (1) detecting the addition,
deletion, and exchange of char levels and (2) detecting the
substitution of synonyms. Char-level detection can be un-
dertaken with the help of tools, e.g. Python autocorrect 0.3.0
package [27]. But those detection tools [134–136] have
limited effect. For one thing, they are only effective for
partial word-level substitution. For another, they do not
work for hieroglyphic languages [137].

.erefore, a great deal of work has been focused on
detecting substituted synonyms.Wang et al. [138] assumed that
the generalization ability of the model causes the presence of
adversarial examples: an insufficiently strong generalization

can cause different samples of the same general class to be
divided into different classes. .us, an encoder is used to
encode the samples before the classifier, mapping all the points
around a sample to the centroid in order to aggregate texts
from the same class together. .is approach does not require
expanding the data or modifying the model architecture but
only requires training on the original dataset after adding a
mapping in front of the classifier. For an input format like text,
which is a discrete symbol in a sentence, finding neighbors is
relatively simple. Zhou et al. [139] designed a scrambled dis-
criminator DISP to predict whether each character in the data
was scrambled or not. For each potentially scrambled character,
it generated an approximate embedding vector and found the
closest one to recover the text in the embedding space. In
addition, word frequency can also be used to detect synonym
substitution. Mozes et al. [140] proposed a frequency-guided
word substitution detection method. .ey assumed that var-
ious word substitutionmethods tend to replace high-frequency
words with low-frequency words and designed a rule-based
model-independent detection method with statistical data to
support this assumption. .e experimental results were better
than DISP in detecting word substitution, but DISP was more
applicable than FGSW in detecting char-level perturbations.
However, current methods are adopted to center on the study
of char level and word level, while sentence-level paraphrase-
type attacks are still under-researched.

4.2. Universal Trigger Detection. In addition to the above
detection for the local trigger, there is a defense against the very
harmful universal trigger.Wallace et al. [6] looked for universal
adversarial triggers that are concatenated-based. Regardless of
the input, the model is triggered to produce a specific pre-
diction when a global trigger is added. Le et al. [141] utilized
UniTrigger’s own strength (the ability to generate a single
universal adversarial phrase). Borrowing from the “honeypot”
concept in cybersecurity [142], they placed several” trapdoors”
on the text DNN classifier to capture and then filter out the
malicious examples generated by UniTrigger.

4.3. EnhancementTrainingPhase. .is part of the work aims
to enhance model robustness through some empirical
training methods. .ere are three broad categories: adver-
sarial training, robust encoding, and knowledge distillation.

4.3.1. Adversarial Training. Adversarial training (AT) is one
of the most effective techniques to improve the robustness of
models. It can be further classified into data augmentation,
model regularization, and robust optimization [143, 144].

Table 5: Categories of adversarial defenses.

Deep learning deployment Defense strategies Relative work

Detecting adversarial examples Local trigger detection [27, 134–140]
Universal trigger detection [6, 141, 142]

Enhancement training phase
Adversarial training [7, 77, 83, 143–154]
Robust encoding [154–157]

Computing robust lower bounds [158–165]
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(1) Data augmentation uses the generated adversarial
examples to extend the original training set. .is
method is used to enhance the robustness of the
reading comprehension system [77]. Experiments
show that the system improves the defense against
blended adversarial examples to some extent.
Similar approaches are also included in [83].
However, such methods are largely static defense
methods with limited effectiveness and cannot
defend against unknown perturbed data. Jia and
Liang [7] performed data-enhanced adversarial
training on the text entailment system. Knowl-
edge-based, hand-crafted, and neural-based
methods are used to generate data, respectively.
.ey used the idea of the adversarial generative
network to integrate the adversarial examples into
the optimization process of the classifier. Another
idea of data augmentation is that Kang et al. [145]
incorporated the average self-negative coding as
the input of word embedding into the training
data, which has good resistance to char-level
perturbations. However, it is not effective for non-
character order scrambling.

(2) Model regularization treats the adversarial example
as a regularization term, which can be expressed as
follows:

min J(f(x), y) + λJ f x′( , y( ( , (25)

where λ is the hyperparameter. In a recent study,
[146] proposed to improve the robustness of lan-
guage models by fine-tuning local features with
global features from an information-theoretic per-
spective for word-level adversarial attacks. It con-
tains two mutual information-based regularizers for
model training: (1) the information bottleneck reg-
ularizer, which is used to suppress the noisy mutual
information between the input and feature repre-
sentations, and (2) the anchored feature tuner, which
increases the mutual information between the local
stable features and the global features. Miyato et al.
[147] used the fast gradient sign method (FGSM)
proposed by Goodfellow et al. [166] to compute the
perturbation, adding it to the continuous word
embedding to generate adversarial input x′ and then
input it to the model to obtain adversarial loss. By the
optimization, the original classification loss (cross-
entropy) is added to obtain the new loss, which has
achieved good results in text classification tasks. .is
work is followed by [148–151].

(3) Robust Optimization. Madry et al. [152] investi-
gated the problem of adversarial robustness of
neural networks from an optimization perspective.
It provides a broad, unified view of the study of the
adversarial robustness problem of neural networks
from an optimization perspective. A saddle-point
equation (min-max) is used to describe the

adversarial robustness problem rigorously. .e
following equation is used to precisely describe the
security goal we want to achieve:

min
θ

E(x,y)∼D max
Δx∈Ω

L(x + Δx, y; θ) . (26)

Al-Dujaili et al. [153] used this method for malware
detection DNNs. Previous work uses r l2-or hyper-
rectangle. Dong et al. [154] modeled word replacement
attacks with the convex hull, using regular terms to re-
inforce the perturbation of the actual. Also, worst-case
adversarial training using generated samples allows the
model to achieve the best current robustness against
several attacks on sentiment analysis and natural lan-
guage inference for multiple models.

4.3.2. Robust Encoding. Another part of the work aims to
learn the robust word vector, self-supervised pretraining that
improves robustness by learning consistent representations
under data expansion and adversarial perturbations.

Edizel et al. [155] proposed a method to solve word
embeddings for spelling errors. .ey found that combining
fast text with subwords could improve the applicability of
existing word embeddings to corpus containing a large
number of foreign words in the supervised task of learning
spelling error patterns. Jones et al. [156] proposed a
framework for robust encoding (RobEn) to build coding.
.e core part is a function that maps sentences into a
smaller discrete encoding space, which satisfies the stability
of the encoding mapping while preserving fidelity to un-
perturbed data. Also, this encoding-based system can easily
compute the exact robustness accuracy and avoid the lower
bound of the recognized robustness training. Tan et al.
[157] merged linguistic information with a data-driven
subword encoding scheme, enabling large-scale NLP
models to adapt well to non-standard inflected words,
preserving the performance of standard English. .e
method is also effective in improving the vocabulary of
existing subword taggers. Dong et al. [154] designed a
robust word vector by considering all word vectors around
a word.

4.3.3. Computing Robust Lower Bounds. Empirical defenses
against attacks carry no guarantee that the robustness of the
model is substantially improved, and the robustness of the
model needs a quantitative and theoretically guaranteed
metric for evaluation. .erefore, we need to calculate model
robustness bounds to provide theoretical security guarantees
for the robustness of the model. .e model robustness
bound is for a specific sample, i.e., the model’s classification
decision for this sample will not vary within this bound.

Most researchers usually use approximation methods to
calculate the lower bounds of the model robustness bounds,
and the common methods in NLP include randomized
smoothing and interval bound propagation.
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(1) Randomized Smoothing. .e concept of randomized
smoothing was first introduced to provide stochastic
smoothing of top-1 predictions. .e robustness of
top-1 predictions is guaranteed. .e method uses
Monte Carlo estimation by sampling n samples
x1, x2, . . . , xn around sample x (equivalent to adding
random noise to x) to obtain their argmax category
expectations and use them as the final prediction, i.e.,
f(x) � 1/nnf(xn). Recent related work includes
[158, 159]. Lecuyer et al. [160] proposed PixelDP,
which exploits the connection between the differ-
ential privacy and model robustness.

(2) Interval Bound Propagation (IBP). Gowal et al. [161]
presented a verifiable robust neural network training
method based on the principles of interval boundary
propagation (IBP) [162] for the first time. When the
input data are perturbed “within the infty param-
eters” defined by IBP, it is very fast with computa-
tional cost comparable to two forward passes of the
network, which makes the method highly scalable.
Huang et al. [163] demonstrated that the idea of IBP
can also be used to analyze the robustness of natural
language processing models. Related studies are also
included in [164, 165].

4.4. Limitation ofAPICalls. Finally, to prevent the adversary
from repeatedly calling the API multiple times, stealing
model information, or even training a shadow model, we
could limit the number of API calls. In real scenarios, the
attacker cannot often get the training data, model structure,
and model parameters of the attacked model and can only
achieve the attack purpose through API calls. .e current
black-box attacks often require a huge amount of API calls,
especially for complex AI models. .erefore, some of the
unlawful attempts can be circumvented by limiting the
amount of API calls from users.

5. Perspectives

By nowwe have reviewed the relevant works on text adversarial
attacks and defensive strategies in the previous sections. .e
existing problems can be divided into two categories: evasive
attacks and defensive strategies, each containing many subsets.
Based on our survey, it is easy to find out which approaches are
frequently used to solve these problems. We will next discuss
about the problems in existing approaches and then give
possible implications for research within the field of text
adversarial attacks and defenses.

5.1. Discussion. Security analysis of text adversarial attacks and
defenses has gained a lot of attention and continues to be a
popular theme since 2016.Our survey has the following findings:

(1) Ae Trends of Text Adversarial Attacks. Adversarial
examples are essentially data, which can be used for
backdoor attacks, testing robustness, or defense.
Different purposes require different readability of
samples. An attack, for example, requires a higher

level of stealth. Also, as DNNs are used in a wider
range of applications, there will be a higher demand
for research related to improving robustness.

(2) Performance of Existing Methods. Most of the earlier
approaches used gradient localization of the position
to be perturbed before replacement, borrowed from
the perturbation generation methods in the image
domain. However, its reduction from embedding
back to text is not very effective and the strong
adversary knowledge is not conducive to deploy-
ment. Although the blind-based approach played a
great role in expanding the dataset in the early days,
it depends on expert knowledge and even manual
manipulation. Some later approaches use scores to
locate the words to be scrambled. .erefore, it is
worth thinking about how to find word-level word
replacement methods quickly and accurately using
less knowledge, such as decision. Sentence-level
perturbations are mostly generative, and it is
meaningful and referential to study how to auto-
matically generate sentence-level generations.

5.2. Directions. Although research on textual adversarial
attacks and defenses has been undertaken for many years,
the discrete and semantic nature of text relative to images
leaves many questions to be addressed in this area. In the
following, we will discuss future directions and provide some
clues for researchers.

(1) High Quantity. .e discrete nature of text leads to the
generation of adversarial examples that can only be
hidden by cottage characters or in the form of semantic
hiding. .e current literature generates adversarial ex-
amples with character-level-based perturbations that are
easily detected and cannot even bypass grammar
checking.Word substitution-based perturbations, based
on the substitution of synonyms, slightly change the
sentiment tendency or heavily replace the description
object. .erefore, we need to generate more stealthy
adversarial examples, while making their attack more
targeted and even more generalizable as a global trigger.

(2) High Efficiency.We can find that early attacks aremostly
white-box based, calculating importance by gradient.
Later query-based attacks use query results and confi-
dence scores to quantify the importance of words.
However, realistic scenarios can often have less
knowledge and can only invoke themodel interfacewith
limited number of queries..erefore, we need to design
adversarial example generationmethods that exploit less
access knowledge, fewer queries, and fewer attack times.

(3) Automation. .e process of generating adversarial
examples relies heavily on manual work. From the
early stage, we relied heavily on manual retrieval
from Wikipedia and other platforms to add relevant
and intrusive examples, even in the form of human-
in-loop; later on, the sentences were generated
according to the rules formulated by human beings;
currently, it has evolved into the form of automatic
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extraction of rules to generate sentences, which are
checked by crowdsourcing review for fluency, or
tagged by human beings. It can be seen that the
generation process of adversarial examples is grad-
ually developing into automation, and we should
also focus on more automated techniques.

(4) Generation. Most of the research has focused on the
form of word substitution and character substitu-
tion, making the sentences generated in this way tend
to have a single form and deviate more or less from
the semantics of the original sample. A few works
have used Seq2Seq, VAE, GAN, RL, and other
techniques to generate sentence-level perturbation.
Preliminary attempts can transform the form of the
sentences, but the results are not very static. .erefore,
the next step can be considered to introduce related
techniques, even pretrained models, to try to generate
semantics-preserving sentence-level adversarial sam-
ples, or even consider generating longer adversarial
examples, such as paragraph level and chapter level.

(5) Application. Current work mostly generates adver-
sarial examples on public datasets such as sentiment
analysis, text classification, and machine translation.
Compared to the image and video-based adversarial
example such as face recognition and autonomous
driving, textual adversarial example cause less social
impact. .erefore, we can focus on more security-
related scenarios [167], such as language style
forgery, fake news recognition, malicious code, and
other related areas of research. We can also consider
studying multi-lingual adversarial instances in the
context of the ethnicity of the researchers, as well as
studying textual adversarial applications in more
practical scenarios such as mental health [168, 169],
android applications [170–173], Ethereum smart
contract [174], network traffic [175], and discrimi-
nation [176].

(6) Interpretability. So far, researchers have mostly fo-
cused on how they can generate more effective
adversarial examples, but few studies have focused
on why the phenomenon of adversarial examples is
generated. .e next step could be research related to
interpretability, such as the mechanism of models
making predictions, or the attackability of examples
[177]. Also consider introducing knowledge graphs
to give models common sense reasoning capabilities
to fundamentally improve the robustness of models.

(7) New Phase. Finally, the attacks discussed in this
paper all occur during the testing phase, i.e., the evasion
attack. At this point, the adversary has at most white-
box knowledge and cannot change the model itself. In
the past, this indeed fit the adversary’s privilege. But
with the advent of federated learning technology, more
and more DNN models can be deployed on local
clients, which also means that users can control the
deployment of local models and even influence the
global model by manipulating the gradients uploaded

by local models..is is called a poisoning attack, which
is undoubtedly a form of attack with a large and more
damaging impact. .ere are already some language
models [178], OOV prediction, and other systems that
use federated learning architecture, and in conse-
quence, research on poisoning attacks is urgently
needed.

6. Related Surveys

Han et al. [179] presented a comprehensive and systematic
introduction to adversarial attacks and defenses in DNN
models with examples of three data types: images, graphs,
and text. In addition to evasion attacks, poisoning attacks
are also introduced, taking into account the full cycle of
DNNs. It also adds the application of the real world and the
importance people attach to such attacks. However, the
focus of it is around IMAGES data, and the description of the
attack and defense of TEXT is relatively little, almost passing
by. DeepSec [180] was the first platform to integrate attack
and defense tools, followed by the adversarial robustness
toolbox (ART) [181]. Both are comprehensive, but they are
about adversarial example generation for images..e textual
domain is equally practical, and several related platforms are
available for evaluation.

TextAttack [182] is the earliest implemented tool
framework for text attacks. .ey integrated 16 attack forms
into the framework and split the attack into components,
which can facilitate researchers to design new elements and
evaluate the effect of the attack. It can also use perturbed
data to train the system against and enhance the data.
OpenAttack [76] had a more detailed classification of at-
tacks, classifying adversary knowledge into gradient/score/
decision/blind-based and perturbation levels into sentence-
level, word-level, char-level, and multi-level. In particular,
they designed a more comprehensive form of attack than
TextAttack, including both sentence-level and decision/
blind-based attacks. TextFlint [183] is a robustness as-
sessment platform. It combines linguistic knowledge to
design a set of transformations for generating perturba-
tions and uses these data to analyze the robustness of
multiple SOTA models for mainstream NLP tasks. How-
ever, the above three articles focus on practice rather than
classification, which has some reference value for classi-
fication but lacks rigor.

.ere is no shortage of reviews on textual adversarial
attacks and defenses. .e framework of Zhang et al. [184] is
the most comprehensive one, but their classification of at-
tacks is unsystematic and the granularity is coarse-grained.
Although the granularity of the attack classification in [185]
is relatively fine, it does not incorporate the adversary’s
knowledge, and the relationship between related attack
methods is not defined clearly enough. .e classification of
text attacks in [186] is more task-oriented and biased to-
wards the application perspective. At the same time, these
articles were generally written early and did not cover the
major changes in attack techniques over the years, and thus
the cases are of insufficient novelty.
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In this paper, not only are the two main lines of NLP
pipelines and adversarial attacks highly integrated and self-
consistent in terms of knowledge, but it also provides a more
systematic summary and refinement of the subcategories
including attack, defense, and evaluation. It is both theo-
retically and experimentally instructive in the field of textual
adversarial attacks and defenses and a review with both
security and NLP expertise.

7. Conclusion

In this work, we conduct a thorough investigation in the area
of text adversarial attacks and defenses of DNNs. For the
classification of attack methods, we provide deeper insights,
combining fine-grained attack methods, from char to sen-
tence level, with the adversary knowledge, from gradient to
blind. For defense methods, we consider their security step
by step in a real-life pipeline in conjunction with NLP.
Finally, we discuss and provide perspectives for text
adversarial attacks and defenses.
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humans do: visually attacking and shielding nlp systems,”
2019, https://arxiv.org/abs/1903.11508.

[80] J. E. Ebrahimi, D. lowd, and D. dou, “On adversarial ex-
amples for character-level neural machine translation.”” on

adversarial examples for character-level neural machine
translation,” 2018, https://arxiv.org/abs/1806.09030.

[81] J. Li, S. Ji, T. Du, Bo Li, and T.Wang, “Textbugger: generating
adversarial text against real-world applications,” 2018,
https://arxiv.org/abs/1812.05271.

[82] Y. Gil, Y. Chai, Or Gorodissky, and J. Berant, “White-to-
black: efficient distillation of black-box adversarial attacks,”
2019, https://arxiv.org/abs/1904.02405.

[83] Y. Belinkov and Y. Bisk, “Synthetic and natural noise both
break neural machine translation,” 2017, https://arxiv.org/
abs/1711.02173.

[84] N. Papernot, P. McDaniel, A. Swami, and R. Harang,
“Crafting adversarial input sequences for recurrent neural
networks,” in Proceedings of the MILCOM 2016-2016 IEEE
Military Communications Conference, pp. 49–54, IEEE,
Baltimore, MD, USA, November 2016.

[85] S. Samanta and S. Mehta, “Generating adversarial text
samples,” in Proceedings of the European Conference on
Information Retrieval, pp. 744–749, Springer, Grenoble,
France, March 2018.

[86] S. Mohsen Moosavi-Dezfooli, A. Fawzi, and F. Pascal,
“Deepfool: a simple and accurate method to fool deep neural
networks,” in Proceedings of the IEEE Conference on Com-
puter Vision and Pattern Recognition, pp. 2574–2582, Las
Vegas, NV, USA, June 2016.

[87] P. Yang, J. Chen, C.-J. Hsieh, J.-L. Wang, and M. I. Jordan,
“Greedy attack and gumbel attack: generating adversarial
examples for discrete data,” Journal of Machine Learning
Research, vol. 21, no. 43, pp. 1–36, 2020.

[88] Y. Cheng, L. Jiang, and W. Macherey, “Robust neural ma-
chine translation with doubly adversarial inputs,” 2019,
https://arxiv.org/abs/1906.02443.

[89] X. Zheng, J. Zeng, Yi Zhou, C.-J. Hsieh, M. Cheng, and
X.-J. Huang, “Evaluating and enhancing the robustness of
neural network-based dependency parsing models with
adversarial examples,” in Proceedings of the 58th Annual
Meeting of the Association for Computational Linguistics,
pp. 6600–6610, Singapore, July 2020.

[90] M. Zhao and R. Wattenhofer, “A geometry-inspired attack
for generating natural language adversarial examples,” 2020,
https://arxiv.org/abs/2010.01345.

[91] D. Jin, Z. Jin, J. Tianyi Zhou, J. T. Zhou, and P. Szolovits, “Is
bert really robust? a strong baseline for natural language
attack on text classification and entailment,” Proceedings of
the AAAI conference on artificial intelligence, vol. 34, no. 5,
pp. 8018–8025, 2020.

[92] Z. Shi, T. Yao, J. Xu, and M. Huang, “Robustness to mod-
ification with shared words in paraphrase identification,”
2019, https://arxiv.org/abs/1909.02560.

[93] M. Blohm, G. Jagfeld, E. Sood, Y. Xiang, and N. .ang Vu,
“Comparing attention-based convolutional and recurrent
neural networks: success and limitations in machine reading
comprehension,” 2018, https://arxiv.org/abs/1808.08744.

[94] Y.-L. Hsieh, M. Cheng, D. Cheng Juan, W. Wei, W.-L. Hsu,
and C.-J. Hsieh, “On the robustness of self-attentive models,”
in Proceedings of the 57th Annual Meeting of the Association
for Computational Linguistics, pp. 1520–1529, Florence, Italy,
July 2019.

[95] M. Behjati, S. Mohsen Moosavi-Dezfooli, M. S. Baghshah,
and F. Pascal, “Universal adversarial attacks on text classi-
fiers,” in Proceedings of the ICASSP 2019-2019 IEEE Inter-
national Conference on Acoustics, Speech and Signal
Processing (ICASSP), pp. 7345–7349, IEEE, Brighton, UK.,
May 2019.

22 Security and Communication Networks

https://arxiv.org/abs/1809.02079
https://arxiv.org/abs/1412.6572
https://arxiv.org/abs/1412.6572
https://arxiv.org/abs/1312.6114
https://www.sciencedirect.com/science/article/pii/S1319157820303360
https://www.sciencedirect.com/science/article/pii/S1319157820303360
https://arxiv.org/abs/2009.01048
https://arxiv.org/abs/1708.00107
https://arxiv.org/abs/1708.00107
https://arxiv.org/abs/1802.05365
https://arxiv.org/abs/1802.05365
https://arxiv.org/abs/1810.04805
https://arxiv.org/abs/1706.03762
https://arxiv.org/abs/1406.2661
https://arxiv.org/abs/2009.09191
https://arxiv.org/abs/2009.09191
https://arxiv.org/abs/1312.6199
https://arxiv.org/abs/1312.6199
https://arxiv.org/abs/1903.11508
https://arxiv.org/abs/1806.09030
https://arxiv.org/abs/1812.05271
https://arxiv.org/abs/1904.02405
https://arxiv.org/abs/1711.02173
https://arxiv.org/abs/1711.02173
https://arxiv.org/abs/1906.02443
https://arxiv.org/abs/2010.01345
https://arxiv.org/abs/1909.02560
https://arxiv.org/abs/1808.08744


[96] M. Cheng, J. Yi, P.-Y. Chen, H. Zhang, and C.-J. Hsieh,
“Seq2sick: evaluating the robustness of sequence-to-se-
quence models with adversarial examples,” Proceedings of the
AAAI Conference on Artificial Intelligence, vol. 34, no. 4,
pp. 3601–3608, 2020.

[97] H. Zhang, H. Zhou, M. Ning, and L. Li, “Generating fluent
adversarial examples for natural languages,” 2020,
https://arxiv.org/abs/2007.06174.

[98] L. Song, X. Yu, H.-T. Peng, and K. Narasimhan, “Universal
adversarial attacks with natural triggers for text classifica-
tion,” 2020, https://arxiv.org/abs/2005.00174.

[99] S. Ren, Y. Deng, K. He, and W. Che, “Generating natural
language adversarial examples through probability weighted
word saliency,” in Proceedings of the 57th annual meeting of
the association for computational linguistics, pp. 1085–1097,
Florence, Italy, July 2019.

[100] M. Alzantot, Y. Sharma, E. Ahmed, B.-J. Ho, M. Srivastava,
and K.-W. Chang, “Generating natural language adversarial
examples,” 2018, https://arxiv.org/abs/1804.07998.

[101] Y. Fan, Q. Long, T. Meng, and K.-W. Chang, “On the ro-
bustness of language encoders against grammatical errors,”
2020, https://arxiv.org/abs/2005.05683.

[102] J. X. M. Jin Yong Yoo, E. Lifland, and Y. Qi, “Searching for a
search method: benchmarking search algorithms for gen-
erating nlp adversarial examples,” 2020, https://arxiv.org/
abs/2009.06368.

[103] Z. Yuan, F. Qi, C. Yang et al., “Word-level textual adversarial
attacking as combinatorial optimization,” 2019, https://arxiv.
org/abs/1910.12196.

[104] L. Li, R. Ma, Q. Guo, X. Xue, and X. Qiu, “Bert-attack:
adversarial attack against bert using bert,” 2020, https://arxiv.
org/abs/2004.09984.

[105] D. Li, Y. Zhang, H. Peng et al., “Contextualized perturbation
for textual adversarial attack,” 2020, https://arxiv.org/abs/
2009.07502.

[106] S. Garg and G. R. Bae, “Bert-based adversarial examples for
text classification,” 2020, https://arxiv.org/abs/2004.01970.

[107] R. Maheshwary, S. Maheshwary, and V. Pudi, “Generating
natural language attacks in a hard label black box setting,”
2020, https://arxiv.org/abs/2012.14956.

[108] W. Zou, S. Huang, J. Xie, X. Dai, and J. Chen, “A reinforced
generation of adversarial examples for neural machine
translation,” 2019, https://arxiv.org/abs/1911.03677.

[109] D. Dahlmeier, H. Tou Ng, and S. M. Wu, “Building a large
annotated corpus of learner English: the nus corpus of
learner English,” in Proceedings Of Ae 8th Workshop On
Innovative Use Of Nlp For Building Educational Applications,
pp. 22–31, Atlanta, GA, USA, June 2013.

[110] M. Glockner, V. Shwartz, and Y. Goldberg, “Breaking nli
systems with sentences that require simple lexical infer-
ences,” 2018, https://arxiv.org/abs/1805.02266.

[111] S. Tan, S. Joty, M.-Y. Kan, and R. Socher, “It’s morphin’time!
combating linguistic discrimination with inflectional per-
turbations,” 2020, https://arxiv.org/abs/2005.04364.

[112] P. Minervini, T. Demeester, Tim Rocktäschel, and S. Riedel,
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