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Internet of Vehicles (IoV) is a signifcant 5G application scenario. As it developed rapidly, more and more vehicles are connected
to Internet of Vehicles. Te data security and privacy are the premises to ensure its service quality in an open communication
network. Tis paper proposes IoV-SDCM, a secure data communication model in IoV. It includes a self-organizing relay
forwarding network and an assured delivery mechanism. Te relay forwarding network is used for constructing a dynamic
collaboration network with the vehicle as the node. Te security delivery mechanism is that network coding is used for data
fragmentation and re-encoding to improve network communication reliability. Homomorphic encryption is used to encrypt and
protect the encoding vector, improving information leakage and anticollusion attacks.Te theoretical proof proves that the model
has the ability of data transmission confdentiality and better antiattack capabilities, while it has privacy protection capabilities.
Furthermore, the experiment verifes that the model also has the advantage of high and stable data delivery efciency.

1. Introduction

Internet of Vehicles (IoV) is a new form of mobile Ad hoc
networks (MANETs) in the feld of road trafc, which is an
intelligent information network service [1]. Vehicles are
connected, and real-time information exchange is per-
formed on roadside facilities, the Internet, and trans-
portation systems in an open and joint environment [2].
However, the rapid movement of IoV nodes, dynamic to-
pology changes, and on-demand connectivity challenge
security and privacy [3]. Its security can be roughly divided
into security of terminals, communication networks, and
cloud platforms. Especially in the IoV communication
process, the high openness is well used to build a trans-
mission network. However, with the high-speed mobility of
vehicles, the network topology changes dynamically, and the
quality of data transmission service is difcult to guarantee.
At the same time, fake nodes or malicious attack entities will
also be introduced to launch Sybil attacks, DDoS, and APT
attacks. Or infer some privacy information for identity,

location, preferences, motion trajectory by trafc analysis,
packet analysis and tracing, and collusion attacks. Tese
issues cause that the vehicle control signals and alarm signals
are unable to be transmitted to the vehicle terminal in a
timely and fast manner or are intercepted and tampered by
attackers. Tey may even greatly impact the safety of users’
personal and property [4, 5]. Tere is a further problem with
the efective combination and balance of communication
efciency and security.

To solve the communication efciency problem, some
researchers study V2V relay communication strategies based
on node self-organizing cooperation to improve the
throughput of in-vehicle networks. For collaborative data
distribution and transmission, most researchers use content
relay and perfecting schemes [6], and some researchers use
game theory-based incentive mechanisms [7, 8] or some
learning algorithm [9] to promote cooperation between
nodes. Tese methods have made contributions to the
transmission delay and transmission fow and have a sig-
nifcant role in promoting vehicle data transmission in high-
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speed road scenarios or urban road scenarios. At the same
time, many researchers have paid great attention to the above
security issues in the new scenarios of 5G IoV communication
and some researchers have also focused on the efective
combination and balance of communication efciency and
security.Te concept of network coding was proposed in 2000
[10]. On the one hand, network coding technology can im-
prove the robustness of the network, resist the impact on
network links, reduce retransmissions, and reduce network
management overhead. On the other hand, it can improve the
security of information. Trough the XOR operation, it is
equivalent to encrypting the information, making the in-
formation more difcult to be eavesdropped. Even if the
information is eavesdropped, it is difcult for the eaves-
dropper to decode the information correctly because he does
not know the processing method of the information and
cannot obtain valid information. Terefore, some researchers
have used it for vehicle network data communication [11–13]
and secure communication [14, 15]. Meanwhile, some re-
searchers use anonymity, encryption, and one or more
technologies to design IoV privacy protectionmechanisms for
solving node identity privacy, location privacy, and data
privacy leakage during communication [16, 17].

After research and analysis, it is necessary that a secure
data communication scheme of IoV is constructed, con-
fguring a relay collaboration strategy to improve trans-
mission performance and a security policy to guarantee
security and privacy. Tis paper proposes IoV-SDCM, a
secure data communication model in IoV. Our main con-
tributions include the following:

(1) We design a self-organizing data communication
network composed of relay cooperative vehicle nodes.
Trough a pseudonymous strategy and a broadcast
policy, it achieves source node anonymity, target node
anonymity, and communication relationship ano-
nymity in the self-organizing relay forwarding network.

(2) A data delivery strategy is proposed utilizing random
network coding aided by homomorphic encryption
in the data communication. It increases network
throughput while protecting the confdentiality of
information. And it can defend against collusion
attacks during network coding transmission as the
global network coding vectors are encrypted by
homomorphic encryption.

(3) After the theoretical proof and performance analysis,
the proposed model reduces the overhead of en-
cryption and decryption and the computing cost of
nodes. Furthermore, it ensures the confdentiality of
data transmission and privacy protection capabil-
ities. We conclude that the model has high reliability
and good performance by simulation experiments.

Te rest of the paper is organized as follows. Section 2
provides the related work. Te proposed IoV-SDCM model
is described in Section 3 and the theoretical proof is analyzed
in Section 4. Section 5 reports the experiments in detail and
discusses the experimental results. Finally, a brief conclusion
is drawn in Section 6.

2. Related Work

2.1. Network Coding. Initially, some researchers have made
some progress in using network coding to improve the
communication performance of the Internet of Vehicles.
Ahlswede et al. [10] proposed the concept of network coding
in 2000. Ho et al. [18, 19] proposed an algorithm of random
network coding (RNC). It is simple in construction and easy
to implement in relay collaborative IoV communication.
Some scholars have used network encoding to provide IoV
data transmission and improve the stability and security of
data transmission between dynamic nodes. Kai et al. [20]
proposed an auxiliary scheduling algorithm based on net-
work coding to achieve data sharing and collaboration
between V2X, which improved data services’ performance
and bandwidth efciency and reduced the risk of direct data
exposure. Kwon and Park [21] proposed a V2I real-time data
distribution system for system network encoding, aiming at
the validity and reliability of V2I data transmission. It could
efectively reduce the network delay in V2I communication
caused by packet loss in the channel. Gao et al. [22] proposed
a network coding system that assists D2D transmission,
which improved the total network capacity using a payof
function balancing relay selection and resource allocation
under complex interference conditions. Te above research
could efectively improve the throughput of the network, but
no further research has been conducted on possible security
risks.

Next, some researchers attempt to solve the transmission
performance and some security problems by network
coding. Khan and Chatzigeorgiou [23] proposed an op-
portunistic relay framework based on random network
coding. It simulated the probability that it could partially or
wholly recover confdential data if an eavesdropper inter-
cepted a certain number of packets. And it also validated the
trade-ofs between security and reliability. Xu et al. [24]
proposed a transmission scheme using adaptive relay se-
lection, in which users promote secure communication
through collaboration. It had a stable performance gain and
efectively suppressed eavesdropping channels. However,
due to its security problems by itself, it is still unable to solve
the security problems such as conspiracy attacks in data
transmission.

2.2. Privacy Protection. At the same time, some researchers
have designed the IoV privacy protection using one or more
technologies such as anonymity and encryption. Kang et al.
[25] proposed that IoV edge resources and fog computing
technology can efectively manage and distribute pseudo-
nyms for identity authentication. It improves the ability of
identity privacy protection. Wang et al. [26] designed a
binary privacy-preserving scheme. Te scheme used
decentralized CA and biometric password-based authenti-
cation to reduce authentication costs and achieve condi-
tional privacy protection. Rajput et al. [27] designed a
hierarchical pseudonym authentication protocol that relied
solely on CA no longer and reduced the burden on IoV
systems. Rabieh et al. [28] gave a route privacy protection
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method using homomorphic encryption and error-checking
technology, which protects the driver’s trajectory data pri-
vacy and prevents collusive attacks between malicious ve-
hicles. Te above research has only improved in security and
privacy, but limited improvement in network performance.

2.3. Our Motivation. Our paper focuses on a model for
secure data communication based on network coding and
relay collaboration. Te data communication network is
constructed based on relay collaboration vehicle nodes. In
the relay collaborative communication network, the relay
node could expand communication coverage, efectively
improving communication quality and increasing the
eavesdropped information risk.We deeply study the stability
and security of data transmission and give the corresponding
mechanism for security and privacy protection.

3. IoV-SDCM

Section 3.1 gives IoV-SDCM’s model defnition and com-
ponents. For the detailed components, the relay forwarding
network and security data delivery mechanism are described
in Section 3.2 and Section 3.3.

3.1. Model Defnition

Defnition 1. IoV secure data communication model (IoV-
SDCM): IoV-SDCM could be defned as quadruples (S,D,N,
T), where S is the source vehicle node, D is the target vehicle
node, N is the forwarding network including relay coop-
erative vehicle nodes, and T is the secure transmission policy,
as shown in Figure 1.

(i) Source vehicle node S: Te source vehicle node S
divides the information into m slices and uses the
pseudonymous strategy to generatem virtual source
vehicle nodes, each of which has a data fragment.

(ii) Target vehicle nodeD: target vehicle nodeD receives
the encoding information, global encoding vectors,
and local encoding matrix from the last relay vehicle
nodes and decodes to restore the original data.

(iii) Forwarding network N: Te forwarding network is
defned as a wireless multihop network composed of
m× n relay nodes R(i,j) (i� 1,2, . . ., m;j� 1,2, . . ., n;
R(i,j)), where R(i,j) means the j node in the ith hop
group. Te nodes and their links in the forwarding
network meet the following properties at the same
time: (1) there are m neighbour nodes within a hop
of source node S as the entry nodes R(i,j) (i� 1,2, . . .,
m;j� 1); (2) there are m neighbour nodes within a
hop of target vehicle node D as the exit nodes R(i,j)
(i� 1,2, . . ., m;j� n); (3) the relay nodes within the
adjacent one-hop range are all within the com-
munication range of each other; (4) the length of
each path is n; (5) there are m disjointed data
forwarding paths from the entry node to the exit
node.

(iv) Secure transmission policy T: Te source node uses
the homomorphic encryption function to encrypt
the initial global encoding vector and uses a random
coefcient to encode the information slices for
network encoding, which are transmitted to the
entrance nodes, respectively. Te relay node en-
codes the data slices by random coefcient selection.
It uses the splitting forwarding strategy in the
anonymous forwarding network to transmit the
encoding information, global encoding vectors, and
local encoding matrix. Finally, the exit node
broadcasts encoding information, a global encoding
vector, and a local encoding matrix to the target
node.

3.2. Relay Forwarding Network. It is necessary to meet the
requirements of source node anonymity, target node ano-
nymity, and communication relationship anonymity in the
self-organizing relay forwarding network. We use the
pseudonymous strategy for generating multiple virtual
source nodes to achieve the anonymity of the source node.
We build an anonymous relay forwarding network to
achieve anonymous communication relationships. In the
anonymous relay forwarding network, each hop contains a
group of nodes, the groups can communicate with each
other, and each group of nodes only knows its previous hop
group and the next hop group. Te exit node broadcasts
information to the target node to achieve receiver ano-
nymity. Te specifc forwarding network construction
process and related anonymity strategies are shown in
Figure 2.

3.2.1. Initialization. First, a forwarding link from a source
vehicle node to the target vehicle node is generated.

Te source vehicle node S routs a request message RREQ
to target vehicle node D. Te structure of RREQ is shown in
Table 1. If the adjacent node is not the target vehicle node, it
is logged to the RREQ message, and the number of paths is
increased by 1. Ten, it continues to be forwarded. Oth-
erwise, it stops forwarding and gets a forwarding path from
the source vehicle node S to target vehicle node D if an
adjacent node is the target vehicle node. Finally, the target
vehicle nodeD sends an answer message containing the path
information path to route request node S.

3.2.2. Source Vehicle Node Anonymity Policy. A virtual
source node strategy is proposed to achieve the source ve-
hicle node S anonymity. It generates m virtual source nodes
as forwarding nodes using the pseudonymous mechanism
and generates m forwarding paths.

Supposing the source vehicle node S is identifed as IDs, S
presets a hash function H and a random number generator
that results in a random number αi, where IDs and H are l
bits. Finally, S uses the hash function to generate the
pseudonym set S’� {S1, S2,. . ., Sm}. Te pseudonym of the
source node is
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S1 � H IDS⊕α1( ,

S2 � H IDS⊕α2( ,

Sm � H IDS⊕αm( .

(1)

3.2.3. Relay Node Anonymity Policy. In a routing path
generated by initialization from source vehicle node S to
target node D, node i as the group header (Headeri) is se-
lected by neighbouring nodes, constructing the ith hop m-
anonymous group (Hop_Groupi). And its member node gj

meets the following conditions:

(i) Te ith hop m-anonymous group Hop_Groupi is
within the communication scope of its previous
anonymous group (Hop_Groupi-1) and the next hop
anonymous group (Hop_Groupi+1)

(ii) Te group head node Headeri could set the for-
warding path sequence gj for the member nodes in
the group, and the forwarding path sequence of the
member nodes is shown in Table 2.

3.2.4. Exit Node Broadcast Policy. For the exit node
(hop� n), a set of forwarding nodes containing m nodes is
generated. In the communication range of the previous hop
forwarding node, there are a developed set of forwarding
nodes. Te target node D, i.e., IDR, is within the broadcast
range of the exit node set.

3.2.5. Update Policy. We set the communication cycle T, in
which the source vehicle node carries data transmission
along the constructed anonymous forwarding network.
When the next communication cycle arrives, the original
anonymous forwarding network is abandoned, and an
anonymous forwarding network is re-established for data
transmission. It could prevent the failure of the routing node
and balance the energy consumption.

Te specifc process of constructing a self-organizing
anonymous forwarding network is shown in Algorithm 1.

3.3. SecureDataDeliveryMechanisms. As shown in Figure 3,
we suppose a trusted authority distributes a key pair (ke, kd)
for each node, where ke is an encryption key, and kd is a
decryption key, and the encryption key ke is issued to all
other nodes.

Phase 1. Te source vehicle node S divides the information
to be sentM into m slices of information (M1,M2, . . .,Mm).
Taking m� 3 as an example, it generates m virtual nodes,
assigning the encoded fragments to the virtual nodes.

If the source vehicle node does not know the target
vehicle node key, we preprocess the original data using the
information-slicing strategy. Tis mechanism aims to
ensure the confdentiality of the data during transmission.
A specifc method of slicing information is given as
follows.

An original message M of the source vehicle node is
sliced intom data fragment. Te length of a data fragment is
d, and then, the original messageM can be represented as an
m-dimensional vector:

M � M1, M2, . . . Mm( . (2)

Since plaintext transmission of shared information leaks
content to relay nodes in the forwarding network, plaintext
transmission is not ideal. By introducing a random but
reversible transformation matrix A to construct a pertur-
bation source information slice, the original information
after the disturbance M′ is as follows.

M′ � AM

�

A1

A2

⋮

An

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
M1, M2 . . . , Mn( 

� A1M1, A2M2, . . . , AnMn( 

� M2′, M2′, . . . , Mn
′( .

(3)

Source vehicle
 node S Forwarding network N Target vehicle 

node D

R1, 1 R1, 2 R1, 3R1, 0

R2, 1 R2, 2 R2, 3R2,0S

R3,1 R3, 2 R3, 3R3,0

Virtual source
vehicle nodes Entry nodes Relay nodes Exit nodes Target vehicle 

node D

Figure 1: IoV data security delivery model.
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Tus, the source information transmitted in the anon-
ymous forwarding network is the information M trans-
formed information.

M′ � M1′, M2′, . . . Mm
′( . (4)

Te information-slicing policy avoids the direct trans-
mission from leaking content to relay nodes in the for-
warding network.

For the target vehicle node, as long as all slicing in-
formation of M′ and transformation matrix A are received,
the original information M can be restored, i.e.,

M � A
− 1

M′

� A
− 1

M1′, M2′, . . . Mm
′( .

(5)

Phase 2. Te virtual source node encodes each slicing in-
formation separately and then sends the encoded data and
the encrypted global encoding vector to the entry node,
respectively.

Te source node S builds m diferent forwarding paths
for the data slices. For the original data M, the source node
divides it into m information slices (M1,M2, . . .,Mm) in the
source node data slicing strategy. Its encoding forwarding
strategy is that the source node selects a random coefcient
for each slicing data and computes the network encoding,
and then, it sends the encoded data and the encrypted global
encoding vector to the next hop node along m diferent
paths.

Assuming the length of each slice data d, the specifc
steps for the source node data encoding are as follows:

Step 1. Random coefcient selection for network encoding.
Randomly selectm coding coefcient vectors of length d

on a fnite feld F, C(i,0)
j (i� 1,2, . . .,m; j� 1,2, . . .,m), which

forms a local encoding matrix, denoted C(i,0) (i� 1,2, . . .,m),
i.e.,

C(i, 0) �

C
1
(i,0)

C
2
(i,0)

⋮

C
m
(i,0)

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

(i � 1, 2, . . . , m). (6)

Step 2. Network encoding for each slice Mi.
Te local encoding matrix C(i,0) and each sliceMi operate

a binary bit addition. Tat is, each encoding coefcient
vector of C(i,0), C(i,0)

j performs an XOR operation on Mi,
separately, denoted as follows:

M
(0)
i � C(i,0)⊕Mi

� C
1
(i,0)⊕Mi, C

2
(i,0)⊕Mi, . . . , C

m
(i,0)⊕Mi (i � 1, 2, . . . , m).

(7)

Step 3. Calculating the global encoding vector.
Te global coding vector Vi

(0) consists of the ith coding
coefcient component of C(i,0), and then, the global coding
vector is as follows:

V
(0)
i � C

i
(1,0), C

i
(2,0), . . . , C

i
(m,0) . (8)

Step 4. Encrypting the global encoding vector.
Te global encoding vector Vi

(0) is encrypted using a
homomorphic cryptographic function, denoted as

EV
(0)
i � EH V

(0)
i , ke 

� EH C
i
(1,0), C

i
(2,0), . . . , C

i
(m,0) , ke 

� EC
i
(1,0), EC

i
(2,0), . . . , EC

i
(m,0) .

(9)

Step 5. Forwarding the encoded message.

Root

Header

member

ID1 ID2 …

… … …

… IDn

g1 g2 gm-1 g1 g2 gm-1 g1 g2 gm-1

Hop_Group1 Hop_Group2 Hop_Groupn

Figure 2: A self-organizing anonymous forwarding network based on groups.

Table 1: Routing request message RREQ.

Source Target Num path [1] path [2] . . . . . . path [n]
ID S ID R n ID 1 ID 2 . . . . . . ID n

Table 2: Te m-anonymous group of the ith hop (Hop_Groupi).

hop hop1 hop2 . . . . . . hopj . . . . . . hopm
i g1 g2 gj gm
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Te source node sends the encoded information Mi
(0)

and the encrypted global encoded vector EVi
(0) along the ith

path to the exit node.
Te above encoding forwarding process avoids the direct

decoding of a single entry node because the encoded data
fragments consist of the splicing data and column vector of
the local encoding matrix. Te encoded data slices and
encrypted global encoded vectors are forwarded along the
m-path, respectively, preventing the exit nodes from col-
luding to recover the original data.

Phase 3. Te entry nodes re-encode and use the splitting
forwarding strategy for transmission after receiving the
encoded information and the encrypted global coding
vector. Te jth relay node of the ith hop R(i,j) receives the m
packets sent by the relay node of the previous hop m-path,
selects the random coefcient, and encodesm packets. Ten,
according to the list of neighbour nodes R(i,j), the encoded
information, the global encoding vector ciphertext
encrypted, and the row vector of the local encoding vector
are forwarded to the next hop relay node along m diferent
paths. Repeat the above process until the exit node completes
the encoding operation.

Te data forwarding policy of the relay node is similar to
the data forwarding policy of the source node. Te relay
node R(i,j) receives m packets sent by the relay node of the
previous hop m-path. It selects the random coefcient and
performs network encoding for m packets. Ten, the
encoded information, the ciphertext of the global encoding
vector, and the local encoding row vector are forwarded
along the m diferent paths to the next hop relay node. Te
specifc steps for relay node data encoding are as follows:

Step 6. Random coefcient selection for the network
encoding.

Randomly selectm coding coefcient vectors of length d
in a fnite feld F, C(i,j)

k (i� 1,2, . . ., m;j� 1,2, . . ., m;k� 1,2,
. . .,m), that forms a local codingmatrix, denoted asC(i,j), i.e.,

C(i, j) �

C
1
(i,j)

C
2
(i,j)

⋮

C
m
(i,j)

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

(i � 1, 2, . . . , m; j � 1, 2, . . . , m). (10)

Step 7. Relay node R(i,j) performs network encoding for the
m packets received, Mi

(j).
Te local encoding matrix C(i,j) calculates a binary bit

addition on Mi
(j). Tat is, each encoding coefcient vector

C(i,j)
k of C(i,j) performs an XOR operation on Mi

(j), re-
spectively, denoted as

M
(j)
i � C(i,j)⊕M

(j−1)
i

� C
1
(i,j)⊕M

(j−1)
i , C

2
(i,j)⊕M

(j−1)
i , . . . , C

m
(i,j)⊕M

(j−1)
i 

(i � 1, 2, . . . , m).

(11)

Step 8. Calculating the global encoding vector ciphertext of
the relay node R(i,j).

Since the global encoding vector is the ciphertext
encrypted by the homomorphic encryption function in the
received m-path packet, the relay node does not have the
corresponding decryption key. Te relay node could not
decode the original packet to be directly recovered. At the
same time, according to the homomorphic cryptographic
function, linear changes could directly use the ciphertext of
the global coding vector to generate new global coding
vectors.

Te global coding vector Vi
(j) consists of the ith coding

coefcient component, C(i,j); then, the global coding vector is
as follows:

EV
(j)
i � 

m

k�1
C

k
(k,j−1)EV

(j−1)

i . (12)

S

M

DM1

M2

M3

R1,0
R1,1

M1
(0) EV1

(0)

M2
(0) EV2

(0)

M3
(0) EV3

(0)

M1
(0) EV1

(0)

M2
(0) EV2

(0)

M3
(0) EV3

(0)

M1
(3) EV1

(3)

M2
(3) EV2

(3)

M3
(3) EV3

(3)

M1
(2) EV1

(2)

M2
(2) EV2

(2)

M3
(2) EV3

(2)

M1
(1) EV1

(1)

M2
(1) EV2

(1)

M3
(1) EV3

(1)

C (1,1)1 C (1,2)2 C (1,3)

C (2,1)2 C (2,2)2
C (2,3)

C(3,1)3 C(3,2)3 C(3,3)

C (1,1)3

C (1,1)2 C (2,1)1

C(3,1)1

C (3,1)2

C (1,2)2

R1,2

C(2,1)3

R1,3

R2,0
R2,1 R2,2 R2,3

R3,0
R3,1 R3,2 R3,3

C(1,2)3

C (3,2)2C (2,2)3

C (3,2)1
C (2,2)1

Virtual source 
vehicle nodes Entry nodes Relay nodes Exit nodes Target vehicle 

node D

Figure 3: Secure transmission mechanism (m� 3, n� 3 as an example).
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Step 9. Forwarding the encoded message.
Te relay node sends the encoded information Mi

(j), the
ciphertext of the global encoding vector EVi

(j), and the ith
row vector of the local encoding matrix C(i,j)

i to the relay
node in the ith path. In addition, the other row vectors of the
local encodingmatrix,C(i,1)

k (k≠ i), are sent to the relay node
along the j-th path, respectively.

Here, there are two points to be noted. For the entry
node R(i,1), there is only one input link, Vi

(1) �Vi
(0) and

EVi
(1) � EVi

(0). For the exit node, it broadcasts the encoded
information Mi

(n) and the ciphertext of the global encoding
vector EVi

(n) and the local encoding matrix C(i,j) to the target
vehicle node.

In the above encoding forwarding process, the encoded
data slice Mi

(j), the ciphertext of the global encoding vector
EVi

(j), and the row vector of the local encoding matrix C(i,j)
i

are forwarded along the unjoint m-paths, respectively. It
prevents the relay node from recovering the original data.

Phase 4. Te exit node broadcasts the encoding informa-
tion, global encoding vectors, and local encoding matrix to
the target node.

Phase 5. Without considering network errors, the target
vehicle node D receives the network encoding information
Mi

(n), the global encoding vector ciphertext EVi
(n), and local

encoding matrix C(i,n) from m-path. It uses the information
to recover the information completing the data forwarding
transmission process.

Assuming that the probability of transmission error is
negligible, the target vehicle node D could receive the
network encoding information Mi

(n), the global encoding
vector ciphertext EVi

(n), and the local encoding matrix C(i,n)
from m-path. Te decoding steps are as follows.

Step 10. Te target node D uses the decryption key kd to
decrypt the ciphertext of the global encoding vector EVi

(n) to
obtain the global encoding vector Vi

(n), and the decryption
operation is as follows:

V
(n)
i � D EV

(n)
i , kd 

� ⊕
n−1

k�0
C

i
(1,k), ⊕

n−1

k�0
C

i
(1,k), . . . , ⊕

n−1

k�0
C

i
(1,k) .

(13)

Step 11. Te target vehicle node D restores the original slice
information Mi according to the network encoding infor-
mation Mi

(n), the global encoding vector Vi
(n), and the local

encoding matrix C(i,n) as follows:

Mi � M
(n)
i ⊕ V

(n)
i ⊕C(i,n) . (14)

Step 12. Te target vehicle node D recovers the original
information M based on the original slice information Mi,
denoted as follows:

M � M1, M2, . . . Mm( . (15)

Next, we will prove that the secure data delivery
mechanism can be successfully decrypted after receiving
encrypted data packets.

Assuming that the probability of transmission errors is
negligible in a data forwarding network based on network
encoding, the target vehicle node D could receive the net-
work encoding information Mi

(n), the ciphertext of global
encoding vector EVi

(n), and the local encoding matrix C(i,n)
from m-path.

Theorem 1. Without considering network errors, the target
vehicle node D receives the network encoded information
Mi

(n), the ciphertext of the global encoding vector EVi
(n), and

the local encoding matrix C(i,n) from the m-path, using them
to recover the information sent by the source node S
correctly.

Proof. Without considering network errors, the target ve-
hicle node D receives the network encoding information
Mi

(n), ciphertext EVi
(n), and local encoding matrixC(i,n) from

the m-path. Te above information is obtained after n op-
erations in the data forwarding network based on network
encoding. First, analyze the calculation process of the above
information.

Te information sliceMi is encoded by n times to obtain
Mi

(n), and its calculation process is as follows:

M
(n)
i � C(i,n)⊕M

(j−1)

i

� C(i,n)⊕ C(i,n−1)M
(j−2)
i 

� C(i,n)⊕ C(i,n−1)⊕ C(i,n−2)⊕M
(j−3)
i  

� C(i,n)⊕ C(i,n−1)⊕ C(i,n−2)⊕ · · · C(i,0)⊕Mi    

� ⊕
n

k�0
C(i,k)⊕Mi.

(16)

Te ciphertext of the global encoding vector EVi
(n) is

obtained by calculating EVi
(0) by n times, and its calculation

process is as follows:
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EV
(n)
i � 

n

k�1
C

k
(k,n−1)EV

(n−1)
i

� 
n

k�1
C

k
(k,n−1) 

n

k�1
C

k
(k,n−2)EV

(n−2)
i

⎛⎝ ⎞⎠

� 
n

k�1
C

k
(k,n−1) 

n

k�1
C

k
(k,n−2) 

n

k�1
· · · 

n

k�1
C

k
(k,1)EV

(1)
i

⎛⎝ ⎞⎠⎛⎝ ⎞⎠⎛⎝ ⎞⎠

� 
n

k�1
C

k
(k,n−1) 

n

k�1
C

k
(k,n−2) 

n

k�1
· · · 

n

k�1
C

k
(k,1) EC

i
(1,0), EC

i
(2,0), . . . , EC

i
(m,0) ⎛⎝ ⎞⎠⎛⎝ ⎞⎠⎛⎝ ⎞⎠

� ⊕
n−1

k�0
EC

i
(1,k), ⊕

n−1

k�0
EC

i
(1,k), . . . , ⊕

n−1

k�0
EC

i
(1,k) .

(17)

Te target vehicle node D uses the decryption key kd to
decrypt the global encoding vector ciphertext EVi

(n) and
obtains the global encoding vector Vi

(n). Te result is as
follows:

V
(n)
i � D EV

(n)
i , kd 

� D ⊕
n−1

k�0
EC

i
(1,k), ⊕

n−1

k�0
EC

i
(1,k), . . . , ⊕

n−1

k�0
EC

i
(1,k) , kd 

� ⊕
n−1

k�0
C

i
(1,k), ⊕

n−1

k�0
C

i
(1,k), . . . , ⊕

n−1

k�0
C

i
(1,k) .

(18)

According toMi
(n), EVi

(n), and the local encoding matrix
C(i,n), the original information sliceMi can be recovered.Te
calculation method is as follows:

M
(n)
i � ⊕

n

k�0
C(i,k)⊕Mi

� ⊕
n−1

k�0
C(i,k)⊕C(i,n)⊕Mi

� V
(n)
i ⊕C(i,n)⊕Mi.

(19)

According to the above formula,Mi could be derived and
calculated as follows:

Mi � M
(n)
i ⊕ V

(n)
i ⊕C(i,n) . (20)

Finally, the original information M� (M1, M2,. . ., Mn)
could be recovered according to Mi. End. □

4. Security Analysis

Tis section proves the security of the model from conf-
dentiality and anticollusion attack. Te confdentiality is
shown that the relay nodes except the target vehicle node
could not obtain the original information. Te anticollusion
attack is shown that collusion attackers could not jointly
recover the original data.

4.1.Confdentiality. In IoV-SDCM, the confdentiality of the
message indicates that no node in the forwarding network
could obtain the content of the sender message except for the
destination node.

Theorem 2. In addition to the target vehicle node D in IoV-
SDCM, the relay nodes in the network could not recover some
of the slicing information of the original information M sent
by the source vehicle node S.

Proof. According to the proof conclusions of reference [29],
it was proved that the homomorphic encryption function
encrypts the data homomorphically to form the ciphertext,
and then, the obtained ciphertext calculation result is ob-
tained by homomorphically decrypting the plaintext, which
is the same as the result of directly calculating the plaintext
data, but the plaintext data cannot be obtained. Based on the
demonstration, the nodes in the IoV-SDCM forwarding
network could not decrypt the part of the information of the
ith hop global coding vector because the homomorphic
encryption function encrypts the global encoding vector.
Te relay nodes except the target vehicle node D could not
recover the original informationM sent by the source vehicle
node S. Terefore, there is no early decoding phenomenon,
and the relay nodes could not decrypt part of the slicing
information of the original information M. End.

In summary, IoV-SDCM ensures the confdentiality of
the message. □

4.2.AnticollusionAttack. A collusion attack refers to the fact
that multiple attackers collude with each other to decode the
original information transmitted by the source vehicle node.
Te model proposed in this paper could prevent multiple
leakers from conspiring to recover some information from
the original information piece Mi.

Theorem 3. In addition to the target vehicle node D in the
model, there are multiple relay nodes in the anonymous
forwarding network. Te conspiratorial attackers could not
obtain part of the original information M by leaking part of
the information to recover the original data jointly.

Proof. According to the evidence in the paper [30], when the
global coding vector is exposed, multiple leak nodes could
recover some of the information of the original information
slice Mi through collusive attacks. Te main reason is the
leakage of the global coding vector Vi

(j). By obtaining a
partial global encoding vector Vi

(j), an attacker could solve
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for some slices of the original information. Te model
proposed in this paper uses a homomorphic encryption
function to encrypt the global encoding vectorVi

(j). Only the
target vehicle node D could decrypt the global encoding
vector Vi

(j), while other nodes could not decrypt the global
encoding vector Vi

(j). Terefore, the leakage of the global
encoding vector Vi

(j) is prevented, so that the attacker could
not solve part of the slicing information. Tat is, the col-
lusion attack of multiple leaked nodes could not be suc-
cessful. End □

Corollary 1. In addition to the destination node D in IoV-
SDCM, if multiple relay nodes jointly recover the original
information by disclosing some data, the conspiratorial at-
tackers could not get the original data.

Proof. According to Teorem 3, due to homomorphic en-
cryption functions to encrypt the global encoding vector, the
nodes in the forwarding network could not decrypt part of
the i-hop global encoding vector. Tere is no early decoding
phenomenon, and the conspiratorial attackers could not
obtain part of the fragmented information of the original
informationM. Terefore, the intermediate nodes could not
obtain the information of the original information M.
End □

4.3. Privacy Protection. Tis section proves that the mode
enabled privacy protection from packet analysis, trafc
analysis, and packet tracing.

Packet analysis is when the attacker analyzes the packet
to obtain information such as the identity and address of the
sender or receiver. In the process of anonymous data for-
warding, m packets are sent by the source vehicle node
containing their pseudonyms and entry node identities; the
m packets are sent by the relay node R(i,j) containing the relay
node identities and successor node identities. Tose nodes
do not have the identity information of the actual source
vehicle node and the target vehicle node. Only one packet in
the m packets sent by the exit node R(i,n) contains the target
vehicle node. Te attacker could not distinguish which is the
destination node. Terefore, in the process of anonymous
data forwarding, an attacker could not obtain information
such as the identity and address of the sender or receiver and
nor could it determine the communication relationship
between the sender and the receiver.

Trafc analysis is when an attacker determines the
communication relationship by observing the trafc patterns
of the network. In addition to the source vehicle node in the
anonymous forwarding network, the input degree of other
relay nodes R(i,j) is m, the output degree is also m, and the
network trafc pattern is balanced. Terefore, the attacker
could not determine the location of the target vehicle node
by observing the network trafc pattern, but only the lo-
cation of the source vehicle node could be found.

Packet tracing is when an attacker listens to a wireless
channel near a node and determines the source vehicle node
through hop-by-hop tracing. Assuming an attacker is lis-
tening to a wireless channel at a relay node in the

communication cycle T, each relay node R(i,j) has m front-
drive nodes. Te attacker could move to a front-drive node
R(k,j-1) of the listening node each time. If the attacker could
move to the source vehicle node in the same communication
cycle, you can locate the sender’s location. Suppose the
communication cycle ends and the attacker has not moved
to the source vehicle node. In that case, the original
anonymous forwarding network is abandoned, and the at-
tacker could not correctly locate the sender’s location.
Terefore, the success of packet tracing is afected by the
length of the communication cycle T and the forwarding
path.

5. Performance Analysis

Te IoV simulator of OMNeT++ is used to simulate the IoV
environment. We set a one-way 4-lane road shape of
30000m× 60m. Te vehicles only conduct V2V commu-
nication, the vehicle communication radius is 100∼300m,
and the vehicle speed range is 50 km/h∼100 km/h.Te linear
mobility mobile module is used to control the movement of
nodes and the vehicle. Te speed of the nodes is confgured
to follow a random distribution (14mps, 28mps). For the
communication between vehicle nodes, the IEEE 802.11 b
PHY/MAC protocol with a data rate of 11Mbps is con-
fgured, and IoV-SDCM is added to the application layer
module.

We give two defnitions to analyze the data delivery
performance of the model. One is the successful decoding
rate of vehicle nodes, which is the number of nodes that can
decode data divided by the number of all vehicle nodes in the
simulation time. Te other is the data receiving rate of
vehicle nodes, which are the valid data packets received by all
vehicle nodes divided by the total number of data packets in
the simulation time.

In the experiment, set the slice size d� 10, 20, and 30, the
size of each data packet after the slice is 1MB, and the
communication radius of the vehicle node is 200m. Figure 4
shows that the experiment results in the successful decoding
rate of vehicles decreases as the vehicle node amount in-
creases. Compared with the successful decoding rate, the
data reception rate decreases slowly. Te network topology
greatly afects the successful decoding rate of vehicles. When
the vehicle is in a tight state, more data packets are obtained
by V2V communication. However, the successful decoding
rate of the vehicle is more demanding. It not only requires
the vehicle to receive the data packets but also needs to be
able to obtain enough packets to be decoded.

When the amount of data to be distributed is constant,
the amount of data to be distributed is set to 30MB, the
communication radius of vehicle nodes is 200m, and the
slice size is set to 10, 15, 20, 25, and 30, for a total of 100
vehicle nodes. Figure 5 shows that with the increase of the
slice size d, the transmission time is reduced after the data
volume of each data packet is reduced. It could ensure the
successful receiving rate of vehicles, so the efciency is in-
creasing. At the same time, we can see that the change of the
decoding rate is afected by the successful reception rate.Te
decoding rate is consistent with the change of the successful
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Figure 4: Te infuence of the vehicle node amount on the delivery efciency.
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Figure 5: Te infuence of slice size on delivery efciency.
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receiving rate, and the decoding rate is slightly lower than
the receiving rate. However, the number of slices d can
neither be too large nor too small. If it is too large, the
reception will be incomplete and the decoding rate is low; if
it is too small, the transmission times will be increased, and
the system efciency will be reduced and the decoding rate is
also low.

With the expansion of the communication radius of
vehicle nodes, the vehicle nodes can communicate with
more nodes. In the simulation experiment, set the slice size
d � 10, the size of each data slice is 3MB, and there are 100
vehicle nodes. Figure 6 shows that the successful receiving
rate and decoding rate of vehicles decreases, and the de-
crease is relatively stable if the vehicle communication
radius increases. We can see that the decoding rate of data
packets is consistent with the change of the successful

reception rate, and the decoding rate is slightly lower than
the receiving rate. Because when the communication radius
becomes larger, the vehicle node can conduct V2V com-
munication with more vehicles, so that the average request
node increases, and the time that can communicate with
other nodes is wasted, thus resulting in a decrease in
efciency.

6. Conclusion

Tis paper proposes IoV-SDCM, a secure data communi-
cation model in IoV. Tis model is based on the relay
forwarding network and the secure data transmission
mechanism. It constructs a dynamic communication net-
work with the vehicle as the node. Te data communication
network reaches the target vehicle through the self-

Input: Source vehicle node S, target vehicle node D
Output: Anonymous forwarding network N
Process:

(1) If (Period�T)
(2) T�Null;//Using a tree structure to build an anonymous network and initialize the network.
(3) Send (S,D,mesg_rreq);//Te source vehicle node S sends a routing request message to the target vehicle nodeDRREQ, and record

the path information from the source node to the target node.
(4) Path�Receive (S, D, mesg_path);//Te target vehicle node D sends an answer message containing the path information path to

the source vehicle node S and complete the construction of the forwarding network. See Initialization in 3.2 Section for detail.
(5) If (Path)//If there is a forwarding path between the source vehicle node and the target vehicle node.
(6) For (each Path [i], i< n)//For each node in the forwarding path, it is used as a group header to build an m-anonymous group.
(7) select m− 1 node satisfying (Hop_Groupi is in the radius of Hop_Groupi-1 and Hop_Groupi+1)
(8) gj �Hop_Groupi[j];
(9) End For
(10) End If
(11) Path [n]� broadcast;//Te exit node broadcasts messages to the target node
(12) End If
(13) End

ALGORITHM 1: An anonymous forwarding network construction.
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Figure 6: Te infuence of communication range on delivery efciency.
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organizing relay collaboration policy with the security and
privacy strategy. Teoretical proof proves that it ensures the
confdentiality of data transmission with better antiattack
capabilities, privacy protection capabilities, and simulation
experiments verify that the model has the advantage of high
and stable performance.

Data Availability

Tis paper adopts theoretical proof and simulation exper-
iments to prove the correctness, security, and performance
of the proposedmodel, so no experimental data are involved.
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