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With the rapid progress of information technology, cloud computing and cloud services are widely accepted and applied to all
aspects of social life. In the cloud computing environment, SaaS (Software-as-a-Service) services have become the main form of
software services. For Saa$ services, evolutionary and iterative development methods have become the main methods of software
system construction. For systems with high trustworthiness, the independent trustworthiness of each Saa$S service has a great
impact on the overall status. However, SaaS services with high independent trustworthiness do not always build highly trusted
software systems. The combinatorial trustworthiness between Saa$ services is as important as the independent trustworthiness of
each Saa$S service. This paper takes combinatorial trustworthiness between Saa$S services as the research object. Combinatorial
trustworthiness measurement method based on Markov and cosine similarity theory is proposed. The feasibility and effectiveness
of the proposed method are verified through simulation experiments. Applicable scenarios, advantages, and disadvantages of the
proposed method are shown through the comparison of different measurement methods. The proposed method provides
theoretical and technical support for users to select SaaS services suitable for their application scenarios, build cloud service
systems, and monitor the operation status of cloud service systems.

1. Introduction

With the progress of information technology, cloud com-
puting has made great progress. Cloud services have been
widely used in all aspects of social life, especially in today’s
highly competitive commercial enterprises. In order to re-
duce costs and improve organizational efficiency, it is the
current trend for enterprises to adopt innovative services
such as cloud services [1, 2]. Synergy research group released
the global data center infrastructure revenue data in the first
quarter of 2020. Data show that the global cloud computing
(TaaS + PaaS) market revenue in the first quarter was US $29
billion, up 37% year-on-year. This is because the demand for
e-commerce, streaming media, and telecommuting in-
creased significantly during the epidemic. According to
Flexera’s 2020 cloud status report [3], 59% of enterprises
expect cloud usage to exceed previous plans. It can be seen
that the demand for cloud services in the global market is
gradually increasing, and more and more institutions begin

to choose cloud services to expand their applications. As the
main form of software in the cloud computing environment,
SaaS service has developed rapidly, especially favored by
small and medium-sized enterprises [4].

In the cloud computing environment, the hierarchical
structure of a software system is simpler and tends to be
“flat” [5]. That is, each SaaS service represents a relatively
independent function. Multiple Saa$ services are combined
into larger functional modules and the service system is
formed through continuous superposition and combination
between modules. For the trustworthiness of the SaaS$ service
system, the trustworthiness of each Saa$ service will directly
affect the trustworthiness of the functional module and even
the whole software system. However, the service system
composed of multiple highly trusted Saa$S services does not
necessarily have high trustworthiness. The trustworthiness
of a module or a system is affected not only by the inde-
pendent trustworthiness of each service but also by the
correlation between services. Therefore, the measurement of
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Saa$S service trustworthiness should not only measure the
independent trustworthiness of each SaaS service but also
measure the combinatorial trustworthiness of the SaaS
services. Software testing in the cloud computing environ-
ment is mainly the evaluation results given by the software
development organization (SDO) for the requirements and
performance [6]. This activity is within the time period
between the completion of the system and the delivery of the
system. Different from testing, the measurement of service
trustworthiness mainly focuses on the monitoring process of
the operation process before and after the selection of
services, and also pays more attention to the needs of other
aspects other than system functions.

For users in specific scenarios, in addition to paying
attention to the trustworthiness of the selected Saa$ services,
they pay more attention to the changes in the overall
trustworthiness of the system after the selected services are
integrated into the system. The objective of this paper is to
design an overall trustworthiness measurement method to
measure the overall trustworthiness of services after multiple
services are integrated. In order to solve the above problems,
this paper decomposes the overall trustworthiness into two
parts: collaborative trustworthiness and local trustworthi-
ness. In terms of collaborative trustworthiness, a collabo-
rative trustworthiness measurement method based on
Markov and cosine similarity theory is proposed. Local
trustworthiness, according to its definition, is obtained by
organic integration of relevant collaborative trustworthiness.
The trustworthiness of the cloud service system is one of the
most concerned issues when users use the cloud system. This
problem directly determines the cost of users and the normal
operation of normal business in the future. The method
proposed in this paper provides theoretical and technical
support for solving the most concerned problems of users in
the cloud computing environment.

2. Literature Review

This paper focuses on the measurement method of SaaS
service combinatorial trustworthiness. However, the re-
search on Saa$S service trustworthiness is relatively limited.
Saa$ service, as the main existing form in the new computing
environment, is still the category of software service in
essence. Therefore, this part combs the research progress of
software service trustworthiness and related measurement
and evaluation methods.

2.1. Concepts of Software Service Trustworthiness. In re-
quirements engineering, nonfunctional requirements are
usually regarded as the quality attributes of the software.
Actually, it is the description of the software functional
requirements, which depicts the degree of some attributes
satisfied by the software system. The quality of the software is
an objective evaluation of the software system, which will
not change due to the different environment, personnel, and
conditions [7]. Trustworthiness is an attribute with strong
subjective preference, and its trustworthiness will show great
differences in different application scenarios [8]. This

Security and Communication Networks

difference is mainly reflected in the attention of users to the
sub-attributes contained in software trustworthiness: some
users pay attention to whether the functional requirements
can be well realized, some users pay attention to whether the
efficiency is high enough, and some users pay attention to
whether the trustworthiness is better guaranteed. These are
the categories of software trustworthiness. Therefore, some
studies divide trustworthiness into broad trustworthiness
and narrow trustworthiness [9]. Trustworthiness in a broad
sense refers to comprehensive trustworthiness including
function, structure, cost, and other nonfunctional demands
and price; narrow trustworthiness only refers to the col-
lection of nonfunctional attributes other than function and
structure, that is, broad
trustworthiness = functionality + structure + cost + narrow
trustworthiness, and narrow trustworthiness = users’ pref-
erence for quality attributes [9]. The main content of this
project is trustworthiness in a narrow sense.

In terms of software service trustworthiness content,
since the concept of trusted computing was put forward, the
research on software trustworthiness [10] and trusted
software [11] has gradually become one of the research
hotspots in the field of software engineering, and its main
research content is the construction and application of
trustworthiness model. This paper summarizes the relevant
research results of research institutions and scholars in
various countries on the content of software trustworthiness
since 2000. The results are shown in Table 1.

The existing research on trustworthiness content mainly
focuses on the independent trustworthiness of software
services. The purpose is to facilitate developers and pub-
lishers to find and describe the quality of their software
service products and provide references and a basis for users
to choose software services. For users in specific scenarios,
the result of service independence and trustworthiness is
only the first step in selecting services. Whether the selected
services can play a satisfactory effect in their application
scenarios is the direct factor determining whether users
choose services.

2.2. Trustworthiness Measurement and Evaluation Method.
Some research on software trustworthiness measurement
methods mainly has two directions: one is the research on
traditional measurement methods based on the software
trustworthiness index model; the other is the research on
general evaluation measurement methods.

The main work of the measurement and evaluation
method based on the trustworthiness model is: in the face
of a specific application scenario, through fine-tuning the
selected quality model, setting a certain scoring standard,
and using the way of artificial scoring to calculate and
evaluate the trustworthiness of software services in this
scenario. Such directions include demand-driven software
trustworthiness evaluation and evolution model [25],
software trustworthiness evaluation model based on ev-
idence theory [26], runtime software trustworthiness
evidence collection mechanism based on TPM [27],
software service trustworthiness evaluation method based
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TABLE 1: Software trustworthiness contents.

Sources Trustworthiness contents Time

Microsoft [12, 13] Reliability, integrity, confidentiality, security 2002

Littlewood and Strigini [14], - s . .

Schmidt [15] Availability, reliability, risk prevention, safety, robustness 2003

DARPA’s CHATS [16] Reliability (fault tolerance), security (confidentiality, integrity, access control, authenticatability, 2004

NSS2 [17]

auditability), survivability, performance (time efficiency, space efficiency)
Safety, risk prevention, reliability, survivability, performance 2005
Correctness, security, risk prevention, privacy, quality of service (performance, reliability,

TrustSoft [18] A 2005
availability)

COMPSAC [19] Security, availability, reliability, confidentiality, recoverability, survivability, integrity 2006

Wang et al. [20] Credible behavior, credible ability, and credible identity 2006

Safonov [21] Confidentiality, ease of use, security, maintainability, reliability 2007

ICSP [22] Functionality, risk prevention, reliability, safety, availability, maintainability, portability 2009

Feng et al. [23] Transitive trust across system boundaries, independent trust within fixed boundaries 2014

Yang et al. [24]

Generalized reliability, generalized security, identity trust, capability trust, basic standard trust 2019

on subjective and objective comprehensive weighting
[28], etc. Such methods rely too much on the selection of
models, and their measurement and evaluation process
completely depends on the personal quality of the scoring
personnel and their familiarity with the scene. The sta-
bility and trustworthiness of the results have been greatly
questioned. In addition, the process of this kind of
measurement method involves a large number of activities
participated by people, the degree of automation is very
low, and the cost of economy, time, and manpower are
huge.

General measurement and evaluation methods mainly
include the AHP method and extension method based on
AHP [29], the CMM/CMMI method proposed by Carnegie
Mellon University [30, 31], the fault tree analysis method
based on the decision tree and its deformation [32], method
based on fuzzy set theory [33], method based on information
entropy and entropy weight theory [34], state prediction and
evaluation method based on Markov process [35], multi-
attribute decision-making method based on the codified
knowledge of field expert [36], etc. Most of the above
measurement methods are general measurement methods,
which can be used in different fields and different envi-
ronments. The process is unified and the method is relatively
simple. In the traditional field of system prediction and
evaluation, it does solve many practical measurement and
evaluation problems. However, in the face of the new
computing environment, in addition to the problems of high
human participation and strong subjectivity, this type of
measurement method still has many deficiencies in other
aspects: first, because it is a general measurement method, it
is not targeted when facing virtual products such as software
services, so it is still necessary to establish the measurement
model of specific products first, The temporarily established
measurement model is difficult to accurately describe all
aspects of the trustworthiness requirements of software
services in specific scenarios. Secondly, there is a separation
between measurement methods and software services, and
there is often a mismatch between measurement methods
and models, which affects the stability and accuracy of
measurement results. Thirdly, the measurement process still
needs to invest a lot of time, manpower, and economic costs.

It is difficult to realize real-time measurement and automatic
measurement in the process of software system operation,
and it is difficult to meet the requirements of users for rapid
updates of the software system in the new environment.

Other methods include evaluation method based on
fuzzy theory [37, 38], evaluation method based on D-S
evidence theory [39, 40], evaluation method based on risk
matrix [41, 42], trusted computing method based on trusted
chain [43-45], prediction evaluation method based on
Bayesian network [46, 47], etc. Although these single
methods can effectively realize the quantitative evaluation of
trustworthiness, they lack the evaluation of cloud service
trustworthiness and its changes in practical application
scenarios.

The existing measurement and evaluation methods,
whether general methods or methods based on the software
service trustworthiness model, mostly measure and evaluate
the quality of software service individuals from the per-
spective of developers and suppliers, and lack the consid-
eration of the adaptability of specific scenarios. For users,
they pay more attention to whether the selected products can
improve the trustworthy experience in the user’s scene. For
software service individuals, they only pay attention to their
price and whether they can be integrated into their own
environment. Therefore, based on the measurement and
evaluation of individual quality and trustworthiness of
software services, there is still a lack of a measurement and
evaluation method for the trustworthiness of service com-
position in specific scenarios.

3. Concepts of SaaS Service
Combinatorial Trustworthiness

Definition 1. (SaaS service combinatorial trustworthiness)
SaaS service combinatorial trustworthiness includes two
aspects: one is TC (trustworthiness of collaboration) be-
tween service pairs (SP) composed of two SaaS services; the
second is the local trustworthiness TL (trustworthiness of
local) of the whole (service block) composed of all SaaS
service sets directly associated with the SaaS service to be
examined.



The combinatorial trustworthiness of Saa$ service is not
only related to the trustworthiness of each service itself but
also related to the trustworthiness of the composition mode
of directly related service composition. In the following
content, the article will introduce the related concepts of
collaborative trustworthiness TC and local trustworthiness
TL of software services respectively.

3.1. Trustworthiness of Collaboration (TC)

Definition 2. (SaasS service collaborative trustworthiness TC)
Suppose S={s1, 55, . . ., s,,} is a collection of all Saa$ services in
the software system on the cloud computing platform,
Vs;, s; €S. if there is direct message communication be-
tween SaaS services s; and s;, then s; and s; are directly
related. The trustworthiness between s; and s; is called the
collaborative trustworthiness of s; and s;, which is recorded
as TCl]

The external performance of a system affected by risk
factors reflects the trustworthiness of the system. Under
the action of the same risk factors, the smaller the change
of system trustworthiness state, that is, it is less affected by
risk, the stronger the ability of the system to resist risk, the
higher the trustworthiness of the system, and vice versa.
Therefore, this paper takes the fluctuation of SaaS services
after all risk factors as collaborative trustworthiness. For a
Saa$ service pair, the trustworthiness state before being
affected by all risk influencing factors (hereinafter referred
to as influencing factors or factors) can be abstracted into
a multi-dimensional vector, and the other trustworthiness
state obtained after being affected by the influencing
factor matrix can also be abstracted into a multi-di-
mensional vector. Using the cosine theorem, the distance
between them can be calculated, that is, the fluctuation
before and after the set of influencing factors, That is, the
trustworthiness of Saa$S services. The status before being
affected by factors can be determined according to specific
application scenarios.

In addition to the trustworthiness of the two Saa$ ser-
vices, the collaborative trustworthiness TC;; of the service
pair (s;, s;) is also affected by ot (k=1,2, ..., n), which is all
the factors affecting the trustworthiness of the two services.
When different oy acts, the trusted state of the service to s;-s;
can be transferred from ¢, to q,,; (that is, the occurrence of
influencing factors is taken as the time in the traditional
Markov chain). It is assumed that the effects of different
factors on Collaborative trustworthiness TC;; are indepen-
dent of each other. Therefore, the change process of different
influencing factors on the trusted state satisfies the nature of
the Markov process.

The action of many different factors can be regarded as
the observation sequence of multiple influencing factors,
that is, the influence of multiple influencing factors on the
collaborative trustworthiness of service pair (s;, s;) can be
regarded as the order of each influencing factor «;, which
has one or more effects on the collaborative trustworthiness.
Once for each factor, the impact on the collaborative
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trustworthiness is regarded as a step. Combined with the
probability p(a) of occurrence of each influencing factor
@, in a certain environment, the probability of each
influencing factor is constant. According to the specified
sequence of influencing factors, the impact of each influ-
encing factor oy on the trustworthiness can be calculated, so
as to finally obtain the stable result TCi(jh) of the collaborative
trustworthiness of composite services, where A is the number
of influencing factors that play a role, that is, the steps of
Markov chain.

In essence, the collaborative trustworthiness TC of
service pairs composed of two services is mainly deter-
mined by the sequence of all trustworthiness influencing
factors of the two services. The occurrence of each
influencing factor will change the result of collaborative
trustworthiness. In the influencing factor sequence, the
collaborative trustworthiness between the two services
will become stable after all the influencing factors act in a
certain order. The greater the influence of influencing
factors on the initial state of service, the lower the
trustworthiness of collaboration, and vice versa. There-
fore, the essence of computing collaborative trustwor-
thiness is to calculate the changes of the trust state before
and after the affected factors. The cosine value of the
vector is often used to calculate the similarity (difference)
between multi-dimensional vectors in space. In this paper,
the States H and H' before and after the affected factors
are regarded as two vectors, and the cosine value of the
two is calculated to represent the difference. Then the
collaborative trustworthiness of a pair of SaaS service
pairs can be expressed as

H-H

TC;? =cosf=—F—. (1)
! eUpN ey
In the formula,
H-H =) (t;xt),
i=1
(2)
[1H]| < ||H|| =
(1) H= (t,t;, ...,t,), is all credible state vectors

before the affected factors in collaborative trust-
worthiness take effect; H' = (t], t;, ...,t, ), is all
credible state vectors after the influence of factors in
collaborative trustworthiness.

(2) & is the occurrence sequence of influencing factors,
that is, a sort of set A={a;, a,, ..., a,} of all
trustworthiness influencing factors.

(3) The closer the cosine value is to 1, the closer the angle
between the two vectors is to 0 degrees, that is, the
more similar the two vectors are, and the included
angle is equal to 0, that is, the two vectors are equal.
The greater the cosine value between the two state
vectors H and H', the smaller the included angle and
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the less affected by the outside world, the higher its
trustworthiness TC;%Q.

According to the matrix multiplication calculation
method, the final calculation results will be different
due to the different ranking sequences of influencing
factors. However, the monotonicity of the same
initial state remains the same for different sequences,
that is, for the same initial state and different
influencing factor sequences, if the trustworthiness
of the termination state of a sequence is greater than
that of the initial state, the trustworthiness of the
termination state of other sequences is also greater
than that of the initial state. In other words, if the
monotonicity of a sequence is known, the mono-
tonicity of other sequences can be determined. In the
process of actual SaaS system evolution or con-
struction, collaborative trustworthiness is to judge

53

the collaborative trustworthiness after evolution or
construction and the change of size before evolution.
It is a relative result. Just judge the trustworthiness
before and after evolution to predict the success of
this evolution or construction. Therefore, it is only
necessary to calculate the same influencing factor
sequence for the services before and after evolution
or construction. It can judge the change of trust-
worthiness after evolution or construction without
calculating the results of each sequence.

(4) If (t, t,, ...,t,,) represents the initial trustwor-
thiness state vector of s; and s; combination and
(t{sts, ...,t, ) represents the termination trust-
worthiness state vector of s; and s; combination after
sequence %, assuming that sequence & is a se-
quential sequence (the sequence is set according to
the actual situation during actual calculation), then,

(tirtyr- . ty) —5 (£, 60, 0) 2 _k><t1<k>)t§k>)__.)t7<f>) B (). (3)
R It ! 4
or (ti,th o sty) — (thty - ost,) (4)

According to the relevant theories of Markov chain
and hidden Markov chain, each influencing factor in
sequence & represents a time, then each influencing
factor oy is a state transition matrix My, and the state
transition matrix of each influencing factor is a
square matrix of m x m according to the initial and
termination state vectors. For example, the state
transition matrix of the k-th influencing factor is as
follows:

In the matrix, i and j represent the status serial
number, which is consistent with the status serial
number in (£, t,, ...,t,); a;; (i # j) represents the
probability of the state transferring from i to j after
the influencing factors act; a;; (i = j) represents the
probability that the state will not transfer after the
influencing factor acts.

Let the probability of occurrence of a; be p(ay),

then,
ay At Ay
M= A (%)
Am A2 " Gym
(tityeat) = (tiatas - oaty) X p o )My X p(ag)My X -+ x p(at, )M, (6)

(5) TC;CJ}»'z represents the combination of s; and s,
corresponding to the fluctuation of influencing
factor sequence R, that is, the collaborative
trustworthiness of service pairs, which can also be
abbreviated as TC,;.

3.2. Trustworthiness of Local (TL)

Definition 3. (Saa$S service local blockS}) Suppose s; is a
Saa$ service in the cloud computing software system, and

the set S ={s;,s,, ..., s,} of Saa$ services with direct

messaging mechanism with s; is the SaaS service local
block composed of service s;, which is referred to as local
block or service block for short. In Figure 1, the part in the
dotted line box is the service block St centered on s;. The
service block only focuses on the collaborative trust-
worthiness between service pairs directly associated with
s;, and the collaborative trustworthiness between other
services and SaaS$ services is not within the scope of this
paper. Therefore, the collaborative trustworthiness of
service pair (s;, s,) in the figure does not belong to the
scope of this local block, and TC;, is not included in the
trustworthiness calculation of local block Si.



FIGURE 1: Saa$ service local block Si.

Definition 4. (Local trustworthiness of SaaS service system
TL) Let ¢ = {s},$...,5,} be a local block composed of
service s;, then the local trustworthiness TL, of local block S}

is the weighted sum of all cooperative trustworthiness TC;;
related to s;, i.e.,

n
TL, =) (w;x TC]). (7)
j=1

In the formula, w; represents the importance of the
collaboration trustworthiness of each pair of services related
to s; in the local block S%, which is generally expressed by the
association degree of other services with s;.

For the evolution or construction of SaaS services,
local trustworthiness only focuses on the services directly
associated with the services to be evolved or constructed
and has nothing to do with the services indirectly
associated.

For instance, let s, be one Saa$ service in the system to be
evolved. If there is a service composition sequence
(Sp> Si> Sip1)> Se s directly associated with s;, and s, is indi-
rectly associated with s;,; through s;, then the cooperative
trustworthiness between s, and s; is independent of s;,;.
Because in the cloud computing environment, in order to
realize the integration of products developed by different
developers, SaaS services are highly encapsulated, SaaS
services have a high degree of independence, and services
interact only through public channels and message passing
mechanisms. For the service s, the nondirectly related SaaS
Service s;, is transparent. s, does not know the existence of
Siv1. Se only interacts with s;. The collaborative trustwor-
thiness between (s,, s;) has nothing to do with s;;. The
cooperative trustworthiness between (s,, s;,;) is relatively
independent and is not considered in this evolution.
Therefore, the local trustworthiness TL of the software
system in the cloud computing environment only calculates
the collaborative trustworthiness between all SaaS services
directly associated with the SaaS service s,, and does not
calculate the association trustworthiness or recommenda-
tion trustworthiness between other nondirectly associated
services.
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4. SaaS Service Combinatorial Trustworthiness
Measurement Method

To solve the problem of SaaS service combinatorial trust-
worthiness, this paper proposes a method of SaaS service
combinatorial trustworthiness measurement based on
Markov chain and cosine similarity. The trustworthiness of
service composition can be measured by calculating the
changes in the trusted state of service composition in specific
application scenarios. Markov chain theory is often used to
express the state changes of things when they are affected by
external factors. This paper studies the state changes of the
trusted state of service composition when affected by dif-
ferent risk factors, which is consistent with Markov chain
theory. The combined trustworthiness state of Saa$S service is
a spatial multi-dimensional vector. Calculating the com-
bined trustworthiness state is to calculate the distance be-
tween spatial multi-dimensional vectors. Cosine similarity is
often used to calculate the similarity or difference between
spatial multi-dimensional vectors. Therefore, this paper
selects Markov chain and cosine similarity as the basic
theory and method of SaaS service combinatorial trust-
worthiness measurement.

4.1. Overall Framework of SaaS Service Combinatorial
Trustworthiness Measurement. This paper proposes a cal-
culation method of SaaS service collaborative trustworthi-
ness based on Markov chain theory and a measurement
method of SaaS service local trustworthiness based on
Collaborative trustworthiness. The overall measurement
model is shown in Figure 2.

The whole measurement model is divided into four
levels. The bottom layer is the data source layer. The original
data required for measurement are obtained or calculated by
means of expert scoring or questionnaire survey. These data
include the transition matrix M, composed of the occur-
rence probability p(a;) of SaaS service to each influencing
factor a in (s;, s;) and the change probability of each service
trustworthiness in the service pair under the action of each
influencing factor. Above the data acquisition layer is the
influencing factor layer, which analyzes and obtains all the
influencing factor sets of SaaS services on Collaborative
trustworthiness, and determines all the influencing factor
sets A ={a, ay, . . ., a,} of SaaS services on (s;, s;). Above the
influencing factors is the service-pair layer. This layer in-
cludes all Saa$S service pairs that need to calculate collabo-
rative trustworthiness. According to each service pair and
trustworthiness influencing factors, the association rela-
tionship required for collaborative trustworthiness calcu-
lation is constructed. Suppose there are m States,
H = (t,t,, ...,t,,) represents the trustworthiness state
vector of a service pair in the initial state, and
H' = (t],t5, ...,t, ) represents the trustworthiness state
vector of the service pair after the sequence of influencing
factors. The value of state vector can be calculated according
to the transition matrix composed of all influencing factor
sequences and the occurrence probability of each factor. The
cosine value calculated for the two state vectors represents
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Saa$ service local
trustworthiness

Calculate local trustworthiness of Saa$ service S;

I

|

I

n I

Tl =%, (@)% TC;) |
I

I

1
I I
I I
I I
I I
! According to the related theory of Markov chain and the !
Collaborative Collaborative ! state transition matrix of influencing factors, the :
trustworthiness trustworthiness ! collaborative trustworthiness TC; related to Saa$ service !
TC TC. boosils calculated respectively. I
P e in |
i i
I I
I I
g L A A M S S S Sy 4
oottt Tt TTTTT T N
! 1
! 1
I . .
1 For each collaborative trustworthiness |
i TCj; to be calculated, the influencing |
| factors of the two Saa$ services involved '
| in each collaborative trustworthiness are !
Factor o, Factora, | ... Factor a, i obtained, and the state transition matrix |
| based on the influencing factors is !
| constructed. !
[ |
! 1
! |
A A Y
2\
Data
source
oottt TTTTTTTTTTTTS
I I
I : d i
Expert 1 Expert2 | ... Expert k 1 Expertassignment prepares data !
i for the transfer matrix \
i i
I e e e e e e e e e e e e 1

FicUre 2: Overall framework of SaaS service combinatorial trustworthiness measurement.

the influence degree of all influencing factors on the com-
bined collaborative trustworthiness, that is, collaborative
trustworthiness. The top layer is SaaS service local trust-
worthiness. Combined with the weight of each service pair,
the local trustworthiness TL, centered on a service s; can be

calculated.

4.2. SaaS Service Combinatorial Trustworthiness Measure-
ment Procedure. According to the measurement model

framework, the local trustworthiness measurement method
is shown in Figure 3.

Suppose Si is a SaaS service local block composed of
service s;, St = {s;, 8, ..., 8,,}, its local trustworthiness
TL,L, and the set of all influencing factors of Saa$ service on
(si» sj) is A={ay, o, ..y @)

Inputs: (1) Occurrence probability p(ak) of all influencing
factors of service pair; (2) the state matrix My composed of
influence degrees of each influencing factor ak; (3) the trust-
worthiness weight ¢, of each service pair in the service block.



Determine the set of common influencing factors
of Saa$ service composition
sp 5j A = {ag, 0, e 0t}

!

Obtain the probability of occurrence of
each influencing factor P («,,)
Obtain the state transition matrix composed
of each influencing factor. M.

{

Calculate the probability vector (1, t5, ..., t,) of the
termination state after the
action of influencing factors according to formula 2.

!

Calculatethe collaborative trustworthiness TCf; of service composition

(sp 5;) according to Formula 1.

!

Calculate the local trustworthiness TL; of cloud service
software system according to formula 3

End

FIGURE 3: SaaS$ service combinatorial trustworthiness measurement
procedure.

Outputs: Trustworthiness T'L, of s; centered SaaS$ service
block ;.
The specific calculation process is as follows:

Step 1: Obtain the initial state p(ak) of SaaS service
trustworthiness and the probability of occurrence of all
influencing factors.

Step 2: Obtain the influence p;; (a;) of each influencing
factor ak on the trustworthiness of services s; and s;,
and take this as the input to build the state transition
matrix My of service trustworthiness

Step 3: Take the combined (¢, t,, ...,t,) composed
of the trustworthiness of SaaS services s; and s; as
the initial state of the cooperative trustworthiness
state transition, and substitute it into formula (6)
together with My to calculate the termination state
(t{,t5, ...,t, ) of the collaborative trustworthiness
of SaaS services I and j after a given sequence.

Step 4: Substituting the initial trustworthiness
state H and termination trustworthiness state H' of
SaaS$ service pair (s;, s;) into formula (1) to calculate
the collaborative trustworthiness TC? of the
service to (s;, s;) in a given influencing factor se-
quence A.
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Step 5: Repeat steps 1-5 to calculate the collaboration
trustworthiness of each service pair formed with s;.

Step 6: In the s; centered Saa$ service block S}, the
message passing times c, of each other service s, and s;
can be regarded as the importance of this service to
(s;» s,) in this service block. Normalizing the message
passing times within each service pair can obtain the
collaborative trustworthiness weight w, of each service
pair.

Step 7: Substituting the collaborative trustworthiness
TC of each service pair and its corresponding weight
w; into formula (7) can finally calculate the trust-
worthiness TL, of Saa$S service block S} centered on s;,
that is, the local trustworthiness of a service block in the
cloud service software system.

In the specific calculation process, it is difficult to obtain
the data of the initial state of service pair. Therefore, usually,
the data we get through logs or tests are already in the state
after being affected by influencing factors. In the service
composition measurement method for evolution or system
construction, what needs to be calculated is the relative
trustworthiness of service composition, that is, the result of
whether the trustworthiness is improved before and after
evolution or construction. Therefore, the calculation process
should be modified appropriately to meet the needs of
evolution or system construction. In the process of specific
evolution or system construction, it is assumed that the
context before and after evolution or construction is con-
sistent, that is, for different service pairs, under the same
environment, the probability and effect of influencing fac-
tors before and after evolution or construction are the same,
then the state transition matrix is the same. For the con-
venience of expression, this paper abstracts all the transition
matrices into M, is the result of multiplying all state tran-
sition matrices, then formula (6) can be transformed into
formula,
st ) =(tity ooot,) X M. (8)

Before evolution or system construction, the trustwor-
thiness state of the service pair to be measured can be
obtained, that is, the current trustworthiness state
Hy= (t),t), ...,t,), and the initial state data
H, = (t,,t;, ...,t,,) can be randomly generated, so that the
value of the transition matrix M can be calculated, and the
cosine values of H, and H, can be calculated as the col-
laborative trustworthiness TC, of the service pair before
evolution, which can be substituted into formula (7) to
calculate the local trustworthiness TL, before evolution or
construction.

After evolution, a new service pair is formed after the
evolved service is replaced by a new service. Through the
data test, obtain the new current state data
H| = (t},ty, ...»t, ), and substitute it into formula (8)
together with the transfer matrix M to obtain the initial state
H, = (t;,t,, ...,t,,). Then, the cosine values of H, and H,
are used as the trustworthiness TC, after evolution and
substituted into formula (7) to calculate the local

(t,t -
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trustworthiness TL, after evolution, so as to realize the
comparison of trustworthiness before and after evolution
and the comparison of trustworthiness between each service
pair.

4.3. Algorithm of Saa$ Service Combinatorial Trustworthiness
Measurement. Algorithm of SaaS service combinatorial
trustworthiness measurement is shown in Algorithm 1.

Time Complexity Analysis of Algorithm 1. The order of the
state transition matrix and the order of the state vector in the
algorithm are both m. The algorithm includes the multi-
plication of multiple matrices and the multiplication of
vectors and matrices. It is generally considered that the time
complexity of matrix multiplication is O(r’). The analysis
here also counts the operation times of all matrix multi-
plication and vector-matrix multiplication as m’ times.

The algorithm includes one loop and six summation
operations. The first cycle (lines 2 to 8) has run for (n—1)
times to calculate the collaborative trustworthiness of each
service pair and the third line in the loop is matrix op-
eration, which is executed m’ times. Line 4 contains two
summations. The summation operation also includes m
times of multiplication, and the total number of executions
is 4m. Lines 5 and 6 are used to find the inverse matrix,
which is executed 2m> times in total. Line 7 contains two
summation operations. The summation operation also
includes m times of multiplication, which is executed 4m
times in total. Lines 9 and 10 each contain a summation
operation, and the summation operation also includes m
times of multiplication, which is executed for a total of 4m
times. To sum up, the total execution times are
(n=1) * (m® + 4m + 2m> + 4m + 4m), m and n are variables,
so the time complexity of the algorithm is a quartic
function, that is O(n*).

In the algorithm, the variable n represents the number
of services contained in the service block. The variable m
represents the number of components contained in the
state vector (also the order of the matrix). Generally, the
service block contains services that have a direct com-
munication relationship with the services to be evolved. In
the cloud computing environment, the number is less than
10. The number of components in the state vector is
artificially specified, and the number of trustworthiness
states can be set according to the actual needs. Trust-
worthiness measurement is to calculate the improvement
of trustworthiness before and after the performance. A
large number of States will not have a significant impact on
the quality of the results. Therefore, the state of trust-
worthiness is generally between 3 and 6. Although the time
complexity of the algorithm is a quartic function, it is still
within the acceptable range due to the limited amount of
data and will not increase infinitely.

5. Simulation Experiment

In this paper, Saa$S service combinatorial trustworthiness
is divided into two types: collaborative trustworthiness

within SaaS service pair and local trustworthiness of
service blocks centered on some Saa$S service. According
to formula (7), the result of local trustworthiness is equal
to the product of the collaborative trustworthiness of each
service pair and its weight. In specific application sce-
narios, the collaborative trustworthiness weights are
relatively stable within different service blocks. The weight
can be calculated by the number of messages passed in the
service block, or according to the actual situation and
classical weight calculation methods, such as the AHP
method and entropy weight coeflicient method. The focus
of this paper is the research on the measurement method
of collaborative trustworthiness between SaaS service
pairs. Therefore, to more clearly verify the combinatorial
trustworthiness measurement method proposed in this
paper, the experimental part is only to verify the col-
laborative trustworthiness of service pairs. In the simu-
lation experiment, a service block composed of only two
Saa$ services is constructed as the experimental object.
Select multiple SaaS services with similar functions and
obvious trustworthiness differences to replace the Saa$
services in the service block as the experimental process.
The trustworthiness changes before and after the re-
placement of different SaaS services are calculated and
matched with the expected results, so as to verify the
feasibility and effectiveness of the method proposed in this

paper.

5.1. Experimental Process

Step 1: Obtain the trustworthiness status data of the
current SaaS service pair. In terms of the source of
experimental data, first find a service with single
function and strong scalability from GitHub, which is
recorded as s,. Randomly find a Saa$ service s, that can
interact with it to form a service pair (s,, s;). Then, find
three services s, s;, and s, that have similar functions to
s, and can be integrated with services. 10000 data are
randomly generated. These data are used as the inputs
of (sz sp)s (54 8.)> (845 84), and (s, s.). Count the
number of errors (i.e. untrusted state ¢,, including the
number of times when no results are obtained) and the
number of normal times, respectively. In the normal
times, it is divided into acceptable state ¢, and credible
state t; according to the response time, and, respec-
tively, calculate the untrusted probability p'(t;), ac-
ceptable probability p’(t,), and credible probability
p' (t;). Then, H' = (p' (t,), p' (t,), p' (t,)). The results
are shown in Table 2.

Step 2: Calculate the Collaborative trustworthiness
TC,, of service pair (s,, s,). Randomly generated or
specified (84> Sp) initial state data
H, = (p,(t)), pa(t5), pa(t3))=(0.3, 0.3, 0.4).
Substituting H, and H, into formula (1),
TC,, = cos(s,, s,) = 0.0093. can be obtained.

Step 3: Calculate the state transition matrix M.
According to formula (8), solve the matrix equation
and obtain the result of a state transition matrix M,
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Inputs: Service block SiL = {81,835 ++.>Se...»S,}> Service to be replaced s,, the initial state vector set H = {H,,H,,...,H,_;} of
the service pair composed of s, and other services in the service block, the current state vector set H' = {H{, H;,...,H,_{} of the
service pair composed of s, and other services in the service block, Service s (used for replacing s,) , the current state vector set
H={H/,Hg,..
W ={w), wy,. .., 0,4}

Outputs: The local trustworthiness T'L, of the pre-evolution service block and the local trustworthiness TL, of the post evolution

N } of the service pair composed of s and other services in the service block, each service pair weight

service block.
(1) Begin:
(2) Foreachie [l,n—1] do

(5) M;—M;" //Find the inverse matrix of M,.
(6) Hsi(_Hs; XMi

(8) End for

9) TLy—Y"! (w; x TC;)
(10) TL,—Y" ! (w; x TC))
(11) End

(3) H;x M; = H;- M, /| M, is the state transition matrix of service pair (s,,s;).
(4) TC;«—H; x H;/\Z/Z;’il (1‘]-)2 X \Z/Z;":l (tj'»)2 /' t; and t]'- are the components of vectors H; and// H;, respectively.

(7) TCi—Hg; x Hs;/\Z/Z;-":I (tsj)2 X \2/2311 (tsj'»)2 /l'ty; and tsj'» are the components of vectors H; //and H, respectively.

ALGORITHM 1: Saa$ service combinatorial trustworthiness measurement algorithm.

TasLE 2: Current status H' of four service pairs.

TaBLE 3: Initial states H of four service pairs.

(5,5 5p) (5,5 8.) (545 54) (8,5 S.) (545 5p) (5,5 8.) (845 84) (8,5 $.)
p' (t) 0.0154 0.0190 0.0287 0.0227 p(t) 0.3 0.3701 0.5591 0.4422
p' (tz) 0.1477 0.1938 0.1792 0.1455 p(tz) 0.3 0.3936 0.3640 0.2955
P (t) 0.8369 0.7872 0.7921 0.8318 p(ts) 0.4 0.3762 0.3786 0.3976
TaBLE 4: Collaborative trustworthiness TC of four service pairs.
0.0513 0 0 (Sz5 Sp) (Sz5 S2) (S45 S4) (Sz5 S.)
M= 0 0.4923 0 . (9) TC 0.0093 0.0132 0.0257 0.0179

0 0 2.0923

Step 4: Calculate the initial state of other service pairs.
Substitute the current state data of service pairs (s,, s.),

Collaborative trustworthiness calculation results

(sz> s4), and (s,, s,) in the table together with the state o

transition matrix M into formula (8), and calculate the 0.025 S S

initial state results of the three service pairs. The results

are shown in Table 3. 0.02 S S

Step 5: Calculate the collaborative trustworthiness TC

of other service pairs. Substitute the data in Tables 1 and 0.015 R R e :

3 into formula (1), respectively, and calculate the cosine

value of each service pair, that is, the collaborative 0.01 : : : : : : : :

trustworthiness. The results are shown in Table 4 and

Figure 4. 0.005 R R R :
Service pair (s,, s,) is the basis of calculation. The input 0

(sa, sb) (sa, sc) (sa, sd) (sa, se)

data are randomly assigned to calculate the state transition
matrix. For the other three service pairs, it is used to cal-
culate their initial states according to the state transition
matrix and their current states. Then, we can get the fluc-
tuation of different service pairs under the same influencing
factors, that is, collaborative trustworthiness. According to
Table 4 and Figure 4, the service pair calculation results show
that the collaborative trustworthiness of (s, s.), (s, S4),

FiGure 4: Collaborative trustworthiness calculation results.

and (s,, s,) is higher than the value of the original service
pair, and the value of (s,, s;) is the largest. Therefore, to
implement evolution, s; should be selected to implement
evolution instead of service s,.
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5.2. Discussion and Analysis. According to the results
summarized in section 2.2, most of the existing trustwor-
thiness measurement methods are aimed at the measure-
ment of a single service itself. Even a module or complex
system composed of multiple services is measured as a “big
service.” This type of measurement method realizes the
measurement of services by analyzing the constituent as-
pects and influencing factors of trustworthiness. For simple
services, this method has high application value. However,
for complex modules or systems, the overall trustworthiness
is affected not only by a single service but also by the
combination of services. At the same time, in the face of
different application scenarios, the complexity of the factors
affecting the trustworthiness of the system will increase
exponentially. The existing trustworthiness measurement
and evaluation methods are difficult to meet the challenges
of complex systems. For specific users, their focus is often
only on the overall or local trustworthiness of the system,
and they are not sensitive to specific details or the trust-
worthiness of a single service.

Therefore, according to the specific requirements in this
scenario, this paper designs a combined trustworthiness
measurement method based on Markov theory and cosine
similarity. This paper presents an effective solution to the
problem that users are most concerned about, that is, the
result of overall trustworthiness. Next, the paper shows the
effectiveness of this method by comparing the results with
those of classical methods. Through the comparison with
other typical trustworthiness measurement methods, the
advantages and disadvantages of this method are shown.

5.2.1. Effectiveness of the Proposed Method. The AHP
method is a recognized, classical, and widely used mea-
surement and evaluation method. In the face of a simple
evaluation object, the results often have high trustworthi-
ness. The purpose of the simulation experiment is to verify
the effectiveness of the proposed method. The designed
experiment is not complicated, and convincing results can
be obtained by using the AHP method. Therefore, this paper
compares the measurement results of the AHP method to
verify the effectiveness of this method.

When using the AHP method to evaluate trustworthi-
ness, it is necessary to establish an effective trustworthiness
hierarchy model. We chose the trustworthiness model
proposed by Tilei [48] et al. as the calculation model. The
calculation process is implemented regarding literature [49].
For the experimental objects (s,, s,), (s, s.), (S, S4), and
(sz> s,) in section 5.1, the trustworthiness results of each
service pair are calculated, respectively. The calculation
results are shown in Table 5.

The results calculated by the AHP method and the results
calculated by this method are shown in Figure 5.

Trustworthiness is a subjective and objective evaluation
standard. The calculation result of trustworthiness is a
relative result, not an absolute value. The calculated trust-
worthiness value does not have practical significance but
only reflects the high-level relationship between different
objects. In other words, the result of trustworthiness

11
TABLE 5: Trustworthiness of the AHP method.
(sprsp) (545 80) (545 54) (545 5,)
The AHP method 0.0196 0.0311 0.0493 0.0331
Our method 0.0093 0.0132 0.0257 0.0179
Results comparison
0.06
0.04
0.02 I
: O [
(sa, sb) (sa, sc) (sa, sd) (sa, se)

M The AHP method
Our method

FIGURE 5: Results comparison.

calculation only reflects whether the trustworthiness of one
service is higher than that of another, and has nothing to do
with the specific value (whether it is 99 or 0.099). Therefore,
for the same measurement object, the results calculated by
different methods only obtain the relative relationship be-
tween different objects, and the actual value is not important.
According to the calculation results, TC,;>TC,,
>TC,.>TC,, the results are consistent with those calcu-
lated by our method. Therefore, it can be shown that the
method proposed in this paper is effective in calculating the
combinatorial trustworthiness in the current scenario.

5.2.2. Methods Comparison. The existing research results of
software service measurement methods, whether from the
perspective of products, processes, and services, or from the
perspective of local optimization and global optimization,
essentially analyze and calculate the independent trust-
worthiness of software services. Even if some methods de-
compose the process or product, its essence is to measure the
decomposed parts as constituent elements. These belong to
the research category of independent trustworthiness, and
there are few measurement methods for combinatorial
trustworthiness.

Next, this paper will compare the proposed trustwor-
thiness measurement method with the AHP method and a
recommended trust relationship model (RTRM) based on
the recommended trust relationship model [50] from the
five aspects of ease of use, objectivity, universality, func-
tionality and costs, so as to illustrate the advantages and
disadvantages of the proposed method.

AHP method is a classical measurement and evaluation
method. When the hierarchical model is clear and the
scoring data are reasonable, the results have high reference
value. Its ease of use, objectivity, versatility, functionality,
and costs are shown in Table 6.

When RTRM method calculates the service combina-
torial trustworthiness, it not only calculates the trust
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TaBLE 6: AHP method.

AHP method Descriptions
It has high requirements for the level clarity of the model and the rationality of expert scoring. For complex systems, it is
Ease of use  difficult to obtain a correct, clear, and complete hierarchical model at one time. It is difficult to find multiple field experts at
one time. Therefore, the ease of use is not high.
Objectivity It is a subjective weighting method with strong interpretability and objective calculation process, but the input data is highly
subjective. Therefore, its objectivity is not high.
Versatility It is generally applicable to various measurement and evaluation scenarios, so it has strong universality.

Functionality Each measurement and evaluation operation can only measure a certain model or aspect, so its functionality is weak.

Costs It is necessary to establish an evaluation hierarchy model and hire domain experts, which has high time and economic cost.
TaBLE 7: RTRM method.
RTRM method Descriptions
It needs not only the trust relationship of the services directly associated with the tested service but also the information
relationship of the indirectly associated services and the trust relationship between the indirectly associated services. The
Ease of use information relationship data are not easy to obtain, and the number of indirect recommenders is not easy to determine;
unable to recommend new services for scenes where the complete recommender cannot be obtained. Therefore, the
stability of the result is not high.
Obiectivit The objectivity of this method is mainly reflected in the input data. The trust relationship and recommendation trust
) Y relationship are calculated from the log data. Therefore, it has strong objectivity.
Versatilit This method is only available for scenarios where it is easy to obtain the directly and indirectly related service trust
Y relationship of the tested composition. Therefore, its universality is not strong.
Functionality This method has a single function and can only obtain the trustworthiness results of one service pair at a time.
Costs The time cost of this method is large in the early stage. When the trust relationship and trust value between each service are
obtained, the cost is reduced.
TasLE 8: Our method.
Our method Descriptions
Ease of use The state data of this method are easy to obtain, the influencing factors need to be analyzed in detail, and the rationality of
the state transition matrix needs to be verified.
Objectivit The input data of this method are the current running state of the service, which can be obtained from log data or test data,
) Y with strong objectivity.
Versatility ~ This method is applicable to the evolution scenario with stable operation environment factors, and has low universality.
Functionalit This method has a single function and can only judge the relationship with the trustworthiness of a given service
7 composition.
Costs The cost of this method is low, but its time complexity is high.

relationship between directly related services but also cal-
culates the recommendation trust relationship of other
services interacting with them. Theoretically, this calculation
method is relatively complete in the trustworthiness cal-
culation of the combination, and its ease of use, objectivity,
universality, functionality, and costs are shown in Table 7.

Our method uses the influence degree of risk influencing
factors on service pair as the trustworthiness of service pair.
It is applicable to the scenario with stable context, that is, the
scenario with stable probability of risk influencing factors
and loss degree. Its ease of use, objectivity, versatility,
functionality, and costs are shown in Table 8.

The overall comparison results of the three methods in
five aspects are shown in Table 9 and Figure 6.

Through simulation experiments and method compar-
ison, it can be seen that the proposed method has obvious
advantages over the traditional methods in ease of use,
objectivity, and cost consumption, and is insufficient in
generality and function.

In terms of functionality, the measurement method
proposed in this paper can only judge the trustworthiness of
the established service composition but cannot determine
the reasons for the low recognition and cannot point out the
problems in the trustworthiness concerns of the service
composition. Therefore, it is not convenient for users or
developers to make specific adjustments for trustworthiness.
To solve these problems, it needs to be combined with Saa$S
service independent trustworthiness measurement method.
However, in the cloud computing environment, for users,
users pay more attention to the overall performance of the
software system in their application scenarios but are not
sensitive to the specific situation inside the system or
module. In the process of iterative and evolutionary de-
velopment, users can test SaaS services with high inde-
pendent trustworthiness one by one through replacement
and trial, and can select SaaS services that can truly meet the
improvement of the overall trustworthiness of the system at
low cost. Therefore, the method proposed in this paper is
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TaBLE 9: Comparison results.
Ease of use Objectivity Versatility Functionality Costs
Our method High High Low Low Low
AHP Medium Low High High High
RTRM Low Medium Medium Medium Medium
c ) 1 their needs, rather than the trustworthiness of a single Saa$S
omparison results service. Therefore, it is far from enough to focus on the
Ease of use independent trustworthiness of a SaaS service. After a Saa$S
service enters the software system, the improvement of the
combinatorial trustworthiness brought to the service system
has more theoretical and practical significance. This paper
takes the software service system under the cloud computing
Costs Objectivity envir(?nment as the.: research object and takes the combi-
natorial trustworthiness measurement of the software ser-

\ N\

Functionality Versatility
—— Our method

AHP

RTRM

FiGURE 6: Comparison results.

highly targeted and solves the problem of the overall
trustworthiness of the software system that users are most
concerned about in specific scenarios. However, the function
is relatively simple and needs to be combined with the Saa$S
service independent trustworthiness calculation method.

In terms of generality, compared with the other two
methods, the method proposed in this paper only aims at the
problem of Saa$ service trustworthiness measurement, and
is less applicable than other methods in terms of its ap-
plication scenarios. Even in the field of software services, this
method is more suitable for cloud computing environment,
SaaS service environment with more high independent
trustworthiness and more operation and evaluation data.
However, with the further development of cloud computing,
more and more users choose SaaS services, and the gen-
erality of the measurement method in this paper will be
improved.

6. Conclusion

SaaS services with low independent trustworthiness can
never build a service system with high trustworthiness.
However, SaaS services with high independent trustwor-
thiness cannot always build a high trusted service system,
either. There are many other problems that will affect the
overall trustworthiness. In the cloud computing environ-
ment, for users in specific scenarios, users pay more at-
tention to the matching degree of the Saa$ service system to

vice system as the research objective. A measurement
method based on Markov theory and cosine similarity has
been proposed. Through the simulation experiment and
experimental analysis, the feasibility and effectiveness of the
proposed method were verified. Through a comparison of
different methods, the advantages and limitations of the
proposed method were demonstrated.

The research result of this paper is the downstream
research content of independent trustworthiness measure-
ment method. The method proposed in this paper provides
theoretical and technical support for solving the most
concerned problems of users in the cloud computing en-
vironment. This method is more suitable for scenarios with a
large number of services and service data. For a new cloud
service, it is difficult to guarantee the stability of its trust-
worthiness results due to its lack of state data in its context.
Due to the above limitations, further research on data ac-
quisition of new services is needed in the future.
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