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With the rapid development of 5G SA (standalone) networks, increasing subscribers are motivated to make calls through 5G. To
support voice services critical to mobile users, 5G SA networks adopt two solutions: VoNR (Voice Over New Radio) and EPS
(Evolved Packet System) fallback. At this stage, 5G SA networks provide voice services through EPS fallback, which leverages 4G
networks to support voice calls for 5G users. This switch between cellular network systems may expose vulnerabilities to adversaries. However, there is a lack of security research on voice services in the 5G SA network. In this paper, we analyze the security
of EPS fallback and its closely related IMS from the perspective of the protocol and the practices of the carriers. We uncover two
protocol design vulnerabilities and two implementation ﬂaws. In addition, we exploit them to design three attacks: voice DoS,
voice monitoring, and SMS spooﬁng and interception. We validated these vulnerabilities and attacks using SDR (software-deﬁned
radio) tools and a set of open-source software in three mobile carriers. Our analysis reveals that the problems stem from both
speciﬁcations and carrier networks. We ﬁnally propose several potential countermeasures to defend these attacks.

1. Introduction
5G has been rapidly developing in recent years. As 5G can
provide higher bandwidth, faster speeds, and on-demand
services, increasing subscribers are motivated to choose 5G
networks. Nearly half of mobile subscribers will use the 5G
network by 2027 [1]. 5G is designed to gradually phase out
the current networks, such as 3G and 4G networks. To
support voice services critical to mobile users and operators,
5G SA networks adopt two solutions: VoNR and EPS fallback. VoNR supports voice calls directly in the 5G system
and is the IMS (IP Multimedia System) based voice service
based on 5G access. In contrast, EPS fallback transfers the
voice request from the 5G network to the 4G system when a
call is made. Then the 4G networks use IMS-based VoLTE
(voice over LTE) to provide voice services.
VoNR is the target solution for voice services in the 5G
SA network. However, it is currently in the initial stage of 5G
network construction, and VoNR has not yet been commercialized due to factors such as network coverage and

technology. At the current stage, the 5G SA network uses
EPS fallback to provide voice services. And even if VoNR is
commercialized in the future, there will be many mobile
phones that do not support VoNR, and they still have to use
EPS fallback to complete voice services. Under the premise
of adopting EPS fallback, 2G/3G is needed to ensure voice
service if 4G cannot provide voice services due to some
reasons, such as turning oﬀ VoLTE (voice over LTE) and
poor signal coverage. Voice services are essential to users. If
the voice services are attacked, users’ privacy is jeopardized.
Therefore, considering the importance of voice services and
the complexity of the initial 5G voice solution, it is necessary
to study the security of 5G voice services.
Recently, there have been some exploratory studies on
the security of voice services in cellular networks. The IMSbased voice services in 4G networks have been pointed out to
be vulnerable due to unsafe implementation [2–4]. The
authors in the work [5] analyze security issues on voice
services of the 5G NSA (non-standalone) network system.
As the 5G NSA network is using the 4G LTE core network,

2

Security and Communication Networks

they veriﬁed whether the vulnerabilities of 4G LTE are valid
for the 5G NSA and presented countermeasures against the
vulnerabilities. The work in [6] also carried out similar tests
on the security of voice services in 5G NSA networks.
However, to the best of our knowledge, there is a lack of
security research on 5G voice services in the 5G SA network.
Our work studies the security of voice services in 5G SA
networks from the perspective of the protocol and the
practices of the carriers as a complement to this research
area.
In this paper, we have analyzed the standards of EPS
fallback and veriﬁed the current voice solutions under the
5G SA network of three operators through experiments. We
ﬁnd that these operators all adopt EPS fallback to provide
voice services. This solution means that mobile users will fall
back to the 4G network when consuming voice services.
Although the 5G standard deﬁnes relevant security measures
to mitigate downgrade attacks, this kind of voice solution
naturally introduces the risk of downgrade attacks. In addition, we have performed security analysis on the authentication protocol and implementation of IMS, which is
closely related to EPS fallback. First, we analyze the possible
problems in the implementation of the operators’ IMS server
and identify two vulnerabilities, one of which is new. Second,
we ﬁnd a ﬂaw in the protocol design after careful analysis of
the standards of the IMS authentication protocol. Combining all the above vulnerabilities, we have designed three
attacks: voice DoS (A1), voice monitoring (A2), and SMS
(Short Message Service) spooﬁng and interception (A3). The
ﬁrst attack causes a DoS on the victim’s voice service, and the
last two attacks can be exploited to steal the victim’s privacy.
Table 1 summarizes our ﬁndings. We denote the three
operators as OP-I, OP-II, and OP-III for the privacy concern. Note that our assumed attack model is relatively
simple. The attacker has no control over the operators and
can launch the ﬁrst two attacks without knowing the victim’s
information. In addition, the attacker can carry out the third
attack after getting the victim’s mobile phone number. In
conclusion, we analyze the causes of these problems and
present several countermeasures against these vulnerabilities
and attacks.
In more detail, our contributions are as follows:
(i) We present a security study on the EPS fallback in
5G SA networks and discover a protocol ﬂaw.
Furthermore, we found a protocol vulnerability and
two implementation vulnerabilities of IMS closely
related to EPS fallback.
(ii) We exploit the vulnerabilities to design three attacks
and validate these attacks using SDR tools and a set
of open-source software in three mobile carriers.
(iii) We analyze the root causes of the vulnerabilities and
propose several potential countermeasures to defend against attacks.
The rest of this paper is organized as follows: We summarize the related work in Section 2. Section 3 describes the
preliminaries of the system model, IMS registration process,
and EPS fallback that are relevant to the vulnerabilities and

Table 1: Summary of our ﬁndings on 5G voice service vulnerabilities and attacks.
Attack
A1
A2
A3

OP-I
✓
✓

OP-II
✓
✓

OP-III
✓
7

7

7

✓

Vulnerability
EPS fallback
EPS fallback
EPS fallback, IMS server, IMS
AKA

attacks. We present the threat model and experimental setup
in Section 4. The security threats from IMS-Based voice
services are discussed in Section 5. Then we design three attack
scenarios as described in Section 6. Section 7 discusses the
causes, advantages, and possible limitations of these attacks.
Several countermeasures are presented in Section 8. We describe the future research challenges in Section 9. At last,
Section 10 concludes this paper.

2. Related Work
We present the related work in the security areas of mobile
networks, IMS-based voice services, and SMS, as summarized in Table 2.
Vulnerabilities in mobile networks have been found in
some existing studies. 2G/GSM (Global System for Mobile
Communications) is known to be plagued by authentication
vulnerabilities, which allow the attacker to send spam
messages and get the phone numbers of victims [7, 8]. While
the introduction of the mutual authentication mechanism
makes 3G/4G more secure, they suﬀer from shortcomings
that enable the tracking of users [9–11]. Chlosta et al.
demonstrated a proof-of-concept identiﬁcation attack in a
5G standalone network [14]. Hussain et al. proposed a
property-directed formal veriﬁcation framework for the 5G
network protocol in [15], and they have identiﬁed 11 design
weaknesses, which can be exploited to break the security of
5G networks. Although the mobile network continues to
evolve, the original insecure network will still take some time
to be abandoned. Based on this, an attacker can force devices
in the 3G/4G environment to downgrade to insecure 2G and
exploit the authentication vulnerabilities to steal privacy
[12, 13]. However, there are not many studies on downgrade
attacks on 5G networks. Our recent work reveals the feasibility of the attack on 5G and complements this research
ﬁeld.
Several previous studies have exposed the security issues
of IMS-based voice services. Tu et al. analyzed two voice
solutions for the 4G network from a security perspective [2],
which is similar to the work of this paper. Li et al. conducted
the ﬁrst study on the security of VoLTE and identiﬁed
several vulnerabilities of the VoLTE device and network,
which can be exploited to gain free data service and launch
the DoS attack against VoLTE [3]. Kim et al. found similar
vulnerabilities and proposed a caller spooﬁng attack [4].
Security issues of voice services in 5G NSA networks have
been discussed in [5, 6]. Diﬀerent from them, we focus on
EPS fallback in 5G SA networks.
The security issues of SMS have been an active research
area in recent years. There are many works [16–19] that focus
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Table 2: Summary of the related work.

Area

Network

Attack
Send spam messages [7]
Get the phone numbers [8]
Location privacy leakage [9–11]
Downgrade to GSM [12, 13]
Identiﬁcation attack [14, 15]
Speed up the battery consumption [2]
DoS attacks [2, 3]
Gain free data service [3]
Caller spooﬁng attack [4]
Eavesdropping [5]
Charging avoidance attack [6]
Spamming SMS [16–21]
SMS spooﬁng [22]

2G/GSM
Mobile networks

3G/4G
5G SA
4G

IMS-based voice services
5G NSA
SMS

2G/GSM
4G

on the (in) security of CS-based SMS. The FBS (fake base
station) has been exploited by criminals to send spamming
SMS to mobile users [20]. The authors in the work [21]
present the ﬁrst characterization of the FBS spam ecosystem
and provide new insights into mitigating spamming SMS.
Guan-Hua Tu et al. studied the security vulnerabilities of
IMS-based SMS services for the ﬁrst time [22]. To the best of
our knowledge, most of the vulnerabilities in [22] have been
ﬁxed. However, our work uncovers new vulnerabilities,
which can be exploited to send and receive SMS impersonating the victim’s identity.

3. Background
In this section, we brieﬂy review the system model, IMS
registration process, and EPS fallback that are relevant to the
vulnerabilities and attacks discussed in this paper.
3.1. System Model. In this paper, we analyze the security of
EPS fallback voice service in the 5G SA network. Therefore,
the system model we studied is the network architecture
supporting EPS fallback voice service. As shown in Figure 1,
the system model involves mainly three entities: the RAN
(radio access network), the core network, and IMS.
The major components of the RAN are base stations (5G:
gNB, 4G: eNB), which provide the wireless network for UEs
to access the core network. The 4G core network has three
critical components: MME (Mobility Management Entity),
HSS (Home Subscriber Server), and PGW (Packet Data
Network Gateway). The important network elements of the
5G core network relevant to the discussion in this paper
include AMF (Access and Mobility Management Function),
UDM (Uniﬁed Data Management), and UPF (User Plane
Function).
The MME and AMF provide mobility management for
the UE and at the same time use the stored authentication
credentials (5G: UDM, 4G: HSS) for mutual authentication
with the UE. The UPF and the PGW bridge the core network
and external networks, such as IMS. It is worth mentioning
the N26 interface between the MME and the AMF, which is
used for 4G and 5G interoperability. The EPS fallback involves this interface when switching networks.

RAN
5G

Core Network
Other Nodes
AMF

UE
gNB

I-CSCF
S-CSCF

UPF
S/PGW
MME

eNB

UDM

N26

4G

UE

IMS

P-CSCF

HSS

Other Nodes

Figure 1: The system model supporting EPS fallback voice service.

The IMS is the standard solution for providing multimedia
services in mobile networks. It changes voice and SMS from the
traditional CS (circuit-switched) technology to the PS (packetswitched) design. Subscribers communicate with each other in
the form of SMS or calls through IMS. The IMS has three main
CSCF (Call Session Control Function) network elements:
P-CSCF (Proxy-CSCF), I-CSCF (Interrogating-CSCF), and
S-CSCF (Serving CSCF). The P-CSCF is the entry point for a
UE to request services provided by an IMS server. The I-CSCF
is responsible for querying and locating the S-CSCF. The
S-CSCF handles user registration and services, and it requests
the user’s authentication data from the UDM or HSS.
From the system model, we can easily get the problems
that need to be studied. First, EPS fallback voice service
involves network switching. If the protocol is not secure, this
mechanism may cause security problems. Second, it is worth
exploring whether there are vulnerabilities in the implementation of IMS involved in voice services. Next, we will
introduce the process of registering with IMS and the EPS
fallback in detail.
3.2. IMS Registration Process. Figure 2 describes the process
of registering to IMS. As deﬁned in the 3GPP (3rd Generation Partnership Project) speciﬁcation, mobile users need
to carry out two mutual authentication steps to consume the
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Mobile users

IMS

AKA
Request for bearer and the IP of P_CSCF
Active bearer & return the IP of P-CSCF
Register with IMSI and phone number
401 Unauthorized with nonce
Register with response
(IPSec)

(AKA)

200 OK
Other SIP messages

Figure 2: The process of registering to IMS.

multimedia services provided by IMS. The two mutual
authentication steps use the same root key and similar AKA
(Authentication and Key Agreement) algorithms. AKA uses
the “question/answer” mode to realize the mutual authentication between the user and the network and can negotiate
keys to ensure the conﬁdentiality and integrity of subsequent
communications. The IMS server uses the keys generated
through negotiation required by IPSec to provide security
protection for subsequent communications. First, the user
and the mobile network complete mutual authentication. If
the authentication is successful, the mobile network establishes a bearer between the user and IMS and returns the IP
of P-CSCF to the user. Then the user sends a registration
message with IMSI and phone number to the IMS server and
will receive a 401 Unauthorized message containing nonce as
the question of AKA. After parsing the nonce from the
message, the user uses the AKA algorithm to calculate the
response and generate the keys required by IPSec to provide
security protection for SIP messages. Then, the user uses SIP
messages protected by IPSec to complete the subsequent
interaction and then consumes the services provided by IMS.
It is worth mentioning that the authentication mechanism of
IMS follows the principles and core algorithms of 3G AKA.
3.3. EPS Fallback. EPS fallback is a key enabling technology
for 5G SA networks to provide voice services, regardless of
whether VoNR is widely commercialized or not. EPS fallback chooses to switch or redirect to EPS based on the
existence of the N26 interface [23]. Figure 3 describes the
EPS fallback procedure for IMS voice in the Appendix. EPS
fallback has the following steps:
(1) UE registers to the 5G system and initiates the establishment of the IMS voice session.
(2) The NG-RAN (NG Radio Access Network) receives a
PDU (Packet Data Unit) session modiﬁcation

(3)

(4)
(5)
(6)

(7)

request initiated by the network to set up QoS ﬂow
for IMS voice.
Taking into account UE capability, N26 availability
conﬁguration, and LTE radio conditions, the NGRAN is conﬁgured to support EPS fallback and
decides to trigger the fallback to EPS.
The NG-RAN denies PDU session modiﬁcation
requests.
The NG-RAN initiates handover or redirection to
EPS based on terminal capacity and deployment.
In the case of handover via the N26 interface, the UE
initiates the TAU (tracking area update) procedure.
If there is no N26 interface, UE will be redirected to
EPS and initiate the attach process with request type
“handover.”
After the network initiates PDN connection modiﬁcation to set up a dedicated bearer for voice, UE can
consume voice services.

4. Threat Model and Experimental Setup
In this section, we introduce a threat model and an experimental setup. First, we present the threat model, which
describes the attacker’s capabilities and security assumptions. Next, we build the experimental setup, which is
exploited for vulnerability and attack veriﬁcation.
4.1. Threat Model. The victims are mobile users who have
connected to the 5G network. The moment they consume
voice services is the moment they are attacked. The attacker
has full knowledge of mobile networks, including 2G, 3G,
LTE, and 5G. In addition, the attacker should have basic
programming skills. We assume that the attacker is near the
victim and the attacker does not need to know any information about the victim.
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NG-RAN

E-UTRAN

AMF

MME

S/PGW

UPF

IMS

1. MO or MT IMS voice session in 5GS; QoS ﬂow for voice establishment initiated
2. NW initiated PDU session modiﬁcation to setup QoS ﬂow for IMS voice
3. Trigger for
fallback, optional
Measurement
Report Solicitation
4. Reject PDU session modiﬁcation indicating IMS Voice Fallback in progress
5. Redirection or Handover to EPS
6a. TAU Procedure
6b. Attach with PDN connectivity request with request type “handover”
7. NW initiated PDN connection modiﬁcation to setup dedicated bearer for voice

Figure 3: The procedure of EPS fallback [23].

The attacker can silently sniﬀ over air interfaces and get
some parameters of the operator’s 2G, 3G, and LTE networks. In addition, the attacker can establish an FBS and a
malicious UE. The most important is that the attacker is able
to change some parameters to play as real operators. For
example, the attacker can adjust the LTE FBS’s frequency
band, PLMN (Public Land Mobile Network) number, and
TAC (Tracking Area Code) to be consistent with the operator. Mobile phones tend to select the base station with the
strongest signal to access, and the signal strength of the FBS
is generally greater than that of the legitimate base station
nearby. Therefore, the victim’s phone will choose to access
the FBS.
We keep in mind that some vulnerability validations and
attack evaluations may aﬀect operators and mobile users.
Therefore, we adopted two measures to conduct this research in a responsible manner. First, we only use our mobile
phones as victims. Second, we reduce the power of the fake
base stations and perform experiments in an environment
that shields wireless signals to reduce the impact on other
mobile users.
4.2. Experimental Setup. Software-deﬁned radio is a system
for wireless communication where the components are
implemented completely by software. Traditional communication system equipment needs to be realized with expensive proprietary hardware. However, SDR has been
widely used in various mobile communication systems due
to its modiﬁability and ﬂexibility. In addition, many opensource projects for mobile communication systems using
SDR have been developed, such as srsLTE [24], OpenBTSUMTS [25], and gr-gsm [26]. These excellent open-source
projects provide analysis and testing tools for mobile security researchers. The following are the open-source
projects used in our work:
(1) srsLTE. It is a high-performance 4G/5G software
radio suite including srsUE, srsENB, and srsEPC. We

use srsENB and srsEPC to build a fake LTE network.
The srsUE can access the operator’s LTE network
using a real USIM card. Meanwhile, srsUE is the
solution for establishing a bearer with the operator’s
IMS server. After the srsUE accesses the LTE network with a USIM card, we can remove the USIM
card because the security context has been stored in
the computer. This is one of the diﬀerences between
srsUE and real mobile phones.
(2) OpenBTS-UMTS. It is an application that uses SDR
to present a UMTS network. We build it as a fake 3G
network and modify it to complete our test
requirements.
(3) gr-gsm. The purpose of the gr-gsm project is to
provide a set of tools to receive the signals transmitted by GSM devices. It is widely used in voice and
SMS sniﬃng under the GSM network in the research
ﬁeld. In our work, we use it to monitor the content of
the calls under the 2G network.
Figure 4 depicts the experimental hardware setup in our
work including two computers, three USRP devices, two test
mobile phones, and six USIM cards (excluding the monitor
and other peripherals).
The following is a detailed description of these hardware
packages:
(1) Computers. Two desktop computers (Intel NUC8BEH) with the 64 bit Ubuntu 16.04 LTS system are
used in our experiment. Both computers are loaded
with open-source projects required for the experiments, including srsLTE, OpenBTS-UMTS, and grgsm. In addition, the two computers need to be
connected by a network cable to ensure that data
can be transmitted to each other in subsequent
experiments.
(2) SDR. Three USRP B210 devices [27] act as the radio
transceiver hardware. B210 is connected to the
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Computers
USRP B210

USIM
Test Phones

Figure 4: Experimental hardware setup.

computer via USB 3.0 and cooperates with the
above-mentioned open-source projects to complete
the data transmission. We can change the radio
frequency at which B210 transmits and receives
signals by modifying the conﬁguration ﬁle.
(3) Test Phones. Two commercial 5G mobile phones are
needed to complete our tests. One Realme GT
supporting all 5G, LTE, 3G, and GSM frequency
bands works as the victim UE. One Huawei Mate 30
5G works as the callee. Two USIM (Universal
Subscriber Identity Module) cards per carrier are
used to accomplish diﬀerent tasks.

5. Security Threats
In this section, we introduce security threats to IMS-based
voice services in 5G SA networks. We have systematically
analyzed the security issues of the IMS-based voice services
by considering EPS fallback and IMS. Our work has discovered four vulnerabilities. Two are caused by ﬂaws in the
EPS fallback mechanism and IMS AKA, respectively, and the
remaining two are implementation ﬂaws in the IMS server.
They enable an adversary to monitor the content of a call or
launch the DoS attack against voice service. More threateningly, an attacker can exploit the vulnerabilities to send and
receive SMS as a victim. Then the attacker may use the SMS
veriﬁcation code to log in to the victim’s application to steal
privacy. We validated these vulnerabilities in three carriers.
5.1. EPS Fallback Vulnerability. EPS fallback enables mobile
users who have been registered to the 5G network to fall back
to 4G when making or receiving calls and use VoLTE for voice
services. The three operators related to our work are currently
using EPS fallback to implement voice calls under 5G.
When one UE consumes voice services in 5G networks, it
will receive RRC release signaling carrying the frequency list of
the target LTE base station for the operator, as shown in
Figure 5. Then the UE selects the frequency with the highest
priority to access the base station and sends tracking area
update request signaling to LTE networks for the operator.
Whether an AKA process occurs when the UE accesses the
LTE network can determine whether the operator’s 5G network transmits the UE’s security context through the N26

Figure 5: The validation of EPS fallback vulnerability.

interface. For OP-I, it will submit the UE’s security context in
the 5G network to LTE network through the N26 interface,
while OP-II and OP-III will not. Although the implementations of the EPS fallback of the three operators are diﬀerent, all
of them may suﬀer from 4G FBS. Assuming that there is a 4G
FBS near a victim registered to the 5G network, the victim will
access the FBS when making or answering phones.
Validation. We use srsEPC and srsENB to build a 4G FBS for
the three operators. First, we gather the operator’s LTE
network information such as the PLMN number, TAC, and
EARFCN (E-UTRA Absolute Radio Frequency Channel
Number) [28]. It is worth noting that the TAC and EARFCN
are the parameters of the highest priority cell in the experimental area. Second, we conﬁgure the network information of the FBS to be consistent with the operator. Then
we use the commercial mobile phone that is already stationed on the 5G network to make and answer calls. As
expected, the phone is successfully connected to the FBS. In
addition, the mobile phones of the three operators will try to
access the 2G/3G network when they ﬁnd that they cannot
register to the 4G network to complete the call. For OP-I and
OP-II, the phone ﬁnishes calls via the 2G network. For OPIII, 3G is the ultimate guarantee for voice service. Moreover,
for these three operators, we have tested whether there is a
lack of authentication in the CSFB (Circuit Switched Fallback) technology, which is one of the major voice solutions
in the 4G network [29]. In the CSFB scheme, when there is a
voice call, the phone will migrate from 4G to 2G/3G. If the
authentication step is missing in this process, it can be
exploited by attackers to launch impersonation attacks.
Speciﬁcally, we use a rooted OPPO R11 to access the operator’s 4G network and disenable the VoLTE. Then we make
a call and grab the signaling messages as shown in Figure 6.
The result indicates that the authentication step has been
enforced in the process of CSFB.
5.2. IMS Server Vulnerabilities. We have identiﬁed two
implementation vulnerabilities at the IMS server for OP-III.
First, the SIP session between the client on the phone and the
IMS server should be protected by IPSec. If IPSec is not used,
the SIP messages between the UE and IMS server may be
protected by AS security. However, this approach may not
achieve the desired goal [30]. The authors in [22] have
pointed out the serious consequences of not mandating the
use of IPSec. Although there are some studies about this
vulnerability, we ﬁnd that the SIP messages can still be plain-

Security and Communication Networks

7

Figure 6: The validation of CSFB vulnerability.

text for OP-III. Therefore, the messages are easily injected
into the SIP session by the attacker. Second, the owner of a
bearer for registering to the IMS server can be diﬀerent from
the actual registered person using the bearer. An attacker can
set up a bearer in advance and then register to the IMS as a
victim to enjoy SMS services by exploiting the vulnerability.
Our work is not the same as the spoofable SMS message
attack described in [22]. In addition, we verify that this
attack has been defended by OP-III.
Validation. We make some eﬀort to discover these vulnerabilities for OP-III. First, we modify srsUE to request to
establish an IMS bearer and obtain the IP of P-CSCF. We can
use the modiﬁed srsUE with external USIM and one USRP
B210 to register to OP-III. Second, we record the plain-text
SIP messages on the iPhone XS through the open-source tool
rvi_capture [31]. Third, we have implemented a simple but
eﬀective IMS client in the C language. The client completes
the construction of legal SIP messages by modifying some
ﬁelds in the captured SIP packets. The IMS client and the
srsUE are independent processes. The client uses the IMS
bearer established by the srsUE to interact with the operator’s IMS server by using the IPv6 socket and needs the
IMSI, phone number, and authentication response of a
USIM card. The client can use the same USIM to register to
the IMS server and send SMS. In this process, the SIP
messages are not protected by IPSec, which proves that it is
allowed not to use IPSec for OP-III. In addition, we send a
spoofed SMS, where the speciﬁed sender number is changed.
However, the SMS failed to be sent with the cause “invalid
user.” This shows that the attack described in [22] no longer
exists for OP-III. Then we use the client with another USIM
rather than the USIM used to establish the bearer to register
to the IMS server and send SMS as shown in Figure 7. This
proves the vulnerability we found. OP-III does not check
whether the user who established the IMS bearer is the same
as the one registered to the IMS via the bearer.
5.3. IMS AKA Vulnerability. Through a careful analysis of
IMS AKA-related standards, we found the vulnerability of
IMS AKA. The IMS AKA mechanism is implemented based
on the SIP protocol. In the IMS registration process, SIP
signaling carrying AKA parameters is interacted between the
UE and the IMS server, and the AKA parameters are
transmitted and negotiated according to the AKA mechanism. It is worth noting that the authentication mechanism

adopted by IMS follows the principles and core algorithms of
AKA in 3G networks. The diﬀerence is that IMS AKA uses
base64 to encode the authentication parameters. Therefore,
we analyze whether the authentication vectors assigned to
3G and IMS domains can be mixed:
(1) Authentication Key. The UE accesses the IMS
through the USIM. When a USIM is used for IMS
access, the authentication key and functions and the
sequence number checking mechanism are shared
with 3G [32].
(2) Sequence Number (SQN). SQN is used to prevent
replay attacks of authentication vectors. SQN ensures the freshness of the authentication vector
through a series of veriﬁcation mechanisms [33]. The
SQN is maintained jointly by the network and the
USIM card. Each time a mutual authentication is
completed, the SQN maintained by both sides will
increase by 1. Therefore, both sides can detect
whether the authentication message is replayed.
Since the authentication mechanism of IMS is the
AKA algorithm, it can resist replay attacks. Specifically, SQN consists of two parts SQN � SEQ||IND,
where IND is a 5-bit long index. USIM maintains an
array of previously accepted SEQs. To verify that the
sequence number SQN is fresh, the USIM shall
compare the SEQ of the received SQN with the
sequence number in the array indexed by the index
value IND contained in the SQN [33]. Although the
standard suggests that authentication vectors for
diﬀerent service domains should always have different INDs, there is no clear deﬁnition. USIM can
only detect whether the authentication vector is
generated by the home network, but cannot determine whether the received authentication vector is
applied by the requested service network domain.
(3) AMF Filed. AMF (authentication management ﬁeld)
is a 16-bit ﬁeld. The ﬁrst bit is called the “AMF
separation bit” [33]. If the “separation bit” is set to 0,
the authentication vector can be used in 3G or IMS.
However, the vector is useable in 4G and 5G that
require the bit to be set to 1.
Based on the above analysis, we conclude that the authentication parameters carried in the SIP message can be
parsed and then encapsulated into standard authentication
signaling that the UE in the 3G network considers legal.
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Figure 7: The validation of IMS server vulnerabilities.

Validation. First, we use srsUE equipped with a legal USIM
card to register to the operator and establish an IMS bearer.
Then, we use our simple IMS client to register to the IMS
server with the same identity to obtain the SIP signaling
containing the authentication information. Next, we parse
the authentication parameters from SIP signaling and use
OpenBTS-UMTS to build a fake 3G network. Then the
mobile phone equipped with the USIM card is connected to
our fake 3G network. Finally, the 3G FBS uses the parsed
parameters to encapsulate the authentication request signaling and send it to the mobile phone, and the mobile
phone responds normally. This proves our conjecture. In
addition, we use the same method to test whether the IMS
AKA parameters can be used in the 4G network, but it failed
due to diﬀerences in the AMF ﬁeld.

6. Attack Scenarios
In this section, we devise three representative attacks based
on the vulnerabilities described above: (1) voice DoS, (2)
voice monitoring, and (3) SMS spooﬁng and interception.
The ﬁrst attack can be launched on the three operators. The
second attack is feasible in OP-I and OP-II, and the third
attack only applies to OP-III. The two attacks, voice DoS and
voice monitoring, only require the LTE fake base station.
However, the other one can be launched from the attacker
equipped with the 3G FBS, LTE FBS, and LTE UE.
Since we reduce the power of the FBS to avoid aﬀecting
other normal UEs as described in Section 4, we have to keep
the victim UE close to the fake base stations to ensure that
the UE will connect to the FBS. We completely executed the
three attacks several times and always got the results that we
expected.
6.1. Voice DoS. In this attack, the LTE FBS can launch a DoS
attack on voice services of mobile users in 5G networks. 5G
subscribers near the FBS cannot consume voice services.
Moreover, the attacker can count the number of calls of the
victim UE and corresponds to their identity through IMSI.
Attack Procedure. Figure 8 shows the voice client DoS attack
ﬂow. When the victim UE registered to the 5G network

Fake LTE
Network

5G Network

Victim UE

Voice service request
RRC release with
eutraFrequency
TAU request
TAU reject with
EMM_CAUSE = 0×0A
Attach request
Attach reject with
EMM_CAUSE = 0×0C
Failed to Consume voice service
Reconnect to 5G

Figure 8: The procedure of voice DoS attack.

initiates a voice service request, the network sends RRC
release message containing 4G network frequencies and
corresponding priorities to the UE. The UE will select the
frequency with the highest priority to connect to the LTE
base station. First, we use srsUE to capture broadcast
messages to get the highest priority frequency. Next, we use
srsEPC and srsENB to complete the construction of the fake
LTE network and keep the parameters consistent with the
real network. Especially, the frequency of the base station is
set to the highest priority frequency. Then the UE will be
lured to the LTE FBS that is set to the frequency. Then the
victim UE sends a TAU request signaling to the LTE FBS.
The attacker will reply to the UE with the TAU reject
message and set EMM_CAUSE to 0 × 0A, which means that
TAU requests are not handled yet [34]. After receiving this
message, the UE will continue to initiate an attach request to
the LTE FBS. Since there is no key to complete the mutual
authentication and security establishment with the victim,
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the LTE FBS rejects the UE and sets EMM_CAUSE to 0 × 0C.
According to our assessment, the UE will continue to try to
connect to the FBS. After several failures, the voice program
on the phone will return because it has not received a response for a long time. Finally, the UE failed to consume
voice service and reconnect to the 5G network. Through the
above steps, the attacker can realize a DoS attack on the voice
service of the victim.
6.2. Voice Monitoring. In this attack, the attacker can
monitor the victim’s call. The ultimate goal of the attack is to
lure the victim UE to an insecure GSM network. There is
much research on security in GSM networks. The authors in
[14] show the feasibility of the LTE mobile phone number
catcher by downgrading UE in the LTE network to the GSM
network. Although many attacks can be launched after
downgrading UE to GSM networks, we only focus attacks on
voice. Our work proves that it is also possible to launch an
attack to monitor calls by downgrading UE in 5G networks
to GSM networks.
Attack Procedure. Figure 9 shows the voice monitoring attack steps. We build the fake LTE network in the same way as
above. The steps of connecting the victim UE initiating a
voice service request in a 5G network to the LTE FBS are the
same as those described in the voice client DoS attack. The
slight diﬀerence is that EMM_CAUSE carried by the TAU
reject signaling sent by the FBS is set to 0 × 0F instead of
0 × 0A. UE may take diﬀerent behaviors for diﬀerent
EMM_CAUSEs [34]. It is worth mentioning that diﬀerent
types of terminals pairing the same EMM_CAUSE may
perform diﬀerent actions. EMM_CAUSEs we use may only
apply to our experiments. Then the UE in OP-I and OP-II
connect to GSM networks to consume voice service. Furthermore, we ﬁnd that the GSM network of OP-I does not
use encryption. Moreover, even with weak encryption algorithms (A5/1), the voice monitoring attack can still be
launched [29]. We use gr-gsm to sniﬀ the information
transmitted by GSM equipment and then successfully restore the call content.
6.3. SMS Spooﬁng and Interception. In this attack, the attacker can register to IMS as the victim and receive or send
SMS during the attack. As described above, OP-III will
eventually use 3G to provide voice services. Since 3G has
adopted mutual authentication and stronger encryption
algorithms, voice monitoring does not apply to OP-III.
However, combining the implementation vulnerabilities of
the IMS server of OP-III and the logic vulnerability of IMS
AKA described above, we designed a new attack. In addition,
the attacker needs to know the victim’s mobile phone
number.
Attack Procedure. Figure 10 shows the attack procedure. (1)
Use the steps described in voice monitoring to connect the
victim UE to the 3G FBS (OpenBTS-UMTS). The LTE FBS
can send identity request signaling to get the victim’s IMSI.
In addition, the attacker needs to build srsUE and the IMS
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Figure 9: The procedure of voice monitoring attack.

client on a computer and ensure that the computer can
transmit data through sockets with the computer running
the 3G FBS. (2) The attacker used the modiﬁed srsUE
equipped with a legal USIM to access the LTE network and
establish the IMS bearer. (3) The attacker uses the IMS client
to send a registration message with the victim’s IMSI and
phone number to the IMS through this bearer. (4) The IMS
server will return a 401 Unauthorized message containing
nonce as the AKA authentication challenge to the attacker.
The attacker parses the authentication parameters such as
RAND and AUTN from the message and sends them to the
3G FBS. (5) After the 3G FBS receives the authentication
parameters, it encapsulates them into authentication request
signaling and sends them to the victim. (6) The 3G FBS
parses the authentication result from the signaling returned
by the victim and sends it to the attacker. (7) The attacker
encapsulates the parameters received from the 3G FBS into
SIP signaling and sends it to the IMS server to complete the
authentication and the subsequent registration process.
Finally, the attacker accesses the IMS as the victim and can
send or receive SMS. Figure 11 shows a packet of SMS
spooﬁng.

7. Discussion
In this section, we discuss these attacks from three perspectives: causes, advantages, and possible limitations:
Voice DoS. The attack exploits a lack of protection in the
EPS fallback process. The attack has good concealment
and only works when the victim consumes voice service
in a 5G network. Moreover, we found that even though
the mobile phone was not always on the 5G network
during the entire attack, the signal of the phone was
always displayed as 5G. The victim may think it is the
operator’s problem rather than the attack.
Voice Monitoring. The attack exploits the vulnerability
of EPS fallback and the insecurity of the encryption
algorithm in the GSM network. The attack also has
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Figure 10: The procedure of SMS spooﬁng and interception attack.

Figure 11: The packet of SMS spooﬁng.

strong concealment. Our tests show that the delay
caused by our attack to the establishment of a voice call
is only 3-4 seconds. More seriously, the monitoring of
call content poses a threat to the privacy of mobile
users.
SMS Spooﬁng and Interception. First, due to the vulnerability of IMS AKA, an attacker can use 3G FBS to
complete the authentication initiated by the IMS server.
Second, since it is not mandatory to use IPSec, the
attacker can send messages in plain text after completing the IMS authentication without requiring a key
to complete the encryption and integrity protection.

Finally, it is not checked whether the IMS bearer
creator is consistent with the user so that the attacker
can register to the IMS as the victim. Through this
attack, the attacker can use the SMS veriﬁcation code to
log in to the victim’s account to steal privacy. This poses
a serious threat to mobile users’ privacy and property.
However, since the attack involves multiple interactive
processes, it will cause a delay in the process of registering to the IMS. Considering the attack procedure,
the delay mainly occurs between the IMS clients receiving the 401 Unauthorized message and sending the
second registration message. To this end, we have tested
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the maximum delay allowed by the OP-III. We add
diﬀerent delays (e.g., 2 s, 11 s, 32 s, and 33 s) to the
processing logic of these two messages by the IMS
client. Figure 12 shows the results of four tests with
diﬀerent delays. When the delay is set to 33 seconds, the
second registration message sent by the IMS client will
not be processed by the IMS server. Therefore, the
maximum delay allowed by OP-III is 32 seconds, which
is quite suﬃcient for launching the SMS spooﬁng and
interception attack.

8. Countermeasure
In this section, we analyze the root causes of the vulnerabilities and propose several potential countermeasures to
defend against attacks temporarily or permanently. In addition, we have informed the relevant operators, and the
implementation vulnerabilities have been ﬁxed:
EPS Fallback Vulnerability. 5G is currently in the early
stages of construction and cannot be independent of
4G. The inherent downgrade will make attacks using
4G FBS still useable. Operators should speed up the 5G
construction and complete the full commercialization
of VoNR as soon as possible. In addition, a security
mechanism can be implemented to prevent UE from
accessing the FBS [35].
IMS Server Vulnerabilities. First, encryption and integrity protection should be set to be mandatory to
protect SIP messages for operators [36–38]. Otherwise,
it is easy for an attacker to obtain privacy or inject
forged messages through plain-text SIP messages.
Second, there is no secure binding between the owner
of the IMS bearer and the user registered to the IMS
server via the bearer. The operator’s IMS server should
check whether the two identities are the same. In addition, the security and trustworthiness of the IMS
server should also be ensured [39, 40].
IMS AKA Vulnerability. There is no diﬀerence between the AKA parameters of the 3G network and
the IMS, which may lead to the abuse of the authentication vector. We suggest that the AMF ﬁeld
in these parameters can be used to set diﬀerent
values to distinguish the authentication vectors of
diﬀerent domains. The UE determines whether the
authentication vector is from the requested service
domain by checking this ﬁeld. Since the AMF ﬁeld is
in plain text in the authentication request signaling,
this solution can be implemented by upgrading the
protocol stacks in the baseband without changing
the USIM card.

9. Future Research Challenges
The voice solutions in the 5G SA network are divided into
the VoNR and the EPS fallback. In this paper, we have
made the ﬁrst step towards the security analysis of voice
services in the 5G SA networks. However, our study only
focuses on the EPS fallback. In the future, researchers can

Figure 12: The packet of registering to IMS with diﬀerent delays.

pay attention to the security of VoNR, which is the target
solution for voice services in the 5G SA networks. More
speciﬁcally, formal methods can be used to analyze the
protocol of VoNR, and artiﬁcial intelligence methods
(e.g., natural-language processing and machine learning
techniques) should be considered for discovering the
insecure implementation of operators. Furthermore,
emerging services in 5G (e.g., rich communication suite
and vehicle-to-everything) also require systematic security research to enhance 5G network’s security assurance.
In addition, since time-consuming and error-prone
manual analysis is not suitable for complex and dynamic
5G networks, automatic discovery of security weaknesses
will contribute to 5G security and will be investigated in
our future research.

10. Conclusion
The security of voice services in 5G SA networks is critical to
both mobile users and operators. Despite its importance, its
security has not received widespread attention in the research community. Voice solutions in the 5G SA network
include EPS fallback and VoNR. In this paper, we examine
the security of voice services in 5G SA networks of three
operators, which adopt EPS fallback to provide voice services. Several vulnerabilities are discovered from speciﬁcations and carrier networks. Our work proves that the
vulnerabilities can be exploited to launch three attacks
against mobile users in 5G SA networks. The users may
suﬀer from the attacks of voice DoS and monitoring. More
seriously, the attacker can send or receive SMS as a victim
and then log in to the victim’s application to steal privacy.
Finally, we analyze the root causes of these vulnerabilities
and propose some alleviation schemes. Our work inspires
researchers to further study the limitations and feasibility of
the reported attacks and motivates security testing of VoNR
in the future.
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