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The side channel attacks will lead to the destruction of the security of the traditional cryptographic scheme. Leakage-resilient
identity-based signature has attracted great attention. Based on the dual system encryption technology, we construct an identity-
based signature scheme that can resist continuous private key leakage. In the standard model, the security of the scheme is proved.
The key points of our leakage-resilient signature scheme are as follows: (1) The private key can be extended according to the
security requirements. In other words, when the leakage is serious, we can select a bigger value n, where n is a parameter related to
the leakage rate. (2) An elaborate key update algorithm makes the scheme resist continuous leakage attacks. Furthermore, the
updated private key has the same distribution as the previous private key. (3) The proposed scheme is fully secure in the standard
model rather than in the random oracle model or in the general group model. In order to achieve this goal, we use dual system
encryption technology. Thus, the security of the constructed scheme does not depend on the number of queries of the attacker.

1. Introduction

In recent years, cryptography researchers have found that
some side-channel attacks [1-7] can leak the secret infor-
mation of the cryptosystem to attackers. In side-channel
attacks, the attacker can obtain secret information by ob-
serving the energy consumption and timing of the
cryptosystem.

The traditional provably secure cryptographic system is
based on the black-box model, which does not consider
secret information leakage. In the case of side-channel at-
tacks, the security of traditional cryptographic schemes is
destroyed. Therefore, it is an urgent problem to design
leakage-resilient (LR) cryptographic schemes. In recent
years, some scholars have been engaged in this field. The
research of leakage-resilient cryptography has become a hot

topic in cryptography.

L.1. Related Work. The research results of leakage-resilient
cryptography mainly focus on public key cryptosystem,
which can be divided into the following models.

1.1.1. Only Computation Leaks Information. The model is
given by [8]. In this model, the complexity of the leakage
function is unlimited and the total leakage is unlimited,
but the leakage is only allowed to occur in the active part
of the memory required by the current calculation. In
particular, the attacker can choose a polynomial time
function with bounded output to apply to the currently
active state. In each round of calculation, the storage parts
that are not accessed do not leak information, and only the
storage parts that participate in the calculation have in-
formation leakage. A secure stream cipher scheme is
proposed in [9]. They resist the information leakage about
the internal state during the computation of each output
block. In each step, the amount of leakage depends on the
strength of the underlying pseudorandom generator.
Pietrzak [10] relaxes the requirement of the pseudoran-
dom function generator and only needs a weak pseudo-
random function that can output pseudorandom value on
random inputs. Based on the weak pseudorandom
function, Pietrzak constructs a stream cipher that is
simpler than [9].
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1.1.2. Bounded Leakage Model. In the cold-boot attacks,
leakage does occur not only in the calculation process. In
order to obtain security against cold-boot attacks, a bounded
leakage model is proposed in [11]. In this model, the attacker
can freely choose a valid computable function and get the
output of the function. The basic requirement is that the
output of the function does not disclose the entire key. In a
word, in this model, any adversary can obtain information
that is shorter than the key length. Under some trapdoor
one-way function, Akavia et al. [11] give a secure leakage-
resilient identity-based scheme and a public key encryption
scheme. The two schemes do not increase the size of the
secret key and do not introduce any complication of the
natural encryption and decryption routines. In [12], a
leakage-resilient public key encryption scheme (PKE) is
obtained through a hash proof system (HPS). They give a
generic construction of a public key encryption scheme that
can resist key leakage from any hash proof system. The
resulting scheme is as efficient as the underlying hash proof
system and additional computational assumptions are not
needed in their construction. After that, [13-16] give LR
encryption schemes by HPS with some characteristics. Chen
et al. [13] generalize HPS to include the characteristics of
anonymity (anonymous HPS), and then use anonymous
HPS to construct a leakage-resilient public key encryption
scheme (LR-PKE). The concept of weak HPS is defined in
[14], which shows that LR weak pseudorandom function, LR
message authentication code and LR symmetric encryption
scheme can be obtained if a one-way function exists. In [15],
a lattice-based LR-PKE is proposed by using an updatable
hash proof system. The work [16] gives an efficient public key
cryptosystem with leakage-resilience, where plaintext length
is independent of key leakage parameters. In another public
key cryptosystem, Yu et al. [17] first proposed a certificate-
based encryption scheme with leakage-resilience. In [17], the
leakage of almost the entire encapsulated symmetric key can
be tolerated.

1.1.3. Continuous Leakage Model. When some information
is leaked each time the private key is used, how the security
of the schemes can be achieved? References [18, 19] solve the
open problem proposed in [8], respectively, and propose the
continuous leakage model (CLM). The requirement that
only computation leaks information is not required for the
continuous leakage considered in [18, 19]. In CLM, the key
must be updated periodically and the necessary constraint is
that the leakage between any two consecutive updates is
bounded. In other words, the amount of key leakage in each
period is limited, but the amount of key leakage in the whole
operation process is infinite. Reference [18] gives IBE and
public key encryption schemes with continual leakage-
resilience under the decisional linear assumption or the
symmetric external Diffie-Hellman assumption. Their core
contribution is to show how to update the key. In [19], the
key point is that the user may use some additional fresh local
randomness to periodically refresh the secret key and not to
affect the public key. They design a relation which is called
continuous leakage-resilient (CLR) one-way relation
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(OWR). By the CLR-OWR, they propose CLR identification
scheme, CLR signature, and CLR authenticated key agree-
ment protocol.

In [20], they explore the case that the memory of a
system is divided into two parts and each of them works
independently. The attacker can only get leakage informa-
tion from one part at one time period. They call their security
model as the split-state model. By split-state technology, they
construct a dynamic secret sharing scheme against con-
tinuous leakage attack. Based on the same split-state tech-
nology, the work [21] shows that discrete log representations
can resist continuous leakage attacks.

Dual system encryption [22] gives a new way to
achieve security of IBE and some related encryption
schemes. In dual system encryption schemes, there are
two kinds of ciphertext and key generation algorithms:
normal and semifunctional. The key or ciphertext gen-
erated by a normal key generation algorithm or normal
ciphertext generation algorithm is called normal key or
normal ciphertext. The key or ciphertext generated by a
semifunctional key generation algorithm or semifunc-
tional ciphertext generation algorithm is called semi-
functional key or semifunctional ciphertext. Normal
ciphertext can be decrypted by a normal key or semi-
functional key. The semifunctional ciphertext cannot be
decrypted by the semifunctional key and can be decrypted
by a normal key. Inspired by dual system encryption [22],
several continuous leakage-resilience encryption schemes
with advanced features are given in [23]. They propose
tully secure IBE, HIBE, and ABE which are resilient to
bounded leakage. These schemes can resist the leakage not
only from the private key but also from the master key. In
[24], an identity-based broadcast encryption scheme
against continuous leakage is proposed. In reference [25],
a hierarchical attribute-based encryption scheme with
continuous leakage-resilience is proposed. In [26], an
identity-based secure scheme against continuous leakage
is designed in the standard model. Based on the g-ABDHE
assumption, they first propose a CLR-IBE scheme with
CPA security in the standard model. Based on their basic
CLR-IBE scheme, they give a CLR-CCA secure IBE
scheme with continuous leakage amplification. Different
from the above schemes, Li et al. [27] extend the length of
the key and master key and realize the leakage-resilience
by using redundancy. Further, a key-policy attribute-
based cryptosystem against continuous auxiliary input
leakage is constructed.

1.2. Leakage-Resilient Signature. Signature is an important
primitive in cryptography. As an important part of data
security, a digital signature is used in data integrity verifi-
cation, nonrepudiation and other aspects. Digital signature
schemes with various characteristics have emerged, such as
identity-based signature, proxy resignature, blind signature,
designated verifier signature, and so on.

As far as we know, there are few leakage-resilient sig-
nature schemes in the literature.

The first secure signature scheme against bounded
leakage is given in [28] in the random oracle model. The
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relative leakage rate of the scheme is almost 1. Based on
general primitives (i.e., one-time signature scheme and
noninteractive zero knowledge proof), the work [29] con-
structs leakage-resilient signature schemes in the standard
model. As time goes by, the private key may leak more and
more information. When the leakage of the private key
comes to a certain value, the scheme may become insecure.
In order to solve this problem, a continuous leakage-resilient
signature is proposed in [18, 19].

In [18, 19], the continuous leakage does not need the
requirement that only computation leaks information. By
the noninteractive zero knowledge proof system (NIZK), the
work [30] gives another example of a continuous leakage-
resilient signature. The key update algorithm in [30] breaks
the second preimage resistance of the hash function H. Thus,
they must introduce a new notion: (n, k)-independent
preimage resistant hash function H, which is stronger than
the notion of second preimage resistance.

Galindo and Vivek [31] and Wu et al. [32] give CLR
signature schemes under the general bilinear group as-
sumption. It is generally considered that the bilinear group
model is weaker than the standard model.

1.3. Motivation. Because identity-based signature does not
need a digital certificate to verify the correctness of public
keys and the authenticity of user identity, it solves the
problem of management and distribution of digital certifi-
cates in traditional signature. Thus, it is widely used in
wireless communication and other fields [33].

In order to design an identity-based signature scheme
against continuous leakage attacks in the standard model, we
must consider the following factors. The private key of the
scheme must be extensible. The private key can be easily
updated. The security proof of the scheme can be obtained in
the standard model. Fortunately, we do it.

In this paper, we propose an identity-based signature
scheme by using the dual encryption technique. The security
of the scheme is proved under the standard model. The
scheme can resist continuous key leakage. Referring to the
idea of dual system signature [34], our scheme has the
normal key and semifunctional keys. The overall concept of
our scheme is shown in Figure 1.

2. Preliminaries

Definition 1. Bilinear map

Let G and G4 be multiplicative cyclic groups with prime
order p. Suppose that g is a generator of G.
e: GxG — Gy is called a bilinear map if it satisfies the
following three conditions:

(1) Computability: for g, h € G, e(g, h) can be calculated
effectively.

(2) Nondegeneracy: 3g € G, e(g, g) # L.

(3) Bilinearity: for g heG and a,beZ*,

e(g® hb) = e(g, h)™

Some notations: the size of the term W is denoted by |[W/|.
The symbol - is used to denote the product of two vectors. Let

Dual system signature [36]

Our scheme

FiGgure 1: Overall concept of our scheme.

* denote the component-wise product of two elements. Let
{+++y denote vectors. Let (-,-,-) denote the set of some

elements. If g € G, U = <v},0,,...,0,>€ G", a € Zy and
—

N
b =<b,by,....b,>€Z%, we use g’ to denote
a
(gbl,gbZ, . .,gbn> and use 7" to denote i, v8,. .., vy For
V= <0,0y...,0,>€G" and T = <t 0y, ..,1,>€ G,

e(T, 7)=T1L, e(vy1) € Gy

In [35], the concept of bilinear groups with composite
order is proposed. Suppose V¥ is an algorithm that generates
bilinear groups with composite order. ¥ takes the safety
parameter as input to generate a bilinear group
Q={N=p,p,ps» G, Gy, e}, in which p,, p,, and p; are
three different prime numbers. Log(p,) = Log(p,)
= Log(p;). G and G are cyclic groups with order N. e is a
bilinear mapping.

In addition, for the security parameter A, both G and G
are computable in polynomial time. G,,G, and G, re-
spectively, represents subgroups with order p;, p, and p;.
G,, ,, represents subgroup with order G, . If h; € G, and
h; € Gy, (i#j), e(h;,h)) is an identity element in GT For
h €G,, h, €G, and g is a generator of G, gPf2 can
generate G, gP1P3 can generate G, and gP?P3 can generate
G,. We may find a,a, such that hy = (gP2Ps)™,

= (gplp3)‘x2’ and e(hl’h ) = e(gpzp3‘x1 gplp3‘x2) = e(g‘xl
gP3“2)P1P2P3 =1.

Three assumptions which are given in [22] will be used in
our security proof.

Assumption 1. Given D' = (N,G,Gg, €,9,,93), Tp =g}
and T} = gig5 where z, v € Z, are randomly selected, any
probabilistic polynomial time (PPT) adversary can only
distinguish Tj = g7 from T} = g%g5 with only negligible
advantage.

Advl, ., (9) denotes the advantage that adversary breaks
the assumption 1. That is to say, Advl,,(9)=
|Pr(o/ (D', Ty) = 1] - Pr[/ (D', T}) = 1]].

If Advl, , (9) is negligible for every PPT adversary, we
say that assumption 1 holds.

2. Given D?*= (N, G, G, e, g, g3
(z, v, u, GE€Zy), Ty = 97935 and
0 € Zy), any probabilistic polynomial

Assumption
9195 9393)
Ty = 919395 (@, %,



time adversary can only distinguish T, = g{ g4 from T =
g7 g59% with only negligible advantage.

Adv2, ., (9) denotes the advantage that adversary breaks
the assumption 2. That is to say, Advzwy 9) = |Pr
(o (D?,Ty) =1]-Pr[o/ (D*T,) =1]|.

If Adv2,, , (9) is negligible for every PPT adversary, we
say that assumption 2 holds.

Assumption 3. Given D® = (N,G,Gg,e 91,95 93 9595
gigg) (06) SV, ue€ ZN), T() = e(g1, gl)as and Tl € Gp1
(s € Zy), any probabilistic polynomial time adversary can
only distinguish T, = e(g;,g,)* from T} € G, with only
negligible advantage.

Adv3, ;, (9) denotes the advantage that adversary breaks
the assumption 3. That is to say, Adv3wy (9) = |Pr
(o (D, Ty) =1]-Pr[o/ (D, T)) =1]|.

If Adv3,, , (V) is negligible for every PPT adversary, we
say that assumption 3 holds.

3. Formal Description of Continuous Leakage-
Resilient Identity-Based Signature

On the basis of [36], the formal description of continuous
leakage-resilient identity-based signature scheme (CLR-IBS)
is given. Our scheme consists of the following algorithms:

Setup: the algorithm is a probabilistic polynomial time
algorithm that is run by a private key generator (PKG).
It inputs security parameters 9 and outputs public
parameters params and master key msk.

KeyGen: the algorithm is a probabilistic polynomial
time algorithm that is run by a private key generator.
The algorithm takes the public parameters msk and the
user’s identity ID as input and outputs the corre-
sponding private key SK;}, of the user.

KeyUpd: the algorithm takes the public parameters msk
and the private key SK;, as input and outputs a new
private key SK;,.

Sign: the algorithm is a probabilistic polynomial time
algorithm that is completed by the signer. It inputs the
public parameters params, the message rn which is to be
signed and the user’s private key SK;,. It outputs the
signature ¢ of the message m.

Verify: the algorithm is a probabilistic polynomial
time algorithm that is completed by the verifier. It
takes the public parameters params, user’s identity
ID and the signature o of the message m as input.
Then, it judges whether the signature is valid. If the
signature is valid, it outputs “accept.” Otherwise, it
outputs “reject.”

KeyGenSF: this algorithm is a probabilistic polynomial
time algorithm that is run by PKG. The algorithm takes
the public parameters params and the user’s identity ID
as input. It outputs the semifunctional private key SK;p,.

The algorithm Setup, KeyGen, KeyUpd, and KeyGenSf
are generated by PKG, and other algorithms are generated by
users. KeyGenSf is only used in security proof.
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4. Security Model of CLR-IBS

The security of CLR-IBS is defined by the game Gamey. Our
scheme is existentially unforgeable under adaptive chosen
message attack in the standard model.

In Gamep, the challenger 9% holds a list
L=, I, SK, LK)} which consists of handle, collec-
tion of identity, secret key and leakage amount, where 7,
I, SH ,and LK are the handle’s space, identity’s space,
secret key’s space, and the leakage amount’s space. Suppose
# =Nand L% =N.

The game Gamey, is played by the adversary </ and the
challenger & as follows.

4.1. Initializing. The challenger runs Setup to get the public
parameters params and the master key msk. It keeps msk as
secret and gives params to the adversary. The handle £ is set
to 0. It adds an item (0,0,0,0) in &Z.

The adversary o/ can query the following oracles:

O — Create(ID): given an identity ID, the challenger
% looks up the item with the identity ID in & . If ID is
in &, it outputs L. Otherwise, the challenger % in-
vokes KeyGen to create the private key SK;,, and adds
theitem (h+ 1, ID, SKip, 0) in &Z. The challenger 9
updates the handle h—h + 1.

O — Leak(h, f): the adversary queries the leakage for a
private key that has the handle h. The adversary selects a
function f which takes the private key as input and gives
the output with constant size. The function f is com-
putable in polynomial time. If the challenger 98 finds an
item (h,ID, SKp, L) which has the handle # in list &,
the challenger % checks if L+ |f (SKjp)| < Lgg, where
Lk is the maximum of leakage for the private key. If it is
true, it will give f (SK;p) to the adversary and updates the
tuple (h, 1D, SKyp, L) with (h,ID, SKyp, L + | f (SK;p)])
in the list & . Otherwise, the challenger returns L.

O — Reveal (h): the adversary &/ queries the private key
for handle h. The challenger checks whether the item
with handle hisinlist & . If theitem (h,ID,SK;p,L)1is
in & . The challenger gives the private key SK;p, to the
adversary ¢ and puts the identity ID into & .

O — KeyUpd (h): for handle h, the adversary &/ queries
the updated private key. The challenger checks whether
the item with handle h is in list &Z. If the item
(h, ID, SKip, L) is in . The challenger & runs the
algorithm KeyUpd. 98 gives the updated key SKip to
the adversary & and updates the item
(h, ID, SK;p, L) with (h, ID, SK;p, L). Otherwise, %
returns L.

O - Sign (m, ID): the adversary selects any identity ID
and the message m which will be signed and asks the
challenger to generate the signature o about m by the
identity ID.

4.2. Forgery. The adversary generates a forged signature o*
about a message m* and the identity ID*. If the following
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conditions are met, it is said that the adversary wins the
game:

(1) o* is a valid signature of a message m*. That is to say,
it can satisfy the signature verification algorithm
Verify.

(2) The private key about the identity ID* is not asked by
the adversary.

(3) The adversary does not ask for the signature o*s of
the message m™.

If all PPT adversaries can only obtain negligible ad-
vantages in Gamey, the CLR-IBS is said to be secure against
private key leakage L.

5. Construction of CLR-IBS

Based on the composite order group of 3 primes, we propose
the CLR-IBS scheme, which consists of six algorithms.
Subgroup G,, is used to randomize private keys. Subgroup

<g...
Jj=1

- ( ST S U 0 ) R

i1

Denote w; = y;+2; (G=A{L....n}),, P =P+
and pn+2 - Pn+2 +Pn+z We get SKID - (KI’K )

n — Y
=<<gi">~~»gi’", g (ulPh) " [T, > « gf . g7 *gi”*z)
j=1
(2)

5.3. KeyUpd. The algorithm takes public parameters
params and the private key SKyp, as input and outputs a new
private key SKyp. For the private key SKi, = (K L Ky)=

(<gi’s.- gt gf WP ™ [T g, "> *gsp » 90"
* gi"?), the algorithm selects randomly Aw; € Zy

n 7 r n
Y, o —XiYj 1 z) ID D
’gln’glngl > * g3 *<91’---’91>( hl)

< L* <Gl g (u{Dhl)’”’ ng’%‘ S *93’0
i=1

G,, is only used to generate the semifunctional private key in

the proof.

5.1. Setup. The algorithm randomly selects g,, u,, hy, u,,
hZEGP g3EG_§ Xpyeoos X, €Zy, a, r ey,
Virooor Yn €Zxs P = (Prssppat) € ZYandp,,; € Zy,
where n>2 is an integer. The value of # is variable. If # is
large, the leakage rate is high accordingly. The leakage rate is
the ratio of leakage size to the size of a secret key. If n is small,
the public key is short.

The public parameters =~ are params = {N, 91> 93
hy, uy, by, uy, gy ,...,g1 , e(gl,gl) } and the master k}y
is 7 TSk—(Fsz)—(<g ~~>91’91H1191
>xg1 ', g m2),

5.2. KeyGen. For the identity ID € Zy. The algorithm
randomly selects 2, ...,2, € Zy, P’ = (p1ser Prp1) € Z01,
Pos € Zy and ryp € Zy. It generates the private key

F2 gTID_an+2>

-, (1)
ngij N *g3p 1 an+z g"m an+2>
j=1

P P 1 D PuratPus
> * g3 » g1 g3ttt |

(je{L,2,...,n}), "={Ap!,Apy, ..., Ap,.i} € ZH,
and Ap,,,), Ar;p € Zy. It gets the new private key.

— A
SKip = (< g w‘,...,gl Aw,, g* (P h) — (r;p +
—x; (w;+Aw;) p” +A?” riptArIp
Arip) [T 91 > * 93 > 91 .
gAP"*2+Ap“*2) Because Aw; € Zy(j={1,...,n}),

Ap" €z, and Ap,.), Aryp € Zy are all random, we

know that w; + Aw; (j = {I,...,n}), p" +Ap", and ryp +

Arp are random. The private keys SKyp and SKyp, have the
same distribution Thus, the private key is updated.
,Denote w] = w; + Aw, (] ={1,. ..,n}) rID =1p + Arpp,

— N —

7 =P+ 87" and p’ 1, = pt + Ap,.s- The updated



private SKip = (<g\'s.. ., g1 ¢

’ —

—r —X;W;
(uiPhy) rIDH;L:l 97> *g3p
the same form as the original private key SKyp.

key is written as

,
, gi”’* g’; "2) which has

N
a=(71,02,a3) =<K1 * <1,...,

w, Fip+TID o
=<<91 s G1 >!]1(“1 h )m P (uy'hy)

5.5.  Verify. The receiver receives the signature
0 = (@}, 0,,05) for the message m from the user ID. Then he
verifies whether e(<gy',....,g7" 91>, 041) =e(gg))"
-e(ulPhy, 0,) - e(Uhy, 03).

If the equation does not hold, then it outputs “reject.”
Otherwise, it outputs “accept.”

5.6. KeyGenSf. First, the private key generator calls the
normal private key generation algorithm to generate the
normal private key SK;, = (K <1 K,). Second, a private key
generator randomly selects ' = (Y1, Ppyy) € 27 _and
Yui2 € Zy to generate the semifunctional private key SKip.

R
S-I(\/: ? y K Vni2
D 1*¥92 Ky %9,

wy TID

=<<91 s 91 g1 ()"

— 1"
> *gSP *gz , glmgp n+2 ‘93’”2)-

X X, —
e( <giH-n 91" 91> 01)

x X, w "0+ ID
—e<<g1‘,--~,91 291> <Gy g g1 (1 Ry )T

i

j=1

j=

=e <91>
= e{ g0 i (ulm) ™" o))
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5.4. Sign. For the message m € Zy, the user ID chooses
randomly r{, € Zy and r,, € Zy and signs the message m
with his private key SK;p = (K, K,).

L (”{Dhl)rm(”gnhz)rm >, Ky 'gr“,)> grm>

n ;’ (3)
"w*ru_) it

91> gl | gite. ghe, g

j=1

The signatures of a semifunctional private key and
normal private key can all pass the verification algorithm.
Semifunctional private key is only used for a security proof.
In practical application, we will use the normal private key
for signature.

Correctness is as follows:

n —n
”;nhz)rmngl > *gsp >

j=1

e(gjlcj>g?)j) (91’91(141 h )’Io+fm( "hy) "') .e<g1,1—[glewf >
j=1

e(gl,gl ) (gl,gl(ul h ) zu+r,u( "hy) >e<g1, g;xjwj >
j=1

> <g1,g1 (ul h )TID+rID( mh > <91>Hg1 )
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= e(gl) g‘f) . e<91, (u{Dhl)rm“m (ugnhz)rm>

=e(g191)" e(gl, (“1

=e(g,91)" - e(gI’D”’D, u

ID

B)) (g ()™)

i) -e(gi )

(5)

=e(g991)" 6(02’”{Dh1) ~e(os,uy hy).

6. Security Proof

If the forgery signature (m*,o* = (7;,05,03‘)) is valid,
suppose z € Zy and z = (O0mod p;, 1 mod p,, 0mod p,).
The forgery signature can be divided into two types. Type I:
@’I)Z = (D)yps (037 =1, (03)° =1. Type I (7,)°#
(1), or (63)°#1or (05)°#1.

Theorem 1. If Assumptions 1-3 are true, the signature
scheme given in this paper is leakage-resilient and secure in
the standard model. The amount of private key leakage is
Lgg = (n—2A - 1), where A = log p, and n>2 is a positive
constant integer.

When n is large, the tolerable leakage rate is high. When
n is relatively small, the public parameters is also relatively
short. The specific leakage performance analysis is given in
Section 8.

In general, we prove the security of the scheme by dual
system encryption technology. A series of games are used to
complete the proof. Suppose the adversary makes g, private
key extraction queries, g, signature queries. Let g = g, + ¢,.
Gamey is the real security game. The other games are
modified from the game Gamey. The first game is a real
security game and the adversary has only a negligible ad-
vantage in winning the last one. The adjacent two games are
indistinguishable.

These games are defined as follows:

Gamey:this is a real security game.

Game,: it is similar to Gamey, but it has some re-
strictions. When the adversary outputs the forged
signature of the message m”, it needs that
ID* #1ID,;mod p, (1<i<gq,) and (ID*,m*) #+
(IDj,m;) mod p, (1<i<gq,), where ID; (1<i<q,) is
the i'" inquired identity and (ID;, m) is used for the j"
signature query.

Game; (i € [1,q]): in this game, for the previous i
private key query, the challenger answers with the
semifunctional private key (if it is a signature query,
the challenger first calculates the corresponding
semifunctional private key and then uses the sig-
nature algorithm to generate the signature). The rest
is the same as Game,,.

Proof. Through a series of games Gamep and Game;
(i€ (0,1,...,9), we use Lemmas 1-6 to prove the security.
First, Lemma 1 is used to obtain the leakage bound. Second,

we use Lemmas 2-6 to prove that these games are indis-
tinguishable. Thus, the safety can be proved. O

Lemma 1. The amount of private key leakage about our CLR-
IBS can reach Lgxy = (n—2A-1) L.

Proof. We use a conclusion in [18] to prove this lemma.

Conclusion 1 [18]: suppose that p is a prime number,
ny=n,>2(n,n, € N)and ® «— Z;l. Let that X be a matrix
(X <—Z;lxn2) and Y be also a matrix with rank 1
(Y «— Rk, (ZZ2X1 ). € is used to represent a value that can be
ignored. If f:Z} — W is a leakage function where
W|<4.(1-1/p)-p™'-€*, the statistical distance
SD(X, f(X-Y)) (X, f (D)) <.

From conclusion 1, we can easily get the following
Ratiocination 1.

Ratiocination 1: suppose that p is a prime and n, > 3.
Select §)<—ZZ‘, ?<—Z;‘,‘ and ?/<—Z;‘, such that 7’ and o
are orthogonal modulo p by dot product. Let f be a leakage
function mapping Z7' to W (ie. f:Z} — W). If
W|<4.(1-1/p)-p™ ' -, the

— -
S D(( 8,f(?l)), ( 8,f(_r)))) is negligible. That is to say,

SD((S, f(Z), (8, f (7)) <& where ¢ is negligible. [

statistical ~ distance

Proof. By Conclusion 1, we set n,=n -1, so
n, =n, +1>n,>2. Thus, 7 matches to ® and the basis of

3
the orthogonal space of § matches to X. So, the distribution
of 71 isthe same as X - Y when Y« Rk, (Z}(,"lflm). That is to
say, Y is a matrix of n; — 1 rows and 1 column with rank 1.

. = . nyx (n—1) . .
Since ¢ is chosen randomly, X« Z}, is determined by

5. Thus, we conclude that S D((3, £ (1), (3, £ (7)) =
dist(X, £ (X -T)), (X, f (D).

Let n, =n, p, = p and & = p,*. A denotes log p,. The
leakage size will be up to log|lW|< (n-1)log p,
-2A log p,= (n-2A-1)log p, = (n-2A-1)A. There-
fore, we conclude that the leakage amount is up to
Lig=L=m-2A-1A\ O

Lemma 2. In the case of private key leakage
Lo = (n—=2A - 1) A, if there is an algorithm of (the ad-
versary) such that IAdvg;meR —Advg;me(’l >¢ we can con-
struct an algorithm BB (the challenger) to break assumption 2

with a nonnegligible advantage.



Proof. First, given % an instance D? = (N,G, Gy, e, g;,
93 9195 9393), To = 9795 and T, = g7 9395 (w, &, 0 € Zy),
& plays Gamey or Game, with /. The challenger publishes
the system parameters params = {N, g;, g3, h; = gll’l,u1 =
ars by =g\ u, = gt gy, gy, e(91,9)" to the ad-
versary, where w,a;,a,,b,b, € Zy,x,,...,%x, € Zy are
randomly selected. For any private key extraction query or
signature query of the adversary, the challenger can use the
master key to calculate.

Finally, suppose that the adversary generates a forged
signature o* = (@,,03,0%) of the user ID* about the
message m”*. The adversary hopes that the forged signature
can pass the verification. For 1<i<gq;, ID* = ID; mod p,
and ID* #ID;mod N, if a = gcd(ID*,ID;) and b = N/a,
three cases are considered:

(1) a=p,psb=p,
(2) a=pipyb=p;
(3)a=pb=pips

If (g595)" =1, the first case occurs and b = p;. Judge
whether e(T%, g%g}) = 1. If the equation holds, T € Gy, p,-
Otherwise, T' € G,

If (g595)"#1, ]udge whether (g7g3)® = 1. If the equa-
tion holds, the second case occurs and b = p;. Then, judge
whether e(TY, g4g5) = 1. If the equation holds, T € G,
Otherwise, T € G

If (g5g5)" #1 and (9192) # 1, the third case occurs and
b= p,p;. Judge whether T” = 1. If the equation holds,
T € G, ,. Otherwise, T € G, , ,,.

Slmllarly, if for some j where 1<j<g,,
ID* = ID;mod N, m* = m;mod p, and m* # m;mod N, the
challenger can still break the assumptlon 2. The adversary
outputs the forged signature ¢* = (01,02,03) of the use
ID* about the message m*, where ID*#ID,
mod p, (1<i<gq,) and (ID*,m")# (ID]-,m]-) modp2
(I<j<qy).

Probability analysis: if ' € G, , , % simulates the game
Game,, properly. If T € G, B simulates the game Gamey
properly. Thus, |Pr[% (D? T € G, p) =0]- RB(D?
T € G) = 0]| = |Adv,, ™ — Adv ameR| >e

In the case of private key leakage Loy = (n—2A - 1) A, if
there is an adversary who can distinguish Game, from
Gamey with an advantage ¢ that cannot be ignored, % can
break Assumption 2 with an advantage ¢ that cannot be
ignored. This contradlcts Assumption 2. Consequently,
[Adv, Gamey _ A dy ame’*I <e¢. Thus, Lemma 2 holds. O

Lemma 3. Under Assumption 1 and in the case of private key
leakage Lo = (n—2A—1)A, the adversary (an algorithm
9 ) can only output the forged signature of type II with
negligible advantage in game Game,,.

Proof. First, given & an instance D' = (N, G, Gy, e, g;, g3)s

Ty=g7and T, = g5g; (z,v € Zy), & plays Game,, with .
The challenger pubhshes the system parameters params =
{N.gi g5 hy = g1 uy = g1 hy = g1 uy = g, gt gt
e(g;» 91)"} to the adversary, where o, a,,a,,b,,b, € Zy, and
X1,...,X, € Zy are randomly selected. For any private key
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extraction query or signature query of the adversary, the
challenger can use the master key to calculate.

Finally, suppose, that the adversary generates the forged
signature o* = (0'|,0%,0%) of the user ID* about the
message m’

0" = (01,02,03) = (<g

w, ID* 7, \"
o g1’ g7 (uy” hy)'™

H

(uzh)mnj191 >*g3p *

S 12 Pn+2 S22

g, %, " gh? x g32, gy".g57) The adversary hopes that
the forged signature can pass the verification.

Furthermore, the challenger checks whether the forged
signature satisfies the following equation:

e( <TY,. ..,Tx",T>,?*1) =e(g,,T)"- e(g{fIID*erl,a;)

a,ID*+b, _x )

'e(gl »03
(6)

Obviously, if T € G, , the above equation is always true.
If T €G, ,, the equation also holds when the adversary
forges the signature of type I with the probability e.

If the adversary forges the signature of type II with the
probablhty e, the equation holds if and only if
S <0,...,0,1> = sy, (a, ID* + b))+
Sy, (a,m™ + b ,) mod p,. In the whole game, the adversary
will not get any information about (a,,b,,a,,b,) mod p,.
So, the probability that the equation holds is negligible.

That is to say, in the case of private key leakage
Lgx = (n—2A —1) A, if there is an adversary who can output
the forged signature of type II with an advantage ¢ that
cannot be ignored, the equation does not hold. We judge
that T € G, . O

Lemma 4. Under Assumption 2 and in the case of private key
leakage Loy = (n—2A — 1) A, if the adversary (an algorithm
g ) can output the forged signature of type 1I with negligible
advantage in the game Game,_,, & can also output the forged
signature of type II with negligible advantage in game Game,.

Proof. First, given A an instance D? = (N,G, Gy, e g;,
ﬂ.§ glgz,gzgs) Ty=gvg5 Ti=97959; (w.x0¢€Zy),
= (Vi Vue) €Gyiland y € G, B plays Gamey,
or Game, with . The challenger publishes the system
parameters params = {N 91> gz hy = glf , u =gy hy =
gty =g g1 g1 e(gl,gl)“} to the adversary,
where «, ay, a,, by, by€Zy, and x,,...,x, € Zy are
randomly selected. For any private key extraction query or
signature query of the adversary, the challenger can use the
master key to calculate.
For the adversary’s previous k — 1 private key extraction
queries, 98 will generate a semifunctional private key. 9%
selects ti,..>ty, € Z  randomly and  returns

SKip = (¢g1" (593" o g™ (g399)" g (s "hy)™
[T} 907 (g g >, g™ (ghgs)' ). If it is a signature
query, the challenger first calculates the corresponding
private key and then uses the private key to calculate the
corresponding signature. The following cases will be handled
in this way.
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For the adversary’s later q —k private key extraction
queries, A selects t,,...,t,,, € Z randomly and returns
SKip = (€97 (98)"2 91" (99" g8 (B T}
9.7 (g >, gi ™ (g5) ). If it is a signature query, the
challenger first calculates the corresponding private key and
then uses the private key to calculate the corresponding
signature.

For the adversary’s k' private key extraction query, %
selects w,,...,w, € Zy, r; € Zy randomly and returns
SKip = (<T%,...,T%, (g5 [Ty g, wT@Peb) >

2
g3 , ) T gﬂn+z)

IfT € G, ,, the private key is normal. % simulates the
game Gamek . properly If T € G, the private key is semi-
functional. & simulates the game Game; properly.

Finally, suppose that the adversary generates the forged

. —*
signature ¢* = ('0,03,0%) of the user ID* about the
—>* w w,, 1D
0" =(04,03,03) =(<gy'g1" g1 (1
—
!

Y @ Y T 07 > + o 59, ",

”ID Pn+2 S22

91" * g« g, g\" * g52). The adversary hopes that the
forged signature can pass the verification.

Furthermore, the challenger checks whether the forged
signature satisfies the following equation:

e(<(gi95)"
=e(g1, (9193))" -

message m”.

L (gi95) ", d195>, 7))
(g?llD +b, i U;) (gcllZID +b2’0;ﬂ).
(7)

Probability analysis: if T € G, , , % simulates the game
Game,_, properly. If the adversary outputs a forged sig-
nature of type I with an advantage that can be ignored, the
equation also holds. Thus, the adversary outputs the forged
signature of type II with an advantage that can also be
ignored.

IfT €Gp,p, A simulates the game Gamey properly.
If the adversary outputs a forged signature of type I
with an advantage ¢ that can be ignored, the equation also
holds.

When the adversary forges the signature of type II with
the probability ¢ if and only if 5,.<0,...,0,1> =
Sy, (a1ID* + b)) + 53, (a,m™+ b,) mod p,, the equation also
holds. In the whole game, the adversary gets information
about (a,,b,,a,,b,) mod p, only by the k" query. Because
ID* #ID; mod p, (1<i<q,), (ID*,m*) # (IDj,m]-)
modp, (1<j<q,) and m* =m;modp,, the equation
holds with a probability ¢ that can also be ignored.

That is to say, in the case of private key leakage
Lex = (mn—2A - 1), if there is an adversary in the game
Game;, who can output the forged signature of type II with
an advantage ¢ that cannot be ignored such that the equation

does not hold, we judge that T € G, , .. O

Lemma 5. Under Assumption 3 and in the case of private key
leakage Lo = (n—2A —1)A, the adversary (an algorithm
g ) can only output the forged signature of type I with

negligible advantage in the game Game,.

9

Proof. First, given the challenger % an instance
D3 = (N.G,Gr.¢, 91,95, 95, 9195, 9193);

= (Vi Yu) €Gyrls y €G, and T (T = e(gy,91)"

or T € G, , where s € ZN) B plays Game, with .

The challenger pubhshes the system parameters
params = {5\7 91> 93’ hy = 91 Uy =
g1 by =gty = gt g1’ g1 €(91, 1)} to the ad-
versary, where o, a,, a,, b, b, € Zy, and
Xy,...,X, € Zy are randomly selected. For any private
key extraction query or signature query of the adversary, the
challenger can use the master key to calculate.

Finally, suppose that the adversary generates the forged

signature ¢* = (7,0%,0%) of the user ID* about the
w w,
= (<gll,...,g1 ,

r —>
B h) ) [ 17g,7 > s gb x g,
gl ngz S22

* gy2, gi" * g5). The adversary hopes that the
forged signature can pass the verification.

Furthermore, the challenger checks whether the forged
signature satisfies the following equation:

e(<(gigy)"s- -, (gig5)™ gig95>, 0 )

a,ID*+b * a,ID*+b *
=T- e(g‘ 1,02)-e(g12 2,03).

Probability analysis: according to Lemma 4, if the ad-
versary outputs forged signature of type II in game Game,
with an advantage ¢, the adversary outputs forged signature
of type I with an advantage e.

If T=e(g,,9,)", the equation also holds. If
T+e(g,,9,)", the equation does not hold. Whether the
equation holds equals that whether T = e(g;, g,)*. That is
to say, in the «case of private key leakage
Lgx = (n—2A —1) A, the adversary &/ can only output the
forged signature of type I with negligible advantage in the

game Game,. O

*

—*
message m*. 0" = (0,,0;,03)

(8)

Lemma 6. Under Assumption 2 and in the case of private key
leakage Loy = (n—2A — 1) A, if the adversary (an algorithm
g ) can only output the forged signature of type I with
negligible advantage in the game Game,, the adversary can
only output the forged signature of type I with negligible
advantage in the game Gamey_,.

Proof. First, given the challenger P an instance

D2 = (N, G, Gp, e g1, g5 919> 9595)>

= (yl,...,ynﬂ) EG”Jr , y€G, and T (T =gyg5 or
T gy 9595, where w, K, o€ ZNf P plays Game,_; or
Game;, with .

The challenger pubhshes the system parameters

params—{N 91’93’h —91)”1 gr’hz—gl’“z—
g7 g1 91" e(g1,91)"t to the adversary, where
a a;, a, b, b,eZy, and xy,...,x, € Zy are randomly

selected. For any private key extraction query or signature
query of the adversary, the challenger can use the master key
to calculate. It is similar to Lemma 4.

Finally, suppose, that the adversary generates the forged
signature o* = (@,,03,0}) of the user ID* about the
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TaBLE 1: The comparisons between our scheme and that in [36].

Performance IBS of [36] Our CLR-IBS
Length of private key 3 %31 3(n+3)A
Amount of leakage-resilience 0 (n-2A-1)A

TaBLE 2: The comparisons of leakage performance and security performance of several schemes and ours.

Schemes Difficult hypothesis Relative leakage rate Leakage model Security model
[29]-1 UOWHF 1 BLM STD M
[29]-2 UOWHF 1/4 BLM STD M
[29]-3 HCRHF 1/2 BLM STD M
[31] GBG 1/2 BLM GGM

[19] K-linear 1/(k+1) CLM STD M
[32] GBG Log (logP) CLM GGM
Ours Al, A2, A3 1/3 CLM STD M
message m*. o' = (7,,05,05) =(<g\",..., gi", 8.Leakage Performance and Comparisons

—
! — . .

g% (WP hy) "o (" ) I, g, > gf x gS o, g Inour scheme, p;, p, and pj; are all prime numbers of A bits.

ot s . The length of the private key is 3 (n + 3)A bits. The amount of
* 95" % g5°> 91" * g;")- The adversary hopes that the forged  private key leakage is at most (1 — 2A — 1) A bits. Here, n>2
signature can pass the verification. is a variable integer, which is used to obtain different leakage
Probability analysis: according to Lemma 4, the adver- resilience. A is a normal number. The relative leakage rate of

sary outputs forged signature of type Il with an advantagee.  the  private  key s (n=2A-DM3(n+3)A =
IfT € G, ,, & simulates the game Game_; properly. Thus, (n-2A-1)/3(n+3).

based on Assumption 2, the adversary outputs forged sig- n is a variable. If we want to get a high relative leakage
nature Of type I Wlth an adVaI:ltage E. z% SImulateS the game rate, we can Select a larger number n. Thus’ the leakage_
Gamey, properly if and only if T € G, , .. resilience performance of the system is better. However, the

That is to say, in the case of private key leakage  private key becomes longer accordingly. If » is a small

Lgg = (n—2A - 1) A, if the adversary (an algorithm /) can number, the relative leakage rate is also small. But the private
only output the forged signature of type I with a non- key is also relatively short.

negligible advantage, we can judge that T' € Gy p,ps o Table 1 shows the comparisons between the scheme in
this paper and that in [36]. Table 1 shows the size and
7. Continuous Leakage Resilience leakage-resilience of the private key.

The paper [36] gives an IBS without leakage-resilience.
If the private key of a cryptographic scheme cannot be =~ We propose an IBS which can resist private key continuous
updated, the leakage will exceed a certain bound with the  leakage.
passage of time, which will break the security of the scheme. In specific applications, we can set different values
In order to keep continuous leakage resilience, the private  according to the specific requirement of the leakage rate. The
key must be updated periodically. By the algorithm KeyUpd  leakage rate of the private key depends on the value n. When
given in Section 5, our CLR-IBS scheme obtains continuous  the value is larger, the private key leakage rate of our scheme
leakage resilience. can reach 1/3.

References [28, 29, 31] give secure signature schemes
against bounded leakage. These schemes can tolerate almost
the whole private key leakage. Reference [28] uses Fiat
Shamir transform to prove the security under the random
oracle model, while reference [29] proves the security by
Proof. By the algorithm KeyUpd, we can obtain continuous  constructing general primitives (i.e. one-time signature
leakage resilience which is similar to that of [25, 37]. The  scheme and noninteractive zero knowledge proof) under the
algorithm KeyUpd inputs the private key SK;, and the  standard model.
system parameters params. Then, it outputs a new private References [18, 19, 32] construct continuous leakage-
key SKp. In the algorithm KeyUpd, some extra values are  resilient signature schemes, respectively. In these schemes,
added to the private key. Because the extra values are  the relative leakage rate of the private key is very small.
randomly selected from Zy, they have the same distribution ~ Furthermore, reference [32] gives a continuous leakage-
with the old ones. Thus, SKp, has the same distribution as the ~ resilient signature scheme that is based on the bilinear group
old ones. If the private key is updated periodically, con-  model. It is generally considered that the bilinear group
tinuous leakage resilience will be obtained. O  model is weaker than the standard model.

Theorem 2. Our CLR-IBS scheme can resist continuous
leakage attacks of the private key under the standard model.
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Table 2 shows the comparisons of leakage performance
and security performance of several LR signature schemes
and ours, in which K-Linear represents K-Linear assump-
tion, UOWHEF represents universal one-way hash functions,
HCRHEF represents a homomorphic collision-resistant hash
function family, A1, A2 and A3 stand the three static as-
sumptions of our scheme, GBG represents the generic bi-
linear group model, GGM represents generic group model,
STD M represents the standard model.

9. Conclusion

In this paper, the formal definition and security model of
CLR-IBS are given. Furthermore, we propose a CLR-IBS
scheme. The scheme can resist continuous leakage of the
private key. The security of the scheme is proved by three
static assumptions under the composite order bilinear
group. The presented scheme has good leakage resilience.
The private key leakage rate of the scheme can reach 1/3.
Because ring signature also has good properties and ap-
plication value, it is our next research direction to construct
identity-based ring signature scheme with leakage resilience.
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