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Deep neural networks have been proved vulnerable to being attacked by adversarial examples, which have attracted extensive
attention from researchers. Existing GAN-based object detection adversarial example generation methods are efcient in
generating speed but ignore the visual imperceptibility of adversarial examples. In this paper, to improve the visual imper-
ceptibility of adversarial examples, we propose an object detection adversarial example generation method based on weakly
perceptual perturbations in key regions. First, a positioningmodule based on the gradient-weighted activationmappingmethod is
designed to analyze the key region of the object from the perspective of gradient propagation and use the key region in order to
limit the range and amplitude of the perturbation. Second, the deep feature of the convolutional network is introduced to
constrain the content of adversarial perturbation and improve the similarity between adversarial examples and original images.
Finally, a postprocessing method based on median fltering is introduced to further correct the color deviation of adversarial
examples and improve imperceptibility. Te experimental results for VOC datasets show that the attack success rate increased by
4%, the PSNR increased by 8.6%, and the MSE and LPIPS decreased by 92.3% and 59.5%, respectively. It demonstrates that the
proposed method can signifcantly improve the imperceptibility of the adversarial example with a high attack success rate.

1. Introduction

Deep neural networks (DNNs) have achieved remarkable
results in computer vision tasks such as image classifcation
[1], object detection [2–9], image retrieval [10], and medical
image analysis [11]. At the same time, several works show
that the deep network is easy to be fooled when adding the
adversarial perturbation to the input. Adversarial examples
threaten the security performance of the deep network,
which has raised many concerns recently.

Most research studies on adversarial examples focus on
image classifcation networks, and there are only few
methods concentrating on adversarial examples for object
detection models. Te existing object detection adversarial
example generation methods can be divided into two

categories, the gradient-based optimization method and the
generative adversarial network (GAN)-based method.
Gradient-based methods generate adversarial examples
through hundreds of gradient iterative steps, and the gen-
erated adversarial examples have relatively good visual ef-
fects but need a lot of computing resources.

GAN-based methods train a generator network to
generate adversarial perturbations, which can quickly gen-
erate adversarial examples in the inference stage. GAN-
based methods signifcantly reduce the generation time of
adversarial examples. However, they still have the following
problems: (1) As shown in Figure 1, limited by the structural
performance and optimization method of the generator
network, adversarial examples generated by GAN-based
methods have obvious red noise; (2) GAN-based methods
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do not efectively limit the amplitude and region of per-
turbations, and many perturbations have been added to the
background region; (3) Existing GAN-based methods
usually use the Lp norm to constrain perturbation genera-
tion, but the Lp norm only limits the amplitude of the pixel,
and the diference between the image structure and texture
change is not restricted, which makes the generated
adversarial examples unable to be “invisible” to human eyes.

To design an object detection adversarial example
generation method with high efciency and good imper-
ceptibility, we optimize the above problems of GAN-based
methods and propose a weakly perceptual adversarial ex-
ample generation method called WPAE (weakly perceptual
adversarial example).

Our contributions are summarized as follows:

(1) We design a positioning module combined with the
gradient-weighted class activation mapping (Grad-
CAM [12]) method to generate an attack region
mask and limit the range and amplitude of the
perturbation, which avoids the redundant pertur-
bation in the background on the premise of ensuring
the attack efect.

(2) Combined with the image content representation
extracted by DNN, we design a perceptual loss to
constrain perturbation and use a postprocessing
method based on median fltering to eliminate the
abnormal noise in the adversarial examples gener-
ated by the GAN-based method, which can efec-
tively improve the subjective visual efect while
retaining the attack ability of adversarial examples.

(3) We study and summarize the perceptual perfor-
mance of object detection adversarial examples
generated by GAN-based methods and propose a
weakly perceptual object detection adversarial ex-
ample generation method, which greatly improves
the imperceptibility of adversarial examples gener-
ated by GAN-based methods. Te experimental
results for VOC datasets show that all objective
perceptual indicators are greatly improved, and it is
difcult to distinguish the diference between the
original images and adversarial examples under
human observation.

2. Related Work

2.1. Object Detection. Object detection is one of the essential
branches of computer vision. It has been widely used in
pedestrian detection, automatic driving, security monitor-
ing, etc., and achieved notable results. Te existing object
detection models can be roughly divided into single-stage
and two-stage algorithms. RCNN [2], faster RCNN [3], and
cascade RCNN [4] are classic two-stage algorithms. Tese
algorithms divide the detection process into two steps: frst,
extracting the region proposals and then classifying and
regressing the extracted region proposals. Single-stage al-
gorithms directly carry out classifcation and regression on
feature maps. SSD [5] series, YOLO [6] series, and RetinaNet
[7] are typical representatives. Tese algorithms use the

anchor mechanism, which is also known as the anchor-
based algorithm. Anchor-free algorithms such as FCOS [8]
and CornerNet [9], which abandon the anchor mechanism
and detect based on key points, have also achieved good
results in object detection.

2.2. Adversarial Examples and Defense Methods.
Adversarial examples are widely used in image classifcation,
object detection, image retrieval [10], and medical image
analysis [11]. Szegedy et al. [13]frst proposed the formal
defnition of adversarial examples and designed the L-BFGS
method to generate adversarial examples. Goodfellow et al.
[14] considered that the high-dimensional linear charac-
teristic of the deep network is the fundamental factor for the
existence of adversarial examples and proposed a fast gra-
dient sign method (FGSM). Existing methods such as BIM
[15], MI-FGSM [16], DIM [17], and PGD [18], based on
FGSM, improve the original method by optimization
strategy and gradient calculation and further enhance attack
ability. Carlini and Wagner [19] proposed three attack
methods based on L0, L2, and L∞ distancemetrics, which can
efectively improve the attack success rate of the distillation
defense network. Moosavi et al. [20] took the minimum
distance from the adversarial examples to the decision
boundary as an adversarial perturbation. Te authors pro-
posed an attack algorithm based on hyperplane classifcation
called DeepFool.

In recent years, many scholars have begun researching
the adversarial example for object detection and proposed
some gradient-based attack methods. Cihang et al. [21]
extended the adversarial example from image classifcation
to semantic segmentation and object detection and proposed
DAG (dense advantage generation) attacks on faster RCNN.
DAG preserves all region proposals in the region proposal
network (RPN) marked as positive samples and discards the
remaining region proposals. Ten, it sets a threshold con-
dition to manually select high-quality region proposals from
the above regions to attack. Each region proposal is ran-
domly assigned an error label, which leads to model error
classifcation. Yuezun et al. [22] proposed RAP (robust
advantageous perturbation) and designed a loss function
combining classifcation loss and location loss to attack the
detector by destroying the RPN network unique to the two-
stage object detection model. Liao et al. [23] proposed a CA
(category-wise attack) method for the anchor-free object
detection model. In this method, key pixel areas rich in high-
level semantic information are found in the heatmap gen-
erated by using the detector to carry out classifcation at-
tacks. Derui et al. [24] proposed a new attack method called
Daedalus, which makes the NMS (nonmaximum suppres-
sion) module invalid by reducing the area of the regression
box and increasing the distance between diferent boxes. All
the abovementioned attack methods have achieved certain
efects, but they require more number of iterations, and it
takes a long time for training to generate adversarial
examples.

To address the problem of the high computational cost of
the gradient-based optimizationmethod, Xingxing et al. [25]
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proposed an efcient adversarial example generation
method called UEA (unifed and efcient adversary) based
on the GAN framework. Te method expresses the gener-
ation of adversarial examples as an image-to-image trans-
lation problem: inputting a clean image into the model and
outputting adversarial examples. Te model used in UEA
consists of two parts: a generator and a discriminator.
Adversarial examples are generated using the generator, and
clean images are sent to the discriminator simultaneously to
judge whether the input image is added with perturbations.
Ten, judgment results are used to assist in generator
training. When the generator is trained, it can generate an
adversarial example for the input image after single calcu-
lation, signifcantly improving the generation speed of the
adversarial example.

UEA can be applied to the object detection task. It
extracts region proposals from RPN, takes the region pro-
posal score as the weight value of the region, and accu-
mulates the weight as a mask to constrain the perturbation
and to add it to the foreground region. Te L2 loss between
the real image and the adversarial example is calculated to
optimize the perturbation in network training. However, the
L2 loss only represents the diference between corresponding
pixels, and it cannot fully refect the characteristics of the
human visual observation mechanism. Furthermore, simply
taking the region proposal score as the weight value of all
pixels in the region proposal cannot sufciently refect the
importance of diferent regions for model detection, and
there is the case of adding redundancy to perturbations,
which results in the poor perceptual performance of
adversarial examples. Te contrasts between adversarial
examples generated by UEA and the original images are

shown in Figure 1(a). Under human eye observation,
adversarial examples are signifcantly diferent from original
images.

Te FA [26] algorithm is similar to the UEA method. It
only uses the L2 loss between real images and adversarial
examples to guide the training of the generator and ensure
the basic image quality in the training process. Since there is
no open-source code for this method, we intercepted the
original images in the paper to show the diference between
the adversarial examples generated by FA and the original
images, as shown in Figure 1(b). Te results show a sig-
nifcant diference between the adversarial examples gen-
erated by FA and the real images, and we can observe the
disturbing texture clearly.

To make the model more robust to adversarial attacks,
many adversarial defense methods have been proposed.
Preprocessing-based methods such as image compression
are an efective defense method against adversarial attacks.
Previous studies [27, 28] have shown that antagonistic
perturbations can partially be eliminated by JPEG com-
pression. Comdefense [29] is an end-to-end image com-
pression model to defend adversarial examples. Te model
consists of a compressed convolutional neural network
(ComCNN) and a reconstructed convolutional neural net-
work (RecCNN). ComCNN is used to keep the structure
information of the original image and eliminate the
adversarial perturbation. RecCNN is used to reconstruct the
original image with high quality.

2.3. Low-Frequency Perturbation. Literature [30] generates
adversarial examples by discarding the information from the
original image. Experiments show that the generated

Origin image UEA Detail

(a)

Origin image FA Detail

(b)

Figure 1: (a) Te adversarial example generated by UEA and (b) the adversarial example generated by FA. We can see many red noises in
adversarial examples and many perturbations in the irrelevant background.
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adversarial examples tend to retain low-frequency infor-
mation and discard high-frequency details. A large number
of experiments in the literature [31] have proved that all
defense methods used in the NIPS 2017 adversarial example
challenge cannot resist the attack of adversarial examples
containing low-frequency perturbations, and the efect of
low-frequency perturbations is even better than that of high-
frequency perturbations on attacking the defense model.Te
studies in literature [32] show that fltering out high-fre-
quency information from adversarial examples can still
maintain good attack ability, and the processed adversarial
example has better robustness. Te abovementioned re-
search studies demonstrate that fltering out the high-fre-
quency noise, which changes violently in the perturbation,
and retaining only the low-frequency perturbation will not
afect the attack ability of the adversarial example.

3. Approach

In this paper, we propose a weakly perceptual object de-
tection adversarial example generation method, which is
used to improve the imperceptibility of adversarial examples
generated by GAN-based methods. Te key idea is to design
a positioning module to constrain the added region and
amplitude of perturbations; the perceptual loss is designed to
constrain the generation of adversarial examples; we used a
postprocessing method based on median fltering to elim-
inate the abnormal noise and improve the subjective visual
efect while retaining its attack ability.

We frst defne the problem in Section 3.1; then, we
introduce our positioning module and perceptual loss in
Sections 3.2 and 3.3. Finally, we describe the proposed
WPAE algorithm.

3.1. Problem Defnition. Assuming that the original input is
x, the adversarial example x′ is crafted by adding a specifc
perturbation, and x′ is used as the input of the object de-
tection model to cheat the object detector. Unlike classif-
cation, the target of the attack object detector is to make the
model misjudge the input’s category or the IoU (intersection
over union) value between the predicted position coordi-
nates and the real label lower than the threshold.Te specifc
process can be expressed as follows:

δ � x′ − x,

minmize ‖δ‖p,

subjected.to. Ci
′ ≠Ci or IoU bi

′, bi( < α,

(1)

where p can be equal to 0, 1, 2, and∞. In most methods, p is
taken as 2, and the L2 norm is used to constrain the per-
turbation. Te predicted output of the original input x is B
(x)� (Ci, bi), and the predicted output of the adversarial
example x′ is B (x′)� (Ci′, bi′). Ci′ and Ci are the predicted
categories of x′ and x, respectively, and bi′ and bi are the
predicted boxes of x′ and x, respectively. α is the detection
threshold. In this paper, we set α� 0.5, consistent with the
target faster RCNN model.

3.2. Positioning Module. Te attack performance of adver-
sarial examples is highly related to the region of interest of
the attacked network. Adding the perturbation to the pre-
diction-sensitive region of the attacked network can achieve
the efect of the adversarial attack, and the perturbation
added to the background region is redundant. Grad-CAM is
a gradient-weighted class activation mapping method to
locate the important regions related to network prediction.
Terefore, we combined this visual attention technology to
design a positioning module and predict key attack regions
and limit perturbation-added regions to avoid the redundant
perturbation in the background on the premise of ensuring
the attack efect.

Te original Grad-CAM method is mainly used for
classifcation networks, which are unsuitable for object
detection models. Terefore, we modify this method
according to the characteristics of the detection model. We
extract region proposals from the RPN network after
nonmaximum suppression processing and calculate their
weight values, respectively, using gradient-weighted class
activation mapping:

αif �
1

xi2 − xi1(  × yi2 − yi1( 
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j�xi1
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ijk

, (2)

where αif is the weight of the f-th channel of the feature map
A to the i-th region proposal, yi is the probability of con-
taining objects in the i-th region proposal, and xi1, xi2, yi1,
and yi2 are the position coordinates of the i-th region
proposal.

Second, the weight values of region proposals are pro-
cessed by the ReLU function and accumulated as follows:

m � 
gi∈R

ReLU 
f

αifA
f
i

⎛⎝ ⎞⎠, (3)

where R � g1, g2, . . . , gn  is the set of region proposals in
RPN after nonmaximum suppression, gi is the i-th region
proposal, and A

f
i is the feature map of the i-th region

proposal mapped to the f-th channel of feature map A.
Finally, the attack region mask for adding perturbations

is formed after normalization:

M �
m − mmin

mmax − mmin
, (4)

where M is the fnal generated attack region mask.
As shown in Figure 2, the frst row is the original image

and the second row is the visualization of the attack region in
the original image. It can be seen in Figure 2 that the po-
sitioning module can accurately capture the key regions in
the image that afect the performance of object detection and
generate the perturbation-added mask. By adding the per-
turbation to the sensitive region concerned by model pre-
diction, we reduce the perturbation in the irrelevant
background region, making the generated adversarial ex-
amples closer to real images and improving the visual efect.
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3.3. Perceptual Loss. Gatys et al. [33] found that the pretrained
deep convolutional network can efectively extract the content
representation from the image. With the progressive pro-
cessing level of the network, the input image is gradually
converted into the content representation of the image. Te
low-level layers of CNN extract low-level features such as
points and lines, and high-level layers tend to capture high-level
semantic information. Diferent convolution kernels of the
same convolutional layer extract diferent image features.

Based on this phenomenon, we designed the perceptual
loss by constraining the content representation diference
between original images and adversarial examples. We input
the original image and the adversarial example into the pre-
trained convolutional neural network, respectively, and extract
feature maps from diferent convolutional layers. Because
feature maps extracted from diferent convolution kernels of
the same convolutional layer difer, we average each layer’s
features in the spatial dimension, then sum them on the
channel dimension, and calculate the L2 distance between the
content representation of the two as the perceptual loss for
constraint perturbation generation. We choose the pretrained
VGG16 [34] model as the convolutional neural network in the
experiment. Te perceptual loss is as follows:

Lperceptual � 
f∈ L


fl

1
Hfl

× Wfl



Hfl

h�1


Wfl

w�1
x

fl

hw − y
fl

hw 
�����

�����
2

2
. (5)

In Equation (5), Hf and Wf are the dimensions of the l-
th channel of the f layer’s feature map. xfl

hw and yfl
hw are the

values of row h and column w of the l-th channel of the f
layer’s feature map output by the pretrained convolutional
network with original inputs and adversarial examples. We
set f as conv1-1, conv2-1, conv3-1, conv4-1, and conv5-1.

As shown in Figure 3(a), the frst row is the perturbation
generated by UEA that uses the Lp norm constraint. It can be
seen that there are many irregular texture structures. Tese
irregular texture structures heavily degrade the imperceptibility
of adversarial examples. Te second row is the perturbation
generated by the WPAE method that uses the perceptual loss.
Unlike using the Lp norm to constrain the pixel value diference

between adversarial examples and original images, our per-
ceptual loss can constrain the content representation diference
between adversarial examples and original images and efec-
tively reduce the subjective diference between adversarial
examples and original images.

As shown in Figure 3, the imperceptibility of adversarial
examples is signifcantly improved using the above per-
ceptual loss. However, restricted by the generator of GAN,
there are always some distortions in the generated pertur-
bation.Te red noise in the perturbation is a pixel with sharp
changes in image intensity, which belongs to high-frequency
noise. Te human eye is more sensitive to the changes in
high-frequency components than those in low-frequency
components in the image. Terefore, fltering out the ab-
normal noise at high frequency and concentrating the
perturbation on the low-frequency component can reduce
the human eye’s sensitivity to image changes and improve
the subjective visual efect. In addition, the research in lit-
erature [30–32] has proved that fltering out high-frequency
noise, which changes violently in the perturbation, and
retaining the low-frequency perturbation will not afect the
attack ability of the adversarial example. Terefore, we
perform a postprocessing method based on median fltering
to eliminate this red noise.

Te median flter is a low-pass flter that can efectively
eliminate isolated bright spots (dark spots), suppress noise,
and retain edge contour information and image details. Te
red noise in the perturbation is similar to an isolated bright
spot in the image. Terefore, we use the principle of median
fltering to smooth the abnormal noise in the perturbation
and replace the original pixel value with the median pixel
value of eight adjacent points around it. Te specifc op-
eration is as follows:

g(x, y) � Med g(x − 1, y − 1), g(x, y − 1), g(x + 1, y − 1), g(x − 1, y), g(x + 1, y), g(x − 1, y + 1), g(x, y + 1), g(x + 1, y + 1) , (6)

UEA

WPAE
(Unfiltered)

WPAE

(a) (b) (c) (d) (e)

Figure 3: Te perturbations generated by UEA and WPAE (un-
fltered) have some abnormal red noise, and there is also some red
noise in adversarial examples generated by the two methods. Red
noise is basically eliminated in adversarial examples generated by
WPAE. (e) Te spectrum of perturbations. (a) Perturbation. (b)
Detail. (c) Adv. (d) Detail. (e) Spectrum.
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Figure 2: Attack regions.
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where g(x, y) is the intensity value of the pixel at coordi-
nates (x, y) after noise reduction and Med is the median
function, which outputs the input’s median.

As shown in Figure 3, the red noise is basically elimi-
nated after smoothing and fltering the perturbation gen-
erated byWPAE, and there is no abrupt red noise in the fnal
generated adversarial example, which signifcantly improves
the subjective visual efect compared with the adversarial
example without smoothing.

We obtain the spectrum of perturbations after the
Fourier transform and shift processing to verify the infu-
ence of fltering perturbations on the attack efect. Te
specifc operation is shown in the equations as follows:

F(u, v) � 
M−1

x�0


N−1

y�0
f(x, y)e

− j2π(ux/M+vy/N)
, (7)

F(u, v) � F u −
M

2
, v −

N

2
 , (8)

where F(u, v) is the value in the frequency domain (u, v), f
(x, y) is the pixel value in the spatial domain (x, y), and M
and N are the sizes of the image.

As shown in Figure 3(e), the center point of the spectrum
is the lowest frequency point, and the points on diferent
radii represent diferent frequencies. Te more outward the
point is, the higher the frequency. After the perturbations
generated by WPAE are smoothed and fltered, we can see
that some abnormal noise in high frequency is fltered out,
but its low-frequency information does not change, which
can maintain the attack ability. We describe the specifc
changes in attack ability in Section 4.3.

3.4.WeaklyPerceptualAdversarialExample. Combined with
the ideas introduced in the above two sections, we propose
the WPAE method, and its framework is shown in Figure 4.
WPAE adopts the GAN structure consistent with AdvGAN
[35], which is a relatively standard and straightforward
GAN.We add the above ideas to this GAN to verify the efect
of the above ideas on improving the imperceptibility of
adversarial examples generated by GAN-based object de-
tection attack methods.

Te attack method uses the generator and the dis-
criminator to train and update in turn. In the frst stage, the
generator is trained and the parameters of the discriminator
are fxed. First, the original image is input into the generator
and the positioning module to obtain the perturbation and
attack region mask, respectively. Ten, the perturbation is
smoothed, and the Hadamard product with the attack region
mask is performed to get the fnal perturbation, which is
added to the original image to form the adversarial example.
Finally, the adversarial example is inputted into the target
model and the pretrained convolutional network to calculate
the loss and update the parameters of the generator. In the
second stage, the discriminator is trained and the parameters
of the generator are fxed.

Te Adam optimization method is used in WPAE. Te
specifc process is shown in Algorithm 1. In terms of the loss

function, in addition to the perceptual loss, we introduce the
DAG loss and feature map loss to UEA to improve its attack
ability. In summary, the loss function of the WPAE algo-
rithm consists of the GAN loss, perceptual loss, feature map
loss, and DAG loss:

L � LGAN + αLperceptual + βLfeature + cLDAG, (9)

where α, β, and c are the weights of the perceptual loss,
feature map loss, and DAG loss, respectively, which are used
to balance losses. In the experiment, we set α� 1000,
β� [0.0001, 0.0002], and c � 1.

4. Experimental Results

4.1. Datasets and Evaluation Indicators. We choose
VOC2007, which is commonly used in object detection, to
verify the efectiveness of our method.Te VOC2007 dataset
contains 9963 images of 20 categories. Te performance is
evaluated by perceptual indicators and attack success rates.

4.1.1. Perceptual Indicators. To evaluate the perceptual in-
dicators of adversarial examples, we use four indicators: the
mean square error (MSE), peak signal-to-noise ratio
(PSNR), structural similarity (SSIM), and learned perceptual
image patch similarity (LPIPS [36]). Te PSNR is one of the
most widely used objective image evaluation indicators, and
it is based on the error between corresponding pixels but
does not consider the visual recognition and perceptual
characteristics of the human eye, so the PSNR often leads to
diferent evaluation results from subjective perspectives.
SSIM compares the brightness, contrast, and structure be-
tween the adversarial example and the real image. Te closer
the value is to 1, the more similar the structure between
them. Both the PSNR and SSIM are simply compared at a
low level, which still lags behind people’s reality perception.
LPIPS is a perceptual loss indicator closer to human per-
ceptual behavior. Te lower the value, the more similar the
two images.

4.1.2. Attack Success Rate. Te commonly used performance
evaluation indicator of object detection is the mean average
precision (mAP).Terefore, we take the mAP decline degree
of the attacked detection model, namely, the attack success
rate (ASR), as the performance indicator to evaluate the
attack algorithm. Te higher the ASR value, the greater the
decrease in the mAP value of the object detection model and
the better the attack algorithm’s performance. We defne the
attack rate as follows:

ASR � 1 −
mAPadv

mAPori
. (10)

Among them, mAPadv is the mAP value of the detection
model when the adversarial example is input, mAPori is the
mAP value of the detectionmodel when the original image is
input, and the range of the ASR value is between 0 and 1.
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4.2. Implementation Details. Te algorithm is implemented
in the deep learning framework of Pytorch 1.7.1. Te
workstation is confgured as NVIDIA RTX 2080ti 12G, the
batch is set to 1, the number of iterations is 9, the image size
is 300× 300, the initial learning rate is set to 0.1, and the
adaptive moment estimation (Adam) optimization method
is used.Te learning rate attenuation coefcient is 0.001, and
the IoU threshold for mAP calculation is 0.5.

4.3. Analysis of Experimental Results. In this section, we
conduct comparative experiments on the perceptibility and
attack ability of the adversarial examples generated by
WPAE and ablation experiments to verify the efects of our
designed positioning module, perceptual loss, and
smoothing flter on the perceptibility and attack ability.

4.3.1. Visual Perceptual Experiment

(1) Comparison of Subjective Visual Efects. As shown in
Figure 5, we found that the subjective visual efect of the
adversarial example generated byWPAE is greatly improved
compared with the UEAmethod.Te adversarial example of
UEA has a visible perturbation in the foreground region,
which is quite diferent from the original image. Te sub-
jective visual efect of the adversarial example generated by
WPAE is equal to that of the DAG method based on op-
timization. It is difcult to fnd the diference between the
adversarial example and the original image under naked eye
observation, which dramatically improves the image quality
of the adversarial example generated by GAN-based attack
methods.

To better show the diferences in the details of the
adversarial examples generated by diferent methods, we
magnify the local details of adversarial examples. We can
clearly observe the disturbing texture of its surface in the

UEA method, which is quite diferent from the original
image. Compared with UEA, the subjective visual efect of
the adversarial examples generated by WPAE has also been
greatly improved in local details, and it is not easy to fnd the
diference between the adversarial example and the original
image under naked eye observation.

We further designed a subjective experiment to test the
subjective visual efect of adversarial examples. We invited
ten people who had never browsed the experimental datasets
to classify images and adversarial examples. We randomly
select 20 images from the testing dataset of VOC2007 and
generate the corresponding adversarial examples used by
DAG, UEA, and WPAE as experimental images. Ten ex-
perimenters were asked to classify the 20 groups of images,
respectively. During the experiment, they scanned and
confrmed each image by themselves and judged whether the
image was a real image or an adversarial example. In the
same group, multiple images can be judged as real images.
Te results are shown in Table 1.

According to the experimental results, experimenters
cannot fnd the diference between the real image and the
adversarial example generated by WPAE and DAG under
the subjective observation of human eyes. Terefore, 96.5%
of the experimenters mistakenly judged the adversarial
example generated by WPAE for the real image, and 96%
mistakenly judged the adversarial example generated by
DAG for the real image. However, there are apparent dif-
ferences between the adversarial examples generated by
UEA and real images, and all ten experimenters successfully
identifed 20 adversarial examples generated by UEA. Te
subjective experimental results efectively verify that the
perceptual performance of the adversarial example gener-
ated byWPAE is much better than that of UEA. It is difcult
to judge the diference between the adversarial example
generated by WPAE and the real image seen by human eyes.

Discriminator

LGAN

Generator Perturbation

Multi-scale
Feature
Region

Proposals

L
feature

Pre-trained convolution network

L
perceptual

+
Classification

LDAG
F

Faster-RCNN

Positioning module M

Faster-RCNN Feature
map

Weight Mask

R

F

•

ReLu

Filter

Hadamard
Product

Add

R

•

•

Figure 4: Te framework of our WPAE consists of a generator, a discriminator, a flter, and a positioning module (M), attacking the target
faster RCNN model. Te pretrained convolutional network is used to extract the content representation from the image.
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(2) Comparison of Objective Indicators. To further verify the
perceptual performance of the adversarial examples gen-
erated by WPAE, we calculated the MSE, PSNR, SSIM, and
LPIPS indicators of DAG, UEA, and WPAE, respectively.
Te results are shown in Table 2.

According to Table 2, the SSIM indicator of the three
methods is above 0.999, basically consistent with the original
image’s structure. Regarding MSE and PSNR, WPAE is
better than the other twomethods. It has the slightest change
in the original image, and the diference between the pixels
in the adversarial examples generated by WPAE and the
pixels in the original image is the smallest.Tese two of DAG

are the worst because the DAG’s adversarial example has
been optimized for hundreds of iterations, and the fnal
changed pixel value is quite diferent from the original
image. In the LPIPS indicator, WPAE is the best and DAG is
better than UEA. Tis result is also consistent with that
shown in Figure 5. Te subjective visual efect of WPAE and

Ori

DAG

UEA

WPAE

(a) (b) (c) (d) (e) (f) (g) (h)

Figure 5: Comparison of adversarial examples.

Initialization: T� Faster RCNN, f�Rf, dataset� VOC 2007, batchsize� 1, epoch� 5, α� 1000, β� [0.0001, 0.0002], and c � 1
While t< epoch:
for x in the dataset:
Train G:
G (x)⟶ r, M (x)⟶Mp � r⊙M,
F (p)⟶ P
x′� x +P
T (x′)⟶f′
G (x, p)⟶ LGAN_G
Calculate Lperceptual (x, x′), Lfeature (f,f′), and LDAG
LG � LGAN_G + αLperceptual + βLfeature + cLDAG
Update G parameters
Train D:
D (img_real, ones)⟶ loss_real
D (img_fake, zeros)⟶ loss_ fake
LD � (loss_real + loss_ fake)∗ 0.5
Update D parameters

end for
t⟶ t++

end while

ALGORITHM 1: WPAE algorithm.

Table 1: Subjective experimental results.

Method Origin DAG UEA WPAE
Real image 195 192 0 193
Adversarial example 5 8 200 7
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DAG is better than that of UEA, proving that MSE and
PSNR indicators cannot accurately refect the perceptual
performance of adversarial examples. It also refects that
using the Lp norm distance to constrain the generation of
adversarial examples cannot efectively improve the sub-
jective visual efect.

4.3.2. Attack Experiment. We useWPAE to attack the target
faster RCNN model in order to verify its attack ability.
Figure 6 shows the mAP values of 20 categories detected by
faster RCNN for the VOC2007 dataset, in which the blue bar
is the original input and the red bar is the adversarial ex-
ample. It can be seen that after the WPAE attack, the
precision values of each category have been greatly reduced.

To further verify the attack capability of WPAE, we
compare the attack performance with that of DAG andUEA.
Te comparative experimental results are shown in Table 3.

According to Table 3, the attack success rate of WPAE is
the highest, reaching 0.97, which efectively fools the faster
RCNNmodel. Te results show that WPAE can improve the
perceptual performance of adversarial examples while
maintaining good attack capability.

4.3.3. Attack Experiment under Defense Method. In this
section, we evaluate the proposed WPAE method against
several image compression defense methods to verify the
robustness of the proposed method.

We evaluate the performance of WPAE under JPEG
compression with diferent quality factors to show the ro-
bustness of the adversarial example generated byWPAE.We
used the Comdefense method to reconstruct the image and
test the attack performance. Te experimental results are
shown in Table 4.

According to Table 4, after being compressed by the
JPEG method with compression ratios of 20, 50, and 80 and
processed by the Comdefense method, the ASR values of the
adversarial example just have a slight decrement compared
with those of the original image. Since the adversarial ex-
ample generated by WPAE is processed by smooth fltering,
there is almost no high-frequency perturbation, and the
attack efect of WPAE depends more on low-frequency
perturbation. Hence, WPAE shows strong robustness under
the methods that reduce adversarial examples’ attack ability
by denoising.

4.3.4. Ablation Experiment. To verify the efect of the
proposed positioning module, the perceptual loss, and the
smooth fltering method on the enhancement of the
imperceptibility of the adversarial example, we further
conduct ablation experiments. Te results are shown in
Table 5.

According to Table 5, the MSE, PSNR, and LPIPS in-
dicators of the positioning module added to the network are
better than those of UEA. By limiting the scope and am-
plitude of perturbations, the imperceptibility of adversarial
examples has been improved to a certain extent. However,
using the L2 loss to limit perturbation generation, the
subjective visual efect still has room for improvement.
When only using the perceptual loss, LPIPS increases more
obviously. When only using the perceptual loss, the LPIPS
increases obviously, and the MSE, PSNR, and SSIM indi-
cators have an inevitable decline, which indicates that the
perceptual loss can improve the subjective visual efect, but
cannot limit the perturbation added region. When the
positioning module and the perceptual loss are added si-
multaneously, perceptual indicators and subjective visual
efects are improved compared with adding the positioning
module or optimizing the perceptual loss alone. It further
verifes the efectiveness of the proposed method in
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Figure 6: mAP of each category.

Table 2: Comparison of indicators for each method.

Method MSE PSNR SSIM LPIPS
DAG 970 19.4 0.999 0.311
UEA 114 27.9 0.999 0.353
WPAE 74 30.3 0.999 0.126

Table 3: Comparison of the white box attack success rate.

Method mAPori mAPadv ASR
DAG 0.70 0.05 0.93
UEA 0.70 0.05 0.93
WPAE 0.70 0.02 0.97

Table 4: Attack performance under defense methods.

Method mAPori mAPadv ASR
No defense 0.70 0.018 0.974
JPEG20 0.70 0.024 0.966
JPEG50 0.70 0.025 0.964
JPEG80 0.70 0.027 0.961
Comdefense 0.70 0.031 0.956
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enhancing the imperceptibility of adversarial examples.
After further fltering perturbation and the subjective visual
efect, perceptual indicators have achieved the best result on
the premise of ensuring the attack success rate, efectively
improving the imperceptibility of adversarial examples.

Figure 7 shows adversarial examples generated by dif-
ferent comparison methods. According to Figure 7(b), the
subjective visual efect of adversarial examples generated by
UEA is poor, and many obvious perturbations are added to
irrelevant background regions. In Figure 7(c), after adding
the positioning module, the perturbation is mainly con-
centrated in the key regions, and the range and amplitude of
perturbations are well controlled, but the added perturba-
tion texture is still relatively abrupt. In Figure 7(d), after
using the perceptual loss, the added perturbation texture is
closer to the original image, which improves the imper-
ceptibility of adversarial examples to a certain extent. Be-
cause it does not limit the range and amplitude of the
perturbation, we can fnd many perturbations added to
irrelevant background regions. As shown in Figure 7(e),
when the positioning module and perceptual loss are used
simultaneously, the subjective visual efect of adversarial
examples has been greatly improved, but there is still some
abnormal red noise. In Figure 7(f ), we can see that the red
noise in adversarial examples has been efectively eliminated
after further using the smooth fltering method, and there is

almost no diference between the adversarial examples and
the original images under the observation of human eyes.
Te visual comparison results of adversarial examples
generated by diferent methods also verify the conclusions of
the above ablation experiment.

5. Conclusion

In this study, we frst propose a positioning module, which is
used to add perturbations to the region of interest of the model
prediction, efectively reducing the addition of perturbations in
unrelated background regions. Ten, we design the perceptual
loss to further constrain the amplitude and structure of per-
turbations, combined with the image content representation
extracted from the DNN. Finally, we use a postprocessing
method based on median fltering to smooth the perturbations
and reduce the abrupt red noise. Te experimental results for
the VOC dataset demonstrate that the generated adversarial
examples signifcantly improve the imperceptibility of the
adversarial examples generated by GAN-based methods on the
premise of maintaining the attack success rate and have strong
robustness under the defense method of reducing the attack
ability of the adversarial examples by denoising. In addition,
simply integrating our proposed perceptual module, perceptual
loss, and postprocessing method into any GAN-based object

(a) (b) (c) (d) (e) (f)

Figure 7: Adversarial examples generated by each comparison method. (a) Original. (b) UAE. (c) +M. (d) +P. (e) +P+M. (f) WPAE.

Table 5: Comparison of various indicators in the ablation experiment.

Method MSE PSNR SSIM LPIPS ASR
UEA 114 27.9 0.999 0.353 0.93
Perceptual module 87.6 29.3 0.999 0.184 0.97
Perceptual loss 362.9 23.1 0.980 0.155 0.97
Perceptual module + loss 85.3 29.6 0.999 0.130 0.97
Perceptual module + loss + fltering 74 30.3 0.999 0.126 0.97
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detection attack method can improve the imperceptibility of
the generated adversarial examples.

Data Availability
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