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With the rapid development of the informatization and industrialization of the Internet of Vehicles (IoV), the number and
application of connected vehicles are growing rapidly. ,e safety problem is related to the property and life of human beings,
which has attracted extensive attention from academic and industrial circles. Based on the study of high-quality literature
published in the past decade and other high-level research works, this paper first analyzes the forms of attack against the Internet
of Vehicles from the two aspects of attack mode and target. ,en, it summarizes the existing blockchain-based system framework
of the Internet of Vehicles (BIoV) and then discusses the security solutions of blockchain-based vehicles from the aspects of
authentication, privacy, trust management, access control, and so on, to support the distributed system architecture and solve the
security challenges of the Internet of Vehicles. Finally, the technical difficulties and the direction of further research of BIoV
are summarized.

1. Introduction

IoV has become the most promising and fastest-growing
new network paradigm and has also brought many appli-
cations, such as emergency communication of traffic inci-
dents, traffic congestion prediction, and new traffic service
modes. So in IoV, the secure transmission of V2X [1] is
crucial. Suppose a hacker invades a regular vehicle or in-
terferes with vehicle communications through eavesdrop-
ping, jamming, or spoofing attacks. In that case, there is a
potential for serious accidents that can damage the vehicle or
endanger the lives of passengers. ,erefore, the primary
safety goal of the Internet of Vehicles is to disseminate
critical event information (such as accident reports) in a
timely, safe, and accurate manner to ensure safe driving [2].
Most models of IoV are on centralized patterns. But the
main problem with centralized mechanisms is the single
point of failure problem. Many researchers have proposed
distributed model schemes, but due to the dynamic nature of
IoV, it has other issues, such as distributed vital manage-
ment, content distribution, message trust, and data privacy.
We should need a security mechanism to ensure that entities

in IoV cannot manipulate, alter, or delete critical event
messages in VANET. If critical event messages generated by
vehicle entities are in a distributed database, all information
will be transparent and shared. ,e security technology-
based blockchain can achieve this. Blockchain is a decen-
tralized peer-to-peer network, and nodes do not need to
trust each other. It includes data encryption, timestamps,
distributed consensus, smart contracts, and other technol-
ogies. With the maturity of blockchain technology, it has
been deeply integrated with various industries [3, 4], solving
the technical bottlenecks unique to multiple industries. ,e
integration of blockchain technology and IoV is also one of
the current research hotspots.

Why can blockchain integrate with IoV? First, one of the
main characteristics of blockchain is decentralization. We
can use this feature to realize the rapid authentication of
safety information on the Internet of Vehicles and achieve
the purpose of traceability management of traffic accidents.
By improving the traceability and transparency of related
vehicle information, we provide the event-specific basis for
decision-making. Second, because the blockchain is a
decentralized, peer-to-peer trust-based network, the data in
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the blockchain is reliable, accurate, consistent, timely, and
widely accessible. It is resistant to malicious attacks and has
no single point of failure [5]. In addition, blockchain can
protect the security and privacy of vehicle nodes by using a
hash function and encryption technology. All transactions
and transactions in the blockchain are timestamped and
authenticated using private keys, which can prevent mali-
cious or forged messages; anonymized vehicle identities or
data can protect user privacy.,erefore, blockchain has been
applied to the Internet of Vehicles as a security mechanism,
and related research has attracted increasing attention. For
example, 30 companies, including BMW, Ford, Renault,
General Motors and IBM, Bosch, and Blockchain, have
joined MOBI’s Mobility Open Blockchain initiative [6]. ,e
mission of MOBI is to accelerate the application of block-
chain. Ali et al. [7] are working on a project blockchain-
based system, including designing and implementing a
complete vehicle tracking lifecycle, from manufacturing,
customs, registration, on the road, and violations to buying
and selling.

,is paper classifies attacks of IoV in terms of attack
targets and methods. It then investigates security technology
that combines IoV and blockchain, which are also the focus
of this paper. Firstly, the network model system to BIoV is
studied. ,en, it discusses the security technology of BIoV,
proposes the security analysis methods and evaluation pa-
rameters, and compares the currently popular methods.
Finally, the future challenges and research directions of
security technology are summarized.

2. Attack Categories

As early as 2005, Chavez et al. [8] suggested that hackers may
attack cars, and identity authentication and encryption
should keep cars safe. ,is section focuses on attack cate-
gories and security requirements of the IoV. Firstly, attacks
of IoV can be classified into traditional security attacks and
exclusive attacks, according to the target and mode. Con-
ventional security attacks include physical control attacks,
network layer attacks, identity attacks, forged information
attacks, and application attacks. Exclusive attacks are
common and seriously impact the IoV but do not exist or be
uncommon and have little impact on the traditional net-
work. ,e VeReMi [9] (an attack data set with tagged at-
tributes), for example, launches five types of positional
attacks by forging GPS positions.

2.1. Physical Control Attacks. IVI (In-Vehicle Infotainment)
is an intelligent multimedia device integrated with the car
center console, with radio, GPS navigation, entertainment,
voice assistant, Bluetooth, WiFi, and other functions. Be-
cause of its ancillary functions and high integration, it has
become an essential target for attackers. ,rough IVI, the
attacker tries to open the system engineering mode and use
ADB (Android Debug Bridge) or USB to connect. After the
connection is successful, obtain the system login name and
password by brute force. After the login succeeds, they try to
raise the rights. If the operation succeeds, an attacker can

access any file in the IVI system to steal private data or
critical information. ,ey start or stop the vehicle’s regular
service [10] by tampering with the system configuration to
bypass vehicle safety restrictions. It is a severe threat to the
safety of vehicle function and information.

2.2. Network Attacks. ,e IoV is built on top of the tradi-
tional network. For example, the network of IoV also has the
functions of routing and forwarding, logical addressing, and
congestion control. ,erefore, IoV faces the same security
problems as traditional networks, such as DOS (Denial of
Service)/DDOS (Distributed Denial of Service) [11], Black-
Hole Attacks, Replay Attacks, and Grey Hole Attacks. In
addition, automobiles are also under wireless threats [12] by
using cellular networks (4G/5G), WiFi, Bluetooth, and
LTE-V2X.

In a cellular network, an attacker establishes a pseu-
dobase station, hijacks and monitors t-box session and
communication data through conventional methods such as
DNS hijacking, and obtains sensitive data (such as user
sensitive information and vehicle status information).

2.2.1. WiFi Communication. By cracking the WiFi au-
thentication password, the attacker can connect to the In-
Vehicle Networking and obtain the sensitive and private
data of the vehicle without authorization. Hackers can also
exploit known vulnerabilities in operating systems to launch
infiltration attacks.

2.2.2. Bluetooth Communication. Attackers can hijack traffic
between Bluetooth keys and vehicles and tamper with and
replay malicious traffic. Not only does it result in vehicle
theft, but also it threatens the functional safety of the vehicle.
In general, cellular networks are the more secure of the three
wireless technologies.

2.3. Identity Attacks. ,ere are two main attack entities for
identity attacks: vehicles and roadside unit (RSU). In IoV,
malicious nodes are often disguised as RSU and attempt to
trick users into obtaining their authentication information.
,e attackers then use their identity to access confidential
information, even as an authentication against others. In
addition, they can also impersonate the identity of other
vehicles. For example, an attacker might mimic an emer-
gency vehicle, which would give them a higher priority in the
network and thus reduce congestion.

2.4. Fake Information Attacks. ,e spread of false infor-
mation [13] also exists in IoV, and it will cause more severe
harm. Like Sybil Attacks by Douceur [14], attackers can
spread incorrect information about road congestion, ef-
fectively forcing other vehicles to divert. ,ey can also lead
to traffic jams or sending accident alerts. Because of its low
computing cost, falsifying information becomes one of the
common attacks. And the distributed feature of IoV will lead
to more severe harm.
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2.5. Application Attacks. Applications related to IoV can be
classified by function into vehicle control, query, and ser-
vices (which provide the procedures required by safe and
unsafe applications). ,e most common examples are
malware and spyware. A malicious node inserts malware
into a legitimate, intelligent connected vehicle application.
Users are installing malware at the same time they download
and install the software. ,e purpose of malware is to collect
vehicle terminal location information, authentication in-
formation, personal privacy [15] information, and other
pieces of information. Due to the highly dynamic nature of
the IoV, the onboard software system changes and updates
frequently, so the vehicle must ensure the reliability of the
source of the updates and information it receives. Otherwise,
severe failure can occur in some cases.

2.6. Exclusive Attack. Most applications in IoV, such as
traffic information, weather conditions, and navigation, rely
on location information. Incorrect or misleading location
information can lead to accidents, financial losses, and even
life-threatening situations. ,e identity of a competent,
connected vehicle is legal, but an attacker can launch an
attack by forging the location, which is rare in a traditional
network. Literature [16] describes detailed types of VeReMi:
constant attacker, constant offset, random attack, random
offset, and eventual stop.

Of course, the blockchain also has many security
problems, such as a 51% attack. In [2], the paper proposes a
regional blockchain. On the premise of ensuring the stability
of the blockchain, by controlling the number of vehicles,
malicious vehicles, and message transmission, several con-
trol parameters such as time and puzzle calculation time
make the attack success rate reach 51%.

Unlike the traditional network’s deep and hierarchical
defense system, it urgently needs us to introduce new
technologies andmodels to build a security system due to the
particular requirements of decentralized and high mobility
of computing, storage, and other resources.

3. The System Model of Blockchain-Based
IoV (BIoV)

Most scenarios in IoV are real-time and mobile, generating
and exchanging large amounts of data [17]. In particular,
many of the classic technology centralized security tech-
nologies are unlikely to be suitable for scenarios. ,erefore,
blockchain can provide a large number of innovative so-
lutions for most application scenarios. So, on the other hand,
integrating blockchain into the Internet of Vehicles not only
improves the security, privacy, and trust of the Internet of
Vehicles but also enhances the performance and automation
of the system. To sum up, to accommodate flexibility and
handle large amounts of data, we should combine block-
chain technology with the Internet of Vehicles. ,is section
will focus on the system model of BIoV.

According to the communication entities in the IoV
system, Hu et al. [18] divided IoV into three levels: vehicle-
mounted communication nodes (VCNs), roadside

communication nodes (RCNs), and blockchain cloud
platform. VCNs are mobile nodes installed on the vehicle,
responsible for communication with other vehicles. How-
ever, the calculation and storage capabilities of VCNs are
relatively weak. RCNs are fixed nodes installed on a roadside
base station, responsible for promptly sharing information
with other nodes in the network, but have strong computing
and storage capabilities. ,erefore, RCNs are the consensus
formation nodes of the Internet of Vehicles. ,e blockchain
cloud platform will store all data on the Internet of Vehicles.
Ma et al. introduced cloud computing in [19] and proposed
security, privacy protection, and decentralized car net-
working architecture. ,e architecture uses blockchain and
delegated PoS and consists of vehicles, sensors, actuators,
RSU, and cloud computing nodes. RSU is the central
blockchain storage node in this architecture. ,e cloud
computing node is responsible for backing up and storing
data such as the blockchain. ,e architecture contains two
different subchains, namely, InterChain and IntraChain,
which provide users with flexibility in access control. In-
terChain is responsible for sharing information between
vehicles, roadside equipment, and other infrastructures.
IntraChain maintains the communication between sensors,
drivers, and personnel in the vehicle.

In [18, 19], roadside units (RSU/RCN) serve as nodes of
the blockchain, but there is no mention of how to plan the
deployment of roadside units. ,erefore, such solutions
require mathematical modeling of roadside units and the
scale of roads and blockchains in natural environments.
,erefore, Gao et al. [20]combined fog computing and SDN
and proposed new system architecture. ,e fog computing
platform comprises roadside units, vehicles, base stations,
and other infrastructures. ,e SDN controller implements
resource allocation, mobility management, and rule gen-
eration. SDN plane data consists of the vehicle, BS, and RSU,
whose primary duty is to collect and forward the data to the
quantization control plane.,e control plane is composed of
an SDN controller, RSU, and blockchain and determines the
flow rules of the network. ,e nodes in the blockchain are
composed of an authentication server, an access controller, a
data management server, and a policy management server.
,eir functions are registration authentication, access
control, data, and security policy management. ,is model
gives a new solution. RSU no longer holds the nodes of the
blockchain. However, the coordination and management
between node servers is still a problem to be solved.

Lin et al. [21]combined blockchain, DRL (deep rein-
forcement learning), and spatial crowdsourcing technology
and proposed a spatial crowdsourcing system (DB-SCS)
based on deep reinforcement learning and blockchain. ,e
DB-SCS system consists of three layers: the spatial crowd-
sourcing layer, the blockchain layer, and the DRL layer. In
the spatial crowdsourcing layer, hierarchical task manage-
ment and people management modules divide tasks and
people into different security levels and manage them dif-
ferently in task release and assignment. ,e blockchain layer
uses the blockchain as a distributed server. Building a private
blockchain based on Hyperledger Fabric [22, 23] by storing
crowdsourcing tasks in the form of transactions on the
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blockchain overcomes the single point of failure problem of
traditional crowdsourcing. Using the subchain mechanism
and decentralized server module, it is responsible for con-
structing different subblockchains for tasks of varying se-
curity levels, as a decentralized server to manage the
functions and staff on the subblockchain.,e fusion of DRL,
deep learning and reinforcement learning, and the con-
sensus algorithm of dynamic selection of blockchain realize
spatial task allocation and blockchain performance
improvement.

While the researchers are researching the BIoV model
with the entity as the center, some researchers are also
studying with the data. Gao et al. [20] and others divided
BIoV from bottom to top: perception layer, communication
layer, blockchain middle layer, computing layer, and appli-
cation service layer. ,e framework integrates blockchain
technology from the third layer. ,e communication layer
realizes information interaction between vehicles through
Bluetooth, VANET, and so on and uploads data to the
blockchain middle layer through cellular networks, wide area
networks, and other network services [24]. In the commu-
nication layer, authentication services based on blockchain
ensure the reliability of communication objects. At the same
time, hashing and other digital signature verification tech-
nologies safeguard the integrity of information. ,e middle
layer of the blockchain provides essential blockchain appli-
cation services. ,ey deploy in the computing layer of the
blockchain’s all-node mining machine. It uses the public key
address as a credential to encrypt and store information to
ensure the confidentiality of data. ,e application layer uses
smart contracts to force applications and underlying drivers
to upgrade, avoiding intrusion caused by software and
hardware vulnerabilities and ensuring that hackers cannot
embed malicious code during updates. ,e network model
proposed by Liu et al. [25] integrates blockchain technology
into each layer, namely, data, network, artificial intelligence,
application, and business. ,e network layer consists of the
network coordination module and the P2P network sublayer
of the blockchain. ,e AI layer, composed of the blockchain
consensus sublayer and vehicle-oriented computational
analysis services, includes the blockchain consensus protocol
that runs on this layer. ,e smart contract sublayer of the
blockchain runs in the application layer; the blockchain-dense
sublayer rewards the first miner who provides a valid PoW
using a digital token. Smart contracts are a set of predefined
protocols that all peers operate in a blockchain-based system
to meet specific service requirements. ,e business model of
the Internet of Vehicles, data transaction business, and debt
business constitute the business layer.

Jiang et al. [26] divided the blockchain data on the
Internet of Vehicles into five categories: vehicle management
blockchain data, automobile factory blockchain data, user
privacy (audio and video) blockchain data, vehicle-insur-
ance-purchase-blockchain data, and common things
blockchain data. ,e blockchain nodes on the Internet of
Vehicles are divided into five types of nodes: senior man-
agement nodes, vehicle monitoring nodes, privacy (audio
and video) monitoring nodes, insurance nodes, and general
transaction nodes.

We can compare the architectures studied in the above
literature as shown in Table 1.With the further integration of
blockchain and IoV, the performance requirements of
blockchain will become higher and higher. A single chain
may not meet the needs of multiservice scenarios in IoV, and
a single chain will increase system load, resulting in more
significant latency and computing costs.

To sum up, the architecture design of the BIoV system
should follow the following principles:

(i) Availability and fault tolerance principle: when
some nodes are offline, vehicles on the road com-
municate continuously

(ii) Easy deployment: using existing infrastructure saves
money and time; communication with existing
infrastructure achieves availability goals

(iii) Adaptability: the network framework can be applied
to various scenarios of vehicle driving environment
and can meet the growing requirements of vehicles,
data, and safety

(iv) Security: it can guarantee the communication and
data security of the Internet of Vehicles

4. Security Technology of BIoV

,is section will focus on blockchain-based security tech-
nologies for the Internet of Vehicles. By keyword retrieval of
Internet of Vehicles, blockchain, security technology, and so
on, we searched relevant literature since 2010, manually
screened the title and abstract of the paper, conducted
corresponding screening according to the quality of the
article, and sorted out and analyzed as many high-quality
papers as possible. In Figure 1, the security technologies are
classified based on the research of the papers we reviewed
and concerning the existing Internet of Vehicles defense
technologies.

4.1. Identity Authentication. Anonymous authentication is a
commonly used technology to protect vehicle identity and
privacy in IoV [27]. Vijayakumar et al. [28] proposed a two-
factor authentication and key management mechanism for
secure data transmission in virtual networks, which pro-
vided a high level of security for the vehicle side of virtual
networks. Azeez et al. [29] designed an efficient anonymous
authentication mechanism with conditional privacy pro-
tection for virtual networks to reduce the storage overhead
of vehicles and anonymous roadside certificates. Karati et al.
[30] introduced a new identity-based signature encryption
mechanism suitable for low-bandwidth communication. In
[31], Zhang et al. proposed an effectively distributed ag-
gregation-privacy-protection-authentication protocol. Islam
et al. [32] proposed an effective password-based conditional
privacy protection authentication and group key generation
protocol.,e above literature relies on a management center
with a preestablished trust relationship with the vehicle.

Fromknecht and Velicanu [33] presented a decentralized
PKI (Public Key Infrastructure) authentication system based
on blockchain and Bitcoin. ,is paper builds CertCoin on
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top of Namecoin, whose core idea is to maintain a public
ledger of a domain and its related public keys. It also
supports domain name registration, domain name public
key update, and authentication and provides revocation and
restoration of the secret key. In addition, an accumulator is
also used to reduce the storage of CertCoin.

Maria et al. [34] designed an anonymous authentication
and switching authentication scheme. First, trusted au-
thority (TA), RSU, vehicle, and blockchain network con-
stitute the system. ,en, system initialization, TA
registration, anonymous authentication, and switching
anonymous authentication comprise blockchain-based au-
thentication. ,e Merkle Hash Tree (MHT) is the real-time
authentication record. ,e blockchain server serves as an
auxiliary for anonymous switching authentication. ,is

scheme also can be used as vehicle illegal information
tracking and traceability.

Yao et al. [35] firstly proposed a noninteractive anon-
ymous cross-data center authentication mechanism. ,e
instrument’s flexibility is that the vehicle can decide when to
revalidate and change the pseudonym and how often to
verify and change. Blockchain-assisted Lightweight Anon-
ymous Authentication (BLA) begins by registering the ve-
hicle’s OBU and service manager (SM). ,en, SM can
cooperate with RSU to complete the identity authentication.
SM broadcasts the authentication results and writes the
authentication results into the blockchain through the PBFT
(Practical Byzantine Fault Tolerance) consensus algorithm.
When the vehicle moves to the next RSU or new SM area, it
does not need to authenticate again. ,is solution eliminates

Table 1: Comparison of architecture of BIoV.

Classification of
models Literature Key technologies used in the model Strengths/weaknesses

Entity-centric model

[10] Blockchain RSU acts as a blockchain node, but the scale and
deployment issues of nodes are not resolved[11] Cloud computing and double-chain structure

[12] SDN, fog computing, and blockchain ,e problem of coordination between nodes has
not been solved

[13] Blockchain, deep learning, and spatial
crowdsourcing

,e performance of the blockchain is improved,
but the computing power and throughput
performance requirements are increased

A model centered on
the data life cycle

[2, 16]
,e communication layer, the computing layer,
and the application layer are integrated with the

blockchain technology Integrate data and blockchain to varying degrees,
but the management and performance of the

system bring great challenges[17] Blockchain is incorporated into every layer of the
model

[18] Five types of data correspond to five subchains

Security
technology of 

BIoV 

Identity
authentication 

Privacy
protection 

Trust
management 

Access control

Content-based privacy
protection

Location-based privacy
protection

Anonymous Authentication

PKI

Crowdsourcing 

Trust-based access control

Data-based access control

Risk-based access control

Data center

Entity centered

Identity-based privacy
protection 

Figure 1: Security technology categories of BIoV.

Security and Communication Networks 5



the interaction between the vehicle and SM and reduces the
communication overhead.

Noh et al. [36] discussed a distributed message au-
thentication scheme based on blockchain. First, the RTA
(root trusted authority) acts as the management system to
issue the certificates of the vehicles entering the network.
Vehicles need to verify the driver’s biometric information
before broadcasting messages. Other vehicles receive the
broadcast message for authentication. After receiving the
message within a certain period, the local TA generates a
block according to the PoW consensus and verifies the block
through the PBFT consensus. It guarantees anonymity and
dispersion of broadcasting information. In particular, it
enables vehicles to authenticate messages efficiently and
distribute them.

Zheng et al. [37] proposed an access authentication
system based on blockchain in a VANET environment. ,e
system provides a trusted communication environment for
intelligent vehicles and maintains anonymity without re-
vealing the user’s true identity. Secure access between ve-
hicles and roadside units reduces reliance on authority
centers and reduces the burden of vehicle identification. To
prevent the spread of internal vehicle forged messages, this
paper also designs a secure distributed transaction storage
scheme based on blockchain, which can effectively protect
the transaction information from attacks while tracking
malicious vehicles.

To sum up, identity authentication is an essential part of
the IoV. Vehicles should be registered and assigned keys by a
unified authority before joining the network. To avoid a
single point of failure, we need to implement blockchain
through consensus or smart contracts, credit mechanisms
between vehicles, or RSU. ,e role of blockchain is to store,
update, and manage secret keys or certificates. In Table 2, we
can compare the application of blockchain in the identity
authentication scheme of the Internet of Vehicles mentioned
above.

4.2. Privacy Protection. IoV uses V2X interconnectivity such
as V2V (Vehicle-to-Vehicle), V2R (Vehicle-to-Road), V2I
(Vehicle-to-Infrastructure), and V2P (Vehicle-to-Person) to
create a social network with intelligent objects as partici-
pants. V2X has led to the existence of vehicle social networks
(VSNs). According to literature [39], VSN is divided into
three layers: social network, vehicular social networks, and
vehicular networks. ,e data sharing message of the social
network includes the personal information of the car owner
and the motion status of the vehicle. For example, the
leakage of location privacy will seriously affect the user’s
identity privacy. It is precise because vehicle safety is closely
related to the owner’s daily life and work; privacy leakage
will affect his everyday life and even affect his life and
property safety. ,erefore, privacy protection on the In-
ternet of Vehicles environment is urgently needed. Butt et al.
[40] pointed out that the role of privacy management be-
comes crucial in SIoV as data is collected and stored at
different layers of its architecture. ,e author analyzes the
privacy issues and factors that need to be considered in

privacy protection in the SIoV environment from different
perspectives, such as personal privacy, behavior and action,
communication, data, image, thought and feeling, location,
and space association. In addition, the literature analyzes
existing blockchain-based privacy protection methods. ,e
difference is that we divide them into three types according
to the objects of privacy protection: privacy protection
technology based on location, content, and identity.

Qian et al. [41] proposed a privacy-aware content
caching architecture based on blockchain. In this archi-
tecture, blockchain technology completes and records
transactions. After a consensus mechanism finishes, trans-
actions are written into blocks, thus solving the problem of
privacy data disclosure in content caching.

Lin et al. [21] proposed a spatial crowdsourcing system
(DB-SCS) based on deep reinforcement learning (DRL) and
blockchain. ,e authors integrate deep reinforcement
learning (DRL) and blockchain into the spatial crowd-
sourcing process of SDN-IOV applications. In DB-SCS, to
protect the privacy of tasks in task assignment and pub-
lishing, two methods are proposed: hierarchical task clas-
sification and management strategy based on
multiblockchain and task assignment scheme based on DRL.

Xu et al. [42] proposed a remote authentication model
based on a privacy protection blockchain called RASM
(remote authentication security model) for intelligent ve-
hicles in the V2X network. ,is security model aims to
enhance privacy security while ensuring decentralization,
traceability, and nonrepudiation. RASM consists of two
main steps. ,e first step is identity authentication; vehicles
share their trusted identity to the blockchain network as
evidence. In the second step, the vehicle will calculate and
estimate the criteria used to decide. Finally, the authors
tested the scheme in a real network environment, and the
success rate of 97.09% proved that the system could effec-
tively improve the privacy security of V2X vehicles.

A conditional Privacy Protection Statement Protocol
(BTCPS), which contains three entities, vehicle, trusted
institution, and RSU, was proposed by Liu et al. [43]. ,e
protocol has two parts: the anonymous aggregation vehicle
announcement protocol and privacy protection. ,e second
step is the TM model based on blockchain. ,e trust value
mechanism of direct and indirect trust realizes message
synchronization and prevents abnormal vehicles from
spreading false messages.

Luo et al. [44] introduced blockchain to realize location
privacy protection of vehicles based on location services in
IoV. ,is solution solves the distributed K-anonymous
privacy protection technology that cannot detect malicious
vehicles and sensitive location privacy leakage. In addition,
the scheme considers the reliability of the vehicles and re-
alizes the coordination between the vehicles. ,e scheme
also includes a data structure to make trusted records of
vehicles publicly available, which can detect malicious
vehicles.

Different from K-anonymous privacy protection tech-
nology, Feng et al. [45] proposed a trusted stealth area
construction scheme based on trust, called TACA, to protect
vehicle location privacy, which is similar to the idea of stealth
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area [44]. In addition, with the assistance of edge computing
and blockchain, the RSU can quickly evaluate the trust value
by using the trust data gathered from the blockchain. ,e
scheme proposes that multiple anonymous persons in the
adjacent vehicle area are selected to construct the stealthy
region in a cross-region manner. ,is scheme can effectively
protect the location privacy of the vehicle and avoid the
leakage of RV’s (request vehicle) request content and LSP’s
(Location-Based Service Provider) service results during
transmission.

Akhter et al. [46] proposed a multilevel privacy pro-
tection authentication protocol based on blockchain, which
includes two certification centers. ,e Global Certification
Center (GAC) is responsible for storing all vehicle infor-
mation. ,e Local Certification Center (LAC) maintains a
block to realize fast switching between clusters within the
vehicle. In addition, the paper also puts forward that a tree
can represent the blockchain-based authentication system.
At the top level, the GAC stores all vehicle information
(public and private keys, etc.). All vehicles must be registered
with the LAC before a road permit. ,e LAC is responsible
for physically verifying each vehicle and generating a public-
private key pair. All LACs maintain a blockchain called an
LABC by storing only information about locally registered
vehicles, storing only public keys and vehicle types in the
second layer of the tree structure. All CHs in the same state
are members of LABC (as the third level of the tree), thus
obtaining a list of all locally registered vehicles. Whenever a
new vehicle approaches and requests to join the cluster, the
CH can verify the vehicle’s authenticity. Communication
between the blockchain and its members is encrypted using
the RSA-1024 digital signature algorithm. ,e author im-
plements the authentication protocol in virtual machines
and tests the computer, storage, and propagation costs in the
authentication process.

To sum up, we compare the above literature on privacy
protection, as shown in Table 3. Privacy protection mainly
focuses on two aspects: privacy protection of the Internet of
Vehicles social network and privacy protection of vehicle
location. Privacy protection focuses on two parts: the privacy
protection of a social network of Internet of Vehicles and the
privacy protection of the vehicle location. ,e privacy
protection of social networks mainly focuses on protecting
vehicle identity information, transaction content, and so on.
Location privacy protection especially involves vehicle
tracking and location and service provision. However, for
location privacy protection, conditional privacy protection
in the case of information sharing needs to be established to

ensure the regular use of Internet of Vehicles location
services and other applications.

4.3. Trust Management. Most existing trust management
methods focus on collecting various pieces of evidence and
analyzing the historical behavior of nodes to evaluate their
trustworthiness of nodes. Unlike the object-oriented foun-
dation, trust models can also be divided into three types
[38, 47]: message-centric, entity-centric, and hybrid or
composite models. Likewise, deployment strategies for trust
management can be classified into centralized and decen-
tralized types. Trust in the Internet of Vehicles is based on
the trust value gained by the vehicle’s past behavior (rep-
utation) and neighbors’ opinions on the messages broadcast
by the warning vehicle in the event to realize the vehicle’s
importance. Trust management can facilitate peer incentives
that perform well and achieve good trust scores. ,e system
also punishes dishonest or misbehaving peers. When mis-
behavior exceeds a certain threshold, trust scores are low,
and trust is revoked. ,erefore, trust management has
profound significance for the security of the Internet of
Vehicles and is also the basis for identity authentication and
access control.

Yang et al. [48] designed a trust model based on the data
center category and used blockchain to conduct decen-
tralized trust management for vehicle networks. ,ey used a
Bayes reasoning model to assess the credibility of messages
received from neighbors. ,e vehicle periodically uploads
the rating for each original vehicle generated to an adjacent
RSU. ,e RSU calculates the offset of the confidence value,
formed into blocks, which finally add to the blockchain that
the RSU plans to hold. ,rough this strategy, the RSU
maintains a dependable and consistent blockchain.

Lu et al. [15] adopted a blockchain-based anonymous
reputation system (BARS) to implement suggestions to build
trust and protect privacy. BARS systems include certificates
to protect vehicle privacy, certificate management, certifi-
cation bodies (CAS), law enforcement agencies (LEA), and
vehicles and RSUs. ,ere are three blockchain structures in
BARS: MesBC (blockchain for messages) for continuous
proof of the reputational evaluation, CerBC (blockchain for
certificates) for all certificates issued, and RevSC (blockchain
for revoked public keys) for revoked public keys. BARS uses
extensive blockchain technology to achieve transparency,
conditional anonymity, and robustness. ,e reputation
valuation algorithm objectively reflects the message’s
credibility.

Table 2: Comparison of identity authentication.

Literature Registration authority Functions of RA Functions of blockchain Method
[30] Namecoin Public key signature information Publish, update, and validate Merkle tree
[34] ,e offline registration Random number and public key Validate RSU collaboration
[35] AD SM area management Alliance chain validation Consensus algorithm

[36] RTA Public-private key for the vehicle
and system key K Validate PoW and PBFT

[38] CA A certificate and two special hash functions RSU Pseudonyms and hashes
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Javaid et al. [49] proposed a data sharing and trust
management system for the BIoV. ,is document initially
uses the Physical Nonclone Function (PUF) function to
generate and assign a unique vehicle identifier. ,en, two
smart contracts are designed: one for the interaction be-
tween RSU and smart vehicle, and the other for the storage
and retrieval of data from the blockchain, to establish dis-
tributed trust management and realize safety data sharing
while protecting privacy. In [50], the author introduces the
PoW dynamic mechanism to expand the traffic flow gen-
erated by vehicles and designs the data structure of the
vehicle’s blockchain in detail. ,e diagram attributes to each
vehicle user a blockchain account with a 20-byte address
similar to Bitcoin and Ethereum. ,e operation of the ad-
dress size protocol is divided into two phases: the config-
uration phase for vehicle registration and the data transfer
phase for communication between vehicles. Smart contracts
with PUF, certificates, and dPoW consensus algorithms
constitute the blockchain’s IoV confidence management
system.

Singh et al. [51] studied that smart contracts deployed
through the CA/TA and that the USR was working in a
distributed way to maintain a consistent vehicle confidential
database and improve reliability, availability, and consis-
tency. ,is paper introduces the concept of sharing block-
chain, which uses an authoritative consensus mechanism,
which can reduce the propagation delay of transactions and
improve the throughput and efficiency of the whole system.
In addition, the authors also introduce incentive strategies to
help the vehicles participating in event detection obtain
various services and pay incentives through the detection
and accurate reporting of the actual event. ,e authors
implemented the scheme in the private Ethereum block-
chain and proved the feasibility of the framework by testing
average throughput and runtime performance.

Han et al. [52] defined malicious behaviors and mali-
cious RSUs of vehicles, then proposed a vehicle trust
evaluation algorithm based on the hidden Markov Model
(HMM), built Hyperledger Fabric, designed three smart
contracts, and realized the functions of adding, updating,
and querying data transactions. Finally, to solve the problem
of malicious vehicles sending false information, the author
builds a trust management model of a truck network based
on blockchain, which improves the accuracy of malicious
behavior detection.

In conclusion, in terms of trust management, blockchain
technology has been fully integrated with IoV. ,e intro-
duction of consensus mechanism, smart contract, incentive
strategy, and the comparison of their technology applica-
tions shows in Table 4. At the same time, it also reflects the
advantages of blockchain, a public distributed ledger, in
terms of trust management, which can fully solve the
problem of node trust in the Internet of Vehicles. However,
we cannot ignore the cost of communication, computing,
and storage.,erefore, we need to look at trust management
solutions and do lightweight optimizations.

4.4. Access Control. With expanding scale in IoV, the
amount of generated data is increasing exponentially. Secure
systems must effectively control access to this information to
protect the network from specific attacks (data analysis,
tracking, etc.).

Sharma and Chakraborty [53] propose a system for
vehicle data management that incorporates secure identity
authentication, privacy protection, and access control. ,is
system consists of a vehicle, a model, a chain, a registry, and a
service provider. ,e vehicle can request information from
the service provider, who adds the access request details,
along with the permission status, to the blockchain as
transactions.

Considering the need for both attribute-based data ac-
cess control and location-based data access control, Jiang
et al. [54] developed a location-based data access control
scheme (LB-DAC) for vehicle networking. Data owners,
data users, cloud storage servers, attribute permissions,
location permissions, fog computing nodes, and blockchain
systems are the seven entities defined within the LB-DAC
scheme. Data owners can encrypt data and upload it to the
cloud server under specific access control policies. De-
cryption can only occur if the vehicle’s attributes and lo-
cation meet specific requirements. As a result, the addition
of fog nodes enables the positioning function. When the
vehicle arrives at the designated area, the vehicle receives a
location key. Additionally, it provides computing resources
for decrypting vehicles. As a tamper-proof bulletin board,
the blockchain is responsible for publishing public param-
eters of property permissions and location permits.

Mendiboure et al. [55] introduced SDN to improve the
scalability of blockchain networks and shorten the

Table 3: Comparison of privacy protection.

Literature Object Method Superiority
[41] Content Cognitive engine Flexible short response time

[42] Content Software-defined networking, deep reinforcement, and learning
spatial crowdsourcing High throughput and low overhead

[43] Identity Remote authentication model Trace

[44] Identity Conditional privacy statement protocol Trust management method preventing forged
messages

[45] Location Trust management method based on Dirichlet distribution Detection of malicious vehicles

[46] Location Construction of trusted stealth region based on trust mechanism Limited computing time and communication
costs

[38] Identity Cluster-based MAC authentication protocol (ACB-MAC) High throughput and lower latency
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authentication/access control/undo process. ,e authors
defined three types of nodes in this paper: local nodes, which
only involve the local blockchain subnet, used to authen-
ticate/control the access of devices (vehicles, SDN con-
trollers, and roadside devices) located in the geographical
area; internal nodes, nodes involving two or more local
blockchain subnets, enabling transitional verification/con-
trol of access across different geographic regions; global
node: a node that contains both the global blockchain
network and the local blockchain subnet. It retrieves in-
formation about each local blockchain subnetwork and
updates the global status of the network. When the SDN
controller attempts to connect to the vehicle, the blockchain
node checks whether the current geographical area of the
vehicle belongs to the area authorized by the controller; if
not, the contact deny.

Liu et al. [56] introduced the edge-chain system and
designed a dynamic access control model based on risk
prediction, RPBAC, to secure access control of Internet of
Vehicles devices. ,e blockchain network consists of vehicle
nodes and roadside cells (RSUs), where the edge chain is on
the RSU, and the vehicle node serves as the lightweight node.
,e RSU, as a full node and an edge node (edge service),
provides access control services for the vehicle node.
Blockchain is responsible for safe storage, the smart contract
is responsible for automatic execution of the control
strategy, and the intelligent control module is responsible for
a wise decision. ,e intelligent management control module
establishes the RPBAC model by introducing GAN. ,e
RPBAC model obtains the behavior data of the requesting
vehicle from the blockchain and receives the numerical
matrix from the historical behavior through data pre-
processing. As the input of GAN, the numerical matrix
predicts the requested vehicle’s risk level.,e risk prediction
model is built on TensorFlow 1.12.0 and coded by Python.
,e expected risk level, combined with the security re-
quirements of the resource owner’s vehicle, is used to assess
the access rights of the requesting vehicle and generate the
corresponding access control policies.

In addition, attribute-based encryption (ABE) is an
encryption technique that can simultaneously achieve data
confidentiality and access control, especially those ABE
schemes with revocation functions. However, most of the
existing revocable ABE schemes require nodes to update the
private keys of all nonrevoked nodes during the update and
withdrawal process. ,erefore, the key update work may
become a system bottleneck. Wang et al. [57] proposed a
dynamic fine-grained access control scheme based on ABE.
According to the vehicle’s attributes, the message sender can
determine which vehicles receive the message and revoke the

decryption authorization for some vehicles without updat-
ing all unrevoked keys, reducing computational delay and
communication overhead.

In summary, research on blockchain-based IoV access
control technology is still at an early stage. In combination
with identity authentication and privacy protection tech-
nology, there are more access control methods. But there are
fewmethods for application access control. In the later stage,
the application access control table can be designed
according to the size of the blockchain to realize the access
control of the application.

4.5. Other Solutions. To speed up distributed key manage-
ment in heterogeneous networks and improve efficiency, Lai
et al. [58] adopted blockchain technology. ,e framework
consists of two schemes, namely, a new blockchain-assisted
key management scheme and a dynamic transaction col-
lection scheme. In the key management scheme, the authors
eliminate the central manager and introduce multiple se-
curity managers to play an essential role in the authenti-
cation and verification of the key transmission process. ,e
processed records are stored on the blockchain and shared
between the SMs. On the other hand, the dynamic trans-
action acquisition scheme enables the system to reduce the
key transmission time of the blockchain network during the
vehicle switching process, and the acquisition cycle can
change dynamically according to different traffic levels.

On behalf of ensuring the security and traceability of
data sharing in-vehicle networks, Kang et al. [59] proposed a
reputation-based blockchain scheme. Two smart contracts,
DSSC (a data storage smart contract) and ISSC (information
sharing smart contract), are deployed on the blockchain.
DSSC realizes secure data storage, and ISSC realizes the
efficient data sharing function. ,e paper also cites sub-
jective logic to construct the interactive individual reputa-
tion evaluation. ,e authors propose a three-component
local view TWSL (three-weight subjective logic), which is
different from traditional subjective logic (TSL). ,ey also
consider interaction frequency, event timelines, track sim-
ilarity, and combine local opinions with recommendations
to achieve accurate reputation management and high-
quality data sharing. Chen et al. [60] built a data sharing
system composed of a two-layer blockchain based on a new
content-centered vehicle Internet data sharing model-Ve-
hicle Naming Data Network (VNDN), which has emerged in
recent years. At the bottom, we divide vehicles into groups of
blockchains based on their mobility trend similarity or PBO
(a private blockchain for OBUs). At the top level, a pre-
selected RSU executes the consensus process. Assume that

Table 4: Comparison of trust management schemes.

Scheme Smart contract Consensus algorithm Incentive mechanism Others
[48] N Y N Bayes reasoning model
[15] N Y N Reputation evaluation algorithm
[49, 50] Y Y N PUF
[51] Y Y Y Sharing blochchain
[52] Y Y Y HMM
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all vehicles inclined to participate in the information sharing
system are legitimate entities registered with a trusted in-
stitution. ,e authors also model the balance between de-
mand and supply as a matching game. To encourage nodes
to provide forward services, the authors propose a reputa-
tion management mechanism that combines negative and
forward transaction records to improve the security of in-
formation interaction in VNDN.

Akhter et al. [61] proposed a blockchain-based secure
cluster MAC protocol (SCB-MAC) based on the traditional
IEEE802.11 standard, which defined the formation of the
cluster, handshake mode, and transmission of specific and
nonsecure messages in detail. Assume that all vehicles are
equipped with the hardware and software resources needed
to send and receive information, such as OBUs, sensors, a
global positioning system (GPS). ,ey can connect to high-
speed Internet. A Certification Authority (CA) physically
verifies all vehicles. ,e CA assigns a public and private key
pair to each car. ,e CA is considered secure enough to
protect the privacy of the vehicle. Select a cluster leader (CH)
and others as cluster members (CM) in a centralized vehicle
system. CH will handle all NSMT between CMs as an access
point. Each cluster has a blockchain to store securemessages.
All CMs (including CH) are complete nodes, and anyone can
initiate a transaction in a specified blockchain to notify of an
emergency. ,e vehicle will sign the message with its private
key to confirm its identity and ensure nonrepudiation. ,e
blockchain server will check the authentication, generate a
block from the transmission, and broadcast it to all
members.

,is section examines security solutions beyond identity
authentication, privacy protection, trust management, and
access control.,ese solutions only explore security issues at
a specific point on the Internet of Vehicles, such as repu-
tation-based data sharing, without considering privacy
protection while considering data sharing. ,erefore, we
suggest that we take full advantage of the technical char-
acteristics of IoV and blockchain and solve the security
problems of the Internet of Vehicles through the IoV ar-
chitecture and technology innovation of the integrated
block.

5. Security Analysis Methods and Performance
Parameters in BIoV

5.1. Security Analysis Methods. Based on thoroughly in-
vestigating blockchain-based IoV security technology in the
last section, we analyzed that each protocol and scheme’s
simulation environment and analysis methods differed. ,is
section focuses on security analysis methods and perfor-
mance parameters in BIoV.

5.1.1. Informal Safety Analysis. Informal security analysis
refers to the theory or process analysis of the following
security elements according to the characteristics of security
protocols proposed in this paper. Table 5 shows the com-
parison of relating schemes.

Bidirectional authentication: in the designed certifica-
tion process, certification entities are for mutual
certification.

Key management: in the scheme designed in this paper,
after mutual authentication and key protocol are
completed, the secret key is generated, stored, and
revoked, and this forms the life cycle management of
the private key
Privacy protection: in schemes, protocols, and other
processes, it is necessary to consider preventing the
disclosure of information such as original identity and
how to share sensitive information (such as anonymity
and location)
Resist attacks: according to the design of the agreement
and scheme, it is necessary to consider resisting the
man-in-the-middle attack, DOS attack, and other kinds
of attacks proposed in Section 2

5.1.2. Formal Safety Analysis Methods. ,e formal security
analysis method is proved by mathematical theorem. First,
establish the theorem. Secondly, the popular security veri-
fication tool ProVerif [66] verifies the security of the pro-
posed authentication protocol. ProVerif is an automatic
formal verification cryptographic protocol tool based on the
Dolev-Yao model developed by Bruno Blanchet. It is
implemented in the Prolog language. It can describe a variety
of cryptographic primitives, including shared key and public
key cryptography (encryption and digital signature), hash
functions, and Diffie-Hellman key exchange protocols. It can
specify rewrite rules and equations for input languages, such
as applying PI calculus or the Horn word.,e authentication
protocol used for authentication is divided into three parts
[67]: (1) declaring encryption primitives, (2) defining pro-
cesses on the primary process and a single entity as child
processes, and (3) instantiation child processes using the
immediate process. When using the ProVerif tool to verify
the cryptographic protocol, this tool will give a corre-
sponding attack sequence if the protocol has vulnerabilities.
ProVerif can prove the following attributes: confidentiality
(the adversary does not have access to the secret), authen-
tication and its more general counterpart, high secrecy (the
adversary does not see the difference when the secret value
changes), and only equivalence between processes with
different terms. Table 6 lists a comparison of formal safety
analysis methods in the literature.

5.2. Performance Evaluation Characteristic Parameters and
Comparison. We summarize the blockchain types and
performance evaluation parameters involved in the litera-
ture, as shown in Table 7. We can see that, by evaluating the
methods proposed in the literature in a blockchain, in ad-
dition to the regular communication overhead and com-
putational overhead, the researchers also assess the storage
overhead.

(1) Communication overhead: this parameter is the
maximum packet size required for protocol
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transport. Literature [48] points out that there are
two kinds of data, namely, secure and nonsecure
messages, transmitted through a wireless channel in
the vehicular network. Safety messages are triggered
by specific road-related events and broadcast by the
vehicle; the packet size of the message is set to 800
bytes. Unsafe data generated by a car are accumu-
lated in a certain period, packaged into a packet, and
uploaded to a nearby RSU. ,e size of the nonsecure
message packet is usually more significant than the
size of the secure message. In literature [50], the size
of the blockchain data packet is 512 bytes, and the
size of the application data packet is 64 bytes.

(2) Computational complexity: the computational com-
plexity is related to the algorithm used by the protocol
or scheme. We can define the algorithm complexity
involving signature, verification, encryption, and
decryption in the process as O (Sig), O (Sig), O (Enc),
and O (Enc) functions. We can compare literature
[44] and literature [45], as shown in Table 8.
From the above comparison, we can see the location
privacy protection scheme combined edge com-
puting and RSU adopted in the literature [45] can
quickly evaluate the trust value by using the trust
data gathered from the blockchain. We want to
protect vehicle location privacy while reducing
computing time and communication costs. Of
course, literature [44] strengthens the reliability of
vehicles by analyzing various requirements of
requesting and cooperating vehicles.

(3) Decentralization: quantitative decentralization refers
to the degree of decentralization of the system, and it
can also judge the influence of system modification
on the degree of decentralization. We can design and
optimize algorithms and frameworks to maximize

decentralization. In [50], the Gini coefficient g(λ) is
used to measure the dispersion of the proposed
protocol by considering the geographical location
distribution of miners’ nodes. ,e Gini coefficient is
in [0, 1], where 0 represents complete dispersion and
1 represents total concentration. ,erefore, the more
dispersed or uniform the geographic distribution of
miner nodes is, the closer the coefficient is to 0. In
this paper, λ(x) is used to express the geographical
distribution density of RSU, and the Gini coefficient
g(λ) can be expressed as

g(λ) �


a


a
|λ(x) − λ(y)|dydx


a


a
λ(x)dydx

�


a


a
|λ(x) − λ(y)|dydx

2M
,

(1)

where a is the area of the two-dimensional coordi-
nate (x, y) of the geographical location of RSU and
the distribution density of λ(x) in this area.

(4) Delay: the time required for the successful trans-
mission of a message [46]. ,en, the average delay E
[D] can be expressed as

E[D] � E Tinterval  −
Pfdrop

1 − Pfdrop
∗E Tdrop . (2)

Among them E[Tinterval] represents the average time
interval between two successful packets received, Pf drop
shows the packet loss probability, and E[Tdrop] expresses the
average packet loss time.

Communication delay is an important indicator to judge
whether the technical security solution of the Internet of
Vehicles is efficient. ,e most common simulation indica-
tors: the same method evaluates the change of the com-
munication delay with the number of nodes to determine the

Table 5: Comparison of informal safety analysis methods.

Security characteristics [62] [63] [64] [65]
Bidirectional authentication Y Y Y N
Key management Y Y N Y
Privacy protection PFS/PBS Y N N

Resist attacks Man-in-the-middle attack Man-in-the-middle attack DOS attack, physical attack,
and man-in-the-middle attack Resist cyberattacks

Table 6: Comparison of formal safety analysis methods.

Literature [25] [35] [53] [55] [58]
Mathematical theorem proof Y Y N Y N
ProVerif N N Y Y Y

Table 7: Blockchain simulation and parameters.

Literature Simulation tools Blockchain Parameters for performance evaluation
[21] Hyperledger Fabric 1.2 Storage overhead and computational overhead
[35] Cygwin NO Computational overhead and communication overhead
[51] Ethereum blockchain Computational overhead and communication overhead
[61] Truffle framework Ethereum blockchain Storage overhead delay
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scalability of the scheme; the comparison of the commu-
nication delay between different ways reflects the efficiency
of the method.

6. Summarization and Prospect

,rough the above discussion on various aspects of block-
chain-based IoV technology, security and privacy issues in
IoV applications have focused on people’s attention. We can
enhance decentralized privacy protection, traceability, and
other types of security by integrating blockchain technology.
,e research achievements in identity authentication, privacy
protection, trust management, access control, and so on have
been made. However, the following problems remain unre-
solved. However, the following issues remain unresolved: (1)
development of a blockchain-based IoV security framework,
which is different from the traditional IoV network archi-
tecture. We can use existing infrastructure to build IoV
systems at maximum cost savings; (2) studying new block-
chain models.,emodel addresses current challenges such as
growing nodes, ledger, and data, reducing complexity and
latency, and increasing scalability; (3) strengthening the
control layer. ,is layer mainly uses intrusion detection and
attack mitigation control. ,ese methods require numerical
and theoretical analysis and can keep the network running in
the face of errors, emergency demand outages, or physical
attacks; (4) studying lightweight blockchain. ,e important
limitations of smart contracts and consensus mechanisms are
computing power, communication, and energy consumption;
moreover, with the increasing number of vehicles, there is a
lot of data transmission and storage consumption. ,erefore,
we should design a lightweight blockchain-based IoV
framework or lightweight authentication and privacy pro-
tection protocols; (5) combination with existing new tech-
nologies. Blockchain can be combined with edge computing
to enhance data analytics and improve the security of nodes
on the Internet of Vehicles. Blockchain can also be combined
with deep learning to build risk prediction models and im-
prove access control security for Internet of Vehicles systems.
Blockchain can also be combined with SDN and AI tech-
nologies to improve the transparency of the control plane.
,erefore, the significance of the research work carried out in
this paper is to summarize, classify, and discuss the existing
blockchain-based Internet of Vehicles security technology,
grasp its development direction, summarize verification and
effective evaluation methods, and provide direction and
method guidance for the following research work.
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