Hindawi

Security and Communication Networks
Volume 2024, Article ID 9846307, 1 page
https://doi.org/10.1155/2024/9846307

Retraction

WILEY | Q@) Hindawi

Retracted: An Efficient Certificate-Based Aggregate Signature

Scheme for Internet of Drones

Security and Communication Networks

Received 8 January 2024; Accepted 8 January 2024; Published 9 January 2024

Copyright © 2024 Security and Communication Networks. This is an open access article distributed under the Creative Commons
Attribution License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is

properly cited.

This article has been retracted by Hindawi following an
investigation undertaken by the publisher [1]. This in-
vestigation has uncovered evidence of one or more of the
following indicators of systematic manipulation of the
publication process:

(1) Discrepancies in scope

(2) Discrepancies in the description of the research
reported

(3) Discrepancies between the availability of data and
the research described

(4) Inappropriate citations

(5) Incoherent, meaningless and/or irrelevant content
included in the article

(6) Manipulated or compromised peer review

The presence of these indicators undermines our con-
fidence in the integrity of the article’s content and we cannot,
therefore, vouch for its reliability. Please note that this notice
is intended solely to alert readers that the content of this
article is unreliable. We have not investigated whether au-
thors were aware of or involved in the systematic manip-
ulation of the publication process.

Wiley and Hindawi regrets that the usual quality checks
did not identify these issues before publication and have
since put additional measures in place to safeguard research
integrity.

We wish to credit our own Research Integrity and Re-
search Publishing teams and anonymous and named ex-
ternal researchers and research integrity experts for
contributing to this investigation.

The corresponding author, as the representative of all
authors, has been given the opportunity to register their
agreement or disagreement to this retraction. We have kept
a record of any response received.

References

[1] M. A. Khan, I. Ullah, M. H. Alsharif, A. H. Alghtani, A. A. Aly,
and C. Chen, “An Efficient Certificate-Based Aggregate Sig-
nature Scheme for Internet of Drones,” Security and Com-
munication Networks, vol. 2022, Article ID 9718580, 9 pages,
2022.


https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2024/9846307

Hindawi

Security and Communication Networks
Volume 2022, Article ID 9718580, 9 pages
https://doi.org/10.1155/2022/9718580

Research Article

WILEY | Q@) Hindawi

An Efficient Certificate-Based Aggregate Signature Scheme for

Internet of Drones

Muhammad Asghar Khan ,! Insaf Ullah,! Mohammed H. Alsharif ),
Abdulaziz H. Alghtani,” Ayman A. Aly,’ and Chien-Ming Chen ®*

'Hamdard Institute of Engineering & Technology, Islamabad 44000, Pakistan
’Department of Electrical Engineering, College of Electronics and Information Engineering, Sejong University, Seoul 05006,

Republic of Korea

*Department of Mechanical Engineering, Taif University, Taif 21944, Saudi Arabia
*College of Computer Science and Technology, Shandong University of Science and Technology, Qingdao, Shandong, China

Correspondence should be addressed to Chien-Ming Chen; chienmingchen@ieee.org

Received 11 November 2021; Accepted 22 December 2021; Published 15 January 2022

Academic Editor: Irshad Azeem

Copyright © 2022 Muhammad Asghar Khan et al. This is an open access article distributed under the Creative Commons
Attribution License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is
properly cited.

Internet of drones (IoD) is a network of small drones that leverages IoT infrastructure to deliver real-time data communication
services to users. On the one hand, IoD is an excellent choice for a number of military and civilian applications owing to key
characteristics like agility, low cost, and ease of deployment; on the other hand, small drones are rarely designed with security and
privacy concerns in mind. Intruders can exploit this vulnerability to compromise the security and privacy of IoD networks and
harm the information exchange operation. An aggregate signature scheme is the best solution for resolving security and privacy
concerns since multiple drones are connected in IoD networks to gather data from a certain zone. However, most aggregate
signature schemes proposed in the past for this purpose are either identity-based or relied on certificateless cryptographic
methods. Using these methods, a central authority known as a trusted authority (TA) is responsible for generating and dis-
tributing secret keys of every user. However, the key escrow problem is formulated as knowing the secret key generated by the TA.
These methods are hampered by key distribution issues, which restrict their applicability in a variety of situations. To address these
concerns, this paper presents a certificate-based aggregate signature (CBS-AS) scheme based on hyperelliptic curve cryptography
(HECC). The proposed scheme has been shown to be both efficient in terms of computation cost and unforgeable while testing its
toughness through formal security analysis.

1. Introduction

Drones have recently gained a lot of attention for their wide
range of applications in areas including surveillance, agri-
culture, healthcare, traffic management, inspections, and
public safety [1, 2]. Likewise, multiple small drones can be
connected to accomplish given tasks more efficiently than a
single large drone [3]. Therefore, a new clan of networks
known as the Internet of drones (IoD) has evolved as a result
of advancing from a single drone to multiple drones con-
nected via the Internet. This network has all of the tech-
nological resources that needs to perform the assigned task

autonomously, including a communication module for
transmitting and receiving data, sensors for gathering data,
memory for storing sensor data, and processors for com-
putation [4]. However, drones in IoD network typically have
limited storage, energy, and computing capacities, making it
difficult for them to perform computationally complex
operations [5, 6].

IoD networks are typically deployed for applications that
require users to retrieve real-time data from drones. There is
a high chance that a malicious actor may conceivably control
some drones or carry out impersonation attacks due to the
multiple wireless connections among drones. Additionally,


mailto:chienmingchen@ieee.org
https://orcid.org/0000-0002-1351-898X
https://orcid.org/0000-0001-8579-5444
https://orcid.org/0000-0002-6502-472X
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2022/9718580

security and privacy concerns are rarely considered when
small drones are designed [7]. Intruders who intend to
violate the security and privacy measures of the IoD network
have several options to carry out their malicious intent. They
can, for example, transmit a large number of reservation
requests, eavesdrop on the control messages, and/or forge
information exchange [8]. A lightweight cryptographic
scheme to offer data confidentiality, as well as a digital
signature scheme to assure the integrity of data generated by
a drone in an IoD environment, is required to solve this
problem. Similarly, in an IoD network, where multiple
drones are often connected to gather data from a designated
zone, the notion of aggregation is essential for improving
data distribution efficiency. The aggregate signature [9] is a
sort of digital signature that allows several messages from
different users to be compressed into a single signature.
Instead of verifying all of the individual signatures, the
verifier simply needs to examine the aggregate signature,
resulting in a considerable decrease in the overall length of
signatures. As a result, the load of network transmission can
be minimized, and the efficiency of validating multiple
signatures can be improved when employing the aggregate
signature scheme.

Most of the existing aggregate signature schemes gen-
erate aggregate signatures using either pairing operations or
ECC. These methods are inefficient since they require heavy
computations and are not suitable for devices with limited
resources. Moreover, a Public Key Infrastructure (PKI)
encryption mechanism was utilized in an early digital sig-
nature scheme. Following that, identity-based cryptography
(IBC), identity-based signatures (IBS), identity-based ag-
gregate signatures (IBAS), and certificateless cryptography
(CLC) were used to create digital signature and aggregate
signature schemes. Both the IBC and CLC approaches,
however, have issues with key escrow and/or key distribu-
tion [10-12]. certificate-based signatures (CBS) and certif-
icate-based aggregate signatures (CB-AS) have been offered
as solutions to overcome these issues, and research is un-
derway to guarantee that they can fulfil a number of security
requirements, including data integrity, nonrepudiation, and
resistance to signature forgery [13].

To address the abovementioned issues, this article
proposes a CB-AS scheme for IoD networks. The proposed
scheme is efficient because it employs the concept of HECC.
The HECC provides the same level of security as bilinear
pairing (BP) and elliptic curve cryptography (ECC) with a
small key size. The key contributions of the proposed scheme
are summarized as follows:

(i) Firstly, the primary contribution of this research
work is to design an aggregate signature scheme for
an IoD network, in which a drone (aggregator
drone) in a cluster will aggregate individual sig-
natures of member drones and verify the validity of
aggregated data.

(ii) Secondly, based on the notion of hyperelliptic curve
cryptography (HECC) in a certificate-based setting,
the proposed scheme is proved to be existentially
unforgeable under adaptive chosen message.
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(iii) Finally, the proposed scheme is compared to rele-
vant existing schemes, and the comparison analysis
reveals that our scheme is more efficient in terms of
computation and communication costs.

The rest of this paper is laid out as follows. We provide
related work in Section 2. Preliminaries are provided in
Section 3. The system model and proposed CB-AS scheme is
presented in Section 4. We evaluate provable security
analysis in Section 5 before evaluating performance in terms
of computation and communication costs in Section 6.
Finally, in Section 7, we make a conclusion.

2. Related Work

Aggregate signatures, which are based on public key cryp-
tography (PKC) methods, are commonly used for aggregate
authentication of information exchange. In this approach,
the senders sign the message using their own private keys,
and then the aggregator, who is chosen by the senders, uses
aggregation algorithms to compress all of the individual
signatures into a fixed-length short signature. The validity of
the short signature is the same as the validity of all individual
signatures utilized to create the aggregate signature. Any
verifier may only establish whether or not all individual
signatures from the given users are legitimate by examining
the aggregate signature. As a result, aggregate signature is
more beneficial for IoD networks, increasing data verifica-
tion and transmission efficiency.

Liu et al. [14] introduced the first CBC aggregate signature
scheme, in which signers use sequential aggregation to create an
AS from a prior aggregated signature. As a result, aggregation is
performed by each signer. However, in practice, this approach
has limited use. It is also pairing-based, which makes it inap-
propriate for IoD systems. Wang et al. [15] proposed a provably
secure aggregate authentication scheme for a UAV cluster
network. The scheme is based on an ID-based encryption
method, which is prone to key escrow issues. Moreover, the
proposed scheme is based on elliptic curve cryptography, which
is not well suited to IoD networks. Li et al. [16] proposed an
authentication framework for UAVCN based on identity-based
aggregate signature method. According to security analysis, the
authors claimed that their scheme is unforgeable for (attested)
authentication requests and (aggregate) responses. The scheme,
however, has a large computational cost. Li et al. [17] presented a
certificateless pairing-free authentication system for UAV net-
works. The authentication mechanism of the proposed scheme is
based on the notion of elliptic curve cryptography and uses an
aggregator signature. Kar et al. [18] proposed an efficient and
low-cost certificateless aggregate signature scheme for wireless
sensor networks. Security toughness of the proposed scheme is
tested under random oracle model. Both of the schemes pre-
sented in [17, 18] were, however, based on ECC cryptography,
which has a marginally higher computational cost than HECC.

Verma et al. [19] proposed a pairing-free CBC-AS so-
lution for healthcare monitoring that is devoid of key dis-
tribution and certificate management issues. The number of
signers, on the other hand, determines the size of the ag-
gregated signature. As a result of the variability in AS
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duration, the solution is impractical for resource-con-
strained IoD networks. Very recently, Verma et al. [20]
presented another certificate-based efficient signature
scheme with compact aggregation. The proposed CB-CAS
scheme is the shortest since it uses compact aggregation.
However, it may not meet the requirements of distributed
ledger systems (DLSs). The reason for this is that with DLSs,
several signers sign a single message. As a result, a multi-
signature method is needed. Furthermore, the proposed
scheme is based on the concept of ECC, which is incom-
patible with IoD networks. Our scheme, on the other hand,
is based on HECC, a more advanced variant of ECC that
offers the same level of security as ECC but with a smaller
key size, lowering computation, and communication costs.

3. Preliminaries

Firstly, we will go over some basics regarding HEC, which is
an advanced version of EC that only require 80 bits of
parameter and key size. The advantage of the hyper elliptic
curve is that it provides the same level of security robustness
as the elliptic curve. Secondly, we explain the hyperelliptic
curve discrete logarithms problem, which is as follows:
suppose 7 = .92; then the task of the attacker is to extract
the unknown y from 7 that is called hyperelliptic curve
discrete logarithm. Thirdly, we present two sorts of adver-
saries: Type 1 and Type 2 adversaries. Type 1 is an external
attacker whose objective is to forge the signature; it also lacks
access to the CA’s secret key. Type 2 is a malicious CA whose
mission is to forge signatures. It also has access to the CA’s
secret key and will be unable to perform public key re-
placement and certificate queries. Finally, we evaluate the
open channel for our proposed scheme, in which these two
attackers could perform the forging procedure against it.

4. System Model and Proposed CB-AS Scheme

This section illustrates the overall concept and syntax of the
proposed CB-AS scheme for IoD networks.

4.1. System Model. The proposed CB-AS system model [17]
is depicted in Figure 1. Member drones (M-Drones),
aggregator drones (AGT-Drones), certificate authority (CA),
and base station (BS) are the four categories of entities in the
proposed system. The M-Drones are in charge of monitoring
a certain zone, and the AGT-Drone serves as a cluster head
for a group of M-Drones that are directly attached to it. The
CA is in charge of the setup and certificate generation. The
BS, on the other hand, does mutual authentication before to
assigning tasks to both types of drones (AGT-Drone and
M-Drones). The authentication process is started by BS,
which allows the aggregator drone to validate, attest, and
disseminate authentication requests to its M-Drones. AGT-
Drone serves as a bridge between BS and M-Drones, pro-
viding computing and communication capabilities to

control its M-Drone in the cluster. The AGT-Drone in the
cluster is used to communicate between the BS and the
M-Drones. Each M-Drone may check its real source and the
attested request before responding to authentication request
of BS. AGT-Drone can validate the responses of M-Drone in
the same cluster in batch. The notions used in the proposed
scheme are illustrated in Table 1.

4.2. Proposed CB-AS Scheme. The phases of the proposed
CB-AS scheme [19] are listed as follows:

(i) Setup: given u* isa security parameter, this phase
enables the certifiers to publish a param
F ={D, F", b, g, iy, h,, ©}, where D is the divi-
sor, F" represents a finite field, #¢ is used for hyper
elliptic curve, (i, 1, h,) are the three irreversible
cryptographic hash functions, and ® = 7.2 means
the public key of certifiers. Further, certifiers set 7 is
his private key.

(i) Key generation: each user (0;) with ID; compute
0; = ;. 9, where ¢; is private key selected by user
randomly from #€ group.

(iii) Certificate generation: for each user (0;) with ID;,
certifiers select y; randomly from %€ group and
compute w; = ,.9, 0; = x; + nhy (ID;, w;, 0;) and
set ©; = (w;,0;) as a certificate. When user wants
verification of &, = (w;,0;), then he/she use the
following equation: 0,92 = w; + ®h, (ID;, w;, 0;).

(iv) Certificate-based signature generation: for a sig-
nature generator with ID;, compute «; = ¢,.9,
where ¢; is selected randomly from %€ group,
r;=h (w5 0,mpa;), R =h,(ID;, w;,0;,m;, ap),
compute (;=0;+ ¢ + {;R;, and set
v; = (o, w;, ;) as a signature.

(v) Certificate-based signature verifications: a verifier
can do the following computational steps: it
computes r; = hy (w;, 0, m;, ;), R; = h, (ID;, w;, 0;,
m;, o), €; = by (ID;, w;, 0); and checks if (. D = w; +
¢.0 +r..0; + R.a; equals and then accepts the
signature.

(vi) Certificate-based signature aggregations: after re-
ception of y; = (&;, w;, {;), an aggregator can make
(=Y",{;s it means that (; is the aggregated sig-
nature on m,.

(vii) Certificate-based signature aggregations verifica-
tions: a verifier can do the following computational
steps: it computes ! .7, =h (w,0,m,q)

Ying Ry =1, (ID;, w05 my, ), Yilo € = by (ID,
w;,0;) and checks if {2 =" w; + (X,¢).0 +
+(Qor).o;+ QL R).a; equals and then
accepts (.

4.3. Correctness. A verifier can do the following computa-
tional steps for verification of y; = (o, w;, (;):
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FIGURE 1: The proposed CB-AS scheme model for IoD.
TaBLE 1: Notions used in the proposed scheme.
No. Symbol Purpose
1 u* A security parameter on HEC with 80 bit size
2 F A published set of defined parameter in ToD network
3 he Symbol used to represent HEC
4 F" Symbol used to represent a finite field of n order on HEC
5 2 Symbol used to represent a divisor on HEC
6 () Symbol used to represent the public key of certifiers
7 n Symbol used to represent the private key of certifiers
8 gty hy Symbols used to represent the irreversible cryptographic hash functions, that is, SHA 256
9 0, Symbol used to represent each user with ID;
10 o; Symbol used to represent the public key of each user with ID;
11 ®; Symbol used to represent the private key of each user with ID;
12 ©,; Symbol used to represent the certificate of each user with ID;
13 ¢ Symbol used to represent the normal certificate based signature
14 ¢ Symbol used to represent the aggregated certificate based signature
15 Aukri Symbol used to represent Typel attacker
16  Auxre Symbol used to represent Type2 attacker
17 D Symbol used to represent maximum number of queries
18 @y, Symbol used to represent queries request for #,-oracle.
19 e Symbol used to represent a helper, which help to solve hyper elliptic curve discrete logarithm problem for A,y and A kg,

D =w + 2L - .0 a
G kG O+ G R (D= Zw +<Z€> ®++<Z > o+<ZR>

(D =(0; + i1 + %R;) - D i=0 =0
= (i + 17y (ID;, w5 0;) + @7 + ;R;) - D (‘@=<Zai+q’izri+€izRi>'@
i=0 i=0 i=0
=(y. - D+n-Dh,(ID,, i 0 1 n n n n
(Xz n 0( i W, 0') () =<ZXi+nZ€i+¢izri+€isz>@
+(Pi'9ri+€i'9Ri) i=0 i=0 i=0 i=0
(@, +©-6 40 1 +a-R) =<ZO:XI D+n- 9;}6 +; @Z(;‘ i+€i.9;Ri>
st Ot t R0 :Zwi+<Z€> ®++<Zrl '0i+<ZRi>'ai'
i=0 i=0 i=0 i=0

Hence, it is proved.
Also, a verifier can do the following computational steps

for verification of (: Hence, it is proved.
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5. Provable Security Analysis

In this section, we intend to prove that the proposed scheme
is unforgeable under the attack of both Type 1 and Type 2
adversaries. For this purpose, we perform the following four
games [19].

In Game 1, we evaluate the unforgeability of our pro-
posed CB-AS scheme against Type 1 attacker (A 4xr1)- Aaxri
is the outsider attacker; its work is to forge the proposed
scheme signature and solve hyperelliptic curve discrete
logarithm problem (HECDLP) with the help of another
entity e by using the advantage of
Adve™CPP - 1@ + (1 - 1/0)®¢. Note @ represents max-
imum number of queries.

Proof. When e received 7 = .9, then his task is to extract
the unknown y from 7. Further, it can do the following
Oracles:

(i) Setup (.)-Oracle: e set a param
F ={D,F", 1l hy, hy, h,,®}, and O = 7. Then, e
gives F to A,gp,- Further, e choose v is an index
sustaining 1 <v< @, , where @, is a number of
query request for f,-Oracle.

(ii) Key Generation (.)-Oracle: A, gz, ask for this
query, e combs in Ly, for (ID;, ¢;0,), if it is
exist, then it gives 0, to A,kg,.- Otherwise, e
compute o; = ¢, D, where ¢, is private key se-
lected by user randomly from %€ group and gives
it to Aygg,, further it updates the list L, with
(ID;, ¢;, 0;).

(iii) %y (.)-Oracle: A gy, ask for this query, e combs in
L, for (ID;, w;, 0;, £), if it is exist, then it gives £; to
A kri- Otherwise, e select £; at random and gives it
to Aukg, further it updates the list L, with
(ID;, w;, 015 8;)-

(iv) h, (.)-Oracle: A ask for this query, e combs in
1 AKRI1 query:
Ly, for (w;, 05 mj, a;1);, if it is exist, then it gives £;
to Agg;- Otherwise, e select r; at random and
gives it to A 4xr» further it updates the list Ly, with
(wi, o0;,my;, &, 7’,‘)-
(v) %, (.)-Oracle: A ask for this query, e combs in
2 AKR1 query;
L, for (ID;, w;,05m; a5, R;), if it is exist, then it
gives €; to A xp,. Otherwise, e select R; at random
and gives it to A kg, further it updates the list L;,
with (ID;, w;, 0, m;, &, R;).

(vi) Public Key Replacement (.)-Oracle: A gy, ask for
this query with (ID;, ¢;,0}), e combs in Ly, for
(ID;, ¢;, o), if it is exist, then it change the triple by
(ID;, L, d%).

(vii) Corruption (.)-Oracle: A g, ask for this query, e
combs in Ly, for (I D,¢,0), if it is exist, then it
gives 0 to A gp,. Otherwise, e compute 0 = 9.9,
where ¢ is private key selected by user randomly
from 7€ group and gives it to A xg;, further it
updates the list Ly., with (I D, ¢,0).

(viii) Certificate Generation (.)-Oracle: A g, ask for
this query, if i =, then e abort further pro-
cessing, otherwise e check the list L for cer-
tificate, if it is exists, e sends it to A xp,. If it is
not exists, then it pick 9; and r;, then compute
w; = 0;.9D —¢,. m. At the end of this process, e
give (0;, w;) to A,gg, and update the list L,
accordingly.

(ix) Certificate Based Signature Generation (.)-Oracle:
Auxry ask for this query, if i =9, then e set
r,=h(w,0,m,a,), R,=n,(D,,w,d,m,,
a,), and ¢,=ny(ID,, w,0,), then compute
w,=0,9-¢,.ma,=(R,-0,)D —r,0, It also
pick ¢, randomly and delivers («,, w,,(,) to
Aakr1-

Eventually, A,xg, returns a forge signature y* =
(a*, w*,{*) on m*. Though, by using the concept of forking
lemma, e returns two signatures that are (aj,w},{;) and
(o}, w3,85). Thus, (.9 =w}+€.m+r.0;+Ra; and
D =wi+b.m+r.0;+Raj. So, ({{-0).D= (-
0,).y.D=y=C( -(/6,-€ wil be the solution of
HECDLP.

In the probability analysis, taking into account the above
game, we have the probability of the following events.

(i) Event 1: e has not any intentions to stop this game
and its probability as P(Event1) > (1 - 1/0)?

(ii) Event 2: A, kg, has the capacity to stop this game
and its probability as P(Event2)>¢

(iii) Event 3: it can don the forgery for target identity and
its probability as P(Event1) >1/®

So, P(Event1)P(Event2)P(Event3)=1/®+ (1-1/
0)%¢

In Game 2, we test the property of unforgeability of our
proposed CB-AS scheme against Type 1 attacker
(A kr1)-Aaxristruggles to forge the proposed scheme sig-
nature and solve HECDLP with the help of another entity e
by using the advantage of Adve PP = 1/ + (1 - 1/@)%¢.
Note that @ represents maximum number of queries. [

Proof. When e received 7 = 9.9, then his task is to extract
the unknown y from 7. Further, it can do the following
Oracles:

(i) Setup (.)-Oracle: e set a param as Game 1, and set
© = 7. Then, A s kg, ask for the queries same as Game
1.

Finally, by using the concept of forking lemma, e returns
two signatures that are (af, w},{") and (af,w},{""). Thus,
y={" ="/, - ¢, will be the solution of HECDLP.

In the probability analysis, taking into account the above
game, we have the probability of the following events.

(i) Event 1: e has not any intentions to stop this game
and its probability as P(Event1) > (1 — 1/0)®

(ii) Event 2: A kg, has the capacity to stop this game
and its probability as P (Event2)>¢&



(iii) Event 3: it can don the forgery for target identity and
its probability as P (Event 1) > 1/®

So, P(Event1)P(Event2)P(Event3) = 1/®+
0)%¢.

In Game 3, we are explaining the unforgeability of our
proposed CB-AS scheme against Type 2 attacker
(Axra)-Aakr, is the malicious certifiers attacker; its work is
to forged the proposed scheme signature and solve hyper-
elliptic curve discrete logarithm problem (HECDLP) with
the help of another entity e by using the advantage of
Adve™PP = 1)@ + (1 - 1/®)®¢. Note that @ represents
maximum number of queries. |

(1-1/

Proof. When e received 7 = .9, then his task is to extract
the unknown y from 7. Further, it can do the following
oracles.

(i) Setup (.)-Oracle: e set a param &% ={2,F" h¢,
hg, iy, 1y, O}, and © = 1.2 = 7. Then, e gives F and
1 t0 A gp,- Further, e choose v is an index sustaining
1<v< @, , where ;, is a number of query requests
for f,-Oracle.

Then, A,xg, ask for the same queries as Game 1
neglecting the public key replacement (.)-Oracle and cer-
tificate generation (.)-Oracle.

Finally, Ajxg, returns a forged signature y* =
(a*, w*,{") on m*, though, by using the concept of forking
lemma, e returns two signatures that are (aj,w},(}) and
(af, w5, 05). Thus, (.9 =w}+€.1+r.0;,+Ra} and
(D =wl+bm+r.0;+Raj.  So, ({7 -0)D = (¢
-0,)y.D =y={] -/, —¢, wil be the solution of
HECDLP.

In the probability analysis, taking into account the above
game, we have the probability of the following events.

(i) Event 1: e has not any intentions to stop this game
and its probability as P(Event1)> (1 — 1/®)®

(ii) Event 2: A, xp, has the capacity to stop this game
and its probability as P(Event2) >¢

(iii) Event 3: it can don the forgery for target identity and
its probability as P(Event1) >1/®

So, P(Event1)P(Event2)P(Event3) = 1/®+
0)%¢,

In Game 4, we intend to prove the unforgeability of our
proposed CB-AS scheme against Type 2 attacker
(Augra)-Aakry 18 struggles to forge the proposed scheme
signature and solve HECDLP with the helg of another entity
e by using the advantage of Adve™ P =1/®+ (1-
1/®)®¢. Note that @ represents maximum number of
queries. |

(1-1/

Proof. When e received 7 = .9, then his task is to extract
the unknown y from 7. Further, it can do the following
oracles.

(i) Setup (.)-Oracle: e set a param as Game 3, and set
® = 7. Then, A jxg, ask for the same queries as Game
3
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Finally, by using the concept of forking lemma, e returns
two signatures that are (af, w}, (") and (af, w;,{""). Thus,
y={"={""/¢, - ¢, will be the solution of HECDLP.

In the probability analysis, taking into account the above
game, we have the probability of the following events.

(i) Event 1: e has not any intentions to stop this game
and its probability as P(Event1)> (1 — 1/®)®

(ii) Event 2: A xp, has the capacity to stop this game
and its probability as P (Event2) > ¢

(iii) Event 3: it can don the forgery for target identity and
its probability as P(Event 1) >1/®

So, P(Eventl)(Event2)P(Event3) =1/®+ (1-1/
%Y. O

6. Performance Evaluation

In this section, we evaluate performance evaluation of the
proposed scheme in terms of computation and communi-
cation costs.

6.1. Computational Cost. Suppose HDML, PM, PML, and P
denote hyperelliptic curve divisor multiplication, multipli-
cation operation on pairing, point multiplication on elliptic
curve, and pairing operations, respectively. We picked the
consuming time for PM, PML, and P as 4.31, 0.97, and 14.90
milliseconds (ms) from [23]; they did this experiment
through the computer system with specifications of Intel
Core i7-4510U Central Processing unit, 2.0 Gigahertz, Eight
Giga Byte Random Access Memory, MIRACL, and Win-
dows 7 Home Basic 64-bit OS. We then further picked the
consuming cost for HDML from [21, 22] that is 0.48 ms. On
the basis of these findings, we compared our scheme with
similar published schemes that are of Wang et al. [15], Li
et al. [16], and Li et al. [17]. The major findings obtained
from the comparison are mentioned in Table 2 and depicted
in Figure 2, which are as follows: Wang et al. [15] consumes
2P +5PM = 2% 14.90 + 5+ 4.31 = 51.35ms; Li et al. [16]
consumes 6P + 7PM = 6 % 14.90 + 7 * 4.31 = 119.57ms; and
Li et al. [17] consumes 16PML = 16 * 0.97 = 15.52ms, and
they proposed scheme consumes 7HDML =7 *0.48 =
3.36ms, respectively. Hence, from the above calculation, it is
obvious that the proposed scheme requires less running time
from the schemes proposed by Wang et al. [15], Li et al. [16],
and Li et al. [17].

6.2. Communication Cost. Suppose |ml, |G|, |q|, and |n]
denote the size of message, size of group parameter of bi-
linear pairing, parameter size of elliptic curve, and parameter
size of hyperelliptic curve, respectively. We picked the
utilized size in bits for |ml, |G|, |q|, and |n| as 1024, 1024, 160,
and 80 [21, 22]. On the basis of this data, we compared the
proposed scheme with similar published schemes presented
by Wang et al. [15], Li et al. [16], and Li et al. [17], which are
presented in Table 3. Then, in the last column of Table 3, by
using the above-consuming bits for |m], |G|, |ql, and |n], we
have calculated the total communication cost of proposed
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TaBLE 2: Comparison of the proposed scheme with the existing schemes in terms of computation cost.

Schemes Sender Receiver Total (ms)

Wang et al. [15] 2PM =38.62 2P+3PM =42.73 51.35

Li et al. [16] 2P4PM =47.04 4P+3PM =72.53 119.57

Li et al. [17] 9PML=8.73 7PML =6.79 15.52

Proposed scheme 3HDML=1.44 HDML=1.924 3.36

130 —

119.57

120 —

110 —

100 —

Computation Cost (in ms)

Hong et al. [15] Lietal. [16]

Lietal [17] Proposed Scheme

Schemes

[ Sender
[ Receiver

[ Total

Figure 2: Comparison of co

TaBLE 3: Comparison of the proposed scheme with the

mputation cost (in ms).

existing schemes in terms of communication cost.

Communication cost in bits

Schemes Communication cost
Wang et al. [15] |m| + 2|G|
Li et al. [16] 3|lm| + 8|G]|
Li et al. [17] 2lm| + 7|4l
Proposed scheme Im| + 3|n|

[1024] + 2 * |1024] = 3072
3% (1024] + 8 * |1024] = 11264
2% |1024] + 7 * |160| = 3168
[1024] + 3 * |80| = 1264

scheme and those that are presented by Wang et al. [15], Li
et al. [16], and Li et al. [17], and the results are described in
Table 3 and illustrated in Figure 3, respectively. The results
show that the proposed scheme requires less amount of bits
during communication.

7. Conclusion

IoD networks are equipped with cutting-edge technologies
that can be used for a wide range of civilian and commercial
applications. It does, however, have a lot of drawbacks, the
most significant of which being security and privacy issues.

In this article, we proposed a CB-AS scheme to address the
security and privacy concerns of IoD networks. Unfortu-
nately, existing CB-AS construction models rely on pairing
and elliptic curve-based operations, which are computa-
tionally costly for small drones. As a result, in this paper, we
provided a new construction model of CB-AS scheme, which
is based on the HECC, an enhanced variant of the elliptic
curve with a smaller parameter and key size (80 bits). A
security analysis demonstrates that the proposed scheme
provides substantial protection against malicious entity from
forging the authentication request and responses of others.
When compared to relevant schemes, it was found that the
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1264

Lietal. [17] Proposed Scheme
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FiGure 3: Comparison of communication cost (in bits).

proposed scheme has the lowest computation and com-
munication costs, with 3.36 milliseconds and 1264 bits,
respectively, indicating that the proposed scheme is efficient
in both computation and communication costs.
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