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At present, the Internet of Vehicles technology is developing rapidly, but in the process of networking it may be attacked by
hackers. In view of the tampering attack on the user’s device and identity, we establish a multifactor authentication scheme to
achieve dual identity authentication through device fingerprint authentication and PKI authentication. In response to the attack
by hackers in the application of data transmission, we use the SM series of state secret algorithms for data encryption and take
advantage of the immutable and decentralized characteristics of blockchain to ensure the security and integrity of data collection
and transmission. )rough the zero-trust security network architecture, the security level of the system in the process of data
transmission is effectively improved, the identity-centered dynamic access control is carried out, the user’s behavior is monitored
in real time, and the malicious nodes are screened and eliminated, which improves the stability and security of the Internet of
Vehicles data transmission system. By adopting the identity authentication pass rate, fingerprint authentication pass rate, API
authentication pass rate, and SPA packet transmission acceptance rate as the factor set, the evaluation level of the vehicles is
calculated. )e experimental results show that compared with the traditional boundary-centered security protection, our scheme
can protect a wider range of application security, even if there are security problems, the loss is less. )rough the training
simulation of the convolutional neural network, the classification accuracy of the trust level is improved.

1. Introduction

In recent years, with the rapid development of mobile In-
ternet and industrial intelligence, the automotive industry is
constantly changing to intelligence and networking. Internet
of Vehicles has become an important research field. )e
Internet of Vehicles refers to the realization of an all-around
network connection within vehicles, between vehicles and
people, between vehicles and vehicles, between vehicles and
roads, and between vehicles and service platforms with the
help of a new generation of mobile communication tech-
nology [1]. )e Internet of Vehicles improves the intelli-
gence level and automatic driving ability of vehicles and
brings great convenience to people’s transportation. At the
same time, it will help the government to establish an

intelligent transportation system and build a new business
form of automobile and transportation. Figure 1 shows the
Internet of Vehicles communication scenario.

)e Internet of Vehicles system contains massive private
data of relevant users and vehicles. )e cloud service plat-
form of Internet of Vehicles includes key data such as vehicle
management and transportation, service of information
content, and personal information. )erefore, data security
is an important issue of Internet of Vehicles. In the tradi-
tional Internet of Vehicles, the information of users and
vehicles exposed in public is easily stolen, interfered, or even
modified, as the Internet of Vehicles is a part of wireless
communication. At present, the academic community be-
lieves that the threat to data security of Internet of Vehicles
mainly comes from the following two aspects:
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(i) )e attacker attacks the vehicle-linked network
transmission. In the process of wireless communi-
cation, the attacker obtains the private data from
users on the vehicle node in the communication
channel by launching an eavesdropping attack. After
the eavesdropping attack, the attacker can also co-
ordinate a tampering attack, falsify the collected
private data, and then send the wrong information to
the users.

(ii) )e attacker attacks the application side of the In-
ternet of Vehicles. When the road traffic infra-
structure RSU, traffic cameras, and other devices that
receive communication information are captured by
an attacker, a node capture attack will come. In
addition, if the smart device related to the Internet of
Vehicles application is lost, attackers may use the
authentication information in them to have access to
resources and services illegally.)ere are also attacks
initiated by system insiders. For example, an ad-
ministrator who has access to user passwords ille-
gally embezzles and uses users’ information, which is
stored in the system server to launch attacks on the
network. Such ghost-type attacks will also threaten
the security of the Internet of Vehicles network. )e
safety problems are diversely faced by the Internet of
Vehicles, and the defense solution we need to do
should be comprehensive. It is the direction that we
need to solve urgently to establish a three-dimen-
sional and reliable security defense system for the
Internet of Vehicles.

)e protection measures of data security introduced in
the existing research mainly focus on data encryption tech-
nology, data access control technology, corresponding in-
tegrity protection, data existence and availability proof, and
virtualization security technology.)e above technologies can

ensure the security of user private data, to a certain extent. In
the Internet of Vehicles environment, with the high-speed
movement of vehicles, the network topology and the external
environment of vehicles are constantly changing, and un-
known network attacks will continue to emerge. However, the
existing research is still based on traditional border security.
By dividing the security area, the network is divided into an
external network and an internal network. )e traditional
border security takes the defense in depth model as the center
and carries out security protection by building a “wall.” By
default, the interior of the border is not secure, which cannot
prevent malicious attacks launched by attackers from the
interior, and there are great security risks. In the Internet of
Vehicles, data are assets and have a high value. To deal with
the shortcomings of traditional security protection, a new
security concept focusing on data should be adopted. )e
zero-trust business security takes identity as the center and
establishes a dynamic portable boundary. For the cloud PAN-
interconnected vehicle networking system of people, vehicles,
and roads, the zero-trust security system is more suitable.
Compared with the traditional scheme, we take the lead in
using the zero-trust security architecture in the Internet of
Vehicles. While ensuring the security of data flow trans-
mission of the Internet of Vehicles, the efficiency of system
security identification is improved, and a newmode is used to
manage the Internet of Vehicles. )erefore, we propose a
zero-trust-based data protection scheme for users in the
Internet of Vehicles.

)e zero-trust security architecture adheres to the
principle of “never trust and always verify.” Its access control
is based on the core of identity. )e subject of data trans-
mission will be continuously authenticated. )en, the zero
trust will rely on the trust evaluation model to conduct an
intelligent behavior analysis of the entire access process of
the visitor, which can timely respond to the security threats
of the Internet of Vehicles system data and update the
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Figure 1: Communication scenarios of vehicle networking.
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vehicle nodes’ trust value in real time. Finally, through the
trusted access gateway, the control of the dynamic access
authority of the asset equipment is realized. )e zero trust
will automatically resist eavesdropping attacks on the ac-
quisition of private data in the communication channel and
prevent malicious operations such as tampering attacks.
Once a node is evaluated as a malicious node, it will no
longer be able to access the database. At present, commu-
nication technology is adopted to realize the interconnection
between vehicles, roads, and data processing platforms and
perform cloud processing on data. In the blockchain net-
work [2], the decentralized features of the blockchain can
effectively prevent the excessive centralization of data in the
cloud and reduce the risk of database attacks. After the data
are stored in the block, the traceable feature of the block-
chain data can trace historical records such as user’s identity
authentication and vehicle’s device fingerprint. )e time-
stamp in the block can resist replay attacks. After using the
commercial cryptographies SM2, SM3, and SM4 to encrypt
the data of the Internet of Vehicles, it is transmitted to the
blockchain network [3, 4]. )e identification of vehicles is
realized by device fingerprint technology. )e device fin-
gerprint technology includes device fingerprint extraction
and device fingerprint authentication. )e equipment fin-
gerprint extraction is to actively collect the characteristic
information related to vehicles and generate a unique
identifier for each vehicle according to the fingerprint
generation algorithm. )e device fingerprint authentication
is an important part of the whole identity authentication
process. When a vehicle accesses the cloud data, the cloud
platform first calculates the device fingerprint of the vehicle
and compares it with the existing fingerprint in the database
to realize the identity authentication of the vehicle. )rough
the authentication center CA in the PKI system, the identity
authentication and authorization of Internet of Vehicles
users are carried out. )e users can transmit on the alliance
chain. )is research will effectively protect the private in-
formation of Internet of Vehicles users [5].

In combination with the convolutional neural network,
the vehicle and user identities are collected to extract be-
havioral features, and then the feature values are fuzzily
calculated according to different weights to obtain the trust
value. Finally, the user’s trust is inputted into the model to
achieve the prediction of trust level and improve the ac-
curacy of trust level evaluation.

)e rest of this study is organized as follows: in Section 2,
we mainly introduce the research status of data security of
the Internet of Vehicles at home and abroad. In Section 3, we
mainly introduce the overall architecture and process of data
protection scheme for Internet of Vehicles based on zero
trust. In Section 4, we mainly introduce the simulation
experiment of this scheme. In Section 5, we do a safety
analysis. In Section 6, we mainly summarize the article.

2. Background

Zhang et al. [6] proposed a reliable and efficient system based
on edge computing and blockchain, which is designed to
ensure the reliability of edge devices during interactions and

improve transmission efficiency. Mostafa et al. [7] proposed
a layered adjustable autonomy (LAA) as a dynamically
adjustable autonomy model for a multiagent system.
Poongodi et al. [8] have proposed the improved versions of
blockchain technology to strengthen various real-time
complex applications at a flourishing rate. )e results of the
simulation kernel show that the proposed architecture
justifies all the essential characteristics and effectuates the
optimal use of 5G network sharing by each network entity.
Kumar et al. [9] proposed an optimized location-aided
routing protocol that is the modified version of location-
aided routing protocol. Xiong et al. [10] proposed an effi-
cient and large-scale batch verification scheme with group
testing technology based on ECDSA, which analyzes the
application of the presented protocols in Bitcoin and
Hyperledger Fabric. Wang et al. [11] proposed PERT, a
privacy-enhanced retrieval technology for cloud-assisted
IoT, which preserves data privacy by hiding the information
of data transmission between the cloud and the edge servers.
Mostafa et al. [12] conducted tests on the AFC agent, and the
results show that the agent successfully controls the UAV in
three performed test cases and a total of nine implemented
missions. Zhang et al. [13] proposed a covert communica-
tion model combined with smart contracts to covertly
transfer information in the blockchain environment, using
encryption algorithms and two-round protocols to ensure
data privacy. Wang et al. [14] proposed a new certificateless
scheme, which utilizes the most advanced blockchain
technology and smart contracts to build a reliable and ef-
ficient CLS scheme. Lian et al. [15] proposed a new joint
learning system, COFEL, which can reduce communication
time through layer-based parameter selection and enhance
privacy protection by using a local differential privacy
mechanism for selected parameters. Zhang et al. [16] pro-
posed a secure and efficient data storage and sharing scheme
based on blockchain-based mobile-edge computing. IoT
devices only need to submit the data and random key share
allocated to edge nodes, and edge nodes use the recovered
signature private key to realize data signature and homo-
morphic encryption. Song et al. [17] proposed a security
arrangement method based on matrix eigenvalue calcula-
tion. Compared with existing security arrangement
methods, this method has stronger robustness and effi-
ciency, making the scheme more suitable for repeated po-
lymerization. Balamurugan et al. [18] proposed a subspace
tracking algorithm with low computational complexity for
tracking DOA to provide a seamless connection. Compared
with traditional DOA estimation methods, the proposed
DOA tracking method takes less time to track the current
position of UAV target, and the tracking process is not
affected by a signal-to-noise ratio.

Wang [19] put forward a nondual pair authentication
scheme for Internet of Vehicles messages based on elliptic
curve cryptography. )is scheme adopts random pseudo-
nyms to achieve conditional privacy protection. Xie et al.
[20] came up with an improved secure certificateless ag-
gregation authentication scheme based on elliptic crypto-
graphic curves. Li et al. [21] proposed a password-based
serverless cross-domain vehicle-to-vehicle authentication
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and key agreement protocol. Xin et al. [22] proposed an
event-driven lightweight algorithm to quickly identify the
false position of vehicles and detect the erroneous behavior
claiming the false position. Shi andWang [23] put forward a
resist conspiracy Sybil attack detection method based on
spatiotemporal analysis based resist conspiracy Sybil
(STARCS) attack. Si [24] proposed a lightweight authenti-
cation scheme suitable for vehicle-mounted self-organizing
networks. )e trusted authority (TA) obtains the identifi-
cation information of the onboard unit (OBU) through
calculation, which can significantly improve the randomness
of the signature of the message and avoid the counterfeit
attack, hence improving the security of the solution. Zhang
[25] proposed a 5G vehicular network authentication
scheme based on a reputation system. A one-way hash
function is adopted to generate the credit references to
restrict the vehicles whose reputation score is below the
threshold from participating in the authentication process.
Zhang [26] constructed the vehicular cloud computing
structure formed by the collaboration among vehicles and
designed a security authentication mechanism that can
achieve a privacy protection based on an identity-based
signcryption scheme and a short-group signature scheme.
Chen et al. [27] proposed an E-forensics framework of
Internet of Vehicles based on the blockchain technology. It
implements a remote repository of E-forensics by using the
features of decentralized storage for blockchain technology.
Ma [28] proposed a trust management model based on the
blockchain to realize the reliability and synchronization of
existing reputation data. In trust calculation, the RSU relies
on a weighted voting mechanism to evaluate the credibility
of the message. Xu [29] studied the vehicle attribute rec-
ognition technology in surveillance video and bayonet
image, mainly studied the fine-grained vehicle type recog-
nition and body color recognition using the convolution
neural network technology framework, and developed the
vehicle attribute recognition prototype system on this basis.

3. Scheme

3.1. Architecture. We mainly describe the capacities of
overall architecture in the zero-trust philosophy, including
the following capabilities: zero-trust drive authentication
mechanism, identity security infrastructure, and trusted
access gateway. )e authentication mechanism of zero trust
is the core capability of the entire program architecture. )e
identity security infrastructure implements trusted access by
establishing trusted basic permissions between trusted ac-
cess subjects and trusted access objects. )e trusted access
gateway supports single sign-on (SSO) to avoid frequent
authentication and improve ease of use. First, based on the
user’s access behavior to the device and the access envi-
ronment of the device and then relying on the continuous
trust evaluation model and the access control model, the
intelligent behavior analysis of the entire access process of
the visitor is carried out. )en, the risk coefficient of the
visitor is intelligently adjusted, and then a continuous trust
assessment of the credibility of users and asset equipment is
achieved. )e following step is to dynamically adjust access

control strategies based on the evaluation results. Finally, the
dynamic access authority control of the mobile subject is
realized through the trusted access gateway, as shown in
Figure 2.

)ere are varieties of mobile subjects in the Internet of
Vehicles, including equipment hardware parameters, net-
work environment, intelligent systems, sensors, signals, user
information, etc. We can regard these access subjects as the
attribute set of the application. Based on the device infor-
mation of multidimensional mobile subjects, such as device
hardware parameters, network environment, intelligent
systems, sensors, and signals, a unique device identifier
called device fingerprint is generated through a model al-
gorithm.)e device fingerprint is stable and does not change
even when the device system is upgraded or parameters are
changed. In addition, device fingerprints cannot be tam-
pered and can identify the risks of terminal environment.
Generation rules of the device fingerprint are placed in the
cloud platform. During the registration process of the device
management, the device fingerprint is automatically gen-
erated according to the device parameters and then it will be
stored in the device fingerprint library, as shown in Figure 3.
In the process of device login authentication, based on the
collected multidimensional device information, the model
algorithm of the cloud platform analyzes the collected data
and calculates the device fingerprint, matching it with the
device fingerprint library to achieve enhanced
authentication.

)rough continuous active scanning, passive detection,
and secure access to the control area, continuous trust
evaluation and access control are carried out on the vehicle
IoT terminal to solve the counterfeiting and malicious ac-
cess. High-confidence equipment adopts a trusted chip + -
trusted OS56 to directly identify the identity. Embedded
devices adopt device tags, such as mobile device identifi-
cation code, application developer identifier, unique device
identification code, RFID6 electronic tags, and crypto-
graphic modules attached to the outside of the device, all of
which can help establish device identity. For low-intelligence
IoTdevices, digital fingerprints can also be used to construct
device identification to solve the problem involved in device
access identity management. Having an established finger-
print database improves the accuracy of zero-trust archi-
tecture devices. Since each user has only one unique identity
fingerprint, when it is employed, any changes to the identity
fingerprint will be dynamically detected by the trust engine,
which leads to the engine’s restricting permissions of the
related user.

Under the zero-trust framework, during the commu-
nication between the car and the cloud, commercial cryp-
tography ensures the security of the system. )e two-way
identity authentication between the car and the cloud re-
alizes the anti-interception, anticounterfeiting, and antireuse
of the authentication information, ensuring the authenticity
of the users and the vehicle management cloud platform. In
terms of security transmission requirements, the system
must ensure the confidentiality and integrity of the com-
munication process. )e vehicle can realize the communi-
cation function with the cloud server through the vehicle
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terminals and the Bluetooth communication modules. )e
vehicle realizes various security functions by configuring the
cryptographic module. )rough the encryption and verifi-
cation of SM2, SM3, and SM4 commercial cryptography, the
information security of user registration will be improved,
and the transmission of vehicle data will be difficult to be
tampered with and disclosed.

In the cloud server, the server cryptography machine
performs authentication operations using the public key
stored in it. In the Internet of Vehicles system, an SM2 key
protocol algorithm is adopted to negotiate a session key, and
secure transmission of sensitive data between the cloud
server and the vehicle is completed. In the Internet of
Vehicles system, the cloud server employs the server cipher
machine that adopts SM4 and HMAC-SM3 algorithms to
protect the confidentiality and integrity of user data and

authentication data. At the same time, the vehicle calls
cryptography modules that apply SM4 and HMAC-SM3
algorithms to protect the confidentiality and integrity of key
data such as identification data, vehicle collection, and
control data.

In the Internet of Vehicles system, the PKI is widely
applied and plays different roles among different objects. In
the Internet of Vehicles system, the application and related
data security of the Internet of Vehicles include a four-layer
key system: CA public keys, the cloud server key pair, the car
Bluetooth communication module key pair, and the Blue-
tooth communication key, all of which are all key compo-
nents of the PKI in the identity security infrastructure. PKI
can guarantee the authenticity, integrity, confidentiality, and
nonrepudiation of the identities of both parties. )e source
of trust of the asymmetric key system is the CA certificate,
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which is used to verify the cloud server certificate and the car
Bluetooth communication module certificate. In the zero-
trust framework, the signature key of the cloud server key
pair is used to authenticate the identity of the cloud server
and the encryption key is used to realize the secure trans-
mission of data between the server and the car. )e public
key is issued by the CA to form a cloud server certificate.)e
private key is stored in the cipher machine of the cloud
server. )e public key is issued by the CA to form the car
Bluetooth communication module certificate, while the
private key is stored in the car Bluetooth cryptographic
module.

In the Internet of Vehicles system, the zero-trust
framework can ensure the safety of the whole system. It
contains two parts: the control plane and the data plane. In
the control plane, the trust evaluation engine and access
control engine are connected to form effective contact and
communication with each module. On the one hand, the
trust evaluation engine receives node devices, people, ap-
plications, systems, and directly connected devices. On the
other hand, it maintains contact with the data center, in-
cluding Internet of Vehicles cloud systems. At the same time,
the trust evaluation engine can share data with other security
analysis platforms and also transmit information with the
access control engine. )e access agent is the key node of
zero-trust architecture for authentication, can efficiently and
effectively verify the information received by the zero-trust
system each time, and ensure the security of the entire
Internet of Vehicles system.

)e data center of the Internet of Vehicles platformwill be
built on the blockchain network and will be deployed in the
cloud server. )e center will include a user interface, data
visualization processing, application services, and basic user
functions. )e whole system takes the vehicle equipment in
the connected car environment and users’ system as block-
chain network nodes, to build a decentralized chain alliance. It
decides to charge to an account through consultation and
achieve consistency by the consensus mechanism. )erefore,
members of the nodes will achieve data exchange in the case
of not fully trusting. Members can enter or exit the league
chain only through the authorization of these organizations.
Important data such as the node’s public key information, the
node’s historical communication behavior data, and smart
contract-based access control strategy are stored in the
blockchain, and all blockchain nodes jointly maintain the
communication security among the nodes of the Internet of
Vehicles. However, the nodes of the Internet of Vehicles
usually have limited computing and storage resources.
)erefore, the vehicle node is regarded as a lightweight node
of the blockchain, which only stores the block header of the
blockchain but does not participate in “mining.” To improve
the speed of the blockchain network, the communication
behavior data of the vehicle nodes are collected by its adjacent
RSVs, while the collection process is performed by predefined
smart contracts. Round-side units are authorized as full nodes
of the blockchain to generate and validate new blocks, while
vehicle-borne units, as lightweight nodes of the blockchain,
do not participate in the “mining” process of the blockchain,
thus causing no additional overhead to the vehicle nodes.

In the process of evaluating vehicle trust levels, we in-
troduce a trust level classification model based on the
convolution neural network algorithm. )e preset convo-
lution neural network is used to train the data of vehicle
nodes and complete the trust level classification of vehicle
nodes. A CNN model has four typical characteristics: local
connection, weight sharing, pooling operation, and multi-
layer structure. )e CNN can automatically learn features
from data through multilayer nonlinear transformation, to
replace manually designed features, and its deep structure
makes it have strong expression and learning ability. )e
CNN has a special structure of weight sharing, and its layout
is closer to the actual biological neural network, which re-
duces the complexity of the network. In particular, the image
of a multidimensional input vector can be directly input into
the network, which avoids the complexity of data recon-
struction in the process of feature extraction and classifi-
cation. As an input-output mapping, the CNN can learn a
large number of mapping relationships between input and
output. Without the precise mathematical expression be-
tween input and output, the convolutional neural network
can have the ability of mapping between input and output
pairs by using the known pattern to train the convolutional
neural network. Combined with the CNN model, the effi-
ciency of the algorithm in the cluster environment has been
greatly improved. It can efficiently process the experimental
data and complete the effective classification of the trust
value of vehicle nodes.

3.2.WorkFlow. During the process of trust evaluation in the
equipment of the vehicle network, we should not only au-
thenticate the static attributes of the device, such as its at-
tribute, ID, and network environment, but also evaluate the
dynamic attributes of the device, such as its real-time re-
quest, dynamic operation, and evaluation success rate. In
particular, it is very important to calculate and update the
trust value of the dynamic attributes of each node. In the
zero-trust network architecture, the initial trust value of the
device is 0, so we need to collect and authenticate the static
attributes of the device. First of all, we will collect the identity
fingerprints of users of the Internet of Vehicles and store the
fingerprints in the cloud server to verify and authenticate the
identity of users of the Internet of Vehicles by using the
identity fingerprint database. At the same time, the digital
certificate issued by a Certification Authority (CA) of public
key infrastructure (PKI) technology is used for verification,
together with identity fingerprint database authentication as
a way to achieve the dual authentication. )erefore, the
credibility and security of the device can be improved.
Figure 4 shows the overall process.

3.2.1. Identity Registration. When the device on the vehicle
needs to communicate with the edge device, it must first
apply for registration with a trusted vehicle management
center. )e specific registration process is as follows:

First, the vehicle management center chooses N random
numbersC1,C2, . . .,CN, to form the challenge setC� {C1,C2,
. . ., CN}, and then sends C to the onboard equipment.
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Second, after receiving C, the onboard device calculates
the PUF function Ri �PUFVi (Ci), obtains R� {R1, R2, . . .,
Rn}, and sends R to the vehicle management center through
the secure channel.

)ird, the train federationmanagement center generates a
pseudonymAIDi for the received R and obtains AID� {AID1,
AID2, . . ., AIDN}. )e {IDVi, AID, R} is stored in a secure
storage area, and then the {AID, R} is sent to the blockchain
network.)en, the unused list is written by the PoS consensus
algorithm, and the AID is finally sent to the vehicle device.

After the onboard device receives the AID, it will be
stored in the safe storage area with the corresponding C.

)e advantage of this management mode is that it can
guarantee effective communication between vehicles and
edge nodes, improve the information processing ability of
the whole system, and improve the efficiency of information
communication. Identity registration plays a key role in

system information processing. Identity identification is the
basis of subsequent identity authentication to ensure an
efficient and orderly information system.

3.2.2. Device Fingerprint Extraction. For common Internet
of Vehicles devices, fingerprint information is particularly
important for identity confirmation. )e device fingerprint
ensures the accuracy and efficiency of the whole data
transmission process, avoids the tedious verification process
of messages in the information transmission, and ensures
the stable operation of the whole system. When the data of
the device are transmitted remotely, the unique fingerprint
information of the device is used as favorable evidence of its
authentication. Device fingerprint extraction provides the
basis for subsequent device fingerprint identification, which
is the first step of system identity operation.
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We adopt an active device fingerprint technology to
obtain the fingerprint of vehicle equipment. )e vehicle
equipment hardware, network environment, sensors, sig-
nals, system control, and other parameters are obtained by
calling the SDK interface, then the equipment fingerprint is
generated by using the hash algorithm, and the equipment
fingerprint database is built based on certain principles.
Without relying on the sensitive authority of the device, two
types of identifiers for generating device fingerprints can be
collected through the browser platform of device access
management. For different IoT devices, the fingerprint pa-
rameters can be obtained through the development docu-
ments provided by the device manufacturer.

)e process of collecting and generating the parameter
information of the device fingerprint by calling the SDK
interface fully meets the following two requirements, so that
the whole process of collecting the device message is
transparent and visible and does not interfere with the
normal use of the devices:

(i) Fast Response. By default, the SDK has a timeout of 3
seconds for establishing a connection. It has a fast
response speed and will not fail to obtain fingerprint
information because the device access time is too
short.

(ii) Less Resource Consumption. Calling the SDK inter-
face to extract device information will not occupy
too much bandwidth, memory, CPU, and other
resources and will not have any impact on the
normal operation of the device.

3.2.3. Identity Authentication

(1) PKI Certification. Confirm the identity through PKI’s CA
certificate management center. In the Internet of Vehicles,
users use their identity information to generate digital sig-
natures, which together form CA. In addition to user in-
formation, a digital signature includes the name of the
certificate authority, certificate validity period, certificate
serial number, the hash algorithm used for the signature, and
encryption algorithm used for the public key.We can view the
certificate validity period to determine the validity of the CA.
)e vehicle sends its own information to the relevant user,
and the user uses the CA’s public key to verify the signature of
the certificate. As the CA is the only issuer of the certificate,
the user can verify the authenticity of the certificate in this
way, and the user can use the public key to verify the signature
of the vehicle or carry out encrypted communication with the
vehicle. At the same time, to prevent the authenticity of the
public key used by the user when verifying the CA certificate
of the vehicle, we can find another certificate authority to
issue a certificate to the public key of the certificate authority.
In this way, a nested loop of public key certificate is formed,
and the end of the loop is the Root Certificate Authority. )e
public key certificate nesting cycle can ensure the authenticity
of the public key in the communication between the vehicle
and the user in the Internet of Vehicles and ensure the overall
security of information. It can be concluded that PKI plays a

very important role in the whole process. )e circular nesting
of certificates ensures the security of public keys used in data
encryption and improves the efficiency of system authenti-
cation. Compared with the traditional vehicle network sys-
tem, this system has certain advantages in encryption
authentication.

(2) Authentication of Device Fingerprint. Equipment fin-
gerprint authentication is a very important identity au-
thentication technology in the Internet of Vehicles system.
In the authentication process, the client sends an access
request to collect terminal features, and the ECS loads the
feature collection code for collection. )e server will locate
the specific device recorded in the system according to the
MAC address, verifying the active fingerprint of the device
and judging whether it is a new device. If it is a new device,
the new fingerprint will be stored in the device fingerprint
database. If the authentication is passed, it means that the
current equipment has passed the authentication and can
continue to communicate with the system. Otherwise, the
system will actively disconnect.

3.2.4. Trust Evaluation. We built three vehicles in the system
and carried out experiments independently. )e experiment
carried out by the two vehicles is applied as a control ex-
periment and the accuracy of the trust evaluation is verified
through multiple experiments. We will describe the process
of trust evaluation between the vehicle and the car cloud
system by the following steps:

(1) Pass Rate of Client Authentication. First, apply PKI’s CA
certificate for client authentication as the initial authenti-
cation method. Issue the certificate to the authenticated
client through the CA certificate management center of PKI.
)e client authentication process is shown in Figure 5. )e
client authentication module judges whether the machine
logs in locally, whether the access address is abnormal,
whether the account password is changed, whether the
protocol is changed, etc., to determine whether the client
authentication of the vehicle management center is suc-
cessful. Assign different initial trust values to vehicles that
have passed different authentication factors.

(2) Pass Rate of Fingerprint Authentication. As shown in
Figure 6 we obtain the fingerprint features of the vehicle
equipment including hardware parameters, network envi-
ronment, intelligent systems, sensors, signals, and other
information by calling the SDK interface and then use the
algorithm to generate the device fingerprint and build the
device fingerprint library based on certain rules. )e newly
generated device fingerprint is identified in the fingerprint
database. We mainly extracted some basic parameters of
terminal equipment. If the fingerprint is associated suc-
cessfully, the device passes the fingerprint identification
process. According to the difference in fingerprints of each
vehicle, different trust values will be obtained.)e trust value
obtained by the fingerprint authentication of the three ve-
hicles will be used as in the follow-up trust evaluation.
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(3) API Certification Pass Rate. )e use of API gateway can
reduce the attack surface and concentrate resource advan-
tages. )e API gateway is based on a defense-in-depth
strategy and has the function of authentication. Even if the
attacker breaks the API gateway, it still needs to further
break the internal service authentication to enter a single
service. Next, the microisolation test of the system will be
carried out on the three vehicles to verify the proxy and
hiding conditions applied by different modules of the system
after the installation of the access gateway plug-in, as shown
in Figure 7. In the specific test of the system, the API gateway
of vehicle deployment is verified, the specific steps of the
implementation phase are evaluated, and the verification
and call success rate are taken as key evaluation values.)ree
vehicles are verified by experiment in parallel. Due to the
different situations of vehicle API verification and call, three
vehicles will produce different trust values, which will be
used as the basis for subsequent trust evaluation.

(4) SPA Packet Transmission Acceptance Rate of SDP Ar-
chitecture. After completed the microisolation test, the next
step is to validate the SPA single-pack authorization for the
three vehicles. )e client carries the encrypted SPA packet
and sends an access request to the gateway. )e gateway
decrypts the packet using the key provided by the controller
and cross-checks the information in the decrypted packet
with the information it receives from the controller to de-
termine whether the client can access the packet, as shown in
Figure 8. After the vehicles have completed the SPA single
package authorization, the trust evaluation is conducted

based on whether the SPA package is sent successfully and
whether the certificate verification is passed.

When the device edi conducts identity authentication, it
needs to conduct identity authentication at the edge com-
puting layer.

By sending authentication requests to node es1 of the
edge computing layer, the corresponding key is obtained
from PKG and applied to the key communication of the
session. )e request sent by the device contains the identity
of the device and the node of the edge layer. )e SM2
signature algorithm is used to calculate the corresponding
digital signature (h, s) by using the private key of the device.

edi⟶ es1: AccessReq ‖ N1‖ edi‖ es1‖ h‖ S. (1)

AccessReq is the authentication request when the device
accesses, and N1 is a random number.

After receiving the authentication request of the terminal
device, the edge computing layer uses the SM2 signature
algorithm to sign and authenticate it. After verification, the
edge computing layer node saves the identity information of
the terminal device to the authentication list and gives
feedback of the encrypted authentication information to the
terminal device node. First of all, the value of theQD element
in group G1 is calculated according to formula (2), and the
Cipher values in group G1 are calculated according to the
generated random number r. Ciphers are the ciphertext and
r ∈ [1, N − 1], the encapsulated key Key is calculated by
KDF according to formula (3), and the key value is the
shared key of the edge layer and the terminal device:
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center client

Submit verification information
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Figure 5: Client authentication.
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Figure 6: Device fingerprint extraction.
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QD � H1 edi‖ hid, N(  P1 + Ppub−e,

Key � KDF Cipher Ppub−e, P2 
�����

�����D,Klen ,

es1⟶ edi: AccessRsp‖ es1‖Cipher‖ h‖ S,

(2)

where klen is the key length and AccessRSP requests re-
sponse identification.

After receiving the response package of the edge layer
node, the edge terminal device parses the received Cipher to
obtain the corresponding key Key. First, it needs to deter-
mine whether the Cipher belongs to the element inG1. If not,
the input is 0; otherwise, w′ in GT is calculated according to
formula (5). )en, SM2 converts the data into a bitstream to
calculate the Key of the response:

w � e Cipher, ded1 ,

Key � KDF Cipher w′
����

����edi, klen ,

edi⟶ es1: AccessAck‖ key edi‖ es1( ,

(3)

where AccessAck confirms the response and ded1 is the
private key of the terminal.

In summary, if the obtained key is 0, the identity au-
thentication fails; otherwise, the identity authentication of
the device is successful, and the identity of the device is saved
to the node of the computing layer.

After evaluating CA’s certificate level and verifying device
identity, with the traceable and tamper-free feature of the
blockchain network, we record all identity fingerprints, digital
certificates, and verification information and save them in the
block. By using a smart contract, automatic verification can be
realized when the next device is accessed. However, if the
node’s trust value falls below the threshold or is deemed to be a
malicious node, the smart contract will remove the digital
certificate of the Internet of Vehicles users from the list. At the
same time, the zero-trust system will also conduct historical
behavior evaluations. )e zero-trust trust evaluation engine
will continuously collect the behavior characteristics of the
vehicle and judge whether the vehicle node is a malicious node
in combination with the historical behavior. It is an important
factor in the evaluation of vehicle trust level. In this process, all
noncompliance and malicious operations will be recorded in
the blockchain network and will be used in the evaluation of
the next cycle as a reference.

So far, we have completed some tasks of the engine in
terms of trust evaluation in the zero-trust system. Next, we
will proceed with the work of the access control engine. In
the process of trust evaluation, since the degree of trust
between vehicles is not a white and black exclusive rela-
tionship, it cannot be mechanically divided into trust and
distrust. For example, the trust between vehicles can be
described as “complete trust,” “general trust,” “neutrality,”
“general distrust,” and “complete distrust.” )ese trust
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descriptions can be used as the evaluation set of fuzzy
evaluation process D� {complete trust, general trust, neu-
trality, general distrust, complete distrust}. )e cloud plat-
form will set different access permissions according to the
evaluation level of the vehicle. )e higher the trust level of
the node, the higher the permissions can be obtained.

)emain factors that affect the evaluation are considered
to determine the fuzzy evaluation process factor set U�

{client authentication pass rate, fingerprint authentication
pass rate, API authentication success rate, SPA packet
transmission-reception rate}. At the same time, according to
the importance of the evaluation index of each factor in the
factor set, the weight is calculated by the Delphi method, and
the weight distribution setW� {0.4, 0.2, 0.2, 0.2} is obtained.
)e cloud server will access and operate the device according
to the evaluation level. In the process of data transmission,
we will use SM2 to encrypt data to further ensure the safety
and integrity of data transmission. Suppose the threshold of
different permissions is Vn, 5>Vn≥ 0, the access control
engine divides the security levels of device into five levels:
complete trust (5>X≥ 4), general trust (4>X≥ 3),
neutrality(3>X≥ 2), general distrust (2>X≥ 1), and com-
plete distrust (1>X≥ 0), as listed in Table 1.

)e zero-trust architecture will conduct a real-time
evaluation of vehicle nodes, combined with the above four
passing rates and the historical behavior of vehicles, and
calculate the trust value X in the process of operation. )e
fuzzy mapping of several attributes of vehicle trust evalu-
ation on the evaluation set is carried out to obtain the
comprehensive evaluation matrix R. )e proportion of each
weight factor in each evaluation is obtained by calculating
the vector T�W∗R. Finally, the trust value X is calculated.
)e calculation formula is as follows:

X � T ×

V0 + V1
2

V1 + V2
2

V2 + V3
2

V3 + V4
2

V4 + V5
2

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

. (4)

Within a monitoring cycle T, we will continuously
evaluate the operating performance of the vehicle terminal,
which is evaluated for n times in total, and obtain a series of
trust values X1, X2, . . ., Xn.

Assuming that the initial user’s trust value is X0, X0>Vn,
the vehicle terminal obtains the corresponding access and
operation permissions; otherwise, the operation is blocked.

Calculate the variance σ(X)2 of the trust value of each
step withinm cycles and take the mean value of the variance

σ(X)2. If σ2 > σ(X)2, the user’s access level will be lowered.
At this time, the user trust value is changed from Xm to the
low-level permission until it is reduced to 0, and the user is
forbidden to access.

If σ2 < σ(X)2, the user’s access level will be increased,
and the user’s Xm trust value will change to a higher level of
authority. )e longer the operation cycle is, the more ob-
vious the change of the trust value will be.

In the evaluation process of the convolutional neural
network, the two classification authentication model is
established to analyze the authentication results of users and
vehicles. )e results listed in Table 2 usually appear in the
identification.

TP indicates the number of samples, in which all positive
samples are classified correctly in the result. TN indicates the
number of samples, in which all negative samples are
classified correctly in the result. FN represents the number of
samples, in which all positive samples are classified incor-
rectly in the result. FP indicates the number of samples, in
which all negative samples are classified incorrectly in the
result.

We used three indicators to assist in the analysis: pre-
cision, recall, and F1 score. We hope to obtain the com-
prehensive performance of the classifier in all categories.
)erefore, it mainly focuses on the microaveraging F1 value
as the measurement standard; that is, it calculates TP, FP,
and FN for each group in the category set and completes the
cumulative calculation of P, R, and F1. )eir calculation
formula is as follows:

Precision �
TP

(TP + FP)
,

Recall �
TP

(TP + FN)
,

F1 �
2 × precision × racall
precision + recall

.

(5)

Under different thresholds, the accuracy rate and recall
rate are often negatively correlated. In order to balance the
overall evaluation effect of the two, the F1 score is calculated
as the harmonic average of the two.

In the evaluation, we first need to find the weight
convergence point of the CNN and then calculate the trust
value of vehicle nodes with different trust levels. With the
learning function of CNN, the weight convergence point is
taken as an evaluation point. Once the network trust value to
be classified is inputted at the input end, the weight coef-
ficient in the network will be determined and finally reach
the stable state after a process from initial to steady-state
convergence. )e trust level of vehicle nodes is the corre-
sponding classification level. )e specific CNN evaluation
algorithm is as follows:

)e trust value of the vehicle node to be rated is taken as
the input value, and the predicted trust level of the vehicle
node is taken as the output value. )e CNN model will
obtain the trust value of the sample vehicle node in the
Internet of Vehicles.
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First, the model finds the convergence point through the
given sample of node trust level. According to the set trust
value rating rules, it matches the trust value levels of vehicle
nodes treated separately and classified. )en, it creates a
convolutional neural network (CNN) and sets the initial
state value of the neural network. It takes the trust value of
each node to be rated as the input value of CNN. Finally, the
CNN obtains evaluation points through self-study conver-
gence and predicts the obtained trust level of vehicle nodes.

4. Test

4.1. Experiment Environment. )e computer platforms used
for this test platform are Intel I7-8750H, 2.20GHz CPU,
16GB memory, 1 TB external memory, Ubuntu 20.04 op-
erating system, and MySQL 8.0.22 database system. )e
blockchain system adopts hyperledger fabric architecture,
the operating system is Ubuntu 20.04, the memory size is
8GB, the development language is Java, and the blockchain
type is federation chain. )e vehicle model of the Internet of
Vehicles system is BYD Tang 2021 automatic flagship model,
the intelligent vehicle network system in the vehicle is
DiLink intelligent system, CPU is 8-core 2.0GHz processor,
memory is 3GB, external memory is 32GB, the power
system is 2.0 T 141 kW L4, maximum power is 141 kW, and
maximum torque is 320N·m.

)e parameter settings are as follows:)e input matrix is
80 by n. )e number of convolutional filters is 80 and the
number of convolution filter windows is 4. We choose a
sigmoid function as a convolution layer activation function
and set up 3 sampling layers. )en, we used a gradient
descent method for parameter optimization and repeated
training for 100 iterations.

)e experimental environment of this study is listed in
Table 3.

4.2. Computation and Evaluation. )rough the above four
steps, we have implemented the main experimental steps of
zero trust. We will take the above four steps, that is, client
authentication pass rate, fingerprint authentication pass rate,
success rate of API certification, and SPA packet trans-
mission receiving rate, as the four factors for fuzzy algorithm
sets. According to the main influencing factors of each step,
the weight of each step is reviewed by experts. From
Tables 4–7, we describe the data distribution tables of the
four evaluation indicators at each grade after rating evalu-
ation of 100 tests.

First, the single factor evaluation is carried out, and the
evaluation ri of each factor is obtained through statistical
data. We establish the fuzzy relationship between each
evaluation index Ui and trust level Di. Based on the actual
test results of the three vehicles, we have obtained three
evaluation matrices and then combined them with the
weight set to calculate the trust value in an evaluation cycle:

R1 �

0.82 0.13 0.03 0.02 0.00

0.7 0.1 0.15 0.04 0.01

0.6 0.23 0.1 0.04 0.03

0.48 0.21 0.13 0.10 0.08

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
,

R2 �

0.85 0.05 0.05 0.03 0.02

0.75 0.08 0.08 0.05 0.04

0.63 0.19 0.3 0.08 0.07

0.54 0.05 0.12 0.15 0.14

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
,

R3 �

0.82 0.11 0.05 0.02 0.00

0.73 0.12 0.08 0.05 0.02

0.58 0.15 0.12 0.09 0.06

0.52 0.17 0.08 0.13 0.1

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
.

(6)

By multiplying the evaluation matrix Ri of the three cars
with the weight vector W� {W1(0.4), W2(0.2), W3(0.2),
W4(0.2)}, the fuzzy evaluation Ti can be obtained:

Vehicle 1T1 � (0.684 0.160 0.088 0.044 0.024), (7)

Vehicle 2T2 � (0.724 0.084 0.066 0.068 0.058), (8)

Vehicle 3 T3 � (0.694 0.132 0.076 0.062 0.036). (9)

Table 1: Vehicle rating level and authority.

Level Estimation scale Authorization
1 Complete trust Vehicles and users can access, edit all data, and modify cloud facilities
2 General trust Vehicles and users can access and edit all data
3 Neutrality Vehicles and users can access all data
4 General distrust Vehicles and users can access some data
5 Complete distrust Refuse to provide service

Table 2: Classification results of binary classification model.

Postive forecast Negative forecast
True positives TP (true positives) FN (false negatives)
True negatives FP (false positives) TN (true negatives)
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Finally, we will calculate the comprehensive evaluation
matrix X.

X1 � T1 ∗R1 � 3.936 X2 � T2 ∗R2

� 3.848 X3 � T3 ∗R3 � 3.886.
(10)

According to the scores, we can conclude that the scores
of the three cars are between 3.5 and 4. According to the
permission set, the three cars will obtain the general trust
level, that is, the vehicle and the user can access and edit all
the data.)roughmany experiments, we get the scores of the
three cars, as shown in Figure 9.

In the first few cycles, as the number of tests increases, the
trust value of the three vehicles also increases continuously. In
the process of multiple visits, according to the dynamic engine
detection, there is no malicious operation. )erefore, the trust
value of vehicle 1 rises steadily, and the rise slows down
gradually after reaching a relatively high level of trust. In terms
of vehicle 2, when the initial access conforms to the access the
specification, the trust value rises slowly. But after 3 times
detection, due to the malicious operation, in the subsequent
trust value tests, vehicle 2 keeps falling and the access right it
has gained also lowers. If subsequent vehicle 2 does not change

its behavior, it will eventually reduce to trust level 1 and the
systemwill cease to serve it; when it comes to vehicle 3, to begin
with, its trust value is rising and we can see at this time, there is

Table 3: System configuration parameters.

Configuration items Computer system Configuration items Blockchain system
CPU Intel i7-8750H, 2.20GHz Name Hyperledger fabric
MEM 16.00GB Operating system Ubuntu 20.04 TLS
SSD 1TB MEM 8GB
Operating system and version number Ubuntu 20.04 Development language Java
Database system and version number Mysql 8.0.22 Types of chain League chain

Table 4: Grade distribution of client authentication pass rate.

Vehicle Complete trust General trust Neutrality General distrust Complete distrust
Vehicle 1 82 13 3 2 0
Vehicle 2 85 5 5 3 2
Vehicle 3 82 11 5 2 0

Table 5: Grade distribution of fingerprint certification pass rate.

Vehicle Complete trust General trust Neutrality General distrust Complete distrust
Vehicle 1 70 10 6 4 0
Vehicle 2 75 8 8 4 4
Vehicle 3 73 12 8 5 2

Table 6: Grade distribution of API certification pass rate.

Vehicle Complete trust General trust Neutrality General distrust Complete distrust
Vehicle 1 60 23 10 4 3
Vehicle 2 63 19 3 8 7
Vehicle 3 58 15 12 9 6

Table 7: Grade distribution of SPA packet delivery acceptance rate evaluation.

Vehicle Complete trust General trust Neutrality General distrust Complete distrust
Vehicle 1 48 21 13 10 8
Vehicle 2 54 5 12 15 14
Vehicle 3 52 17 8 13 10
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Figure 9: Dynamic changes of vehicles’ trust value.
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no malicious operation in the process of access. However, after
5 times detection, it is identified as malicious nodes. )anks to
its great harmfulness, it is detected by the dynamic detection
engine immediately and has directly reduced to the trust level
1and refused to continue to provide service for the vehicle.
)us, this model can accurately describe the behavior of ve-
hicles and quickly identify malicious nodes.

In the test of dynamic evaluation engine, trust values of
three vehicles will be updated once every cycle, and the size
of trust values will affect the access rights of vehicles. Client
authentication and device fingerprint authentication will
determine whether the users can register normally and enter
the Internet of Vehicles system. API gateway authentication
and single-packet authentication access will identify whether
malicious operations will occur during the user’s access. For
normal users, their trust value will finally reach a higher
score range. At this moment, they can access and edit all
data. For malicious nodes, the trust value will change rap-
idly. For example, the vehicles are suddenly controlled to
attack the systems, resulting in the loss of system files or a
system crash. In this case, the nodes will be forcibly disabled
from access.

Finally, we use relevant data sets to conduct experiments
on the convolutional neural network (CNN) model. )e
experiment consists of two levels: the first level is the input
feature dimension analysis to analyze the accuracy of the
classification of the trust level of vehicle nodes and the
second level is to compare the accuracy of the algorithm
under different noise ratios.

Let Xi be the internal state of a neuron node constituting
the neural network, Yi be the trust level of the input vehicle,
andW be the weight of the connection from Xi to Yi. If Bi is
the external input signal (in some states, the neuron node Zi
can be controlled to keep it in a certain state), then its formal
description is as follows:

)e input Yi of the trust node can be expressed as the
measured value of the behavior attributes, and the influence
of each behavior attribute of the users’ trust value can be
expressed by the weight W.

In order to deal with vehicle features of different di-
mensions, we define the maximum vehicle dimension as 80,
and the dimensions less than the maximum length are filled
with zero vectors. A stochastic gradient descent algorithm is
used for model parameters. )e outputs of each convolution
layer and full connection layer in the model are connected to
the ReLU activation function. )e outputs of the last full
connection layer are classified by SoftMax, and dropout is
used to prevent overfitting. Comparative experiments are
conducted on data sets in different fields to verify the accuracy
of trust level assessment of the test model on data sets. Before
and after adding the trust level tendency dimension, the
accuracy of user trust level classification was analyzed. )e
experimental results are shown in Figure 10. It can be seen
that whenmore feature attributes are used to participate in the
convolution calculation, the classification accuracy of trust
level will be significantly improved. However, with the in-
crease of attributes, the classification accuracy does not
necessarily increase together. )e improper selection of
feature attributes will reduce the accuracy of classification.

)erefore, when we select the dimension of 80, the ac-
curacy rate fluctuates to some extent. When the dimension of
trust level tendency is added, the accuracy of the model
calculation increases significantly compared with that without
the dimension of trust level tendency, and the best effect of
this experiment is achieved when the dimension is increased
to 90. To solve the problem that the accuracy decreases when
the dimension of feature attributes increases, we add noise
value to trust classification to compare the performance of
classification algorithms. As shown in Figure 11, the classified
noise ratios of 20%, 30%, 40%, 50%, 60%, 70%, and 80% were
respectively taken as four analysis environments. )e results
show that when the noise ratio is relatively small, the model
has good accuracy, and when the noise ratio increases, the
classification accuracy of the algorithm tends to decrease.

By using the CNN model proposed in this study, the
predicted trust level by the CNNmodel is compared with the
trust level obtained by zero-trust evaluation.We find that the
result is basically consistent.We put the number of pass rates
about client authentication, fingerprint identification au-
thentication, API authentication, SPA packet acceptance,
and other attributes of the vehicle into the CNN model. )e
corresponding trust level is obtained through self learning,
which indicates that the model constructed in this study can
extract key feature values and transform them into higher-
level features through learning. )e comparison results of
trust level output are listed in Table 8.

)rough the evaluation of the above CNN model, we
find that the accuracy of CNN model is not only affected by
the weights of different vehicle characteristics but also af-
fected by the noise ratio. In order to improve the prediction
accuracy of CNN model, the vehicle characteristic attributes
should not be set too much. )e horizontal dimension
should be kept at 75, and the noise ratio should be set at 20%,
so that the prediction accuracy can be higher.

5. Analysis

5.1. Security. After the CA certificate and identity finger-
print generated by PKI are authenticated, the data are stored
in the blockchain through the consensus mechanism. )e
trust evaluation engine will evaluate the certificate level and

50 60 70 80 90 100

Numbers of dimensions

0.8
0.81
0.82
0.83
0.84
0.85
0.86
0.87
0.88
0.89

0.9

Pr
ec

isi
on

The tendency dimension of trust level is not increased
Increased the propensity dimension of trust level

Precision in different feature dimensions

Figure 10: Precision in different feature dimensions.
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historical behavior and convert them into relevant trust
values. If the client wants to send data, it needs to be
managed and verified through the API gateway. At this time,
the client needs to be authorized by the controller to es-
tablish an MTLs connection and then requests the gateway
to establish a connection. )e gateway decrypts the data
according to the key obtained from the control end. After the
authentication succeeds, the client establishes a connection
with the gateway to transmit data packets.)e success rate of
data transmission and the pass rate of certificate verification
by the gateway and controller are converted into corre-
sponding trust values for calculation. According to the size
of the trust value, the trust level is determined and the
corresponding service permissions are obtained. )e access
authority of the vehicle is modified by periodically updating
the trust value to ensure the minimum access authority of
the vehicle.

5.2. Confidentiality. In the Internet of Vehicles system, the
session key is negotiated between the cloud server and the
vehicle using the SM2 key negotiation algorithm to complete
the secure transmission of sensitive data. In the Internet of
Vehicles system, the ECS invokes the server cipher machine
and uses SM4 and HMAC-SM3 algorithms to protect the
confidentiality and integrity of user data and authentication
data. At the same time, the vehicle calls the vehicle password
module and uses SM4 and HMAC-SM3 algorithms to
protect the confidentiality of key data such as identity au-
thentication data, vehicle acquisition, and control data.

5.3. Attacks Defense

5.3.1. Switch Attack. In the process of evaluation of the
Internet of Vehicles terminal nodes, if the attacker keeps
performing well for a period to accumulate trust value, then

it will reach a high trust level. )en, if it suddenly launches
an attack, and then it will return to the state of good per-
formance again. In this experiment, under the dual action of
zero-trust historical trust record evaluation and incentive
mechanism, the switch attack will be effectively suppressed.
When the attacker carries out a switch attack, this malicious
behavior will be recorded and uploaded to the blockchain
network as a record of historical trust evaluation. Besides,
users’ trust will also decline rapidly. For those with malicious
behaviors, if they want to increase their trust value again,
then they will find that it grows at a very slow rate.

5.3.2. Novice Attack. Some attackers eliminate the historical
interaction records badly and regain the trust of other In-
ternet of Vehicles terminal nodes by registering new user
identity information, thus launching attacks again in the
network. Such attacks occur whenmalicious nodes can easily
register as new vehicle terminal nodes. Aiming at the
characteristics of novice attackers, we can use two-factor
authentication, namely, fingerprint authentication for the
vehicle and PKI authentication for the user to improve the
difficulty of initial authentication. At the same time, the trust
evaluation engine is used to render less trust value to the
users who have passed the two-factor authentication. Only
when they continue to perform trusted operations and other
vehicle terminal nodes authenticate them with trust, the
trust value can be gradually increased to become a trusted
vehicle terminal node.

5.3.3. Replay Attack. )rough the use of port knockout
technology, the port for the communication of authenti-
cation information is closed, and the default discard firewall
policy is dynamically reconfigured to allow access to services
that would otherwise be blocked. )rough this mechanism,
remote users can be authenticated before granting access to
services such as SSH daemon. On the SPA server system,
fwknopd will sniff the replayed SPA packet and compare the
SHA-256 summary of this packet with the SHA-256 sum-
mary of all previously seen and correctly decrypted SPA
packets. If there is a match, fwknopd knows that a replay
attack has been made. In this case, fwknopd generates a
warning through syslog and does not grant access to the
attacker to stop the replay attack.

5.3.4. Internal Attacks. In the Internet of Vehicles, there are
also internal threats, which are more difficult to defend
against than the external attacks mentioned above. )e
internal threats in car networking include three basic types
of attacks such as networking system damage, zero-trust
framework intellectual property theft, and electronic fraud.
)e focus and difficulty of the internal defense of the system
lie in the internal staff, so as to ensure the efficient work and
concerted efforts of the internal staff, which is what we need
to do. On the one hand, we focus on systematic innovation;
on the other hand, we strengthen internal cooperation and
communication among employees. Not only there must be a
positive working atmosphere but also the relevant
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Figure 11: Effect of noise ratio on precision.

Table 8: )e comparison results of trust level output.

Vehicle Trust level output Predicted output Deviation rate
(%)

Vehicle 1 3.936 3.91 0.66
Vehicle 2 3.848 3.81 0.99
Vehicle 3 3.886 3.85 0.93
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management treaty. Insider threats can only be eradicated if
everyone follows the rules.

5.4. Integrity. User’s privacy information, device fingerprint,
vehicle’s trust value, punishment measures against malicious
nodes, etc. will be uploaded to the blockchain in a specific
data format. )e participating organizations in the block-
chain network can automatically update the distributed
ledger through a unified consensus mechanism and algo-
rithm, and there is no third-party centralized organization to
participate. At the same time, the relevant principles of
cryptography are used for data verification, and multiple
private keys are used for access control. It ensures the se-
curity and nontamperability of users’ data.

6. Conclusions

Aiming at the problems of easy disclosure of user data
privacy in the Internet of Vehicles, we propose a data
protection scheme for users in the Internet of Vehicles,
which combines zero trust, blockchain, commercial cryp-
tography, and other technologies in the Internet of Vehicles
for the first time. It has achieved good results. )e scheme
relies on terminal environment analysis, trusted identity
authentication, behavior model analysis, and other means to
enhance the authentication ability and carries out minimum
authorization and dynamic access control for the accessed
vehicles, personnel, third-party enterprises, and institutions.
It can effectively solve the security problems in the scenario
of interconnection with people, vehicles, roads, and the
cloud platform. It solves the risks encountered in data
collection, data transmission, data use, data storage, data
sharing, data destruction, and prevention of data leakage,
data misuse, and abuse. )e scheme protects the data se-
curity in the cloud platform of the Internet of Vehicles.

In view of the problems such as data loss and inadequate
protection measures in data transmission of the Internet of
Vehicles, we carry out PKI authentication and fingerprint
identification as two-factor authentication for vehicles in the
blockchain network.)e SM series national secret algorithm
is used for encryption and transmission, and the zero-trust
evaluation engine and access control engine are used to
realize identity authentication and authorization, improve
the security and integrity of data transmission, and clarify
the method of zero-trust system for vehicle networking data
protection. )rough the experiment of three vehicles, we
tested the pass rate of identity authentication, the pass rate of
fingerprint identification authentication, the success rate of
API authentication, and the transmission and reception rate
of SPA package and analyzed the change of trust value. )e
system can update the trust value of Internet of Vehicles
devices in real time. By using the convolutional neural
network to train the trust level of vehicle nodes, the set
convolutional neural network can be trained to study the
effectiveness of its application to the target, and the clas-
sification of user trust level in the convolutional neural
network algorithm for specific applications can be deter-
mined quickly. )rough the simulation of the influence of

dimensions and weights of the four characteristic attributes
of the vehicle on CNN identification performance, the
specific dimension range of the characteristic attributes of
vehicle nodes is determined.

)is scheme has also some limitations. In the zero-trust
framework, there are not enough vehicle nodes deployed to
effectively simulate the huge Internet of Vehicles architec-
ture in reality. Some representative nodes are selected in the
scheme, which simplifies the workflow on the one hand and
lacks sufficient data analysis on the other hand. In view of the
limited number of selected nodes, we select some key nodes,
increase the range of measurement data, and reduce the
selection unit of experimental data.

Next, we will mainly conduct two aspects: one is to study
the incentive measures of the trust evaluation model and the
other is to conduct the system security and performance test
targeted at the more complicated attack behaviors.
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