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Te approval of retrieving information on the Internet originates several network securities matters. Intrusion recognition is
a critical study in network security to spot unauthorized admission or occurrences on protected networks. Intrusion detection has
a fully-fedged reputation in the current era. Research emphasizes several datasets to upsurge system precision and lessen the false-
positive proportion. Tis article proposes a new intrusion detection system using big data analytics and deep learning to address
some of the misuse and irregularity detection limitations. Te proposed method could identify any odd activities in a network to
recognize malicious or unauthorized action and permit a response during a confdentiality break.Te proposed system utilizes the
big data analytics platform based on parallel and distributed mechanisms. Te parallel and distributed platforms improve the
training time along with the accuracy.Te experimentation appropriately classifes the information as either normal or abnormal.
Te proposed system has a recognition proportion of 96.11% that pointedly expands overall recognition accuracy related to
existing strategies.

1. Introduction

Te eminence and number of cyberattacks have amplifed
pointedly as the services upsurge due to the Internet [1, 2].
Te demand and the execution of safety actions are needed
to avoid and comprehend the cyberattacks, i.e., many
dangerous software packages such as trojans, malware, vi-
ruses, and other unknown hacking tactics [3, 4]. Hence,
there is a need for a method that must drastically improve
the security of the system’s networks to avoid cyberattacks.
Data integrity, confdentiality, and availability will not be
limited as an upshot [5]. Every network may be considered
a target, and all the systems are vulnerable. As a result, it is
susceptible to illegal access and disclosing private and
erogenous data [6, 7]. A frewall is a versatile and essential

component of any security system. It confgures the security
policy but cannot protect us from malicious activities. Only
the text of a packet’s caption is examined in this frewall
situation, whereas both materials and captions of a package
are read in an intrusion detection system (IDS) [8]. Te IDS
is a more dynamic method for defending sensitive and
private data.

According to the defnition, an intrusion is any act that
compromises data integrity, confdentiality, or availability
[9]. IDS still needs to be fully formed and considered
a comprehensive safeguard despite playing a vibrant role in
scheming and safeguarding a secure structure. An IDS
distinguishes intrusions and issues a warning in the form of
an alert to guarantee that resources are not compromised
[10]. An IDS acts as a deterrent to illegal access to

Hindawi
Security and Communication Networks
Volume 2023, Article ID 1216192, 7 pages
https://doi.org/10.1155/2023/1216192

https://orcid.org/0000-0001-6653-6076
https://orcid.org/0000-0001-7416-9675
https://orcid.org/0000-0002-6423-9809
https://orcid.org/0000-0002-7605-3040
mailto:sarahkaleem33887@iqraisb.edu.pk
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2023/1216192


information. It ofers a user-friendly interface for nonexpert
workers to activate the systems professionally. In current
years, online fraud has become more predominant in China.
However, a community clamor exploded the previous year
after a phone scam targeted a college student. An IDS is
a network security system formerly intended to distinguish
vulnerability against a sole application. Te IDS is out-
of-band on the network structure and is not in the correct
communication path between the transmitter and receiver of
data [11]. Instead, IDS on edge would engage a TAP or
SPAN port to check a copy of the inline trafc fow stream
[12]. Te IDS was built in this manner as the complexity of
the analysis essential for intrusion detection could not be
steered at a rate that could persevere the equipment on the
network [13]. As previously noted, the IDS is also a listen-
only device, as the attackers can exploit vulnerabilities
quickly after gaining network access.

Deep learning (DL) is a class of ML methods considered
by some computation layers that permit an algorithm to
learn suitable predictive features [14, 15]. Te advent of deep
learning has squeezed many machine learning-based ap-
plications. Te victory is based on two foremost benefts: (1)
it afords the capability to learn nonlinear relationships
between parameters and (2) it permits one to leverage in-
formation from unlabelled data that does not belong to the
problem. Furthermore, DL practices could be used in cases,
where massive or complex data processing challenges ML or
conventional data analysis methods [16]. Currently, the
researchers are relying upon the DL technique. Deep
learning may be employed along with other automation
techniques, e.g., rule- and heuristics-based and machine
learning techniques [17].

Unauthorized movements on a computer network are
referred to as intrusion. It was either passively or aggres-
sively successful. Data collection and eavesdropping are used
in a passive intrusion. In the event of full of life, however,
intrusion occurs and is accomplished through destructive
packet forwarding, packet dropping, and whole attacks [18].
An IDS aims to classify an intruder before it imposes actual
harm to the system. Currently, the current security methods
that are unrealistic are utilized to avoid security faults.
Hence, the misuse recognition method cannot classify un-
identifed attacks. Anomaly-based detection is realized by
increasing the accuracy rate of intrusion detection using
deep learning methods. In this research, an improved system
is proposed for addressing the precise recognition of the
intrusion. Te classical LSTM is modifed to classify, in-
vestigate, and produce estimates of the intruders based on
time series data.

Te reaming of the paper is organized as follows. Section
2 elaborates the detailed literature review along with related
work. Section 3 represents the proposed methodology. Af-
terward, Section 4 discusses the results and discusses on
results. Finally, Section 5 concludes the manuscript.

2. Related Work

An IDS is observed as a hazardous element in shielding
systems that store critical information, intellectual property,

and other digital resources. Te complete system could
rapidly crumble and cast doubt on the long-term viability if
a private party has access to the information [19]. An IDS has
conventionally maintained administrators in detecting in-
trusions and managing risks [20]. On the other hand, the act
of IDS is steadily endangered. Te technology hackers use to
hijack a network and the counter-technology administrators
are deployed to combat these attacks. Tis has outstripped
the opportunity and measure of IDS [21]. Soft computing is
one of the policies that aid in reducing detection costs [22].
Because of their learning and fexibility, capabilities are used
to construct utilities in the intrusion detection industry. Te
ability to detect threats and attacks is critical to their pre-
vention, and accurate threat detection is vibrant. Numerous
intrusion detection models have been proposed in the
context of security. In the current research, the neural
network method has become one of the most often utilized
soft computing strategies [23].

IDSs have been presented based on anomaly detection
using an unsupervised ANN [24]. A hybrid data mining
method combined k-means clustering with the SMO clas-
sifcation algorithm for classifying network intrusions [25].
Te NSL-KDD dataset was utilized with k-means clustering
to reduce the dimensionality of the training dataset. SMO
has completed the classifcation process to classify the in-
truders. Te suggested approach (k-mean + SMO) achieved
a 94.48 percent positive detection rate while lowering the
false alarm rate to 0. A novel edge-up methodology called
cluster center and nearest neighbor was created and
implemented that computed two distances [26]. Te KDD
Cup 99 dataset was utilized in the tests. It trains the dataset
before it is divided into multiple subsets. Normal and ab-
normal CANN profles are created using SVM that do not
outperformK-NN in classifying R2L andU2L attacks [27]. A
new hybrid approach, DT-SVM, was presented, and
a foundation classifer that uses two classifers, including
SVM and a decision tree was used. Tis mixed technique
aimed to increase detection accuracy while minimizing
computational complexity.

A hierarchical hybrid detection method was proposed
that integrates misuse and anomaly detection algorithms
[28]. Tis hybrid method outperforms the traditional
models. Multicategory classifers were employed to upsurge
intrusion detection accuracy [29]. Te study’s main goal was
to use all the classifers’ excellent features. Te results of the
tests show that the accuracy of detecting denial of service
attacks has increased. A hybrid method with several metrics
is proposed and applied for better accuracy [30]. Finally, the
hybrid model’s results were compared to other primary
algorithms that better detect intrusion. Te SVM algorithm
accuracy is 94%, and the result also shows a signifcant
percentage of (FP), (TP), (FN), and (TN) alarms when using
a hybrid model. A novel IDS based on a data gain criterion
and unique SVM was proposed for extracting noteworthy
features from the network trafc archives domain to cate-
gorize and detect future intrusions [31]. Machine learning
techniques have acknowledged considerable attention in the
middle of the intrusion detection scholars to report facts-
based weaknesses in detecting methods [32]. Unsupervised

2 Security and Communication Networks



techniques like k-means, SOM, and one-class SVM out-
performed the others, although their ability to correctly
identify all attack types needed to be more consistent.

Deep learning has glimmered much attention in aca-
demia and industry as a newfangled hotspot in neural
networks. Deep knowledge has formed excellent results in
the feld of intrusion detection. It is claimed and proved that
an LSTM recurrent neural network could detect intrusions
realistically. Te suggested classifer successfully distin-
guished between DOS attacks and network probes, each with
a time series of events. With a 93.82 percent accuracy rate,
LSTM surpassed the winning entries in the KDD Cup 99
competition, according to experiments. Machine learning
employs a compound architecture or a series of nonlinear
operations to obtain high-level abstractions in data. LSTM is
applied to an RNN in this article. Te NSL-KDD dataset is
used to train the model and measure its performance.

3. Proposed Methodology

Te proposed system performs processing in a parallel
fashion. It utilizes the big datasets using the big data analytics
platform. Te proposed approach utilizes the LSTM model
of learning. It preprocesses information with an un-
supervised flter and classifes it with the LSTM algorithm.
Te proposed system is fabricated from many processes that
process data to classify irregularities in network trafc. Te
multiple functions are processed in a parallel manner. Te
proposed system adds various layers to address the limi-
tation of intrusion detection accuracy. Te block model of
the proposed scheme is depicted in Figure 1, where the
detailed structure is provided in Figure 2.

Te proposed hybrid approach combines two leading
deep learning convolution-based models. Te proposed
technique adds three convolutional layers to design the
hybrid method. Te endangered gradient delinquent, where
the neural network’s efciency diminishes due to inadequate
training, is one limitation of widespread RNNs. Usual RNNs
with a gradient-based learning method reduce as their
signifcance and intricacy rise. Amending the sceneries
professionally at the initial stages is time consuming and
computationally exhaustive. RNNs might practice the ob-
ligation to discover to remember the critical data and then
loop back to the network if the data are not recognized.
Although network trafc collection comprises several im-
practical, imprecise unrelated data, and noisy data that afect
the result across normal and abnormal network trafc
categorization. As a result, preprocessing is essential to
expand the recognition capacities of classifers.

Preprocessing permits standardizing and cleaning of the
data; the preprocessing is carried out so that the in-
appropriate information does not encumber classifer ac-
curacy, and redundant data are removed. Te big datasets
are preprocessed before being translated into the format
required for the proposed improved modifed LSTM model.
Te proposed modifed LSTM model will be a multilayered
sequential model, including two LSTM layers followed by
a thick layer that predicts the detection rate. Te sequential
class came from the Keras Models library, while the

Embedding, Masking, LSTM, Dropout, and Dense types
came from the Keras Layers library. Initially, an instance of
the Sequential class is created to utilize as a proposed
modifed model. In addition, the Embedding, Masking,
LSTM, Dropout, and Dense layers are added to it.

Te LSTM layer is added to the sequential model to start
the modeling building. Te embedding layer for data form
follows it, and the masking layer for pretrained embeddings.
Te frst parameter is the number of neurons or nodes
required for the LSTM layer. A dropout layer is added to the
proposed layer using the second parameter. Finally, a thick
layer is added at the end to make the model more resilient.
Te convolutional layers accomplish the operation over the
input K. Te output of the coating can be calculated as
equation (1). To compute the more diverse and rich rep-
resentation of the input, multiple flters have been used.

CN Yi,j  � 
a/2

x �−a/2


n/2

l�−n/2
Fz (l, m)Zi−l,j−m. (1)

Later the rectifed linear unit is processed that is applied
after convolution operation. ReLU can be calculated as
follows:

RECT(Z) � max(O, Z). (2)

ReLU provides faster convergence during training and
performs better than other activation functions like Sigmoid
because it overcomes the vanishing gradient problem since
the gradient is linear function. Finally, the polling layer is
processed. Tere are diferent types of polling such as av-
erage, maximum, and minimum polling. Maximum polling
is the most popular pooling technique, which takes the
largest value over the input x. Let p be the size of the polling
flter, and the output of the polling operation is computed as
follows:

M Zi(  � max Zi+n,i+m . (3)

4. Experimental Results and Discussion

Te experimental results and discussion are discussed in this
section. Big data processing is based on the parallel and
distributed mechanism, where the big data are divided into
various chunks (blocks), and each piece is loaded and
processed in parallel. It is imperative to decide the number of
parallelisms that howmany blocks (nodes) are required to be
loaded at a time for computations and processing. Tis
concept is known as the level of equality. We utilized the
Apache Spark big data open-source platform.

RNN can be used to solve sequence problems. LSTM is
being exploited to manage sequence problems. Te rec-
ommended techniques based on LSTM with selecting 41
features in an NSL-KDD dataset are adopted to increase the
accuracy. Te dataset is divided into 70-30 training and
testing rats.Te text labels in the target data are frst encoded
into an integer. Te same preprocessing technique turns all
text inputs in the training and test data into integers. Instead
of memorizing the data displayed during training, the
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machine learning model aims to discover patterns that
generalize well to new data. Te proposed model performs
well on unseen instances that were not used to train the
model. Figure 3 shows the model prediction on the evalu-
ation dataset (held-out data). Figure 4 depicts the loss, which
is reasonably encouraging when compared to earlier tra-
ditional procedures.

It is evident from the graph that the proposed classifer
accuracy is improved. Te classifer accurately recognises
incursions with 20 epochs.

Te model loss is also reported for 20 epochs with
a batch size of 64. Compared to previous strategies, the
model converges after 20 cycles which is a level-headedly
short time. Figure 5 demonstrates the model building time
over several epochs. Te accuracy analysis of diferent
models is also shown in Figure 6.

Te confusion matrix is used to generate most perfor-
mance metrics. When making predictions, the classifcation
model becomes perplexed. To obtain a logic of precise and
error in prediction, the normalization process is carried out.
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Figure 1: Proposed block model.
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5. Conclusion

Te current security methods could be more efcient in
avoiding security faults. An intrusion detection process has
become an important part of network security. Hence, the
misuse recognition method cannot classify unidentifed
attacks. Te irregularity recognition practice is utilized to
detect anomalies. Anomaly-based detection is realized by
increasing the accuracy rate of intrusion detection using
deep learning methods. In this article, an improved meth-
odology is proposed for accurately detecting the intrusion
using a modifed LSTM algorithm. Te proposed system
utilizes the big data analytics platform based on parallel and
distributed mechanisms. Te parallel and distributed plat-
form improves the training time along with the accuracy.
Te classical LSTM is modifed to classify, investigate, and
produce estimates of the intruders based on time series data.
Te proposed modifed LSTM is compared with traditional
algorithms and their modifed versions. It is evident from the
results that the proposed system outperforms the existing
approaches.Te proposed method works well when it comes
to detecting assaults. In terms of detection rate, the proposed
method knocks existing techniques. Te proposed system

accurately classifes data as normal or abnormal. Te pro-
posed method has a detection rate of 96.11 percent, which is
implausible. Filter layers like dropout ten eliminate non-
sensical, noisy, and irrelevant data from the source data.
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