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At present, the network security problem is facing a serious threat, and network security events continue to occur. It has become
an important link to prevent network attacks and ensure network security. According to the network security protectionmeasures
and security technical requirements, it has become an urgent need to establish appropriate security measurement methods and
strengthen the monitoring and analysis of network security status. Tis study proposes a network behavior risk measurement
method based on trafc analysis to accurately and objectively evaluate the security state of the network. Trafc is the most basic
behavior of the network and the basis of security risk measurement. Firstly, we regard the trafc data as network behavior to build
scenarios. Trough diferential manifold modeling, the trafc data and topology of the network system are semantically described
to form a matrix. Ten, after manifold dimensionality reduction, the objective risk assessment value can be obtained by manifold
mapping and Riemann metric. In this study, the diferential manifold theory is applied to network behavior risk measurement,
and the innovation of diferential manifold in the feld of network behavior risk measurement is given. After giving the network
behavior risk measurement theory, we frst verify the efectiveness of the proposed method through the simulation experiments.
Secondly, the public CIC-IDS-2017 data set is used for analysis and calculation to prove the accuracy of the proposed method.

1. Introduction

1.1. Background. At present, computer network is playing
a more and more important role. However, the potential
threat of computer network is its own vulnerability and the
vulnerability of communication equipment. On the one
hand, computer network hardware and communication
equipment are vulnerable to the infuence of natural envi-
ronmental factors such as dust, humidity, temperature,
electromagnetic feld, and man-made physical damage [1].
On the other hand, due to the nature of information sharing
and open platform of the network itself, important assets,
software resources, and data information in the computer
are vulnerable to illegal theft, replication, tampering, and
destruction. All these lead to the damage, loss, and security
accidents of assets and data information in the computer
network system. Network behavior risk assessment can
judge the security performance of the network to a certain
extent. On this basis, it can continuously improve the

security of the network for the weak links of the network and
further improve the network security situation [2]. Tere-
fore, it is very important to propose efective network se-
curity measurement methods and improve them. With the
rapid development of computer network, trafc attacks
appear frequently which is the most common type of net-
work attacks [3]. Terefore, it is also very important to
propose network security metrics for trafc attacks.

At present, the research on network security mea-
surement is mainly divided into two perspectives: net-
work management security and network technology
security. Te research of network management security
mainly focuses on the published network security
guidelines or international standards [4]. Network
technology security measurement is mainly divided into
qualitative measurement and quantitative measurement
[2, 5]. Qualitative measurement generally does not use
mathematical methods. Te evaluator can directly draw
a conclusion on the evaluation network through expert
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experience and existing knowledge and through the
inductive analysis of the current network security situ-
ation [6]. Quantitative measurement makes a quantita-
tive judgment on the network security situation by
constructing a mathematical model or through a certain
quantitative method [7–10]. Compared with the sub-
jective judgment of qualitative evaluation, quantitative
evaluation can efectively quantify the network security
situation, but it requires a lot of data analysis and
comparison, and the implementation is more complex
[6, 11]. Both of them have the problems of weak
objectivity and inaccurate measurement.

1.2. Innovation. Tis study summarizes and analyzes the
common methods of network security measurement.
Aiming at the problems of weak objectivity and inaccurate
measurement in the existing methods, this study puts for-
ward the network behavior risk calculation method, obtains
the network attack and defense behavior through the trafc
analysis, and uses the diferential manifold theory to describe
the network behavior state in the attack and defense process,
so as to measure the network behavior risk. Finally, based on
the measurement model proposed in this study, the feasi-
bility and efective ness of the algorithm are verifed by attack
and defense experiments in real environment and public
CIC-IDS-2017 data set.

Te network behavior risk measurement method based
on trafc analysis proposed in this study can refect the
security state of the network, intuitively analyze the change
degree of the security state of the network system in the
process of attack and defense, and accurately evaluate the
performance of the network.

Te innovation of this study is as follows:

(1) Te network trafc is regarded as network behavior,
and the defnition of network behavior risk is pro-
posed to realize the quantitative analysis of network
behavior

(2) Te local linear embedding dimension reduction
algorithm of manifold learning is used to reduce the
dimension of the index

(3) Aiming at the problems of weak objectivity and
inaccurate measurement in the existing methods of
network security measurement by describing the
network behavior state in the process of attack and
defense, the diferential manifold theory is applied to
the network behavior risk measurement, and the
network behavior risk calculation method is
proposed

2. Related Research

Network technology security is the evaluation and analysis
of the system security of the network, such as availability,
integrity and confdentiality, and the vulnerability risk of the
network. Network technology security measurement is
mainly divided into qualitative measurement and quanti-
tative measurement [2, 6].

Sheng et al. [12] introduced analytic hierarchy process,
according to the characteristics of network architecture
defned by software, selected several typical indicators af-
fecting network security status, and calculated the overall
network security value. Wang et al. [13] made full use of the
advantages of grey analytic hierarchy process to evaluate the
network security risk. Te qualitative measurement model
has the advantages of convenient evaluation and strong
applicability, but human factors have a great impact on the
fnal evaluation results, lack of objectivity, and often have the
problem of inaccurate evaluation [6].

Te network security measurement method based on
attack graph is a common quantitative measurement
method. Phillips and Swiler [14] mapped the network system
into an attack graph for the frst time, intuitively displayed
and analyzed the possible attack paths, vulnerabilities, and
important nodes in the network, and proposed a new
network security measurement algorithm based on these
attacks information. Literature [15] combined with attack
graph technology used Bayesian network to determine the
atomic attack nodes of the network, so as to obtain the
overall security value of the network and optimize the
measurement results. However, the network security mea-
surement method based on attack graph is not objective and
is not suitable for complex networks.

Te detection of network trafc data can also refect
network anomalies. Te latest trend of network anomaly
detection based on network trafc data includes emerging
machine learning technologies such as artifcial neural
network (ANN), support vector machine (SVM), l-nearest
neighbor (KNN), decision tree, clustering, and statistics [16].
In related research, trafc classifcation is the frst step to
identify malicious use of network resources by anomaly
detection and other activities [17]. Wang et al. [18] proposed
a malware trafc classifcation method based on convolu-
tional neural network and taking trafc data as image for
security detection. Marir et al. [19] used a group of multi-
layer support vector machines and deep feature extraction in
large-scale networks to identify abnormal behaviors and
detect network security. First, the distributed deep trust
network is used to nonlinear reduce the dimension of
network trafc data, and then the extracted features are used
as input to construct multilayer support vector machine
through spark-based iterative dimension reduction para-
digm. Shubair et al. [20] proposed an intrusion detection
system based on trafc data, which takes advantage of the
combination of KNNmethod and fuzzy logic.Teminimum
mean square method is used for error reduction, KNN
selects the best matching class, and fuzzy logic selects the
fow class label. Liu et al. [10] proposed a detection method
based on Riemannian measurement of trafc data, which
uses fast Fourier transform and information entropy to
detect attacks.

With the continuous development of network security
performance requirements, the previous measurement
methods are difcult to meet the needs of measurement
accuracy and accuracy, and the introduction of mathe-
matical principles can describe the network security situa-
tion with more objective and accurate methods and values
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[21, 22]. In this study, the diferential manifold theory is
applied to network behavior risk measurement. Diferential
manifolds have been widely used in theoretical physics and
high-dimensional data dimensionality reduction research
[23]. With the rapid development of network informatiza-
tion, more and more diferential manifolds have been ap-
plied in the feld of computer networks [24]. For example,
the diferential manifold and Riemann metric are applied to
the robot performance and network control simulation to
improve the robot operation and motion performance. In
the feld of computer vision, introducing diferential man-
ifold for information extraction [1, 25] and using diferential
manifold to improve image processing efciency [26]. Using
diferential Manifolds and Riemann metrics to study net-
work attack and defense efectiveness and to achieve the
evaluation of network system security performance [27, 28].
Terefore, analyzing network risk and evaluating cyber
security situation through mathematical principles have
gradually become the trend of measurement research.

To sum up, the comparison of various common network
security measurement methods is shown in Table 1.

Aiming at the problems of weak objectivity and inaccurate
measurement in the existing network security measurement
methods, this study summarizes and analyzes the common
methods, puts forward the network behavior risk calculation
method, and applies the diferential manifold theory to the
network behavior risk measurement by describing the net-
work behavior state in the process of attack and defense.
Finally, based on the measurement model proposed in this
study, we verify the feasibility and efectiveness of the algo-
rithm by using the public CIC-IDS-2017 data set and con-
ducting attack and defense experiments in real environment.

3. Traffic Behavior Analysis and
Differential Manifold

Tis study proposes the network behavior risk calculation
method, obtains the network attack and defense behavior
through trafc analysis, uses the diferential manifold theory
to model the network attack and defense behavior, and
makes the network security measurement through the
network attack and defense behavior.

3.1. Network SecurityMeasurement. Network security means
that valuable assets such as data and information in the
network system will not be leaked, tampered with, or dam-
aged due to wrong operation inside the network or malicious
attack outside the network. Te ideal situation of network
security is that the network will not be afected by external
attacks. However, the network is always facing threats.

Network security measurement is to detect the vulner-
abilities in the network, judge the possible network attack
means and several existing network attack paths, and de-
termine the current security state of the network through the
evaluation of security data indicators such as vulnerabilities,
assets, and trafc in the network [29].

Te basic steps of network security measurement are
shown in Figure 1.

3.2. Trafc Behavior Analysis. Trafc is the most basic be-
havior of the network and the basis of security risk mea-
surement.Te complete trafc includes the data information
of application layer, transport layer, network layer, and
physical layer. Te defnition of trafc [30] on the transport
layer is it describes the packet string with the same IP ad-
dress, port number, and protocol (TCP, UDP, ICMP, and
so on).

Te behavior analysis of network trafc mainly analyzes
the behavior characteristics of trafc by analyzing the
characteristic parameters such as bandwidth/throughput
and delay. Taking network trafc as the research object, this
study takes the characteristic parameters such as bandwidth
and delay of trafc as indicators to analyze the behavior of
network trafc. Te behavior analysis of network trafc is
a direct and efective means to obtain the state of the net-
work. It can understand and master the behavior of trafc,
help to obtain the characteristics of network performance,
reliability, and security, and establish the behavior model of
the network.

From the perspective of network trafc data analysis, this
study regards the network trafc data collected from the
actual network as a network behavior by collecting and
monitoring the network packet information in real time and
then proves that the network system is a topological man-
ifold, uses the diferential manifold to model the network
behavior, and measures the network security through the
network behavior.

3.3. Te Relationship between Network Security Metrics and
Diferential Manifolds. We use the diferential manifold
theory to study the network security metrics. It is nec-
essary to prove that the network system is a topological
manifold in order to calculate the network risk and judge
the network security state by using the diferential
structure and given Riemannian metric. Te specifc proof
is as follows.

Defnition 1. Network topology.
Network topology is the shape of network and the

physical connectivity of network. Network topology refers to
the physical layout of various devices interconnected by
transmission media [31].

From the defnition of network topology, it is obvious
that the network system is a topological space. Any
subsystem of a network system must also be a network
system. Several network systems can be connected to
form a large network system through topology. Haus-
dorf space is a topological space, and Hausdorf space is
a topological space whose points are “separated by do-
mains.” Terefore, the network system is
a Hausdorf space.

Defnition 2. Topological manifold.
Let m be a Hausdorf space. If there exists an open feld

U ∈M at any point such that the open feld is homeo-
morphic with the open subset in Euclidean space Rn, then M

is a topological manifold [31].
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According to the defnition of topological manifold, if
every point in a Hausdorf space can fnd an open feld
homeomorphic to a Euclidean space, then the space becomes
a topological manifold. For a network system, we can always
fnd a homeomorphism mapping, which satisfes
f: x⟶ U(x) ∈ Rn

+, and then the network system is a to-
pological manifold.

Defnition 3. Riemannian metric.
Let M be a n dimensional optical slip fow shape and

construct a positive defnite and symmetric second-order
covariant smooth tensor feld g on M, that is, g(p) is for any
p ∈M a positive defnite, symmetric second-order covariant
tensor on TM

p , then g is a Riemannian metric of M, and M is
a Riemannian manifold [32].

3.4. Te Feasibility of Measuring Network Security by Dif-
ferential Manifold. Diferential manifold has been widely
used in theoretical physics and dimensionality reduction of
high-dimensional data [23]. With the rapid development of
network informatization, there are more and more appli-
cations of diferential manifold in the feld of computer
network [24]. For example, diferential manifold and Rie-
mannian metric are applied to the simulation of robot
performance and network control to improve the robot
operation and motion performance. In the feld of computer
vision, the information extraction method of diferential
manifold is introduced to improve the efciency of image
processing [25], diferential manifold is used to improve
image processing efciency [26], diferential manifold and
Riemannian metric are used to study network attack and
defense utility, to realize the evaluation of network system
security performance [27, 28], and so on.

Network security measurement is an efective process to
measure security and protect data based on a certain scale
[33]. Te network needs to quantify the security elements
related to the system security quality, such as vulnerability,
risk, attack, and defense [34].

Diferential manifold is a mathematical model that can
objectively calculate and measure things. Te advantage of
diferential manifold is that it can keep the data topology
unchanged in the change of dimension and explore the
internal geometric structure and regularity hidden in the

data. Terefore, diferential manifolds can be used to
measure network behavior risk. Te network system itself is
regarded as a manifold in one or more scenarios.

Compared with traditional methods, network security
assessment based on diferential manifold can solve prob-
lems that are not objective and comprehensive and can
better refect the impact of changes in security metrics on
network security changes, making the metrics more ob-
jective and accurate than previous assessment methods
[21, 27]. At the same time, the network security evaluation
method based on diferential manifold can consider the
network security risk at multiple levels and explain the
transformation of the network security state from the per-
spective of attack and defense utility.

4. Research on Network Behavior Risk
Measurement Based on Manifold

Te process of using diferential manifold to measure net-
work behavior risk is as follows: frst, collect data and reduce
the dimension of indicators to obtain a series of measure-
ment indicators. In addition, second, construct a network
security measurement index group through these indexes.
Tird, calculate the network security state value before and
after network attack by using network system diferential
manifold. By comparing the risk values in diferent time
periods, we can judge whether the network is at risk in this
period.

4.1. Defnition of Network Behavior Risk. Network behavior
risk involves key elements such as vulnerability, threat, asset,
risk, and so on [35]. Te factors involved in network be-
havior risk are the result of mutual infuence and interaction.
Vulnerability and threat will increase network risk. Risk
mainly afects assets. Security measures to deal with risk can
reduce the impact of vulnerability and threat. Te re-
lationship between various factors of network behavior risk
is shown in Figure 2.

Network security events cause network behavior risk.
Te occurrence of network behavior risk is a function of the
emergence of threats and the utilization of vulnerability. Te
impact of network behavior risk is the destruction and loss of
network assets. Terefore, network behavior risk can be
defned as follows:

R � f(T, V, A). (1)

Among them, R is network behavior risk, f is network
behavior risk calculation function, T is network threat, V is
network vulnerability, and A is information assets in the
network.

4.2. Network Security Baseline. In order to realize the
quantitative assessment of network risk, it is necessary to
set an objective baseline that can refect whether the
network is safe or not. Network security baseline is the
dividing point to judge whether the network is safe or
not. By comparing the network security risk status and

Network
security

requirements

Network
system

Data index
collection

Network
security

measurement

Network
measurement

results

Network
measurement

method

Figure 1: Network security measurement process.
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network security baseline, we can determine whether the
current network is at risk. First, we need to study the
security attributes of the network security infrastructure
such as assets and information; second, the evaluation
standard and calculation model of network security
baseline are established; fnally, we compare the security
baseline to determine the current risk status of the
network. At the same time, when the security re-
quirements or security factors in the network system
change, the network security baseline should be adjusted
appropriately.

As shown in Figure 3, it is assumed that the network
security baseline value under certain security factors is α.Te
result of network behavior risk value calculated after net-
work security detection is β. By comparison, if the results of
the two values are consistent or within a certain error range,
then it shows that the network system is in a safe state in this
period of time. If the risk value is lower than the risk value β
much larger than the baseline α. So, it shows that in this
period of time, the security state of the network system has
changed, and the network may be attacked in a network
risk state.

4.3. Te Selection of Measurement Index of Network Behavior
Risk. Te selection of network behavior risk measurement
index should have the following characteristics: (1) the
index is clear, the meaning of data index is clear, each index
is relatively independent, there is no redundancy, and it is
easy to calculate; (2) it can cover all kinds of network
indicators, including trafc, host, and other common in-
dicators; and (3) it is easy to expand. With the complexity
of the network and the changes of other factors, the net-
work behavior risk measurement index can add the nec-
essary data indicators that afect the network security
factors.

In this study, the indicators selected in the measurement
network are shown in Table 2. Section 6.2 of this study uses
CIC-IDS-2017 data set for experiment. Among them, CIC-
IDS-2017 data set contains more than 80 characteristic
indicators.

4.4. Dimension Reduction of Network Behavior Risk Mea-
surement Index. Network behavior risk measurement is
a comprehensive analysis of the existing network security
state. Terefore, there are some problems in the measure-
ment: (1) there are many attributes involved in the mea-
surement index and (2) there are many kinds of indicators.
Each level collects dozens or even hundreds of indicators.
Based on the above two points, after the completion of the
index collection, we need to simplify the index. Te com-
parison of common dimensionality reduction methods is
shown in Table 3:

To sum up, locally linear embedding algorithm, which is
based on manifold learning, can better maintain the original
key features and geometric properties of data than other
methods. Terefore, this study uses manifold learning
method to reduce the dimension of the index.

Locally linear embedding algorithm considers that every
data point can be constructed by the linear weighted
combination of its nearest neighbors. Te main steps of the
LLE algorithm are divided into four steps:

(1) Find k nearest neighbors of each index data point in
the original index data sample space

(2) Approximately calculate the weight matrix M of the
index sample space through these nearest neighbors

(3) Decompose the weight matrix M to obtain eigen-
values and eigenvectors

(4) Take the eigenvector corresponding to the smallest d

eigenvalues, that is, the new index data after di-
mension reduction

4.5. Network Behavior Risk Measurement. According to the
defnition of network behavior risk in Section 4.1, this study
uses diferential manifold to measure and calculate network
behavior risk, which can describe network attack and de-
fense process, and describe network scene and network
behavior. At the same time, diferential manifold can map
network system and network index data space into a high-
dimensional space to better describe the change degree of
network behavior risk. When the network is threatened by
external attacks, the state of network indicators will also
change to a certain extent. Ten, the network security risk
value can be expressed by measuring the change value of
network indicators through a certain calculation method.
Te relationship between network risk and index changes is
shown in Figure 4.

In Section 4.3, the network risk measurement index
group has been established. Te vector group composed of
these indexes can form a high-dimensional data manifold
space. If the high-dimensional data manifold is surface
integrated, the calculated results can represent the corre-
sponding network risk state change of the network system
when the data index changes. Te surface integral of

Threaten utilize
Vulnerabi

lity

cause

Risk

cause

influence

Security

decide

decideAssets

Figure 2: Te relationship among various factors of network
behavior risk.
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a manifold is actually the volume of the manifold in a high-
dimensional space. Terefore, the results of network be-
havior risk can be expressed by the hypervolume of the high-
dimensional data manifold composed of network security
indicators.

In the high-dimensional data manifold space, we can
defne certain diferential structures and Riemannian mea-
sures to calculate the changes of these indicators in the
network attack and defense. After integral operation, the
transformation quantity can represent the risk of the net-
work. If the matrix form is used to represent the current
network index state of the network system, assume that the
data index set is (x1, x2, . . . , xm). Ten, in time
(t1, t2, . . . , tn), there are m∗ n state variables in the matrix.
Terefore, the network index state matrix S can be expressed
as follows:

S �

s x1, t1(  s x2, t1(  · · · s xm, t1( 

s x1, t2(  s x2, t2(  · · · s xm, t2( 

· · · · · · · · · · · ·

s x1, tn(  s x2, tn(  · · · s xm, tn( 

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

. (2)

In the measurement of network behavior risk, we need to
defne the measurement function f. After the defnition of
network risk is given, the change process of network security
state is expressed as the change of points and data on the
diferential manifold. Te change state of network system
security index constitutes a “point” in the diferential

manifold. By integrating the change state of security index
on the diferential manifold, the risk measurement result is
obtained. For matrix S, the process of calculating network
risk by using diferential manifold and metric function can
be expressed as follows:

f: R
n2⟶ R

n
+. (3)

Temetric function f represents the integral function of
the diferential manifold to calculate the network risk. In the
process of network attack and defense, the risk of network
security behavior changes instantaneously. Tere is no
reference signifcance to calculate the value of network se-
curity state at a single time. Only in a period of dynamic
change can it have the signifcance of measuring security.
Terefore, in a period of time t, when the network index set
X � (x1, x2, . . . , xn) changes, the calculation of network risk
is expressed by the following formula:

R � ∆(S)ds. (4)

Trough formula (4), the index state in the network
system is mapped into a matrix, and the change of the index
is combined with the change of the network risk, and the
general calculation formula of the network risk is given. In
this study, the description of the change of the network index
set is based on the diferential manifold. Te process of the
change of the index set is the change process of the high-
dimensional manifold of the index data. Te integral of the
manifold change represents the change of the network se-
curity state. Finally, the network risk can be determined by
comparing with the security baseline value.

5. Network Behavior Risk Calculation Model

Te network behavior risk measurement process can be
divided into three parts: data index collection and pro-
cessing, network measurement manifold construction, and
network behavior risk calculation.

5.1. Index Dimension Reduction Calculation Model. In this
study, the locally linear embedding LLE algorithm is used to
reduce the dimension. Te LLE algorithm considers that the
original data sample is linear in a small part. Suppose there is
a sample xi. Ten, several sample points x can be found in
the original high-dimensional neighborhood x1, x2, . . . , xk.
It exists as follows:

xi � wi1xi + wi2x2 + · · · + wikxk, (5)

where wi1, wi2, . . . , wik is the weight coefcient. After di-
mension reduction by the LLE algorithm, part of the linear
relationship of data can still be maintained in the new space,
and the weight relationship before and after dimension
reduction can be kept unchanged or slightly changed.
Namely,

xi′ � wi1xi′ + wi2x2′ + · · · + wikxk′ . (6)

TIME

VA
LU

E-
AT

-R
IS
K

α
β

Figure 3: Network security status change.

Table 2: Network security measurement metrics.

One-level
indicators Two-level indicators Tree-level

indicators

Network security
risk

Computing storage
CPU utilization

Memory utilization
Disk utilization

Bandwidth
consumption

Bandwidth
utilization
Troughput

Flow change Flow rate
Instantaneous fow

Data packet
Packet loss rate
Packet length
Packet quantity
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Te main steps of LLE algorithm are divided into four
steps as shown in Section 4.4.

In order to illustrate the calculation process, the data
space of m n-dimensional samples X � x1, x2, . . . , xm is
selected and the loss function is matrixed to obtain as
follows:

J(W) � 
m

i�1
xi − 

j∈ Q(i)

wijxj

����������

����������

2

2

� 
m

i�1


j∈ Q(i)

wijxi − 
j∈ Q(i)

wijxj

����������

����������

2

2

� 
m

i�1


j∈ Q(i)

wij xi − xj 

����������

����������

2

2

� 
m

i�1
W

T
i xi − xj  xi − xj 

T
Wi,

(7)

where Q(i) is the k nearest neighbor sample set of i,
Wi � wi1, wi2, . . . , wik

T. Te weight coefcient satisfes the
following equation:


j∈Q(i)

wij � W
T
i Ik � 1.

(8)

Let matrix Zi � (xi − xj)(xi − xj)
T, calculate the weight

coefcient Wi as follows:

Wi �
z

−1
i Ik

I
T
k Z

−1
i Ik

. (9)

Suppose that the projection of sample set in low di-
mension d(d<m) is Y � y1, y2, . . . , ym . In order to keep
the linear relationship after dimension reduction, the matrix
objective loss function is as follows:

J(Y) � 
m

i�1
yi − 

m

j�1
wijyi

����������

����������

2

2

� 
m

i�1
YIi − YWi

����
����

� tr Y(I − W)(I − W)
T
Y

T
 .

(10)

Let M � (I − W)(I − W)T, then J(Y) � tr(YMYT).
Ten, we can get the new data sample Y after dimension
reduction.

To sum up, the specifc fow of the LLE algorithm is
shown as follows:

Input: sample set D � x1, x2, . . . , xm

Te nearest neighbor parameter k

After dimension reduction, the dimension of space d

Process:
For i � 1, 2, . . . , m do
Calculate k-nearest neighbors of xi

Calculate reconstruction coefcient wij

End for
Obtain the correlation matrix M

Eigen decomposition of matrix M

Returns the eigenvectors corresponding to the
minimum d eigenvalues of a matrix
Output: the sample after dimension reduction of the
original sample set d

5.2. Data Index Collection and Processing. In order to
eliminate the impact of the indicator units and make each
indicator have the same impact on the calculation results, it
is necessary to standardize the collected network security
related indicator data.

Standardization can remove the restrictions of diferent
units and scales between data; that is, diferent data are scaled
as a whole according to a unifed scale and converted into
pure values in a specifc interval. Generally, the min-max
standardization method is used to map the original data to [0,
1] interval. For example, a standardized transformation of
(11) is carried out for a certain index data as follows:

yi �
xi − min1≤ j≤ n xj 

max1≤ j≤ n xj  − min1≤ j≤ n xj 
. (11)

So, the new sequence y1, y2, . . . , yn ∈ [0, 1] is obtained
by calculation and is nondimensional, where max1≤j≤n xj  is
the maximum value of the original data and min1≤j≤n xj  is
the minimum value of the original data.

5.3.Te Construction of Risk Measurement Model of Network
Behavior. Te change of network security state is a function
of the change of network metrics over time. Under the
condition of function representation, a set of Cr compatible

Network
attack

Network
defense

Network
system

Network security
risk

Changes in
network

indicators

Index epidemic
change

effect

effect

result
cause

reflect

Figure 4: Relationship between network risk and network index change.
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total covers can be found in the network topological
manifold and the network topological manifold can be
constructed as a network diferential manifold. In the net-
work diferential manifold, we only need to give the cor-
responding Riemannian metric, and then we can use the
diferential manifold theory to measure the network
behavior risk.

For n-dimensional manifold space, the distance between
any two points can be expressed as follows:

ds
2

� guv(x)dx
u
dx

v
, (12)

where x � (x1, x2, . . . , xn) and guv is a Riemann metric
defned in n-dimensional space. Generally, we choose the
Riemann metric with symmetric positive defnite, guv � gvu,
and then ds2 is the distance calculationmethod of two points
in n-dimensional space under diferent Riemann metric.

If we use matrix form to describe Riemannian metric, let
g � guv, x � xα, and dx � dxα. Tus, the distance formula
(12) can be expressed as follows:

ds
2

� dx
T
gdx. (13)

For a given symmetric positive defnite Riemannian
metric matrix g, we can decompose it that is, g � hTh, where
h and g are of the same order. Ten,

ds
2

� dx
T
gdx � (hdx)

T
(hdx) � |hdx|

2
. (14)

In other words, the distance is converted into the module
length of hdx.Ten, thematrix h just describes the local local
coordinate system.Te vector dx in this coordinate system h

is equivalent to the vector hdx in the local rectangular
coordinate system. At this time, h becomes the Jacobian
matrix under coordinate transformation.

5.4. Network Behavior Risk Calculation. Because there is no
concept of measure in diferential manifold in the process of
using diferential manifold to measure network security, it is
necessary to give Riemannian measure g on diferential
manifold, so that the behavior risk value of network can be
calculated through diferential manifold. Te Riemannian
metric g selected in this study is as follows:

guv �
e

x2
u+x2

V( )/2 u � v,

0 u≠ v,

⎧⎨

⎩ (15)

where xu and xv are the coordinates of point u and point v,
respectively. After the Riemannian metric is determined, the
corresponding geometric quantity can be given on it. For
any vector A � (a1, a2, . . . , an) in a Riemannian manifold,
the module length of the vector can be expressed as follows:

|ℏA| �

����������

(ℏA)
T
(ℏA)



�

�������

A
TℏTℏA



�

�����

A
T
gA



�

��������



n

u�1
guua

2
u




,

(16)

For any vector A and any vector B in a manifold, their
inner product in a Riemannian manifold can be expressed as
follows:

(ℏA)
T
(ℏB) � A

TℏTℏB � A
T
gB. (17)

It can be seen from Section 4.5 that the network behavior
risk result can be expressed by the hypervolume of the high-
dimensional data manifold formed by the network
security index.

Formula (15) has given the selected Riemannian man-
ifold. Combined with the diferential manifold structure of
the network system, it can be seen that in the Riemannian
manifold, the volume element of the data manifold can be
expressed as follows:

det(ℏ) 
u

dx
u

�

��������

det h
T
ℏ 




u

dx
u

�

������

det(g)




u

dx
u

�

������

det(g)



dΩ,

(18)

where g is the selected Riemannian metric in Riemannian
manifold and

������
det(g)


represents the volume scaling factor

of Riemannian manifold space relative to Euclidean space.
Given n vectors A1, A2, . . . , An in a manifold, the super
volume composed of these vectors can be expressed as
follows:

R � Ω
������

det(g)



dΩ. (19)

According to formula (19), we can get the network
behavior risk measurement value, which can be used to
evaluate the network risk quantitatively and judge the se-
curity state of the network.

6. Experimental Design and Analysis

6.1. Small-Scale Network Environment Experiment. In order
to verify the efectiveness of the measurement method, this
study builds a network environment to simulate DoS attacks.
First, we set up an experimental environment and then
collect the experimental data. Finally, we use the proposed
model method to calculate and draw the conclusion. In
order to simulate the attack, four attackers are set up in the
network system to simulate DoS attacks of diferent scales.
Te attack trafc enters the internal network from the
frewall and attacks the internal network through the router
R1, as shown in Figure 5. Tis study uses LOIC attack to
simulate DoS attack and Wireshark to collect data index.

Te experimental design process based on real small
environment is as follows: (1) Collection and pretreatment of
indicators. Wireshark tool is used to collect data indicators
and preprocess them. (2) Calculate the network benchmark
security value, namely, network security baseline. (3) Cal-
culate the network risk value under diferent DoS attack
scales. (4) According to the calculated network benchmark
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security value and network security risk value, the efec-
tiveness of the measurement method is judged.

Te calculation process and results are as follows:

(1) Construct the network index state matrix
Collect the data in a certain period of time to form
the network index state matrix.

(2) Index pretreatment
For the collected data, the data are standardized and
converted into dimensionless pure values between
[0, 1].

S �

0.11 0.40 0 0.03 0.34 0.07

0.02 0.40 0.14 0 0.68 0

0.12 0.40 0.01 0 0.59 0

0.12 0.40 0.02 0.02 1 0.05

0.21 0.07 0.02 0.06 0.63 0.04

0.11 0.70 0.02 0 0.81 0

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

. (20)

(3) Construct the network Riemannian metric

guv �
e

x2
u+x2

V( )/2 u � v,

0 u≠ v.

⎧⎨

⎩ (21)

In this case, the Riemannian metric matrix under the
above network state matrix S′ is expressed as follows:

G �

1.01 0 0 0 0 0

0 1.17 0 0 0 0

0 0 1 0 0 0

0 0 0 1 0 0

0 0 0 0 1.49 0

0 0 0 0 0 1

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

. (22)

(4) Calculate the volume scaling factor
Firstly, the volume scaling factor of Riemannian
manifold relative to Euclidean space is calculated. It
can be seen from the above that if the currently
selected Riemannian metric matrix is G, the de-
terminant of Riemannian metric matrix can be
obtained as A � |G| � 1.76. Terefore, the volume
scaling factor of Riemannian manifold relative to
Euclidean space is 1.33.

(5) Calculate the network security baseline
In the Riemannian manifold of data matrix, the
volume element can be expressed as follows:

det(ℏ) 
u

dx
u

�
������
det(G)


dΩ � 1.33dΩ. (23)

Ten, the super volume of index data manifold is as
follows:

Attack aircraf 1

Attack aircraf 2

Attack aircraf 3

Attack aircraf 4

Firewall F Router R1

Router R2

Router R3

Host2

Host1

Host3

FTP serverDatabase server

Web server

Figure 5: Network environment topology.
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R � Ω
������
det(G)


dΩ � 1.33ΩdΩ � 2.905. (24)

From the above, it can be seen that in the small network
environment when the network is running normally, the
network security benchmark result is 2.905. Using the same
calculation method, we can calculate the network security
risk value of DoS attack under diferent scales, as shown in
Table 4.

6.2. CIC Open Data Set Experiment. In order to explain the
accuracy of the network behavior measurement method
based on diferential manifold, this study analyzes the CIC-
IDS-2017 public data set [36] and draws a conclusion by
comparing the calculation results of the open data set on
Monday and other time periods. CIC-IDS-2017 data set
builds abstract behaviors of 25 users based on HTTP, FTP,
and other protocols, including common attacks and trafc
analysis results [36]. Tis study calculates the network be-
havior risk value based on the attack data from Tuesday to
Friday, compares the network security benchmark value
under normal conditions on Monday, and draws
a conclusion.

Te experimental design process based on CIC public
data set is as follows: (1) Collection of indicators. Each group
of data of the same data tag is collected to form a number of
index matrix Vi. Ten, the new index state matrix Vi

′ is
obtained by preprocessing and dimensionality reduction. (2)
Calculate network benchmark security value.Te data set on
Monday is the index data collected for normal operation,
and the index state matrix of normal data after di-
mensionality reduction is set as V1′ and the network
benchmark security value is calculated. (3) Calculate the
network security risk value under each attack. Te dataset
collected data from Tuesday to Friday, including DoS attack,
Heartbleed attack, Web attack, and other types of attacks.
Analyze the index state matrix Vi

′(i � 2, 3, . . .) of these at-
tacks and calculate the corresponding network security risk
values, respectively. (4) According to the calculated network
benchmark security value and network security risk value,
judge the network security state in the attack period and
draw a conclusion.

Te experimental results are as follows.
In CIC data set, Monday is normal data and the col-

lection time is 8:55−10:27, a total of more than 500000 sets of
data and a total of more than 80 indicators. After calculation,
the network benchmark security value is 0.17. Te experi-
mental results are shown in Table 5.

6.3. Experimental Analysis and Conclusion. For the small
physical network environment, the experimental verifcation
shows that the network security benchmark value is 2.905
when the network is running normally. In addition, the
network security risk value after DoS attack is greater than
2.905 and the risk multiple is about 3 times. It indicates that
the current network is under external attack, and the net-
work is in an insecure situation. Tis is exactly the same as
the actual situation. Based on the experimental verifcation

of small-scale network environment, the security status
values of the network in the normal state, the frst DoS
attack, and the second DoS attack are compared, which
shows the efectiveness of the model method proposed in
this study.

As shown in Figure 6, the normal fuctuation range of
network risk is set between (0, 0.32) that is, the network
security risk baseline is set to 0.32. As can be seen from
Figure 6, the network security state calculated by the net-
work behavior risk measurement method based on difer-
ential manifold is basically consistent with the attack tag
given in CIC-IDS-2017. By comparing the calculation results
of network activity risk under normal conditions onMonday
and from Tuesday to Friday, it can be seen that the network
behavior risk measurement method based on diferential
manifold proposed in this study is basically efective and can
detect most of the network attacks, which proves the ef-
fectiveness of the network behavior risk measurement
method based on diferential manifold.

Furthermore, we use diferential manifold to illustrate
the accuracy of behavior risk measurement (BRM). In
Section 6.2, we used BRM and several traditional mea-
surement methods based on machine learning to measure
the risk of CIC open dataset. We use the following three
common information retrieval evaluation indicators:
precision (PR) is the proportion of the number of positive
instances correctly classifed to the number of instances
classifed as positive instances; recall (RC) is the proportion
of the predicted number of all positive samples in the data
set to all positive samples; F-measure (F1) is a weighted
harmonic average of accuracy rate and recall rate. In ad-
dition, the execution time of the test process is calculated
and displayed in Table 6. Te result of the comparison
between several mentioned machine learning methods in
reference [37] and BRM is shown in Table 6. We can
observe that the execution time of KNN is 1908.23 seconds
which is the slowest, while that of BRM is 226 seconds.
According to the weighted average of the three evaluation
indexes PR, RC, and F1, the BRM algorithm has a high
accuracy. In addition, these traditional machine learning
measurement methods rely on a large amount of data
training in the test process. By comparing the accuracy,
recall rate, and execution time of the measurement
methods, the performance of the proposed method is better
than that of some measurement methods based on machine
learning, that further proves the accuracy of the model
method in this study.

In CIC-IDS-2017 dataset experiment, this study
proposes a network behavior risk measurement method
based on diferential manifold which has limitations
under SSH attack and BOT attack. Compared with other
attacks, the fuctuation of network security risk under SSH

Table 4: Network security risk calculation results.

Operation status Security risk value
Normal operation 2.905
Te frst DoS attack 8.053
Te second DoS attack 9.976
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Table 5: Experimental result.

Time Attack type Network
security risk value

Monday Nothing 0.17

Tuesday FTP attack 25.9
SSH attack 0.297

Wednesday

DoS slowhttptest attack 4.15
DoS slowloris attack 1.44
DoS goldeye attack 0.63
Heartbleed attack 72.9

Tursday

XSS attack 53
Sql injection attack 98.3
Brute force attack 53.7
Infltration attack 267

Friday
Bot attack 0

DDoS attack 0.403
Portscan attack 0.582
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Figure 6: Comparison of network security results under various attacks.

Table 6: Comparison table of various network security measurement methods.

Common methods Pr Rc F1 Execution time (s)
KNN 0.96 0.96 0.96 1908.23
RF 0.98 0.97 0.97 74.39
AdaBoost 0.77 0.84 0.77 1126.24
MLP 0.77 0.83 0.76 575.73
Naı̈ve Bayes 0.88 0.04 0.04 14.77
QDA 0.97 0.88 0.92 18.79
ID3 0.98 0.98 0.98 235.02
BRM 0.85 0.85 0.85 226
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attack is small and the calculated network risk value is also
small. BOT attacks are malicious code that invades the
network. BOT attacks on the network are difcult to
detect, and the attack characteristics are not obvious
enough.

7. Conclusion

Tis study measures the network behavior risk based on the
trafc analysis, regards the network trafc data as the net-
work behavior, depicts the network system as a diferential
manifold, determines the network risk measurement index
group, collects the network operation index data for pre-
processing, and uses the diferential manifold theory to
calculate the security benchmark value under the normal
operation of the network and the network security risk value
under the attack, and draw a conclusion by comparison.
Finally, the proposed method is verifed by comparative
experiments.

Te following three aspects are focused on this study: (1)
Regard network trafc as network behavior and propose the
defnition and measurement method of network behavior
risk. Trough trafc analysis, carry out risk measurement
and realize the quantitative analysis of network behavior. (2)
Use the local linear embedding dimension reduction algo-
rithm of manifold learning to reduce the dimension of the
index. (3) Apply the diferential manifold theory to network
security measurement.With the help of diferential manifold
theory, the description of the security state of the whole
network system can be transformed into the change of the
state in the high-dimensional manifold composed of net-
work indicators, and then the network security activities are
abstracted in the high-dimensional space to calculate the
network behavior risk value.

Tis study focuses on the method of measuring net-
work behavior risk by diferential manifold but still has
some limitations including (1) When it comes to the
measurement of the network security, less attention is
paid to the measurement of other indicators such as the
vulnerability of the network itself, while more attention is
paid to the drastic changes of indicators in network attack
and defense. Te follow-up research needs to add the
measurement of assets and network vulnerability on the
basis of the existing network activity measurement. (2)
Use the dimension reduction method of local linear
embedding to reduce the dimension of data. Te per-
formance of the local linear embedding algorithm mainly
depends on the selection of nearest neighbor number. A
large number of nearest neighbors will cause the
smoothness of manifold, and too few nearest neighbors
may divide disjointed submanifolds. Te subsequent re-
search on dimension reduction parameters can optimize
the measurement method and improve the measurement
accuracy.
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