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The advent of Industry 4.0 has made people pay more and more attention to the security of the industrial control system. As
a common and typical communication protocol, Modbus does not consider the problem of data security at the beginning of its
design, which provides opportunities for criminals. In this paper, we design a security scheme to protect the traditional Modbus
TCP protocol, by using domestic encryption algorithms. As a result, the proposed scheme is able to identity authentication, data
encryption, data integrity check, and anti-replay attacks. Security analysis and experimental results show that our proposed

scheme solves the security problem of Modbus TCP protocol with minimal overhead increase.

1. Introduction

With the continuous progress and innovation of technology,
the Internet of Things (IoT) has been on the road of vigorous
development. At the same time, more and more hackers
exploit the vulnerabilities of the IoT to attack the network,
resulting in the illegal leakage of a large amount of data and
even paralyzing terminal [1]. This has brought serious losses
and security risks to relevant enterprises and even countries.
With the coming of Industry 4.0, using information tech-
nology to promote industrial change has been putting
forward, and the Industrial Internet of Things (IloT) has
become an important branch of the IoT [2]. Industrial
Control Systems (ICSs) play an important role in IIoT and
are widely used in manufacturing, power generation,
chemical manufacturing, sewage treatment, tobacco, and
other industries [3]. An ICS is a group of industrial con-
trollers and equipment to ensure the smooth functioning of
an industrial facility, consisting of automated components
that collect and monitor data in real time. The core com-
ponents of ICS include fieldbus control system (FCS), Su-
pervisory Control and Data Acquisition (SCADA) system,
and distributed control system (DCS) [4, 5]. Since industrial
control systems are carriers of data and instructions, they

will face increasingly serious cyber threats, and the attacks of
hackers on industrial control systems are endless. For ex-
ample, in 2010, a hacker group used the Stuxnet virus to
attack an Iranian nuclear enrichment plant, disabling more
than 1,000 centrifuges [6]. In 2021, the municipal water
treatment system in Oldsmar, Florida, was hacked in an
attempt to raise the concentration of sodium hydroxide to
dangerous levels. Clearly, ICS security is closely related to
national security and people’s quality of life.

In order to deal with different application scenarios in
the industrial control system, many communication pro-
tocols are designed for ICS, such as Modbus, Distributed
Network Protocol 3 (DNP3), and Controller Area Network
Bus (CANBUS). Among them, as a serial communication
protocol, Modbus has become one of the most popular
communication protocols due to its simple and easy-to-
understand messages format and open standard [7]. Modbus
TCP protocol is a communication mode of Modbus pro-
tocol, which is an Ethernet application-layer communication
protocol based on TCP/IP. It is widely used in industrial
control equipment produced by Siemens, Schneider, Mit-
subishi, and other industrial control manufacturers, as well
as intelligent manufacturing, energy, power, and other in-
dustries. However, the traditional Modbus TCP protocol has
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great security risks. Attackers can not only intercept the
plaintext data during the communication between Modbus
TCP client and Modbus TCP server but also maliciously
tamper with these data [8]. In addition, attackers can
connect directly to the Modbus TCP server, send illegal
commands, or get data from the Modbus TCP server.

The State Cryptography Administration of China has
published some domestic cryptographic algorithm standards
and their application specifications to improve the country’s
autonomous controllability in information security. The
algorithm involves a variety of encryption types, including
public key encryption algorithms SM2 and SM9; symmetric
encryption algorithms SM1, SM4, and SM7; and hash al-
gorithm SM3. The popularization of the national crypto-
graphic algorithms is of great significance to improve
China’s network information security and the autonomous
control level [9]. In this paper, we propose a security en-
hancement scheme of Modbus TCP mainly through the
domestic encryption algorithms SM3 and SM4, which can
improve the security of Modbus TCP.

In this work, we propose a security-enhanced scheme for
Modbus TCP protocol. The main contributions in this paper
are summarized as follows:

(1) We propose a security scheme of Modbus TCP
protocol based on domestic cryptographic algo-
rithms. Our scheme includes authentication, key
negotiation, and secure data transmission. First, in
the authentication and key negotiation phase, we
complete the mutual authentication and key nego-
tiation between the client and server by preshared
key and the SM4 algorithm. Second, in the secure
data transmission phase, we add the timestamp and
messages authentication code fields to the traditional
Modbus TCP messages. The timestamp field is used
to prevent replay attacks, and the messages au-
thentication code field is used to detect the integrity
and legitimacy of Modbus TCP messages. Finally, we
encrypt key data through the SM4 algorithm to
ensure the data security.

(2) We analyse the security of our scheme, and the
analysis shows that the protocol security problem
solved by the scheme proposed in this paper is more
comprehensive compared with other security
schemes.

(3) We perform an experimental evaluation of the
Modbus TCP security scheme proposed in this pa-
per, and the results show that the proposed scheme
has advantages in both computation overhead and
storage overhead compared with other security
schemes.

2. Related Work

In recent years, there are some related works on the security
of Modbus TCP. Shahzad et al. [10] added extra security
fields to standard Modbus packets and used RSA and AES
algorithms to generate keys and encrypt data, respectively.
Shang et al. [11] proposed an industrial firewall design based
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on Modbus TCP protocol, which combined “whitelist” with
firewall technology to effectively intercept illegal data
streams and ensure the normal operation of industrial
control systems. Pricop et al. [12] proposed authentication
through the hash algorithm and put the authenticated data
in the option field of TCP header. Alves et al. [13] designed
the intermediary agent OpenPLC. It encrypts the data
transmitted by ICS protocol through the AES-256 algorithm
to ensure the confidentiality of data. However, this scheme
does not provide authentication. Xuan and Yongzhong [14]
proposed the Modbus-S scheme to ensure the credibility of
the identity of the communication parties and the confi-
dentiality of the data. Jingran et al. [15] applied TLS tech-
nology to Modbus TCP protocol. However, the digital
certificates involved in TLS increase the computation
overhead and administrative overhead significantly. Yi et al.
[16] proposed the Modbus TCP security scheme to achieve
data encryption and integrity verification and prevent replay
attacks by timestamp and random numbers. Nevertheless,
since the information is transmitted in plaintext, its anti-
replay ability is weak. Lin et al. [17] proposed a Modbus
security scheme based on the AES algorithm and SHA-256
hash algorithm, but this scheme cannot provide authenti-
cation. Chochtoula et al. [18] proposed a Modbus security
scheme based on elliptic curve cryptography, providing
methods for key generation, key negotiation, and data en-
cryption and decryption.

3. Domestic Cryptographic Algorithms

3.1. SM3 Hash Algorithm. SM3 is a hash algorithm in-
dependently developed in the core field of cipher in China.
For a message m with L (L <2°*) bits, the SM3 hash algo-
rithm generates a hash value with 256 bits after messages
filling, iterative compression.

(1) Fixed parameters

IV =7380166f 4914b2b9 172442d7
a96f30bc 163138aa e38dee4d bOfbOede

da8a0600

{ 79¢c4519,0<j< 15,
=

7a879d8a, 16 <j< 63,
XoY®Z0<j<15,
FF;(X,Y,Z) =
(XAY)V(XAZ)V(YNZ),16<j<63,
XeYe®Z,0<j<15,

GGj(X,Y,Z):
(XAY)V(XNZ),16<j<63,

Py(X)=Xo (X<9)e (Xx17),
P (X)=Xo (X<15) @ (X «23).
(1)

(2) Messages filling

Assuming the message m is L bits long, first add the
bit “1” to the end of the messages and then add k
zeros, k being the smallest non-negative integer
satisfying L + 1 + k = 448 (mod 512). It then adds
a 64-bit bit string, which is the binary representation
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of length L. The length of the message is the multiple
of 512 bits.

(3) Iterative compression
Iterative process

Group the filled messages m by 512bits,
m =BOBW  B" D wheren = (L +k + 65)/512.
Iterate over m as follows:

FORi=0TO n-1,
vl = cr(v?,BY). (2)
ENDFOR
V(O is the initial value IV of 256 bits, and CF is the
compression function.

Messages extension

The messages group B” is extended to generate 132
messages words Wy, W, ...... We Wyt ... Wi,
and is used to compress the function CF.

(a) The messages group B"” is divided into 16 words
Wo.o.... W
(b) FOR j=16 TO 67

W;—P, (W, c0W, g0 (W, ,<15))

(3)
o(W, 3<7)eW,,
ENDFOR
(c) FOR j=0 TO 63
Wi=W,eW,,. (4)
ENDFOR

Compression function
A, B, C, D, E, F, G, and H are word registers

FOR j=0 TO 63
881 — ((A<12)+ E+(T; < (jmod32))) <7
SS2 — SS1e (A 12)
TT1<—FF;(A,B,C) +D+SSZ+W]’~
TT2<—GGj(E,F,G) + H + SS1 +Wj

D——C

C—Bx9

B——A

A—TT1

H—G

G—Fx19

F——E

E——P,(TT2).

(5)

ENDFOR

3
v ABCDEFGHeoV®, (6)

(4) Hash value
ABCDEFGH «— V™, (7)

The final output is the 256 bit hash value y= ABCDEFGH.

3.2. SM4 Symmetric Encryption Algorithm. SM4 is a sym-
metric encryption algorithm independently developed in
China. The SM4 algorithm is a block encryption algorithm
with the key length and block length of 128 bit. It includes 32
iteration operations and one reverse order transformation R.

Suppose that the plaintext input is
(Xo» X1 X5, X5) € (Z3%)*,  the ciphertext output is
(Yo, Y, Y, Y3) € (Z3%)%, and the round key is rk; € Z32,
i=0, 1, 2, ..., 31, the round function:
F(Xy, X, X,,X5,vk) = XyeT(X, e X, @ X, @rk), and T'is
the synthetic permutation function.

The operation process of the SM4 encryption algorithm
is as follows:

(1) 32 iterations
X;+4=F(X;, Xipp» Xiga> Xjpao k)i =0,1,2. ... .. 31.

(2) Reverse order transformation
R (X5, X33, X34, X35) - = (X35, X4 X33, X35),
(Yo, Y1, Y5, Y5) = R(X3p, X33, X34 X35).
(9)

The SM4 decryption algorithm has the same structure as
the encryption algorithm, but the difference is the sequence
in which the round key is used. When decrypting, the round
key sequence is (rks;, rksg, ... ... , k).

4. Modbus TCP Protocol

4.1. Modbus TCP/IP Network Topology. Modbus is a com-
munication protocol based on master-slave architecture. It
has three communication protocols: Modbus RTU protocol,
Modbus ASCII protocol, and Modbus TCP protocol.
Among them, Modbus RTU protocol and Modbus ASCII
protocol are based on serial links to communication.
Modbus TCP protocol is based on Ethernet to
communication.

As a branch of Modbus protocol, Modbus TCP protocol
consists of two entities: Modbus TCP client and Modbus
TCP server. The client corresponds to Modbus master, and
the server corresponds to Modbus slave. Modbus TCP/IP
network topology is shown in Figure 1. In the network, only
the client sends request to the server, and then, the server can
respond to the client. Otherwise, the server cannot take the
initiative to send messages to the client. The Modbus TCP/IP
network not only allows clients and servers to connect
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FiGUure 1: Modbus TCP protocol network topology.

directly but also allows Modbus masters and slaves in serial
links to connect through routers, gateways, and other
devices.

4.2. Modbus TCP Messages Structure. The messages structure
of Modbus TCP protocol is shown in Figure 2 [19].

In Modbus TCP protocol, the function code field and the
data field are collectively called protocol data unit (PDU).
Modbus application protocol (MBAP) messages headers and
PDU are collectively called application data unit (ADU).

The MBAP messages header field is seven bytes, in-
cluding transaction identifier, protocol identifier, length,
and unit identifier. Specifically, transaction identifiers take
two bytes, which are used to mark different communication
messages, ensure message accuracy, and prevent message
confusion across the network. The protocol identifier con-
tains two bytes, namely, 00 00, which indicates Modbus TCP
protocol. The length field is two bytes, which stores the
length of unit identifier, function code, and data. The unit
identifier field takes up one byte and stores the address of
Modbus TCP server or the serial link device connected to the
Modbus TCP/IP network.

The PDU is a field for storing key data, consisting of the
function code and data. The function code occupies one byte
and represents the operation the Modbus TCP client wants
to perform on the Modbus TCP server. Common function
codes are shown in Table 1.

5. Modbus TCP Security-Enhanced Scheme

The symbol definitions used in this section are shown in
Table 2.

5.1. Authentication and the Key Negotiation Phase. In this
phase, the Modbus TCP server can identify the legitimacy of
the connected Modbus TCP client, and the Modbus TCP
client can identify whether it is connected to the target server
or not. In the authentication phase, the preshared key PSK
agreed between the client and server is used. If the

authentication succeeds, the session key negotiation is based
on the parameters passed during the authentication. The
specific steps of authentication and key negotiation are
described as follows.

(1) The Modbus TCP client generates a string of 128 bits
random number R,, and calculates H,,; and C,,.
Then, the client sends C,,, to the Modbus TCP server.

{Hml = H(PSKR,,), (10

Cm = EPSK (PSKRmHml)

(2) The Modbus TCP server receives the message and
decrypts C,, by the preshared key PSK. Then, it gets
the random number R,, by XOR operation between
the local PSK and the first half of the decrypted
message and finally computes H;. If Hy; is equal to
H,,1, it proves the legitimate identity of Modbus TCP
client. Otherwise, the message is discarded.

PSKRmHml = DPSK (Cm)’

(11)
H,, = H(PSKR,).
After the Modbus TCP client passes the authenti-
cation, the Modbus TCP server generates a random
number R, with 128 bits and then calculates H,, and
C,. Next, the server sends C; to the client.

{ H52 = H(RmRs)’ (12)

Cs = EPSK (RmRsHSZ)'

(3) The Modbus TCP client receives the message and
decrypts C; by the preshared key PSK.

R, RHg, = Dpsg (Cs) (13)
It can obtain the random number R, by performing
XOR operation between local random number R,
and the first half of the plaintext. Then, the Modbus
TCP client computes H,,,,.
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FIGURE 2: Modbus TCP application data unit structure.

TaBLE 1: Various Modbus TCP function codes and their actions
on data.

Action

Function codes
et to be performed

01 Reading coils

02 Read discrete input
03 Read holding registers
04 Read input registers
05 Write single coils
06 Write single register
OF Write multiple coils
10 Write multiple registers

TaBLE 2: Symbol used in the proposed scheme.

Symbols Description
PSK Preshared key between the client and the server
R, Random number generated by the client
R; Random number generated by the server
Ke Session key negotiated between the client and the
Y server

I Connect function
E() SM4 encryption
D() SM4 decryption
H() SM3 hash algorithm
H()i6 The first 16 bytes of the SM3 hash value

Ciphertext encrypted by the client using
o

preshared key

Ciphertext encrypted by the server using

Cs
preshared key
Hmb Hm2> .
H Hash value generated by the client
m3
H,, Hy, Hgs Hash value generated by the server
Ciphertext encrypted by the negotiated session
Cor ke
Y
H,, = H(R,R,). (14)

The legitimate identity of the Modbus TCP server
can be proved, and the integrity of random number
R, is verified if H,,, is equal to H,. Otherwise, the
message are discarded. After the Modbus TCP server

passes the authentication, the Modbus TCP client
generates the session key for the data transfer phase.
And then, the client sends “Verify_successful” to the
server to indicate that he has been authenticated.

Key = H(R,,||R,||PSK), . . (15)

(4) After receiving the message “Verify_successful,” the
Modbus TCP server uses the same algorithm to
generate the session key “Key.”

5.2. Secure Data Transmission Phase. In the phase of secure
data transmission, the SM4 algorithm is used to encrypt
important data into ciphertext with the session key gener-
ated in the previous phase. Transmitting ciphertext prevents
the attacker from obtaining the plaintext of important data.
However, if the attacker knows the function of each message,
it can replay the message even if it does not know the
plaintext. Therefore, the timestamp field is added in the
traditional Modbus TCP to prevent the replay attack. The
SM3 hash algorithm is used to ensure the integrity of data
during transmission and prevent data from being tampered
illegally. The Modbus TCP protocol data format of security-
enhanced is shown in Figure 3.

The specific steps of the secure data transmission phase
are described as follows. The operation flowchart of the
sender (Modbus TCP client) during the secure data trans-
mission phase is shown in Figure 4.

(1) The Modbus TCP client obtains the current system
time and adds the timestamp into the timestamp
field of the secure Modbus TCP messages.

(2) The Modbus TCP client uses the SM4 algorithm to
encrypt the function code, data, and timestamp fields
by session key “Key” and puts the ciphertext into the
corresponding location of the security messages.

Cpr = Egey (Function Code||Data||Timestamp).  (16)

(3) The Modbus TCP client takes the Cprand the session
key “Key” as the input of the SM3 hash algorithm,
generates the hash value H,,;, and puts it to the
messages authentication code field.
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Function Code

Data

MBAP Message Header Protocol Data Unit Timestamp Message Authentication Code
Transaction Protocol . .
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F1Gure 3: Modbus TCP protocol data format of security-enhanced.

start

Add Timestamp and Message
Authentication Code field to traditional
Modbus TCP messages

A 4

Get the current timestamp and put it into
the corresponding field

Encrypt function code, data and timestamp

Calculate the message authentication code
and put it into the corresponding field

end

FIGURE 4: The operation flow of the sender.

H,; = H(CpKey). (17)

Figure 5 shows the operation flowchart of the receiver
(Modbus TCP server) in the secure data transmission phase.

(1) The Modbus TCP server takes the ciphertext Cprand
session key “Key” as the input of the SM3 hash al-
gorithm to generate the hash value H,; and compares
it with the content in the received messages au-
thentication code field. If they are the same, it can
prove that the source of the messages is credible and
the messages cannot be tampered maliciously.
Otherwise, the messages will be discarded.

Hg = H(CpKey). (18)

(2) The Modbus TCP server decrypts Cpr through the
session key “Key” to get timestamp. Then, it gen-
erates the timestamp by the system time and com-
pares it with the timestamp received. If the
timestamp is within the valid range, the Modbus
TCP server performs operations based on function

code and data. Otherwise, the messages will be
discarded.

Function Code||Data|| Timestamp = Dy, (Cpr).  (19)

6. Security Analysis

6.1. Authentication and the Key Negotiation Phase. In this
phase, the Modbus client and the Modbus server use pre-
shared keys and the SM4 algorithm for mutual authenti-
cation and key negotiation. The connection will be
disconnected if the authentication fails. Since the trans-
mitted message is encrypted and hidden through XOR
operation and the SM4 algorithm, even if the attacker in-
tercepts the message, they cannot get the information
they want.

To improve the security of the session key, the scheme
generates random numbers every time the Modbus TCP
client connects to the Modbus TCP server and then nego-
tiates the final session key. The session key negotiated in this
phase is used for encryption and decryption the critical data
in the next phase. This ensures that the session keys are
different each time the Modbus TCP client connects to the
Modbus TCP server.
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FIGURE 5: The operation flow of the receiver.

6.2. Secure Data Transmission Phase. In this scheme, two
fields of timestamp and messages authentication code are
added to the traditional Modbus TCP messages, making
them be the Modbus TCP secure messages.

First, make sure the identity of the sender is legitimate
and the message is not maliciously tampered with. On the
one hand, the session key “Key” is one of the inputs of the
message authentication code, and only the terminal that
passes the authentication and key negotiation phase can
obtain the key. Therefore, the message authentication codes
calculated by the two parties are different if the identity of
the sender is illegal. On the other hand, C , is another input
to the message authentication code, where Cpt is the ci-
phertext of the function code, data, and timestamp. Since the
attackers cannot know the session key, if they maliciously
tamper with C,,, they cannot calculate the same message
authentication code. This will result in the received message
authentication code different from the calculated message
authentication code for the receiver. Therefore, as long as the
message authentication codes are the same, the sender’s
legitimacy and the integrity of the message can be proved.

Second, the current timestamp is stored in the time-
stamp field of the Modbus TCP security messages to prevent
replay attacks. The receiver compares it to its own system
timestamp each time it receives the messages. If the time-
stamp is within the safe range, it will perform operations
based on the function code and data. Because the timestamp
is encrypted, the attackers cannot modify the timestamp,
even if the messages are intercepted. If the attackers send the
same messages more than once, the timestamp will be out of
the safe range.

Third, the proposed scheme uses the SM4 symmetric
encryption algorithm to encrypt the function code, data, and
timestamp at the same time, which ensures that the trans-
mitted key data are not accessed illegally by attackers.

6.3. Comparison of Modbus TCP Security. To highlight the
security of this scheme, this section compares it with other
Modbus TCP security enhancement schemes, as shown in
Table 3.

The schemes [10, 14] use the AES symmetric encryption
algorithm to encrypt the data in Modbus TCP protocol and
use the RSA algorithm to sign the data to achieve identity
authentication. Scheme [10] uses the SHA-2 algorithm to
calculate the hash value, while scheme [14] uses the MD5
algorithm to calculate the hash value to verify the integrity of
the messages. The scheme [14] prevents replay attacks by
computing synchronization identifiers, but scheme [10] does
not propose a mechanism to prevent replay attacks. Scheme
[15] applies TLS to Modbus TCP protocol to realize data
encryption, authentication, data integrity check, anti-replay
attack, and key update mechanism. Scheme [17] uses the
AES symmetric encryption algorithm to encrypt the data in
Modbus TCP protocol, uses the SHA-256 algorithm to
calculate the hash value, and verifies messages integrity and
prevents replay attacks through timestamps. Scheme [16]
uses the SM4 symmetric encryption algorithm to encrypt the
data in Modbus TCP protocol, calculates the hash value
through the SM3 algorithm, verifies the integrity of the
messages, and realizes identity authentication. It protects
against replay attacks by random numbers and timestamp.
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TaBLE 3: Comparison of the security of the proposed scheme with related schemes.
Identity Messages integrity
Schemes . Data encryption Anti-repla Key update
authentication check piay Y up
[10] N N N x x
[14] v v v v x
[15] v v v v v
[16] v v v v x
[17] x N Vv v x
Our scheme v v v N v
v Modbus/TCP
Transaction Identifier: 51
Protocol Identifier: o
Length: 6
Unit Identifier: 1
v Modbus
.000 0011 = Function Code: Read Holding Registers (3)
Reference Number: @
Word Count: 20
02 00 00 00 45 00 00 34 cf 97 40 00 80 06 00 00 B4 @
7f 00 00 01 7f 00 00 01 8 6¢ 01 f6 95 dd 98 ae R U leeenes
19 33 69 9f 50 18 04 ff 2f ae 00 00 00 33 00 00 3iPeee [eree3e
00 06 01 03 @@ @@ @0 14 eeeeeen
()
~ Modbus/TCP
Transaction Identifier: 51
Protocol Identifier: ©
Length: 43
Unit Identifier: 1
~ Modbus
.000 0011 = Function Code: Read Holding Registers (3)
[Request Frame: 59]
[Time from request: ©.015714000 seconds]
Byte Count: 40
> Register © (UINT16): ©
> Register 1 (UINT16): 23
> Register 2 (UINT16): ©
Register 3 (UINT16): 22
> Register 4 (UINT16): ©
92 00 00 00 45 00 00 59 cf 99 40 @0 80 06 00 00 E--Y --@ ----
7f o0 @0 @01 7f @@ @0 @1 ©1 f6 Cc8 6C 19 33 69 9f - ----- .- --1-3i
95 dd 98 ba 50 18 20 fa ©1 6e 00 00 00 33 00 00 - ‘ne--3-
00 2b 01 ©3 28 00 00 0@ 17 0O 00 00 16 00 00 00 R CEEEEE
2b 00 36 00 00 00 2b 00 ©O 00 00 00 00 00 36 00 +-6- - - +- 6"
00 00 06 00 2d ©0 00 @1 <C8 00 @0 00 00 R R
(b)

FIGURE 6: Message content for traditional Modbus TCP. (a) Sent by the Modbus TCP client. (b) Sent by the Modbus TCP server.

However, the random numbers and timestamps in this
scheme are transmitted in plaintext, and the attacker can
easily modify them and send them again after interception.
Therefore, the scheme is less effective in preventing replay
attacks. In contrast, our proposed scheme uses timestamp to
prevent replay attacks, which not only does not need to open
new memory space to store random numbers but also en-
crypts the timestamps for transmission. The attacker cannot
modify timestamp data, which can prevent replay attacks
effectively.

7. Experimental Results and Analysis

In this section, experiments are performed on the proposed
scheme in terms of both computation overhead and storage
overhead. To ensure the accuracy of the data, we did ten
experiments to test the computation overhead. The scheme
is divided into the authentication and key negotiation phase
and the secure data transmission phase. Therefore, the
computation overhead of these two stages is calculated
separately in the experiment. All experiments are running on
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v Modbus/TCP
Transaction Identifier: @
Protocol Identifier: @
Length: 6
Unit Identifier: 255

v Function 88: Unknown Function. Exception:
.101 1000 = Function Code: Unknown (88)
Exception Code: Unknown (122)

Unknown Exception Code (122)

75 3 40 00 80
ce 82 01 f6 13
b2 eb 00 00 00
60 46 47 30 52
85 01 f5 3c 1c
90 68 23 6d 04

02 00 00 00 45 00 00 S5
7f 00 00 01 7f 00 00 01
f3 f5 2f 2b 50 18 04 fe
00 06 ff d8 7a 20 12 7a
53 6f ce b6 80 bc 53 78
6e 78 b9 4e 74 96 c8 53
0a 08 6e

v Modbus/TCP
Transaction Identifier: @
Protocol Identifier: @
Length: 19
Unit Identifier: 255
v Modbus
.010 0000 = Function Code: Unknown (32)
Data: di1bc8ed6b4ac9185d0e9725f5024f511625

06
as
00
e9
c8
e7

()

0000 - E_
2 38
00 00
b3 54
a6 15
2d 16

50+ - -5X
nx-Nt--S -h#m- -
“on

7f 00 00 01 7f 00
13 a5 c2 6f 50 18
00 13 ff 20 d1 bc
02 4f 51 f6 25 00
00 00 00 00 16 47
3e e8 17 of de df
d4 d2 7f 64

00 01
20 f9
8e d6
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FIGURE 7: Message content for security Modbus TCP. (a) Sent by the Modbus TCP client. (b) Sent by the Modbus TCP server.

Intel(R) Core (TM) i5-12500H@3.1 GHz CPU, 16 GB RAM,
Windows 11 64 bit OS.

7.1. Experimental Results. We use Wireshark to intercept
traditional Modbus TCP messages and encrypted Modbus
TCP messages, respectively, to clearly see the effect of the
proposed scheme during the secure data transmission phase.
Function code 03 is used as an example here. Figure 6(a)
shows the traditional Modbus TCP messages sent by the
client, and Figure 6(b) shows the traditional Modbus TCP
messages sent by the server. It can be seen from Figure 6 that
data are transmitted in plaintext during traditional Modbus
TCP communication, which means that attackers can easily
obtain key information such as the function code and data
and tamper with it maliciously. Hence, the protocol is in-
secure at this time.

Figure 7(a) shows the security messages sent by the
Modbus TCP client of the proposed scheme, where the
function code and data have been encrypted. The last
32bytes of the data captured by the Wireshark is the
messages authentication code.

The Modbus TCP server receives the messages and
returns the corresponding messages after authentication,
integrity check, and timestamp check. Figure 7(b) shows the
data returned by the Modbus TCP server. In this figure, the
critical data have been encrypted. Wireshark only intercepts
some nonsensical message sequences. This means that at-
tackers cannot obtain the plaintext of critical data and
tamper with it maliciously.

7.2. Computation Overhead. To ensure the accuracy of the
experimental data, we conducted ten experiments for each
phase separately and then calculated the average value.
Numbers in Figures 8 and 9 represent the number of
experiments.

In the authentication and key negotiation phase,
Figure 8(a) shows the computation overhead of the Modbus
TCP client, while Figure 8(b) shows the computation
overhead of the Modbus TCP server. Experimental results
show that the average computation overhead of Modbus
TCP client is 11.71 us. The average computation overhead of
the Modbus TCP server is 9.76 us.
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FIGUre 9: Computation overhead in the secure data transmission phase. (a) Modbus TCP client. (b) Modbus TCP server.

In the secure data transmission phase, the timestamp
and messages authentication code are calculated and the key
data of Modbus TCP messages are encrypted or decrypted.

Figure 9(a) shows the computation overhead of the
Modbus TCP client, while Figure 9(b) shows the compu-
tation overhead of the Modbus TCP server. Experimental
results show that the average computation overhead of the
Modbus TCP client is 3.24 ys and the average computation
overhead of the Modbus TCP server is 2.73 ys in the secure
data transmission phase.

In Table 4, we show the performance comparison be-
tween our scheme and other related works. Some symbols
are defined as follows. H denotes a hash operation, AESg
denotes one AES encryption operation, AESp denotes one
AES decryption operation, SM4g denotes one SM4 en-
cryption operation, SM4p denotes one SM4 decryption
operation, RSAg denotes one RSA signature operation,
RSA;, denotes one RSA signature verification operation, and
TLS denotes a complete TLS protocol process.

The public key encryption algorithm is an encryption
algorithm which uses complex mathematical problems as
security guarantee. The encryption and decryption opera-
tions and signature verification operations contain many
mathematical operations. Therefore, its computation effi-
ciency is much lower than that of the symmetric encryption
algorithm and the hash algorithm. The RSA algorithm used
in schemes [10, 14] is a public key encryption algorithm that
uses large integer factorization mathematical problems as
security guarantees. The overhead of RSA is much higher
than that of AES, SM4, and hash algorithms. Scheme [15]
applies TLS protocol to Modbus TCP protocol to effectively
ensure security. But the TLS protocol involves authentica-
tion of digital certificates and some RSA operations, which
causes the computation overhead to increase exponentially.
Schemes [16, 17] have slightly lower computation overhead.
The computation overhead of schemes [16, 17] is slightly
better than that of the scheme in this paper. However, se-
curity analysis shows that scheme [16] does not realize key
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TaBLE 4: Comparison of computation overhead with related
schemes.

Computation overhead Computation

Schemes .
(sender) overhead (receiver)

[10] H+ AESg + RSA H+AESp + RSAy

[14] 2H + AESE + RSAS 2H + AESD + RSAV

[15] TLS TLS

[17] H+ AESg H+ AESp

Our

scheme 4H + ZSM4E + SM4D 4H + SM4E + ZSM4D

TaBLE 5: Comparison of storage overhead with related schemes.

Schemes Storage overhead

[10] 3072 bits + AESkeys_size

[14] 3072 bits + AES_size + seed_size + WL _size
[15] 2certificate_size + 2304 bits

[16] 128 bits + RL_size

[17] 256 bits

Our scheme 256 bits

update and has anti-replay ability is weak. Scheme [17] lacks
the authentication mechanism. To sum up, the proposed
scheme is worthy of higher security with Iless
performance loss.

7.3. Storage Overhead. We compare the storage overhead
with other Modbus TCP security enhancement schemes, and
the comparison results are shown in Table 5. Note that
“x_size” represents the storage size of “x.” Schemes [10, 14]
adopt the RSA algorithm for signature verification and the
AES algorithm for encryption and decryption. Therefore,
both parties need to store their RSA public and private keys
and AES symmetric keys. Scheme [14] also needs to store
a seed and a whitelist WL. The TLS protocol of scheme [15]
involves the verification of digital certificates, so it needs to
store its own digital certificate and own RSA (2048) private
key and the other party’s digital certificate. The storage size
of each digital certificate is about 1 KB~3 KB. In addition, the
encryption algorithm used in scheme [15] is ChaCha20-
poly1305. Therefore, the key of the algorithm also needs to
be stored. Scheme [16] adopts the SM4 algorithm for en-
cryption and decryption, and both communication parties
need to store the SM4 symmetric key. Scheme [16] also needs
to store a table RL for storing random numbers, in order to
achieve the purpose of anti-replay attack. Scheme [17] has
the same storage overhead with our proposed schemes. But
the security of our proposed scheme is better than
scheme [17].

8. Conclusion

In this paper, we design a Modbus TCP security mechanism
based on domestic cryptography algorithms. First, we
complete mutual authentication and session key negotiation
through the preshared key, SM4 encryption algorithm, XOR
operation, and so on. Then, we design Modbus TCP security
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message which adds anti-replay mechanism through the
timestamp field and calculate the message authentication
code through the SM3 algorithm to verify the integrity and
legitimacy of the message. Finally, we encrypt key data such
as the function code, data, and timestamp through the SM4
algorithm. The security analysis and experimental results
show that the proposed scheme can protect Modbus TCP
autonomously and controllably with smaller computation
overhead and storage overhead.
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