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Blockchain proposes many innovative technologies to establish credible mechanisms in an open environment and therefore, it
becomes a promising solution to the problem of credibility in educational development. To better understand the role of the
blockchain, we aim to provide an extensive survey focusing on its key technology, application potential, and performance
evaluation. First, from the perspective of blockchain characteristics, we summarize its application architecture in educational
credibility. Next, we extensively discuss application potential of the blockchain, such as data storage, data sharing, achievement
certifcation, and activity evaluation. Moreover, we investigate the performance evaluation, including basic performance metrics
and specialized metrics for credibility. Finally, we analyze the challenges and research trends of blockchain in educational
credibility and provide useful insights for future research.

1. Introduction

With ongoing educational reform, many researchers have
focused on the issue of trust in the education feld. Edu-
cational trust is a relationship of afrmative dependent on
the educational system arising from the interaction between
the trusting willingness of the educational subject and the
trustworthy quality of the educational object [1]. Anwar et al.
[2] pointed out that in the current educational environment,
building trust in education is urgent. It is worth paying
attention to the fact that the conventional educational
paradigm can hardly adapt to the advancements in science
and technology, as refected in the following aspects. In the
past, traditional educational trust relationships were usually
based on geography and kinship, with emotional ties as the
basic feature, and such relationships were vulnerable to
artifcial interference, not solid and strong enough, and not
scientifc enough, which has become a problem for credible
educational development. Te educational process is im-
plicit and is not conducted under public scrutiny, there can
be irregularities, and the results of such education can easily

be questioned. In order to address such issues, the estab-
lishment of a credible mechanism for education seems ex-
tremely necessary. However, in this environment, it is very
difcult to establish an open and transparent education
credible system without reliable technical support. Con-
sidering the previous studies, decentralized technology such
as blockchain is introduced to exclude human factors that
afect the fairness of the education system and solve the trust
crisis in education. Terefore, for educated people, they do
not have the ability to assess information on their own and
cannot actively choose educational environments and
methods that interest them, thus lacking initiative. For
teachers, they have no uniform criteria for assessing edu-
cated people as a whole, resulting in a reduction. Moreover,
educational institutions are not transparent in the process of
handling all educational data, and there is no supervisory
body, leading to easy leakage of data privacy and reducing
data authenticity. Terefore, it is essential to establish an
educational credibility mechanism in order to ensure the
fairness of the educational process and the efectiveness of
the educational results.
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Blockchain technology is seen as having great potential
for applications in education, assisting in creating a more
open and credible education system [3]. It proposes many
frontier technologies to create trusted data transaction
mechanisms in an open educational environment [4], such
as smart contracts [5], asymmetric cryptography algorithms
[6], consensus verifcation [7], and incentive mechanisms
[8]. Tese technologies allow the blockchain to have char-
acteristics such as distributed storage, decentralization,
anonymity, and traceability [9, 10]. Tey break the tradi-
tional centralized structure and provide new technical so-
lutions to solve the issue of credibility. However, considering
the complexity of the education, the solution to this issue
remains very challenging. So, the purpose of this paper is to
explore how the blockchain can build a credible mechanism
in an open educational environment.

Te main contributions of this paper can be summarized
as follows. (1) We summarize the application architecture of
blockchain in educational credibility, including core tech-
nology and attributes. We highlight the core technologies,
such as digital signature, consensus mechanism, encryption
algorithms, and smart contracts. (2) On this application
architecture, we demonstrate the application potential of
blockchain in four aspects and for each aspect, we analyze
current credibility issues in education and how blockchain
can help address them. (3) To evaluate the performance of
the blockchain-based systems, we provide basic performance
metrics and specialized metrics. Te former evaluates the
important performance of the blockchain system itself, while
the latter gives the unique evaluation method for assessing
credibility.

Te rest of the paper is structured as follows. Section 2
provides the architecture of the blockchain, Section 3
demonstrates educational application of the blockchain,
Section 4 presents performance evaluation, and Section 5 is
conclusions.

2. The Application Architecture of
the Blockchain

Blockchain can be described as an immutable ledger that
records data in a decentralized manner, which enables
entities to interact without the presence of a centrally
trusted third party [11], exploring the blockchain appli-
cation architecture from a typical blockchain application
in an educational environment. MOOCsChain [12] is the
blockchain application on the MOOC platform, which
consists of fve main parts, registration authority (RA),
MOOCs providers (MPs), end-users (EUs), blockchain
(BC), and data storage servers (DSs). RA is mainly re-
sponsible for handling all platform registration requests
and providing public and private keys for authorized
users. EU is a port for users to use the platform and
participate in the course. MP is a course content provider,
and each MP is an independent entity that can commu-
nicate with the storage server. BC records key materials of
learners using smart contracts and provides a decentral-
ized storage environment. DS stores data through a dis-
tributed storage system to protect the limited storage

capacity of BC. Publication Chain (PubChain) [13] mainly
relies on the blockchain system and IPFS system. Te
blockchain runs a distributed consensus protocol to
maintain the data on the chain, and participants interact
with the blockchain when running activities on the
PubChain.

Considering the particularity and complexity of appli-
cation scenarios in education, the blockchain technology
architecture can be divided into three parts, as shown in
Figure 1. In the frst circle, the disordered education data are
added to the chain structure and stored according to the
structure of Merkle tree; these nodes made up the bottom
layer of the blockchain structure P2P network [14]. In the
second circle, the core technology of themain applications of
blockchain contains digital signature, consensus protocol,
smart contract, and asymmetric encryption algorithm,
which improves the legitimacy of the educational material
[15]. In the third circle, benefting from the core technology
of the second circle, blockchain will have some attributes
such as traceability [16], authenticity, anonymity, and se-
curity, which can be useful in educational scenarios such as
certifcate verifcation, online learning platforms, and life-
long learning records.

2.1. Te Core Technology. Te education fled mainly con-
centrates on the application of the core technology in
blockchain, such as consensus verifcation, asymmetric
cryptography algorithms [17], digital signature and smart
contracts, which have their unique properties and com-
plement each other to cooperate in educational scenarios.
While ensuring the authenticity of the educational data, they
help promote the construction of a credible system for
education.

2.1.1. Smart Contract. A smart contract is a computer
protocol designed to disseminate, validate, and enforce
a contract in an informative manner, a piece of computer
code that constitutes a program. It plays an important role in
educational applications. In the frst step, two or more users
involved in educational activities agree to formulate their
common opinion into a smart contract; in the second step,
this smart contract is broadcast and stores to the block nodes
in the framework through the blockchain network; in the
third step, the successfully constructed smart contract waits
for the conditions to be met and then automatically executes
the contents of the contract. It is worth noting that not all
blockchains have smart contracts, such as beacon chains.
Blockchains that do not have smart contracts difer in the
way they solve problems. Smart contracts are the unique
existence of the blockchain technology that can convert the
coding of data interactions into contracts and related doc-
uments in the traditional sense [18]. Smart contract provides
a more fair and equitable method of transaction with
transparent data, while minimizing interaction of parties in
a decentralized manner [18]. Tese transaction data are
traceable and irreversible and can be automatically executed
according to the provided terms without the involvement of
any third-party [19], enabling the sharing of data.
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As can be seen from Figure 2, the education role inputs
education data to the smart contract, which has a contract
state, contract value, and contract code, and the contract is
executed automatically after getting the input data. Te
corresponding output is obtained according to the contract
content. Tere is no third-party involvement in the process,
and the contract content will not be changed in the middle of
the process to ensure the consistency of the result data. Te
execution of smart contracts has a huge impact on the
blockchain technology [20], and all participants carry out
contracts in accordance with the same standard to achieve
maximum fairness and credibility.

2.1.2. Consensus Protocol. Te main purpose of the con-
sensus protocol is to enable decentralized network nodes to
reach an agreement and complete the consensus verifcation.
In a central and organizational body, all decisions are judged
by selecting a highest-priority role [21], which is highly
subjective and is unfair and lacking in credibility. However,
the outcome is determined by all participating node and are
subject to their interests in a distributed network. Tis
process is known as consensus [22]. Te specifc consensus
verifcation process is illustrated in Figure 3.

As can be seen from Figure 3, the main players in ed-
ucational activities contain students, teachers, schools, and
institutions who join together in a smart contract to choose
the appropriate consensus protocol for their desired edu-
cational activities. For example, PubChain uses the PoA
consensus protocol in federated chains and the PoW con-
sensus protocol in public blockchains [23]. Te consensus
mechanism is that all nodes on the blockchain communicate

consistently. When the educational data on a block change,
all users will receive a notifcation and update their data
status in time, solving the problem of synchronizing edu-
cational information data in an educational environment,
and all its behaviors will be supervised [24]. Te common
consensus protocol is listed in Table 1.

2.1.3. Asymmetric Encryption Algorithms. Asymmetric en-
cryption algorithms use key pairs, public and private keys to
protect the information of users in the blockchain network
[40]. Te public key and the private key are generated si-
multaneously and play a decisive role in the subsequent
creation, change, or view of the information in the block
[41]. Te user uses the public key to encrypt the data in-
formation, determining the authenticity of the information.
Ten, the only authorized user can use the private key to
decrypt and access to obtain data. Te execution fow of the
asymmetric encryption algorithm is depicted in Figure 4.

As can be seen from Figure 4, students can encrypt their
educational data and personal data using asymmetric en-
cryption algorithms. If a teacher, school, or employer needs
to access the student’s data, it needs to be authenticated by
the public key given by the student, and after the authen-
tication, a series of educational activities can be carried out.
Cryptography is one of the primary tools for ensuring data
security [42], the most widely used asymmetric encryption
algorithms, such as the RSA algorithms [43, 44], run slowly,
have open methods, and encrypt data quickly, but the
management of private keys is not secure enough. Te DSA
algorithm [45] has slow running speed and faster perfor-
mance compared to RSA [46] algorithm, which is only
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Figure 1: Te application architecture of the blockchain in the educational credibility.
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capable of digital signatures, not for data encryption or
decryption. Elliptic curve digital signature algorithm (ECC)
[47, 48], runs fast, can use smaller keys, more efcient, but
long operating times for encryption and decryption. Te
PTFT algorithm [49], fast running speed, high security,
difcult to attack, but one-way strategy, and complex de-
cryption process.

2.1.4. Digital Signature. A digital signature (also known as
a public key digital signature) is a string of numbers that can
only be generated by the sender of a message and cannot be
forged by anyone else, and it is a valid proof of the au-
thenticity of the message sent by the sender. It is an ordinary
physical signature, similar to the one written on paper, but
implemented using techniques in the feld of public key
cryptography, used to authenticate digital messages. A set of
digital signatures usually defnes two complementary op-
erations, one for signing and the other for verifcation.
Digital signatures are applications of asymmetric key
cryptography. When educational data are stored, it is
encrypted using asymmetric encryption algorithms, at
which points a digital signature is used in an act similar to
“stamping.” Te application of digital signatures mainly
adds a layer of protection locks to educational data, verifes
the user’s identity information, traces the authenticity of the

information source, prevents data from being tampered with
and forged, increases the credibility of the information, and
creates a more transparent and secure educational system.

2.2. Te Attributes of Blockchain. Te key attributes of
blockchain applications in education fled are traceability,
authenticity, anonymity, and security, which merge and
complement each other and work together in establishing
credible mechanisms.

2.2.1. Traceability. Traceability is due to the fact that all
transactions on the block are sorted chronologically, and the
previous block and the next block connected to itself can be
found between blocks by index values. Te index value on
the block uses a one-way hash function, and there is no
direct necessary connection between input and output. In
other words, the input cannot be determined by just giving
the output, so that the origin of the transaction data recorded
in the block and the source of the data can be traced.

2.2.2. Authenticity. Blockchain is decentralized networks
without the control of a central authority, and block nodes
supervise each other to strictly prevent tampering attacks by
malicious nodes. When a new node record is created, it is
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frst verifed by network nodes and then added to that chain.
Te data verifed by the nodes will not be modifed again and
remain in its original data state.

2.2.3. Anonymity. Te block nodes are all peer nodes with
the same priority and structure in the network. On a tech-
nical level alone, the identity information of each block node
does not need to be disclosed or verifed, and information
transfer can be done anonymously. Te user access to the
data is hidden and the information sharing process is also
delivered anonymously and encrypted.

2.2.4. Security. Te modifcation network cannot be con-
trolled unless you have control over 51% of all data nodes,
which makes the blockchain itself relatively secure from
human subjective data changes. Only users with public keys
can access and read the data because it is encrypted and
stored using a highly secure asymmetric encryption process.

Te previous attributes are the ones that education data
will have when education applications are combined with
the blockchain technology. For example, in the higher ed-
ucation certifcate authentication system, the certifcate data
can be guaranteed to be real and safe after being processed by
the blockchain technology and the source of that certifcate
data can be traced. Te credibility of the certifcate obtained
through such an authentication process is greatly improved.

2.3. Te Types of Blockchain. Tere are three types of
blockchains, which are as follows:

(i) Public blockchain: each node on the public chain
can freely join and exit the network and participate
in the reading and writing of data on the chain,
interconnecting with a fat topology when reading
and writing, and there is no centralized server node
in the network.

(ii) Private blockchain: the right access of each node in
the private chain is controlled internally, while the
read access can be opened to the public selectively
on demand.

(iii) Consortium blockchain: each node of a federated
chain usually has a corresponding physical

institutional organization that is authorized to join
and exit the network. Each institutional organiza-
tion forms a stakeholder alliance to maintain the
healthy operation of the blockchain.

Te core diference between these three types is the
degree of openness of access or decentralization. In general,
the higher the decentralization is, the higher the trust and
security and the lower the transaction efciency. Usually,
depending on the characteristics of the educational appli-
cation itself, a type with a higher degree of adaptability is
chosen based on the actual situation. In educational storage
applications, the more decentralized type will be preferred,
while educational assessment, authentication, and sharing
applications will use the more efcient type.

3. Educational Application of the Blockchain

Blockchain technology has infnite possibilities for a wide
range of application in the feld of education [50]. Trough
a review of published papers, the application in educational
credibility can be divided into four areas, including edu-
cational data storage, educational data sharing, educational
achievement certifcation, and educational activity evalua-
tion, as shown in Figure 5.

3.1. Educational Data Storage. In the feld of education,
various educational activities are emerging and more data
are generated in the process of the activities. When tradi-
tional methods are used to handle data and manage process,
there are problems in terms of efciency and security of data
storage. In terms of efciency, since education is still largely
controlled by institutions that provides quality, credibility,
governance, and administrative functions [51]. However,
many educated people have learning data at diferent stages
of the educational process, thus these data are stored in-
dependently in diferent institutions, so this can afect the
efciency of querying the data. In terms of security, in-
stitutions generally store educated peoples’ learning data in
the form of a central database for unifed management,
which is singularly uncontrollable. Once there is a problem
with the database, there is a great risk that the stored data
will be tampered with or even lost. In addition, the lack of

Certificate validation

Learning record

Online learning

Teaching evaluation

...
Educational application

Asymmetric encryption
algorithms

Figure 4: Te process of encryption in educational application.
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a supervisory and management body during the data storage
process, and thus, the inability to guarantee data constancy,
indicated that the privacy and security issues are of great
concern. Terefore, how to store data in an efcient and
secure way is a question we need to consider.

Blockchain ofers a possible technology to solve the
previous problems. For data storage efciency, due to the
limited block space, educational data updated by students
are added to the blockchain in the form of blocks.Te blocks
store extremely important and efective educational in-
formation, such as students’ basic personal information and
educational data. Subsequent transactions can be made
directly on the blockchain when educational activities are
carried out, and the entire transaction process is guaranteed
to be trusted. At this time, a hash index value is generated on
the block, which can quickly locate where the block is located
on the chain, and then efciently query the data carried by
the block, reducing the time cost of data query and analysis.
For data security, educational data are stored using asym-
metric encryption methods with digital signatures, and the
generated key pairs can be accessed by authorized users who
have public keys, thus avoiding abusive tampering of data by
malicious nodes [52]. Te decentralized nature of the
blockchain technology allows the stored data to be free from
the control of a central database, that is, distributed storage
gives the students themselves full control over the man-
agement of the data. Since blocks are equivalent to peer
nodes in the blockchain network, data interactions on blocks
are always under the common and strict supervision of other
blocks on the chain, ensuring the transparency of stored
transactions and thus reducing the possibility of data privacy
leakage.

Currently, researchers have applied the blockchain
technology in data storage, such as student credit man-
agement [53], achievement management [54], and career

data management in nonformal education [55]. Liang et al.
implemented PDPChain [56] for secure storage of personal
education data, and the blockchain network in the frame-
work guaranteed the trusted storage of the private data by
using a consortium chain. Te encrypted ciphertext hashes
are stored in a smart contract in the consortium blockchain,
and transactions with consistent communication are sent to
the network using the RAFT consensus mechanism. After
the cryptographer verifed the digital signature, the trans-
actions are packaged, blocks are generated for sorting, and
fnally, the blocks are stored in the blockchain network
intact. After this process, the personal education data stored
in the blockchain network is safe and secure, and data
transparency is truly achieved. Many scholars view the
blockchain as the underlying architecture that stores all data
transaction records in a ledger. Rooksby and Dimitrov [57]
used the blockchain to register to determine ownership of
intellectual property, preserve academic transcripts, and
establish a more scientifc storage model. Kosasi et al. [58]
see blockchain as a digital system that ofers tremendous
potential for the storage of student educational records in
the use of the higher education. Data privacy and security are
ensured through unique asymmetric cryptography algo-
rithms that ensure the storage of student records and cre-
dentials [59, 60]. Te blockchain technology, with its unique
advantage of data immutability, stores students’ certifcates
of achievement that can accurately predict the future based
on experience and helps students develop personal plans
with the help of various algorithms [61]. Turkanovic et al.
[62] proposed an ecosystem for managing digital micro-
credentials (EduCTX), a global credit platform for higher
education based on the blockchain technology. Te main
function of this platform is secure transfer and accumulation
of credits. Students can store the credits they have earned
during their studies in the system and when changing
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institution they do not have to worry about losing or
tampering with their data. Ocheja et al. [63] presented
a method to save learning records, and the scheme’s is to
securely store students’ learning data. When learners switch
to a new learning environment, they can take all of their
learning records with them, ensuring the immutability and
security of the educational data. Awaji et al. [64] proposed
a secure system for achievement records, which attempts to
store students’ achievement records efciently, encrypted in
the form of blocks that can be easily located for queries and
improved the efciency of students’ searches. Li and Han
[65] developed the storage platform, a blockchain-based
storage, and sharing scheme for educational records
(EduRSS) to accomplish security and privacy protection of
educational record storage.

Obviously, the blockchain technology can improve the
efciency of education data storage and create a more secure
data storage environment, thus strengthening the trust-
worthiness of education data storage and ensuring the
consistency and consistency of data in the storage process.
Nevertheless, data overload is an issue we need to further
study in an environment where data are highly trusted to
grow rapidly.

3.2. Educational Data Sharing. In the environment of the
Internet era, data sharing has become a major trend that can
beneft multiple participants. In the feld of education, we
divide data sharing into two aspects: educational resource
sharing and educational data sharing. Educational resources
include various forms of resources, such as teaching soft-
ware, teaching videos, and teaching environments. Educa-
tional data mainly refers to all data generated by educated
people throughout their educational activities. Both are core
components of educational activities. Traditional forms of
data sharing are point-to-point transfers by data producers,
which have high time delays in transmission and do not
guarantee data privacy. Considering the time delay, in the
context of modernization of education, information about
educational resources and educated people is commonly
shared amongmultiple parties in educational activities. Data
producers provide the prepared data to the shared recipients,
and the delivery process requires signifcant time costs.
Moreover, in the case of sharing core educational data, the
sharing process takes too long and is prone to security
problems of data loss. In terms of data privacy, due to the
wide application of artifcial intelligence and big data
technologies, data sharing transactions in education are
becoming more and more frequent, and the issue of data
privacy leakage is becoming more and more prominent.
During the sharing process, the privacy and security of data
can be damaged by a large number of users, and the
availability of data can be greatly reduced. At present,
vigorously promoting education data sharing has been
a national strategy to promote the development of education
information, and we need to reduce the sharing delay and
improve data availability.

Blockchain network topology and anonymity protection
technology can be used to solve the aforementioned issues.
For time delay, the P2P network [66] topology contains
a distributed structured topology (DHT) [67], which is
a massive hash table maintained collectively by all nodes.
Tis efectively reduces data latency. When users need to
access data, they can directly query the hash index value for
access, avoiding the intermediate transmission link, and the
decentralized nature of the blockchain technology reduces
the response time of access. For data privacy, data are
encrypted and packaged in blocks, which is then connected
in a chain to form a distributed ledger system. Also,
anonymous technology can help to safeguard privacy [68].
Only authorized users have access to the private key for
decryption, while educational data are keeping encrypted
with public keys using asymmetric encryption methods. Te
original educational data are not shared directly on the
blockchain, thus preventing the privacy of core data from
being compromised and improving the security of sharing.

Currently, many scholars have developed a number of
open-source platforms for data sharing. Gao [69] developed
a platform of top-notch educational materials for univer-
sities and institutions. It compiles large number of educa-
tional resources that can be quickly accessed by the educated
and used for self-study. PubChain, a decentralized distrib-
uted open access publishing platform based on blockchain
and IPFS peer-to-peer fle sharing system, was designed and
implemented by Wang et al. [13] PubChain used the
blockchain technology to confrm the registration of own-
ership of papers, track indexing, and be cited. When an
author uploads his or her paper to PubChain, the paper was
timestamped and registered as a permanent record. Com-
pared to existing centralized publishing platforms, Pub-
Chain made papers freely available to everyone, eliminates
the undesirable efects of information silos, and has the
potential to become a unifed database for sharing and re-
cording papers globally. Te sharing of smart education
courses in institutions is an important way to improve the
quality of individual students [70], and implements such an
architecture for wireless communication requires priori-
tizing the blockchain technology that provides security and
data transparency [71]. Using the blockchain technology to
visualize student data to display learning outcomes ad-
dresses data transparency in the sharing of outcomes under
the infuence of teaching or administrative processes [72].
Various online education platforms provide a broad Internet
environment for sharing multimedia learning resources, and
the blockchain technology needs to be used to address the
risk of decreasing trust in the process of resource sharing
[73]. Gilda and Mehrotra [74] broke the conventional
practice of sharing student data in paper form by using the
blockchain technology to build a framework of trust and
authorization to complete the overall assessment of students
using the data obtained. Zhao et al. [75] proposed a sharing
system for digital education resources, allowing educators
and educational institutions to share teaching videos.
Sharing records are not seen by others, and once a video is
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published in the system, it cannot be changed again, en-
suring the accessibility and authenticity of digital resources.
Han et al. [76] created a storage authentication structure that
allows users to confrm the accuracy and integrity of out-
comes from shared data using the blockchain technology. In
addition, there are research results sharing platforms [77],
skills sharing platforms [78], and school sharing online
education platforms [79].

In summary, the sharing mechanism constructed by
using the blockchain technology efectively reduces the time
delay of data sharing, enhances the privacy and availability of
shared data, and facilitates the establishment of a credible
educational data sharing mechanism. However, in the
process of data sharing, the confrmation of data resource
ownership is the next step we should consider, which re-
quires the support of multiple parties such as laws, policies,
and standards.

3.3. Educational Achievement Certifcation. Certifcates are
the most reliable foundation for confrming students’ own
valuable capabilities in the wave of global education. It is
a concise and direct refection of the student’s personal
abilities through degree certifcation, learning record cer-
tifcation, skills certifcation, and results certifcation, and it
is also a reference for corporate background checks during
the job search process. Tus, verifying the authenticity of
certifcates such as diplomas or achievements can be a long
and expensive process, and there is a risk of certifcate
forgery. Currently, students’ learning experiences on dif-
ferent electronic platforms cannot yet be integrated or
recognized, reducing students’ motivation to learn online. In
terms of authenticity, since certifcates are usually paper-
based, the data can be easily modifed during storage and
their privacy cannot be guaranteed. In addition, if the issue
agency ceases to exist, the authenticity of the certifcate will
not be verifed, which will lead to problems of diploma fraud
and forge certifcates. Terefore, educational certifcation is
a matter of everyone’s rights, and it is urgent to solve the
related issues.

Tanks to the development of smart contracts and
consensus protocol, tamper-proof and traceability features
are considered as the best solution to the previous men-
tioning issues [80]. For cross-platform verifcation, learning
platforms built with the blockchain technology can auto-
matically issue digital certifcates according to learning
outcomes, and digital certifcates are increasingly popular
with the public because of their small size and easy pres-
ervation. Digital certifcates integrate users’ all cross-
platform learning experiences and store them using the
blockchain technology. Blockchain store user data in a dis-
tributed manner with decentralized features, uses smart
contracts to incorporate users, enterprises, schools, and
other roles into the platform, and adopts consensus pro-
tocols to form a multirole and certifcation platform. For
data authenticity, educational data are packaged in blocks
with encryption algorithms that will not be modifed or
deleted, and then, the blocks are added to the chain in
chronological order to facilitate subsequent verifcation of

the data by the employers or other departments to trace the
authenticity of the data source.

Tere are some educational certifcation platforms based
on the blockchain technology that provide users with one-
stop certifcation solutions. Tian et al. [81] redesigned the
expandable framework for validating the integrity and
validity of educational digital evidence. Te main execution
process of the framework is that content providers submit
educational digital evidence in their possession, and the
framework records the documents in transactions, with
multiple transactions stored on a block that contains the
public key for preventing tampering with the evidence and
tracking the corresponding documents. It uses the PBFT
consensus mechanism to efectively guard against malicious
and faulty nodes.When a new block is generated, the block is
broadcast to other nodes. When each node receives the
block, it verifes all transactions in the block by comparing
the Merkle root in the block with the Merkle root in the
node. It also verifes the authenticity and validity of the
digital evidence of education and creates a fair and credible
educational environment. Multimedia learning resources
are becoming more and more abundant, and students are
earning more and more certifcates for studying on various
online platforms [73]. Te insecurity of digital education
certifcates makes students’ abilities not well proven. By
introducing blockchain, a technology that combines public
and private chains using specifc smart contracts, the veri-
fcation of certifcates on various platforms is realized [59].
Using certifcate authorization services and transactions in
the Hyper Ledger framework to achieve transparent in-
formation sharing between universities and enterprises, the
information symmetry between students’ skill achievement
information and enterprises’ recruitment demand is realized
[82]. Sanni and Apriliasari [83] proposed a blockchain
technology authentication system that can protect data
rights from interference, and all data stored in the education
system is secured. Due to the decentralized nature of the
blockchain, the trust of parents, teachers, and other parties
in the education system will be increased. Han et al. [84]
suggested combining the blockchain technology and certi-
fcation methods, using smart contract to integrate multiple
players such as departments, colleges, universities, gov-
ernment agencies, and businesses to certify the formal ed-
ucational achievements of educated people. Arenas and
Fernandez [85] proposed Credence Ledger, a blockchain
solution that decentralizes the authentication of academic
credentials so that employers can quickly confrm the au-
thenticity of this information. To create a student central
approach to achievement certifcation in an open learning
environment, Awaji and Ellis [86] developed a blockchain
technology-based achievement certifcation system using the
PoW consensus protocol for certifcation, which certifes
grades that can be recognized by third-party entities. Ban-
dara et al. [87] used a high trust level of the blockchain
technology to build a distributed and secure collaborative
certifcation database to verify the results of informal edu-
cation in parallel with the university, partner institutions,
and regulators. Alshahrani et al. [88] proposed a framework
for higher education certifcate certifcation based on the
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blockchain technology, in which education certifcates are
stored and the authenticity of higher certifcates is verifed
using DPoS consensus protocol, and the certifcation process
will become more convenient and credible. Similar educa-
tional certifcation precautions include credit certifcation
[89], degree information certifcation [90, 91], and diploma
certifcation [92].

In generally, the blockchain technology can rely on its
own decentralized distributed storage management to
achieve the authentication of cross-platform educational
data. It can also guarantee the authenticity and validity of the
educational data through immutability and data traceability.
Meanwhile, it also can be used to create credible education
achievement verifcation systems. Te next issue we must
address is how to construct a greater security consensus
smart contract to enhance credibility because the authen-
tication process requires the inclusion of multiple players
such as schools, employers, and regulators.

3.4. Educational Activity Evaluation. In order to better
improve the quality of education, when the educational
activities are completed, they are evaluated accordingly.
Students can evaluate the teacher’s teaching, and teachers
can also evaluate the students’ abilities. On the one hand, the
assessment behavior requires obtaining data from multiple
parties and then synthesizing and processing the data. In
general, this process is opaque and costly in terms of human
and material resources. On the other hand, assessment
criteria are usually defned by the high-priority roles in-
volved in the assessment activities. However, the evaluated
roles are largely passive [93]. In addition, the evaluation
criteria vary from platform to platform, so the evaluation
results are difcult to be recognized. In this case, it is very
difcult to make an objective and comprehensive analysis for
the educated people, therefore, a unifed evaluation standard
is needed due to the complexity of the evaluation process.

Te blockchain technology includes consensus protocol
and digital signature, which can provide new ideas and
technical support for the problems in the educational ac-
tivity evaluation process. In terms of process simplifcation,
the roles involved in the evaluation of educational activities
can clear know the educational data of all the evaluated
objects on the chain, and can give the evaluation results
directly through the educational data in a fair and open
manner. During the evaluation process, the consensus
protocol is equivalent to a broadcasting role. When the
evaluation object gives the fnal result of the evaluated object,
the blocks on the chain and all participants of this educa-
tional activity will be notifed through the consensus pro-
tocol to ensure consistent communication information of all
blocks.Te entire process of evaluating educational activities
is transparent, and the behavior of evaluation participants is
monitored throughout. Tis simplifes the complex educa-
tional activity evaluation process, which originally requires
multiple participants, upper-level discussions, and collective
evaluation opinions, to the evaluation results given by the
roles involved in the evaluation activity through a consensus
protocol. In terms of standard unifcation, educated people

can have diferent learning activities in multiple platforms,
and diferent platforms have diferent criteria, and there is
a lack of unifed evaluation recognition criteria for the
complete educational activities of the educated people.
Evaluation can only be done by integrating the results of
educational activities from diferent platforms, but such an
evaluation behavior lacks real and completed data basis, and
the obtained evaluation results do not have strict credibility.
Te consensus mechanism provides a powerful tool for the
unifcation of evaluation criteria, which can objectively
evaluate the results obtained by users after cross-platform
educational activities. Te data tracing function of the
blockchain can record users’ activity behaviors and enrich
the details of the evaluation process, thus improving the
reliability of assessment results.

Tere are several examples of the blockchain-based
evaluation systems, such as Li et al. [94] developed
a skills assessment system that enables teachers to assess
student skills and teaching efectiveness based on the
learning data in the system to create a fairer, healthier, and
more open e-learning and online education environment.
For any educational institution on the system can create and
deploy course credit generation contracts on the blockchain,
which contain information such as test scores, learning
hours, and commenting behavior as a basis for automatically
assessing users’ specifc course credits, simplifying the
process and preventing data from being undisclosed and
opaque. Lizcano et al. [95] see blockchain as the technology
used to manage teaching content and student competencies
by consensus among students, teachers, and employers,
bridging the divide between academia and the world of work
once and for all. Te assessment of student learning and
professional competencies [96] are performed automatically
with the same criteria set by all parties involved in the as-
sessment activity [97]. Widayanti et al. [98] showed that the
assessment process using the blockchain technology as the
underlying structure disrupts the traditional educational
model and the results of automated assessment are more
convincing. Zheng [99] created a learning assessment system
that evaluates students in an anonymous way and the system
is able to obtain the results quickly, ensuring that the results
are objective and fair. Zhao et al. [100] proposed a block-
chain technology-based student competency evaluation
system that focuses on monitoring students’ educational
activities, analyzing learning data, and developing unifed
evaluation criteria through a PoA consensus protocol to
objectively and comprehensively evaluate students’ personal
skills demonstrated in educational activities and give ref-
erence to students’ future job search directions. Stepanova
and Erins [101] proposed a career growth data evaluation
model, which records the learning activity experience of an
educated person in nonformal education and sets common
criteria to assess the occupational competence of that user
through a consensus protocol. Wu and Li [78] upgraded the
personal skills competition model using the blockchain
technology to analyze and unify the existing evaluation
criteria and simplifed the evaluation process. Te assess-
ment results were given directly through the students’ skill
operations on the operating system of digital education,
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which greatly improved the efciency of activity evaluation
and the accuracy of the results. Jirgensons and Kapenieks
[102] discussed digital certifcates and how the data trace-
ability and decentralization of the blockchain technology can
be used to develop unifed recognition criteria to improve
the credibility of the evaluation of educational activity
certifcates.

Generally speaking, the blockchain technology provides
a solution to the current evaluation model with complex
processes and lack of uniform criteria in educational ac-
tivities. In addition, the traceability and authenticity of data
enhances the credibility of evaluation results. Due to the
complexity of the education feld itself, most of the evalu-
ation activities still require human intervention. How to use
blockchain combined with artifcial intelligence technology
to train evaluation models and continuously optimize them
is the next direction we need to study.

4. Performance Evaluation

Evaluation metrics are mainly used to measure the overall
performance of the system application. Inspired by the
software quality metrics, the evaluation metrics for studying
and analyzing the blockchain technology in building
a trustworthy mechanism in the education feld from the
perspective of expected target results should consider both
the performance situation of the blockchain technology
itself, the basic performance metrics; and the performance
situation after application in the education feld, the char-
acteristic metrics. Te basic performance metrics are re-
sponse time, cost, throughput, efciency, and reliability; the
characteristic metrics are scalability, consistency, main-
tainability, real-time, and processability. We give the cor-
responding calculation formulas on diferent evaluation
indexes, which are mainly derived from the common system
performance evaluation criteria calculation rules, obtained
after many practical studies. Te performance of the system
is accurately measured by mathematical methods. As the
basis of [103], formula (1) similar to calculate of the latency
time. According to the mathematical formulas, due to the
same of underlying calculation logic, uses the cost required
for a single block product the total number of blocks, getting
formulas (2)–(4). Similarly, based on the [104], the calcu-
lation of efciency, formulas (5)–(7) mainly uses response
time division to the cost. Te cost includes CPU, memory
resource, and time.

4.1. Response Time. It refers to the time required from the
start of a block transaction until the result is recorded on the
blockchain after the transaction is closed. Defne at the time
of ts transaction starts, at the te moment the transaction is
recorded on the blockchain, in a period of time T, the total
number of transactions is Ts, written as follows:

Ts � 
te∈(0,T)&(te−ts)≤T

ts, (1)

where ts is the count value, and when the start time and end
time meet the conditions, ts is 1, otherwise 0. When edu-
cation data are added to the chain in the form of block
storage, the shorter the response time, the more efcient the
storage is demonstrated. In data sharing, the shorter the
response time, indicating that the user accesses the block
data quickly, and the data sharing transaction is convenient
and rapid.

4.2. Cost. It refers to the consumption of the blockchain in
the process of executing the application. Public chains
generally encourage nodes to synchronize information and
ensure data security through a token mechanism. Tis way
of storing data will make the cost of educational applications
using public chains increase, but this increase is acceptable
relative to the benefts it brings. Other types of resource cost
consumption are similar for the three types of blockchains.
Tere is a certain amount of loss in the process of generating
a block’s transaction, and diferent cost types consume in
diferent ways. When the consumption is a resource, as-
suming that the energy cost per unit consumed is Es, the time
consumed by a single transaction is T, and a single trans-
action refers to the time that the block lasts from generation
to being added to the blockchain.Tus, the cost E calculation
can be focused on the use of the central processing unit
(CPU), written as follows:

E � Nn · Es · 
T

0
CPU(t)dt, (2)

where Nn represents the number of CPU and CPU(t) rep-
resents the usage rate of the CPU at the tmoment. When the
consumption is time, each transaction generated consumes
a corresponding amount of time, written as follows:

T � Nt, (3)

where T is total time, N is the number of transaction, and t is
the time of per transaction. When the consumption is
human resources, depending on the educational application,
human resources will change as well. Te larger an appli-
cation project, themoremanpower is required, and themore
costly it is for diferent manpower to perform their re-
spective roles in the application. When the consumption is
memory resource, every time a block is added, the corre-
sponding memory resource is consumed, written as follows:

M � Bb, (4)

where M is the cost of memory resource, B is the memory
size of block, b is the number of new block added. Compared
with the traditional data sharing and certifcate certifcation
costs, after using the blockchain technology, it is not nec-
essary to separate the ultra-large capacity central database
for data storage, do not need to spend a lot of paper re-
sources for certifcate issuance, and do not need to hire
third-party irrelevant personnel for supervision and man-
agement, which greatly reduces the cost of manpower and
material resources.
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4.3. Troughput. It refers to the number of transactions
made per unit time for blocks with transactions on the
blockchain, and the data interaction within blocks without
transactions. Block transaction data can be used to gauge the
system’s throughput during the real application process. For
instance, in a blockchain-based credit transfer framework,
the faster the system responds to an application confrma-
tion when multiple users submit credit transfer requests, the
better the system throughput. Similarly, in a data-sharing
framework, the faster the system throughput is, the more
users are permitted to access shared resources.

4.4. Efciency. It refers to the number of transactions that
can be processed per unit of resource on the blockchain.Tis
unit resource can be a memory resource, it can be a CPU
resource, also can be a time resource, assuming that the
efciency is P, the number of nodes in the blockchain is N,
the node ID is i, and diferent resource types are calculated
diferently. When the unit resource is a memory resource,
the following expression is obtained:

P �
Ts


N
i�1 

te

ts
(Ai(t) + Bi(t))dt

, (5)

where Ai(t) and Bi(t) are represented as the occupied
memory and running memory of node i at t moment, re-
spectively. When the unit resource is a CPU resource, the
following expression is obtained:

P �
Ts


N
i�1Nn ∙

te

ts
CPUi(t)dt

. (6)

When the unit resource is a time resource:

P �
Ts

S
, (7)

where S represents the total number of blocks.

4.5. Reliability. Reliability mostly pertains to the maximum
number of malicious nodes that can exist, as there will
unavoidably be malicious nodes on the blockchain.Te ratio
of the maximum number of malicious nodes to the total
number of nodes can be accommodated when the block-
chain is functioning smoothly. General data storage systems
and data sharing platforms will fall collectively as a result of
security threats, exposing the user’s data. Following the
development of the blockchain technology, every block in
the chain is now interdependent and mutually contained,
and data are saved using encryption techniques. If the node
is attacked by a malicious party, this node is invalid, and the
data of all other nodes are not impacted in any way.

4.6. Scalability. It refers to storage capacity and usage sce-
narios. Due to the restricted storage capacity of paper
certifcates and the use of a single storage technique, the
record information that can be saved will be signifcantly
constrained, raising doubts about the validity of the cer-
tifcate. After the blockchain is combined, information can

be saved through block nodes, a variety of smart contracts
can be introduced; students, schools, governments, and
employers can be included in the contract, multiparty au-
thentication can be improved, and the credibility of data
information can be increased. Te ensuing contract can also
be modifed in accordance with various educational sce-
narios, and the scalability is relatively high.

4.7. Consistency. It refers to information that does not
change over time. To prevent tampering with the data saved
in the blockchain, decentralized distributed storage is used.
Te longer block data are kept unmodifed, the higher the
degree of authentication of the accessed data, the more
robust the consistency. For instance, in the blockchain-based
higher education transcript storage system proposed by
Arndt and Guercio [105], the grade information of educated
peoples after receiving higher education is stored in the
system, and after a few years, the information queried by
authorized users will not change.Te more stable the system
is, the better the performance will be.

4.8. Maintainability. It refers to problems that arise later
and consume low cost. Te blockchain is in a peer-to-peer
network, there is no third-party control, and the blocks are
equal nodes, avoiding a single point of failure and efectively
lowering the risk of the system failing as a whole due to
a small attack. Tis is in contrast to the centralized network
of the traditional education system. Te credibility and
usefulness of a blockchain-based education system increase
once it is put into operation because nodes watch out for one
another, lowering error rates and maintenance costs down
the road.

4.9. Real Time. It refers to calculate the time required to
collect the data. Te quicker the time, the more accurate the
data are proven to be. Te block of stored data will be
stamped with a time stamp after it is added to the block-
chain; this ensures that the data cannot be tampered with.
Te block of stored data will then be encrypted and saved.
For instance, in the use of the graduate diploma storage
system suggested by Schr and Mösli [106], when the edu-
cated people’s graduation information is kept on the
blockchain, the record is permanently maintained and no
alteration is allowed, avoiding the issue of certifcate fraud.

4.10. Processability. In the education process, many in-
termediate data are generated, which must all be recorded
and saved. Te block timestamp is verifed for subsequent
authentication and traces the authenticity of the data source.
Te blockchain technology can record users’ learning data of
formal education, learning data of nonformal education,
cross-platform learning experiences and learning outcomes
in a timely manner, and record index values are encrypted in
a public key manner.

Te abovementioned evaluation metrics are refected in
the construction of a credible system in educational appli-
cation scenarios. Te basic indicators are the characteristics
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that every educational application systemmust have, and the
basic performance of the system is refected by the fnal
results of these evaluation indicators. Te evaluation of
characteristic indicators is also involved in the existing
applications. For example, scalability and consistency are
refected in [54, 76], process and real-time are refected in
[59, 74], and maintainability is refected in [52, 57]. Tese
evaluation metrics side-by-sides refect that the blockchain
technology plays a necessary role in building credible ed-
ucational applications.

5. Conclusions

Establishing credibility in education is an urgent need to solve
the optimization problem in education feld at present. In this
process, the blockchain technology shows its unique per-
formance attributes, demonstrating its necessity for estab-
lishing credible applications in the education feld. Tis paper
focuses on the use of decentralized storage, privacy pro-
tection, and secure authentication of the blockchain tech-
nology to enhance trustworthiness and gives performance
evaluation criteria for blockchain educational applications.
Tey improve the privacy of education data storage, enhance
the traceability of education data sharing, maintain the au-
thenticity of education result authentication, ensure the
fairness of education activity evaluation, and help build
a credible system in the education feld. However, considering
the special nature of the education feld itself, which involves
many factors such as education environment, teaching
methods, learning outcomes, and evaluation standards, the
establishment of a credible system of the blockchain tech-
nology in the education feld will face many challenges, such
as limited storage space for education data, difculties in
authentication of education resources, and security issues of
the blockchain technology itself.

5.1. Limited Storage Space. Rapid growth of education data,
the limited storage space make it difcult to store all the ed-
ucation process data, which increases the difculty of data
traceability, reduces the authenticity of data sources and
weakens the credibility of results. With the mature application
of big data technology in the feld of education, the data
generated in educational activities has jetted up so much that
the blocks in the blockchain need to carrymore andmore data,
and the demand for storage space has become higher and
higher. Te data volume of educator information, educated
person information, learning records, and certifcate in-
formation is getting larger and larger, which will lead to serious
limitation of data storage space, afecting the speed of storage
and update of education data information, and also reducing
the efciency of user access to data. It is suggested to combine
cloud storage, put a large amount of user information on the
cloud, and store index values on the blockchain, which im-
proves storage efciency, ensures data authenticity and secu-
rity, and also reduces the storage pressure of the blockchain.

5.2. Ambiguous Resource Rights. Data property rights are
disputed, educational data are virtual, the authenticity of
data sources cannot be confrmed nor can they be used as
a basis for evaluation of educational activities, and the
validity of evaluation results can be questioned. Compared
with the real existence of data in the real world, the virtual
nature of data on blockchain networks has become prob-
lematic. Te relevant authorities should formulate corre-
sponding regulations to clarify the ownership of data in
order to confrm the rights of virtual data on the blockchain
network. Te data producer owns all the rights to the data,
and any user who wants to use the data must get permission
from the producer and provide something of value in ex-
change. Te results obtained by the user through data
analysis should be reasonably shared with the data producer
by reaching a corresponding agreement.

5.3. Issue of Blockchain. Te security of the blockchain itself
still needs to be strengthened, and the construction of
a credible system for educational application scenarios will
also face security challenges. Te development and use of
blockchain’s anonymity protection technology are not
mature enough, and the management of keys is still at an
early stage of development. With the development of
cryptography and other technologies, whether the key will be
cracked and whether it will cause information leakage af-
terwards, leading to a crisis of trust in education data.
Consider multiple collaborative protection of the blockchain
in time, space, technology, and other dimensions to better
maintain the security of the blockchain.

While there are many issues that need to be explored in
depth, this research opens a window of opportunity to better
address trust relationships in education. As blockchain
continues to develop, future applications in education will
become more widespread and deeper, taking a research step
in the direction of building a trustworthy system for edu-
cation exploratory step.
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