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Blockchain has received a lot of attention due to its immutability. However, the immutability characteristic prohibits editing the
blocks which need to be modified. Although the existing redactable blockchain enables to manipulate blocks in a controlled way, it
may suffer from the security threats if the number of honest committee members (CMs) is insufficient. Thus, to attract honest CMs
for validating and voting the editing blocks in permissionless blockchain, this paper presents a contract-based incentive
mechanism between contract issuer and every CM. Firstly, it models the interaction between the contract issuer and each CM in
the verifying and voting process. Secondly, it builds an incentive mechanism according to the contract issuer’s cost and the
committee size. Finally, it selects a sufficiently large number of CMs with an optimization method. The analysis shows that the
present mechanism is secure against Sybil attack, and the simulations demonstrate that the proposed mechanism is effective.

1. Introduction

As the underlying technology of Bitcoin proposed in 2008
[1], blockchain has received widespread attention due to its
immutability merits. Nevertheless, the immutability of
blockchain has shown some side effects. For example, if
a blockchain has been misused to store and distribute in-
appropriate content such as child pornography and material
that infringes on intellectual property rights on the chain, the
immutability of the blockchain prevents fulfilling the data
regulations such as the “right to be forgotten” [2] and
General Data Protection Regulation (GDPR) [3]. As a result,
some chain participants may be reluctant to participate the
blockchain for fear of being accused of possessing illegal
information.

To overcome the shortcoming of the immutability,
a redacting process is employed to rewrite the block data in
a secure and controlled manner [4]. Usually, it varies with
the consensus mechanisms in the blockchains. For the most
popular POW blockchains and POS blockchains, crypto-
graphic primitive based redacting and voting based
redacting are preferable, respectively.

As a POS-like blockchain consumes much less energy
than a POW counterpart and is deployed widely, this paper
focuses on the POS blockchain, in particular to its redacting
process. Generally speaking, a redacting process for POS
blockchain composes of four main steps (e.g., [5]): (1)
submitting an editing request from a user; (2) selecting
a leader and Committee Members (CMs) in blockchain; (3)
voting on the editing request from CMs; and (4) updating
the block data. Specifically, at the beginning of each editing
time slot, CMs are pseudo-randomly selected as volunteers
according to their stakes by a verifiable random function
(VRF) [6] and then verify the editing blocks before deciding
whether to vote on them. However, if CMs spend resources
to vote without reward, they may be reluctant to participate
honestly in validating editing blocks and voting on candidate
blocks over time. As a result, it increases the security risk that
the data on the chain are maliciously tampered with.

In the editing process, it is critical to select as many
honest CMs as possible to reduce security risks because
rewriting old consensus blocks requires a stricter consensus
approach. We believe that the higher the voting power, the
more honest the CMs will be, because the larger the
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percentage of stake in the blockchain, the less they want the
blockchain to suffer from the security risk of tampering. To
this end, this paper designs an incentive mechanism to
motivate more CMs with higher voting rights to join in the
validation and voting of rewriting blocks. Thus, it has to
address two challenging problems. Firstly, the leader does
not know in advance which stakeholder would become a CM
and would be willing to participate in validation and voting.
Secondly, he does not have an accurate value of the CMs’
voting rights and does not know how the CMs would vote.
Information asymmetry between the leader and CMs may
lead to high costs for the leader to complete the editing
process. Therefore, the best strategy for a leader is to design
an incentive mechanism that reduces the impact of in-
formation asymmetry. In addition, the more CMs con-
tribute, the more rewards they will receive. Accordingly, this
paper presents a contract-based incentive mechanism. The
addition of contracts allows the scheme to not only effec-
tively motivate CMs to participate in redactable block val-
idation and voting but also to maximise the utility of the
leader. The contributions of this paper can be summarised as
follows:

(1) Design an incentive mechanism to inspire more CMs
with higher voting power to participate honestly in
validating edit blocks and voting on candidate
blocks. As long as a CM completes her validation and
voting tasks, she will be rewarded with a portion of
the transaction fee provided by the leader.

(2) Propose an enhanced redactable POS blockchain
scheme for permissionless systems, so as to mitigate
the security risk of tampering with data on the chain.
The security analysis shows that the present scheme
is secure against Sybil attack.

(3) Carry on abundant simulations to demonstrate that
the present contract-based incentive mechanism
achieves high performance in member utility com-
pared to a contract with no information asymmetry.
Thus, the present mechanism will have honest CMs
enough to engage in voting.

The rest of the paper is organized as follows. Section 2
introduces the related work in redactable blockchain and
incentive mechanism for blockchain. Then, in Section 3, we
introduce the system model and the attack model. In Section
4, we introduce the overview of the enhanced Redactable
POS Blockchain. The problem formulation and optimal
contract designing for information asymmetry are elabo-
rated in Section 5. Section 6 evaluates the performance of the
designed contract. Finally, Section 7 concludes this paper
and presents future work.

2. Related Work

Nowadays, the growing fusion of blockchain technology
with other fields has been contributed by many scholars.
Rathee et al. [7] proposed a blockchain framework that
addresses the security problem of malicious intrusion on
smart devices by adversaries in the Internet of Vehicles.
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Further, Rathee et al. [8] proposed a device-trustworthy
management approach with the help of blockchain-based
data transparency for the possible network adversaries in
industrial Internet of things (IoT). Krishnamurthy et al. [9]
proposed a voting layout based on blockchain and IoT
devices in order to enhance the security of e-voting. In
addition, Cai et al. [10] proposed an oracle protocol by
utilizing alternative mechanisms to filter objective in-
formation from subjective data. The expanding applications
of blockchain have also led to increased concerns about the
security of data on the chain. Therefore, this section briefs
the redactable scheme and incentive mechanism. The in-
centive mechanism is used to attract the CM so as to
guarantee the security of the redactable scheme.

2.1. Redactable Scheme. To remove harmful data in the
blockchain, redactable blockchain has been proposed.
According to the authorization and modification method,
the existing redactable schemes are mainly divided into two
types: authorization-based chameleon hashing function and
voting-based double hash chain.

In the redactable scheme with authorization-based
chameleon hashing function, the trapdoor of the chame-
leon hash function is used to calculate hash collisions for
arbitrary input data, thus enabling changes to block data
without changing the original block connection. Ateniese
etal. [4] first proposed a block-level redactable scheme based
on chameleon hash functions, where authorized entities can
obtain trapdoors and compute hash collisions for the cor-
responding blocks. Further, Derler et al. [11] proposed the
policy-based chameleon hashes (PCH), which refers to the
ability of anyone with all the permissions required by
a policy to have the ability to compute arbitrary collisions for
a given hash and hence enables fine-grained and controlled
editing at the transaction level. Subsequently, accountability
[12], revocation [13], supervision [14], and k-time [15] are
embedded to make the editable scheme be more relevant to
practical applications.

In the voting-based redactable scheme, anyone who
harvests enough votes will be able to reach a consensus
among the users on the chain to change the block. In order to
eliminate a trusted central authority, Deuber et al. [16]
proposed a block-level double hash chain scheme under
nonauthorisation through consensus-based voting. This
scheme extends the structure of adjacent blocks by pre-
serving a copy of the Merkle root in its original state. In such
a way, the integrity of the hash link among blocks is not
broken, even if the hash value of the new block changes. To
speed up voting for consensus, Li et al. [5] proposed an
instantly editable blockchain protocol for POS and POW.
The protocol pseudo-randomly selects the committee based
on stake or computing power. That committee will validate
edit blocks and voting on candidate blocks. Of these,
completing a redaction requires only a time slot in the case of
a synchronous network in POS blockchain.

In general, most editing schemes based on chameleon
hash function require a trusted central entity to grant editing
rights, and some schemes still require complex multiparty
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computation (MPC) to manage chameleon hash traps, and
the nondisclosure of traps makes it impossible for the public
to verify the edited blocks. The voting-based consensus
editing schemes achieve a decentralized, publicly verifiable
editing process and do not require complex cryptographic
primitives. However, the voting-based schemes demand
a high level of honesty from the members involved in
validating the editing blocks. In practical scenarios, often
rational members are unwilling to spend extra computa-
tional resources and time to participate in the editing
process. Therefore, this paper investigates an incentive
mechanism to motivate members to honestly participate in
the editable voting process.

2.2. Incentive Mechanism. As POS-type blockchain becomes
more and more popular, Kang et al. [17] built a Stackelberg
game to jointly maximise the utility of blockchain user and
the profit of each miner on the POS-based consortium
blockchain network. The game is designed to incentivize
miners to participate in the verification and propagation of
mined block, using the transaction fee of the blockchain user
as a reward. However, it may be not practical because the
game model assumes the information between leader and
CMs is symmetrical. Later, Kang et al. [18] proposed
a delegated proof of stake (DPoS) blockchain. The scheme is
designed to allow highly reputable candidates to be selected
as active miners and standby miners. Incentive is designed to
motivate candidate miners to participate in block validation
and prevent internal collusion among active miners. The
designed mechanism is based on contract theory with
asymmetric information. However, it is not applicable to
secure data editing in the POS blockchain.

In summary, contract theory and other game theoretic
approaches have been applied and developed in the
blockchain domain. Nevertheless, there is a common
problem with many of these works: the universality of the
methods is not high. Consequently, in order to be able to
effectively solve the incentive problem in the editable
blockchain scenario, further research on secure and feasible
contract theory schemes is necessary.

3. Preliminaries

In this section, we introduce the system model and the
security model considered in this paper.

3.1. System Model. The current voting-based editable
blockchain [5] retains the data structure of the block header
and block body with a new replica of the Merkle root of the
original data in the block header. This double hash chain
model ensures the integrity of the blockchain after data
modification. To the best of our knowledge, there is a lack of
incentive measures for committee in existing voting-based
editable blockchain, i.e., committees are not rewarded for
their contribution. This greatly reduces the interest of CMs
in participating in data editing. Therefore, in this paper, we
propose an editable scheme with incentives that allows CMs

to actively choose whether to complete voting and validation
tasks based on workload and rewards.

At the high level, our system consists of three entities as
shown in Figure 1: leader, user, and CM. When there is no
user request to edit, the blockchain elects the leader via an
underlying POS-based protocol, which generates the next
block as usual. Otherwise, a committee is elected locally
using the VRF to make pseudo-random decisions based on
the stakeholder’s stake. The committee needs to participate
in the vote on the edit request. The output of VRF and
a staked cryptographic sortition method will determine how
many votes the member will get. The number of votes an edit
block receives above a certain threshold is considered
a consensus reached by the whole network. The specific
design of the above process can be found in [5]. However,
CM requires some computational resources and power to
validate the edit block and complete the voting process. To
encourage nodes to participate in the block editing process,
our designed system rewards participating members in the
form of transaction fees. More details about the scheme are
given in Section 4. And we introduce the problem formu-
lation, optimal contract in Section 5. For the convenience of
the readers, we have listed the main notations used in the
paper in Table 1.

3.2. Security Model. With reference to Figure 1, the par-
ticipants jointly update a permissionless redactable block-
chain. The blockchain stores the edited blocks and nonedited
blocks including transactions submitted by the user, vali-
dated and voted by the CMs, and recorded by the leader. The
committee that votes on the editable blocks is elected based
on the stakes among stakeholders. A leader is supposed to be
honest and rational in the present protocols.

A user is assumed to be malicious if he behaves in the
following ways: (1) broadcasts a large number of mean-
ingless edit requests and (2) publishes an edit request
intended to add harmful data to the chain.

A CM can be honest, lazy, or malicious. In particular, (1)
members are considered honest when they have truly val-
idated the editable block and voted honestly based on the
results of the validation; (2) they are assumed to be lazy when
they skip the editable block validation or vote for it ran-
domly; (3) malicious members vote in the opposite way in
accordance with the validation results. The tolerance for
malicious CMs is strictly less than (T/2), where T is the
expected committee size of stakes. A malicious vote by a CM
could result in illegally tampering with the data on the chain.

4. Overview of the Enhanced Redactable
POS Blockchain

In this section, a contract-based redactable POS Blockchain
is described, where the contract is designed as an incentive
mechanism to motivate higher voting rights committees to
join the validation and voting of editable blockchain data. In
other words, in order to ensure the consistence among all the
nodes in the blockchain after editing, the number of honest
CM s shall be sufficiently high in the validation and voting of
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FIGURE 1: The system model.
TaBLE 1: List of main notations.
Notations Description
%, G Set of CMs, types of CMs be classified
0, . g-type ,
Rg, F g g-type CMs’ incentives, g-type CMs’ resources
u,U,, Utility of leader, utility of CM
c Unit value of resources for leader
c Unit cost of computing resources spent by a CM
P, Prior probability of a g-type CM
v(*) A monotonically increasing valuation function
R ax Total editable transactions’ fee
UC Utility of a CM for launching the Sybil attack

editing block. Hence, it is in desire to develop an incentive
mechanism to attract CMs.

As illustrated in Figure 2, we present an overview of the
scheme to enhance the security of the redactable blockchain
by embedding a contract-based incentive mechanism. A
detailed design of the mechanism will be described in
Section 5. The present redactable POS blockchain has three
entities: (1) blockchain users, (2) leader, and (3) CMs. If
a user wants to make an edit request and after broadcasting
that request to the network, the mechanism allows for the
editing of blocks by performing the following main steps:

@ The leader develops the contract set based on the
information he can gather about the committee and
then broadcasts the set of contracts to the blockchain
network.

®@ Each CM selects a corresponding contract and signs
it and then carries out the tasks in accordance with
the provisions of the contract.

® The CM returns a proof including the voting outputs
(i.e., edited blocks’ verification and voting results) to
the leader.

@ The leader gathers the proofs to verify the eligibility
of voters and the vote results. When the number of
the proofs associated with the editing blocks is higher
than the vote threshold, the proofs are compressed
and packed into a new block. Afterwards, a fee is paid
to the corresponding CMs in accordance with the
terms of the contract.

Finally, similar to [5], blockchain users check that
whether the edit blocks meet the policy, i.e., whether the
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votes exceed the threshold and whether the blocks em-
bedded in the votes satisty the requirements of the block-
chain. If yes, blockchain users will update the data locally.

5. Contract-Based Incentive Mechanism

Section 4 describes the overview of the enhanced redactable
blockchain which includes an important incentive mecha-
nism for attracting CMs. This section will elaborate the
mechanism.

5.1. Problem Formulation. In each time slot, a monopoly
market consists of a leader as task issuer and a set of CMs %.
In order to attract more CMs with high voting rights in
validation and voting, we use the level of votes as a classi-
fication criterion for the type of CMs, ie., CMs can be
classified according to their votes: 8, < ... <0, < ... <0,
g €{1,---,G}, where Gg denotes a CM with a number of
votes within a certain range. In this paper, assume that all
CMs are rational. That is to say, a CM with more votes pays
more attention to take part in the voting process.

The leader must overcome the resulting economic loss
due to the information asymmetry caused by the leader not
knowing the specific types of CMs. The leader offers CMs of
different types contracts containing a series of reward-
performance packages (R g (F g),F g). In this case, F g Is
the validation and voting performance requirement for
aCMof0,,and R, (F,) is the corresponding reward to a CM
of 6. If a CM completes a validation and voting task to
a higher quality, i.e., the more computing resources invested,
the more rewards the member will receive.

(1) Utility of the Leader: Depending on the contract
(R, F ;) between a CM of type g and the leader, the
utility function of the leader can be expressed as
follows:

U(6,)=cF,-R,, (1)

where ¢’ >0 is the unit value of computing resources
for the leader, F, is the required computing re-
sources provided to the leader by a CM of type g, and
R, is the reward that leader must provide to a CM of
type g under the contract (R, F,) where the reward
refers to the transaction fee provided by the block-
chain users who make the edit requests. The utility of
the leader is the benefit generated from the resources
invested by the CMs minus the incentive to the CMs.
For a validation and voting task with G types of CMs
participating, the total utility available to the leader
as task issuer is

G !
U=y (|%|Pg)<c F, - Rg), (2)
g=1

where g , is the prior probability of a CM of type g,
and ) P, =1. According to reference [5], it is
known that the ballot of a CM is broadcast to the
entire blockchain network, where the ballot contains
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FIGURE 2: Diagram of the enhanced redactable POS blockchain scheme.

the specific number of votes that the member has. As
a result, the leader has access to the voting in-
formation of all previous CMs for each slot. Based on
the historical CMs’ voting information obtained, the
leader can statistically determine the historical
probability distribution of members’ types. Assum-
ing that the stakes of blockchain users do not change
over time, leader can infer the current probability
distribution based on the historical distribution. The
leader’s goal is to maximise profits through the
validating and voting process as follows:

G
U= gzl (121P)(Fy=R,). (3

(2) Utility of CMs: For a CM of type g, based on the
signed contract, the utility function is defined as
follows:

U, =6,v(R,) - cF, (4)
where v(R) is a monotonically increasing valuation
function of the incentive R, for a CM of type g,
where v(0) = 0, (0v/0R) >0, and (9*v/0R?) <0, and
c is the unit cost of computing resources spent by
a CM. The utility of CMs is the reward received from
the leader minus the cost expended. However, CMs
wish to maximise their utility by minimising the
resource consumption in the validation and voting
process. Specifically, the goal of a CM of type g is to
maximise his utility, denoted as follows:

max U, = Hgv(Rg) —cFy Vg efl,...,G} (5)
(R, F,)

(3) Contract Feasibility: Given that the utility function
for a certain type CM is defined as equation (4), the
contract theory suggests that each contract item for

CMs must satisfy the following principles of indi-
vidual reasonableness (IR) and incentive compati-
bility (IC) in order for a contract to be feasible. IR
implies that a CM will join the block verification and
voting when he receives a non-negative utility, i.e.,

0,v(R,) - cFy20,Yg € {1,---,G}. (6)

IC is when a CM of type g, to maximise utility, will only
choose the contract (Rg, F g) over all other contracts
(R 5 Fq ).

va(Rg) - ch > va(Rg,) - ch,,Vg, g €{l,---,Gl,g#g .
(7)

Furthermore, all the rewards that a leader can offer will

not exceed R, which is the transaction fee given by

blockchain users for editable transactions on the chain.
Thus, we have [18]

G
Y |%IP Ry <Ry ¥g € {1,--+, G}, (8)
g=1

According to the constraints given above, the optimi-
zation problem can be expressed as

G

max U, = Z(|%|Pg)<c’Fg —Rg),
R,F, g=1
s.t.,
6,v(R,) —cF,=0,Yg € {1,...,G},
va(Rg) —cF, 20gv(Rg,) —cFy,¥g,g €{l,---,GLg#g ,
i |%|P,Ry < Ry, Vg € {1,-++, G},
g=1

(9)



5.2. Optimal Contract for Handling Information Asymmetry.
The problem represented equation (9) is not a convex op-
timization problem. The main difficulty in solving this
problem is how to reduce the number of incentive con-
straints [19]. As the number of IR and IC constraints is N
and N (N - 1), respectively, we need to simplify the con-
straints until they are easy to solve. Similar to [18, 20], the
number of constraints can only be effectively reduced if the
utility function of the CMs satisfies the Spence-Mirrlees
property. Luckily, the designed utility function equation (4)
satisfies the condition. Thus, equation (9) can be solved with
the following steps:

Lemma 1 (Monotonicity Condition). The incentive R must
be monotonically increasing with respect to the type 0 of a CM.

Proof. According to the IC constraint (7), for CMs of type i
and type j, where 0, #6;, we can have

0v(R;) - cF;> 9iv(Rj) - cF,

10

GjV(RJ-) - cF;20v(R;) - cF;. (1)
Furthermore, we get

(6,-6,)[v(R) - v(R;)] 0. (11)

Since (0v/OR) >0, whenever ;> 6]-, there must be
R;>R,.

Next, we consider three types, i.e., 0;,_; <8, <0,,,, and the
following constraints which can be called local downward
incentive constraints (LDICs).

011V (Ris1) = €Fip1 20,1 v(R;) = cFy, (12)

0v(R;) - cF;>6,v(R,_;) — cF;_,. (13)

The equation (13) together with R;>R, ; implies
0,,1v(R;) —cF;20,,,v(R,_;) —cF,_;. This in turn implies
that for type 6,,,, the downward incentive constraint and
contract term (R;_;, F;_,) are also satisfied.

01V (Riy1) = €Fiyy 26, v(Riy) — cFyy. (14)
G-1 ! G G
max
Rp.ge{lG g=1 i=g i=g+1
s.t.,
ei
Y |%|P,Ry <R, ¥g € {1,--+,G}.
g=1
To solve equation (18), we let

' G G
Zy=1U|(c le)v(RYI0,2 ,Pi = 041 2L g Pil = L?fIPgRg.
For each type 0,,g € {1,---,G - 1}, we find an R;to max-
imise the value of Z,. While for type 6, we maximise
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Thus, we can reduce the set of downward incentive
constraints to a set of LDICs and the monotonicity condition
R; >R, ;. It is easy to show that the above approach also
holds for the upward incentive constraint set. O

Lemma 2. LDICs are tight at the optimum point when the
monotonicity condition is satisfied.

Proof. We start by ignoring the set of local upward incentive
constraints and concentrate only on the monotonicity of
incentive and the set of LDICs. According to the converse
method, if the LDIC for some type 6; is not tight, we have

0v(R;) - cF;>6,v(R;_;) — cF;_;. (15)

In this case, the leader can adjust the contract by raising
F; until 8,v(R;) — c¢F; = 0;v(R,_;) — cF,_.

Based on the above inferences, we can transform
equation (9) into

G

max U, = Z(|%|Pg)<c’Fg —Rg),
(Rg’Fy) g=1
s.t.,

0,v(R,) - cF, =0,

va(Rg) —cFy= Hgv(Rg_l) —-cF (16)

g—l’vg € {2"")G}>

0<R < <Ry< - <R,

G
Y |%|P R, <R, Vg €{l,--+,G}
g=1

The standard procedure for solving the equation (16) is
to first solve this optimization problem without the
monotonicity constraint and then check that the resulting
solution satisfies the monotonicity condition [19]. By iter-
ating over the IC and IR constraints, we can obtain

[0,v(R) + XL,A]

F = (17)

P ’Vge{]_)’G}

Let A;=6;[v(R)-v(R_)], Vie{2,---,G}, A =0.
Therefore, equation (16) can be replaced by

!

C Cc
}Z |%|zv(Rg) egZPi—egHZ P;| =I%IPyR, ¢ +1%|—Pcb6v(Rg) ~|%|PGRg

(18)

|2 | (c,/c)PGGGV(RG) — |%|PgR;; to find ’Rz As mentioned
before, (0*v/0R%)<0,Z g is a concave function when
|2| (c//c)[GnggPi - BgHZiG:gHPi] > 0. Because the sum of
concave functions is concave and the constraint is affine,
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equation (18) is a convex optimization problem. We assume
that the types of CMs obey a uniform distribution so that
monotonicity is satisfied [19, 20]. Otherwise, we use the
infeasible subsequence substitution algorithm to find the
final tuple (R, F) [21]. O

5.3. Security against Sybil Attack. A malicious CM may
spawn multiple nodes N = {nl, Moo o) nq} under his control
to participate in validation and voting. He distributes his
own votes to these nodes in order to gain lager utility. We

can describe the type of CM and the type of these nodes as

Hg* and {Gﬁ,...,%} where Gg* = Bﬁ +...+ Hg;

Theorem 3. A contract (Rg*,Fg*) according to equation (5)
is resistant to Sybil attack.

q g"
C<Fy* _ZF92> =Zei(vi_vi—
k=1 i=1

g
Y .0;,1v;_1, we have

7
Vie) < 20 —

4 k
Vg + Z Z 0;(vi —vi_y).  (21)

k=1i=1

Since Zig:l 0, (v, -

9
UC>(q- 1Dy, - ) 6,
k=1

Since Y1 121 16; (v; —v;_;) > 0, arational CM’s UC must
be a positive utility when CERCRZEDY S 10g:v4: > 0. As
a result, we have designed the contract to be we ’11 protected
against Sybil attack under certain conditions. O

6. Simulation Results

Firstly, this section evaluates the proposed incentive
mechanism based on contract theory through simulation.
Then, the characteristics of this paper are compared with
those of the schemes mentioned in the paper.

All of our experiment is run on desktop with AMD
Ryzen 7 5800H with Radeon Graphics 3.20 GHz CPU and
16.0 GB RAM on Windows 10. For comparison purposes, we
compare the present incentive mechanism under in-
formation asymmetry with another incentive mechanism
without information asymmetry, which refers to the leader
knowing the specific type of each CM. Obviously, optimal
design without information asymmetry is the best result we
can achieve.

It is assumed that there are 500 CMs and a leader. The
type of each CM follows a uniform distribution. They are
classified into 20 different types according to the votes, so
the probability of each member being a certain type is
0.05. Parameter ¢ =5 or ¢ = 1. As a contract publisher,
aleader generates contract items based on the information
that has been obtained and sends them to each CM. Each
stakeholder chooses to sign a contract and then acts as
voter and verifier to execute the contract. Every CM
completes his task honestly will receive a reward from the
leader.

Proof. Substituting the left and right sides of the above
inequality back into the committee’s utility function equa-
tion (4), the collation gives

UC=U,(g") - Y Un(d)

: ) <Fg* —iFg;)

= 9 Vg Z(
For convenience, we abbreviate v(R,) as v, . Further-
more, we take equation (17) into equatlon 19) to get

k

q
1) = (q=1)0v, - Zzei(vi_vi—l)' (20)

k=1i=1

6.1. Contract Feasibility. Figures 3(a) and 3(b) show that
incentive and resource improve with node type, which re-
flects the monotonicity of our system. The difference is that
the incentive for our contract is a concave function with
respect to the node type, whereas the incentive without
information asymmetry is a linear function. We can see that
under no information asymmetry, when the miner knows
the specific type of node, it can obtain higher resources with
lower rewards.

The utility of the node with different types ranging from
17 to 19 is presented in Figure 3(c). The results show that
utility is only maximised when a node chooses a contract
item designed for his type and the utility of node is non-
negative. The former accounts for the IC constraint, and the
latter verifies the IR constraint.

6.2. Contract Performance. Figure 4 reveals that different
types of nodes bring different utilities to miner. The higher
the node type, the higher utility it can bring. Figure 4(a)
presents that the utility under no information asymmetry is
an upper bound on the utility under information symmetry.
This is because the miner knows all the information about
the node in the former condition. Figure 4(b) displays that
the optimization utility of our mechanism is higher than the
utility without information asymmetry and that this utility
remains zero. The reason for this has already been explained
in the previous chart. Thus, the incentive of information
asymmetry protects nodes from being over utilized.
Figures 4(a) and 4(c) show the same performance that is
because the utility is still highest with no information
asymmetry, but we strive for some reward for the nodes.

6.3. Comparison of Solutions. In order to better reflect the
innovation and necessity of the enhanced redactable POS
blockchain solution proposed in this paper, we compare this
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FiGure 3: Contract feasibility: (a) incentive, (b) reward, and (c) utility of node.
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FIGURE 4: Contract performance of different type node: (a) utility of miner, (b) utility of node, and (c) social welfare.

TaBLE 2: Comparison of editable blockchain solutions.

Works
Features Ateniese et al. Derler et al. Deuber et al. Xu et al. Li et al. Ours
EuroS&P’17 [4] NDSS’19 [11] S&P'19 [16] TIFS’21 [15] TDSC22 [5]
Decentralization X X 4 X v v
Without MPC X X 4 4 v v
Public verifiability X X v v v v
Incentive mechanism X X X v X v

Scheme characteristics: v means fully realized, X means not realized.

paper with the existing research works in terms of the  public verifiability. Overall, a voting-based editable block-
following four features: decentralization, without MPC,  chain solution can achieve decentralization, without MPC,
public verifiability, and incentive mechanism. The resultsare ~ public verifiability, and this paper adds an incentive mech-

shown in Table 2. anism to effectively engage enough CMs to honestly partic-
As can be seen from the above table, this paper makes an  ipate in verifying and voting on editable blocks. As a result,
innovative design to add incentives based on the literature [5].  the research work in this paper further improves the security

In terms of decentralization and without MPC, existing works ~ of the block editing process compared to existing studies.
[4, 11] and [15] require a central entity for the issuance of

editing rights, and some of them also require MPC for 7 Conclusions

trapdoor management, while this paper is a decentralized

scheme based on voting to reach consensus. In terms of public =~ This paper proposes a contract theory-based incentive
verifiability, the disclosure or nondisclosure of the chameleon =~ mechanism on voting-based redactable POS blockchains to
hash trapdoor determines whether the edited block satisfies ~ deal with the issue of insufficient committee incentives. To
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demonstrate the effectiveness of the mechanism, we com-
pare the feasibility and performance with a contract design
that does not consider information asymmetry. The ex-
perimental results show that the incentive mechanism can
effectively attract enough high-stakes CMs to honestly join
the validation and voting of editable blocks. In addition, the
mechanism can defend against Sybil attack. Therefore, the
present incentive for CMs with high stake in the voting-
based editing POS blockchain solution is practical, as it
allows these members to receive the rewards they deserve. In
the future, we will investigate incentive mechanisms with
broader incentive coverage so that CMs with lower voting
weights can also receive the rewards they deserve.
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